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Introduction:
Al and Consumer Protection

» Artificial Intelligence (AI) reshaping market:
o production lifecycle
o people’s everyday lives

» Automated Decision-Making (ADM) impacting on the essence of legal relationships
among:
o individuals
O 1institutions
o 1institutions and individuals
o businesses and individuals (B2C)




JuLIA

Justice, Fundamental Rights
and Artificial Intelligence

The Functions of
Consumer Protection Law

» B2C relationships
» The consumer as the weaker party
» EU consumer protection law aims at rebalancing structural market vulnerabilities,
generated by asymmetries of
d power
d information
d bargaining

» Ensuring the functioning of the internal market and fair competition...

... as well as a high level of health, safety and protection of fundamental rights
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Introduction:
Al and Consumer Protection

» The problem of Al definition: Al Act (2024)

» Al main «disruptive» features:

O opacity

o complexity

o unpredictability
» Challenges:

o «black box»

O «bilases»

o lack of control
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Introduction:
Al and Consumer Protection

How can Al interact with consumers?
e (Consumers as addressee of Al-as-a-service

» Al main «disruptive» features: outputs
g : . * Consumers as users of/third parties affected by
O opacity
Al-as-a-product

o complexity

o unpredictability
» Challenges:

o «black box»

O «biases»

o lack of control
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Introduction:

Al and Consumer Protection

» Al main «disruptive» features:

» Challenges:

O
O
O

opacity
complexity
unpredictability

«black box»

«biases»
lack of control

How can Al interact with consumers?
* Consumers as addressee of Al-as-a-service
outputs
* Consumers as users of/third parties affected by
Al-as-a-product

What are the main Al challenges for consumers?
* Interrelation between Al and digital market
* Dark patterns
* Automated contracting
* Compensation for damages
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The Normative Map

» How does consumer protection law cope with AI?
* De lege lata vs. De lege ferenda
* Al Act + Digital Package + existing legislation
* Al difecycle»: pre-market = post-market

/ POST-MARKET PHASE ;

PRE-MARKET PHASE (product/service design)
3
Al as a product Al as a service Consumers’ contracts
- Unfair commercial
P ; 1 practices Directive
ARTIFICIAL INTELLIGENCE ACT FAREESES | uce)
RUASC - National contract
law
+ + E> -~ Unfair terms
] e . Directive
Plf:;ﬁ:zzfn EU “Digital Package™ Contracting - National contract
11 law
- Sector-specific - Data Act
(vertical) legislation |:|j}:|| D
amages
- General Product - Digital Markets Act : Wﬂgﬁ"’
Safety Regl. lation : Contractual liability | National contract law
’ . . } . - National tort law
(GPSR) - Digjtal Services Act LOHLW - Product Liability
\ Abtaty Directive (PLD) /
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1. The Pre-Market Phase
> Relevant legislation applicable to the Al-design phase

) Artificial Intelligence (AI) Act [Regulation (EU) 2024/1689 of the European Patrliament and of the
Council of 13 June 2024 laying down harmonised rules on artificial intelligence and amending Regulations (EC) No
300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828]

—> laying down a uniform legal framework in particular for the development, the placing on the market, the
putting into service and the use [post-market] of Al systems

— human-centric and trustworthy Al

—> to protect against the harmful effects of Al systems as well as to support innovation

> «Al system» (Article 3(1)): a machine-based system that is designed to operate with varying levels of
autonomy and that may exhibit adaptiveness after deployment, and that, for explicit or implicit objectives,
infers, from the input it recetves, how to generate outputs such as predictions, content, recommendations, or
decisions that can influence physical or virtual environments
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1. The Pre-Market Phase

) Artificial Intelligence (AI) Act

.1) Al-design: risk-based approach

H Unacceptable risk (Article 5) - prohibited Al  practices

(manipulative/deceptive Al techniques; Al exploiting the vulnerabilities of a natural
person or a specific group of persons: e.g., dark patterns)

d High-risk (Article 6) = mandatory safety requirements
a) Al system = safety component of a product/itself a product
covered by the Union harmonization legislation listed in Annex |
b) the product is required to undergo a third-party conformity assessment
c) Al systems listed in Annex 111, if they present a significant risk of
harm to the health, safety or fundamental rights of natural persons

U Limited risk (Article 50) = specific transparency requirements for Al systems intended
to interact directly with natural persons

U Low risk => voluntary codes of conduct promoting the application of safety
requirements to non-high-risk Al systems

Al practices

High-risk

Al systems

Limited risk Al
systems

Low risk Al systems
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1. The Pre-Market Phase

) Artificial Intelligence (AI) Act

.1) Al-design: risk-based approach

d High-risk (Article 6) = mandatory safety requirements
a) Al system = safety component of a product/itself a product
covered by the Union harmonization legislation listed in Annex |
b) the product is required to undergo a third-party conformity assessment
c) Al systems listed in Annex 111, if they present a significant risk of
harm to the health, safety or fundamental rights of natural persons

* Annex I lists existing EU product-safety harmonization legislation: high-risk products

* Annex III contains a list of high-risk areas: 1) biometrics; 2) critical infrastructures (digital, road
traffic, supplying of water, gas, electricity, heating); 3) education and vocational training; 4) employment;
5) essential private/public services/benefits (healthcare, creditworthiness, life and health insurance,
emergency calls); 6) law enforcement; 7) migration, asylum, border control; 8) administration of justice

High-risk

Al systems

and democratic processes. MARKET?
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1. The Pre-Market Phase

) Artificial Intelligence (AI) Act

.1) Al-design: risk-based approach

O High-risk (Article 6) = mandatory safety requirements:

* data governance (Article 10) ng h-risk
* technical documentation (Article 11) Al Systems
* record keeping (Article 12)

* transparency (Article 13)

* human oversight (Article 14)

° accuracy, robustness, cybersecurity (Art. 15)
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1. The Pre-Market Phase

) Artificial Intelligence (AI) Act

.2) AI “use”

“deployer” (Article 3): a natural or legal person, public authority, agency or other body
using an Al system  under its authority except where the Al system 1s used in the
course of a personal non-professional activity = deployer = professional user (F

consumetr)

Obligations on deployers (Article 26): ensure proper use and oversight, monitor operations
and data quality, maintain logs, inform affected individuals, comply with sector-specific
and reporting obligations, and cooperate with authorities to ensure safety, transparency,
and legal compliance.
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) Artificial Intelligence (AI) Act

3) Al “value chain”

Recital 83: the Regulation takes into strong account the complexity of the value chain for Al systems and
aims at clarifying the role and the specific obligations of relevant operators along that value chain

importer provider product manufacturer distributor

deployer

J

l
[
operators

Responsibilities along the Al value chain (Article 25): any operator shall be considered to be a provider
of a high-risk Al system and thus subject to the mandatory safety requirements 1f:

a) they put their name or trademark on a high-risk Al system
b) they make a substantial modification to a high-risk Al system in such a way that it remains high-risk

c) they modify the intended purpose of an Al system which has not been classified as high-risk in such a way

that it becomes high-risk
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1. The Pre-Market Phase
) Artificial Intelligence (AI) Act

> The role of consumers

B2C relations are not the main focus of the Regulation
The main focus is addressing responsibilities + protecting fundamental rights of “natural persons”

BUT

Individual remedies = submit complaints to the relevant market surveillance authority
—> right to an explanation (Article 86): any natural person can obtain from the deployer clear and

meaningful explanations of the role of the Al system in the decision-making procedure

= Representative Actions =2 Directive (EU) 2020/1828

=  Consumer protection indirectly affected = Al Act’s safety requirements will be integrated in the safety rules and processes
covered by other products-safety legislation which are expressly aimed at protecting consumers + main parameter to assess

liability of Al systems operators in case of damages
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1. The Pre-Market Phase

) Other product-safety legislation

> The EU normative landscape on product safety:
[ Sector-specific [vertical] legislation
d General Product Safety Regulation (GPSR) [hotizontal]

= O o
= = =
O o o
O O N,
3 3 3
© 3] 3]
® © h)
N 7 0
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establishes a comprehensive regulatory framework for online intermediaries and

> The Digital Services Act (DSA)

) The EU “Digital Package”
platforms. It aims to ensure a safer digital environment, protect fundamental rights, and foster innovation by clarifying
in which fundamental rights enshrined in the Charter, including the principle of consumer

 Objective: the proper functioning of the internal market for intermediary services by setting out
harmonized rules for a safe, predictable and trusted online environment that facilitates innovation and

the responsibilities of digital service providers

protection, are effectively protected
4 algorithmic transparency and risk mitigation
O Article 25: providers of online platforms shall not design, organize or operate their online interfaces in
a way that deceives or manipulates the recipients of their service or in a way that otherwise
materially distorts or impairs the ability of the recipients of their service to make free and informed

decisions (e.g., dark patterns)

> The Digital Markets Act (DMA) targets anti-competitive practices by large online platforms, designated as “gatekeepers.’
Its primary goal is to ensure fair competition and prevent market dominance from stifling innovation

>
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2. The Post-Market Phase

) The pre-contractual phase

» digital market and consumers’ vulnerability

» Manipulative behaviors affecting private autonomy
E.g.,
d personalization
d emotion recognition (affective computing, Neuromarketing)

d micro-targeting
 dark patterns

» Disclosure mandates (e.g., Consumer Rights Directive)

» The Unfair Commercial Practices Directive (UCPD)




\\\.

LES

™

'y

BNIVERSITA l U I_I A

[ TRENTO Justice, Fundamental Rights

and Artificial Intelligence

2. The Post-Market Phase
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he Unfair Commercial Practices Directive (UCPD)

> The UCPD prohibits unfair commercial practices, defined as those practices:
(a) contrary to the requirements of professional diligence, and
(b) materially distorting or likely to materially distort the economic behavior

> Misleading commercial pl‘aCtiCCS: false information and untruthful or in any way, including overall
presentation, deceives or is likely to deceive the average consumer, even if the information is factually correct — in
relation to the existence or nature of the product, its main characteristics, the extent of the trader’s commitments, the
price, the consumer’s rights — and in either case causes or is likely to cause him to take a transactional decision that he

would not have taken otherwise (Article 0).

> Aggressive commertrcial practices: in its factual context, taking account of all its features and circumstances,
by harassment, coercion, including the use of physical force, or undue influence, it significantly impairs or is likely to
significantly impair the average consumer’s freedom of choice or conduct with regard to the product and thereby causes

him or is likely to cause him to take a transactional decision that he would not have taken otherwise (Article 8).
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2. The Post-Market Phase

] The Unfair Commercial Practices Directive (UCPD)

» Public enforcement > the competent administrative authority imposes effective,
proportionate and dissuasive penalties regardless of any evidence on actual impact on
consumers’ choices

» Private enforcement = Omibus Directive (Directive (EU) 2019/2161):

Article 11a UCPD: consumers’ right to access to proportionate and
effective remedies when harmed by unfair commercial practices,

including compensation for damage suffered by the consumer and,
where relevant, a price reduction or the termination of the contract




&K UNIVERSITA l U LIA

% DITRENTO At e
2. The Post-Market Phase

he Unfair Commercial Practices Directive (UCPD)

» Do automated personalization/emotion recognition/micro-tatgeting fall under any

of the definitions of unfair commercial practice?
* Undue influence
Average consumer [see CJEU C 646/22]

» What can be the role of private enforcement, and of national contractual remedies
in particulat, when it comes to unfair commercial practices executed by subtle

algorithmic and manipulative online techniques?
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2. The Post-Market Phase

) Contracting

» Smart contracts challenge principles on contract formation, execution and, in general,
contractual autonomy
* No EU legal framework specifically addressing smart contracts

» Unfair terms directive (UTD) [Directive 93/13/EEC]

 Standard terms drafted by professionals

d No individual negotiations

4 Information asymmetties

 Unbalanced position in favor of the drafting party
 Possible abuses
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2. The Post-Market Phase
» Unfair terms directive (UTD)

ticle 3: A contractual term which has not been individually negotiated shall be regarded as unfair if, contrary to the
equirement of good faith, it causes a significant imbalance in the parties’ rights and obligations arising under the
ontract, to the detriment of the consumer.

J unfairness test on standard terms in B2C contracts

ticle 4(2): assessment of the unfair nature of the terms shall relate neither to the definition of the main subject matter of
he contract nor to the adequacy of the price and remuneration (...) in so far as these terms are in plain intelligible language.

 the unfairness test does not pertaing to the costs involved in the transaction (economic
imbalance), unless clauses are not transparent
it refers to a restriction of rights, an obstacle for their exercise or the imposition of additional

obligations [CJEU, Case C226/12]

ticle 6: an unfair term shall not be binding on the consumer; the contract shall continue to bind the parties
pon those terms 1f it is capable of continuing in existence without the unfair term
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2. The Post-Market Phase
» Unfair terms directive (UTD)

J How is Al involved?

= Al large language models (LLLM) could be used for:

- drafting standard consumer contracts

- exploring the potential untairness of contract terms

- personalizing the price term or the consumer contract as a whole to the transaction
considering market dynamics as well as consumer characteristics
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2. The Post-Market Phase

) Damages

» Taking all ex-ante precautions does not prevent from all the possible risks
» In these scenarios, (national/supranational) tort law regimes come into play

» When an Al system causes harm, who should be liable and why?

A De lege lata vs. de lege ferenda
d Opacity and unpredictability
d The problem of the burden of proof

» The Al Liability Directive (AILD) proposal
» The new Product Liability Directive (PLD)
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2. The Post-Market Phase

» The AI Liability Directive (AILD) proposal
d non-contractual fault-based civil liability claims

 alleviating the plaintiff’s burden of proving fault and causation:
1. Disclosure of relevant evidence
2. Presumptions (rebuttable)
(a) fault [disclosure non-compliance]
(b) causation, if:
the claimant has demonstrated the fault of the defendant

®
(i1) 1t is reasonably likely that the fault has influenced the output

produced
(i11) the claimant has demonstrated that the output produced by the Al

system gave rise to the damage.
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2. The Post-Market Phase

» The new Product Llablllty Directive (PLD) [Directive (EU) 2024/2853 of the European Parliament and
of the Council of 23 October 2024 on liability for defective products and repealing Council Directive 85/374/EEC]

a) Updating the PLD definitions to the new digital era

d “product” = all movables, even if integrated into, or inter-connected with, another movable or an
immovable, including digital manufacturing files, raw materials and software

d ‘manufacturer’s control’ = the manufacturer of a product authorizes a) the integration, interconnection
or supply by a third party of a component including software updates or upgrades, or b) the modification
of the product

O “defective product” = a product shall be considered defective where it does not provide the safety that a
person is entitled to expect or that is required under Union or national law, taking into consideration
(...) any ability to continue to learn or acquire new features after it is placed on the market (...)
interconnection (...) manufacturer’s control over the product

b) Alleviating the burden of proof: (1) disclosure, (11) presumptions of defectiveness and causal link
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THANK YOU!
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