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Digital contracting: dimensions and 
issues

o Online and digital contracting is a pervasive feature of 
present day markets
• From a sheer size point of view, however, offline 

contracting is still dominant
o Digital contracting involves a phenomenal transformation 

of contracting along several dimensions 
• New products and services traded
 Digital goods and services, goods and services 

with digital elements
 The above come with novel elements in 

contracting: zero-price (or at least, below cost) 
transactions, free apps and updates, near zero 
transportation costs, often non-rivalry in 
consumption



Digital contracting: dimensions and 
issues

• Trade in digital goods and services
 In reality, many transactions are just barter → 

digital product is traded for the privilege to collect 
and use the consumers’ data at zero monetary 
price
 This feature is closely linked to other dimensions of 

online contracting, namely, its data-intensive 
character, and its close connection with the use of 
algorithms for predictive/contracting purposes 



Digital contracting: dimensions and 
issues

o Digital contracting dimensions
• New contracting processes and features of contract 

design 
 Dramatic decrease in transaction costs, huge 

increase in choice of counterparty and range of 
available goods and services
 Enhanced role of intermediaries (platforms), and 

two-sided markets with cross network effects
 From search and observation as buyer’s main ex 

ante protective tools to the reputational function of 
platforms and users’ recommendations
 Fragility of contracting architectures towards subtle 

manipulation by design



Digital contracting: dimensions and 
issues

o Digital contracting dimensions
• Data-driven contracting 
 Data is abundant and can be systematically 

processed, analysed and put to various uses
about transactions, consumers’ characteristic 

and choices, demand, and market and other 
conditions 

 Data collection is largely a by-product of 
transactions or other online activities (online 
search, social media use) 
 Contracting encounters privacy concerns in a 

fundamental way



Digital contracting: dimensions and 
issues

o Digital contracting dimensions
• Large datasets combined with AI aimed at enhancing 

prediction of future conditions and behavior allow for  
 More refined and granular estimations of relevant 

ingredients of many components of firm’s costs and 
revenues
 Tailoring and personalization of pre-contracting 

practices (targeted advertising), contract environments, 
product features, and contract terms (those related to 
price in particular)
contracting processes and contractual outcomes are 

likely to differ systematically across market conditions, 
market segments and individual parties’ characteristics, 
preferences, and budgets as found in data available to 
firms



Digital contracting: dimensions and 
issues

o Although many of the new developments associated with 
digital contracting are welcome for social and economic 
wellbeing, not all are

o A number of issues brought about by the various 
transformative dimensions of online contracting put in 
question significant portions of the legal tools developed 
by Contract and Consumer Law

o In order to critically assess the performance of those 
instruments and the changes required by a more 
adaptive response to the challenges of digital contracting 
it is important to get a reasonable understanding of
• The factors leading to concern
• The potential influence over markets and contract terms, since 

not all of them are equally affected or raise the same problems



Personalization and divergent challenges

o With respect to personalization and its potential effect 
upon online contracting, it is important to take into 
account
• Personalization may affect various stages and 

elements of transaction
 Pre-contractual practices and actions (e. g., 

targeted advertisement, personalized 
recommendations)
 Contracting architecture (e.g. range of options, 

default choices and extras)
 Contract terms (price, warranties, duration)



Personalization and divergent challenges

o Personalization 
• Plays potentially different roles depending on the 

main elements of the market and contract at hand
• Personalization is likely to raise different issues and 

lead to different outcomes 
 In a purely financial contract, such as credit, in a 

contract over digital goods or services or a contract 
over tangible goods or services
 In a selection market or an ordinary market



Personalization and challenges
 Ordinary market
In other markets the identity and features of 

customer do not matter that much for the cost 
of serving a particular customer, but mainly for 
the their potentially diverse willingness to pay
 This has to be taken with a grain of salt, 

since it is true that some cost components 
may be affected by who de customer is, and 
the level of knowledge of firm about 
customers
Consumers may be more likely to use customer 

service, or make complaints, or return goods under a 
right of withdrawal

When firms know more about customers, they can 
tailor ads and communications in such a way as to 
increase returns from a given level of expenditure



Personalization and divergent challenges
 In a selection market, consumers not only differ in 

how much they are willing to pay for  or an ordinary 
market, but fundamentally on the size of the costs 
to serve them
Consumer X is more costly for the firm as counterparty 

than consumer Y
Consumer X entails a larger risk that is borne by the 

firm (insurance coverage, ability to repay credit)
The relative costliness of a given consumer is not 

observable by the firm at the contracting stage
 It is key for the firm to engage in a proper “selection” of 

customers, price them according to the costs they entail, 
and ensure the contract has positive NPV for firm



Personalization and divergent challenges

• Needless to say, firms may also be interested in 
acquiring information about prospective customers in 
order to extract surplus from them in the contractual 
interaction
 The same is true of firms in other markets, to be sure

• Despite the firm’ incentives to engage in selection, there 
seems to be a consensus that these incentives are too 
low, since firms do not fully internalize the effects from 
insufficient or inadequate selection
 A fraction, perhaps a large one, falls upon customers themselves and society at 

large



Evolution of personalization: 
offline world

o Personalization in the offline setting comes in various
forms
• Information provision, trust and reputation as tools to 

tailor transactions
 Repeated and relational transactions - generating trust 

and reputation is key in repeated interactions and this
may produce personalized transactions

 Spot transactions – reputation plays limited role, since for
next business the buyer may go to any seller

• Segment-based personalization (traditional second-
degree price discrimination): based on observable, 
objective and hard to modify of manipulate criteria 
such as age, gender, income level, etc. 



Evolution of personalization: 
offline world

o Personalization in the offline world
• Second-degree price discrimination

 Uses classification based on static identifiers/variables 
associated with a given consumer

 It has been –and still is, when available/legal widely used
in traditional selection markets such as credit and 
insurance

• Dynamic (variable or adjustable) pricing schemes
 Variables affecting real-time demand, mostly 

based on historical demand with current market 
data trying to predict sales at different prices and 
at different times
 Air tickets, hotels, etc.



o Online algorithmic personalization is markedly different
• Behavioral and data-driven
• Capable of covering all stages of contractual interaction
• Precision and granularity of available personalization are 

manifold increased 
• Dynamic and adjustable to new data, which implies it will grow in 

predictive power and precision over time
• Different from traditional dynamic pricing, since algorithm solves 

optimization problem (maximize firm profits) with 
 More comprehensive dataset, including individual consumer 

data
 Aims at predicting best prices based on estimated consumer 

willingness to pay 

Evolution of personalization:
online world



o Not everything is inherently worrying about online 
personalization
• Online personalization allows for better tailoring of 

various dimensions of contracting with consumers’ 
preferences and characteristics

• May increase access to goods or services by 
consumers with low willingness to pay who were 
excluded by uniform pricing/contract terms

• May avoid or reduce cross-subsidies, including 
regressive ones 

Evolution of personalization:
online world



o However, even apparently innocuous or efficient uses 
may not be entirely devoid of problems (price levels, 
privacy externalities)

o Think of targeted advertising, where 
• Intuitively, it may be beneficial for firms and consumers
• There is evidence about lack of significant negative effects 

of exposure to targeted ads
 Brynjolfsson et al. (2024) run an experiment of online 

advertising in which a random 0.5% subset of all users are 
assigned to a group that does not ever see ads. They recruit 
a representative sample of Facebook users in the ads and 
no-ads groups and estimate their welfare gains from using 
Facebook
No significant welfare differences among groups, either the 

disutility of ads for consumers is relatively small, or that there 
are offsetting benefits, such as helping consumers find goods 
or services of interest

Evolution of personalization:
online world



• However, the sale of the advertising slots and listing 
positions by Google, Facebook, Amazon, etc., is 
implemented through real-time bidding
 These auctions  affect both online and offline prices 

and welfare: Ganuza and Llobet, 2018; Bergemann
and Bonatti, 2022; Bergemann, Bonatti, and Wu, 
2024

• Eventually, some constraints (in the factors used in the 
auctions, or in the level of information resulting from 
consumers’ data in the hands of the platform) in the 
above schemes used in indirect data trade may help to 
reduce prices and increase consumer welfare: Teh and 
Wright, 2020, 2024 

Evolution of personalization:
online world



• At the same time, profitable targeted advertising is 
heavily dependent on the use of personal data by tech 
companies selling advertising slots  

• It has been empirically shown that a reduction in the 
available data severely impacts revenues from targeted 
advertising: Wernerfelt et al., 2022, concerning the 
inability to use off-site or off-platform data; Hackett and 
Harty, 2021, and Aridor and Che, 2024, on the effects of 
Apple’s App Tracking Transparency Policy for iOS 14.5

Evolution of personalization:
online world



Online personalization



Is algorithmic personalization per se 
illegal in the EU?

 Probably NO, albeit with limits on the input (personal data) to algorithmic 
personalization

 GDPR’s focus is on transparency and control of the individual’s personal information 
as the grounds for consent of consumer data collection and processing  

a) Data may be processed lawfully + fairly + transparently (art 5 GDPR )
b) Processing is lawful if (art 6 GDPR) 

a) The data subject has given consent to the processing of his or her personal data for one or more 
specific purposes;

b) Processing is necessary for the performance of a contract to which the data subject is party or 
in order to take steps at the request of the data subject prior to entering into a contract;

c) Processing is necessary for compliance with a legal obligation to which the controller is 
subject;

d) Processing is necessary in order to protect the vital interests of the data subject or of 
another natural person;

e) Processing is necessary for the performance of a task carried out in the public interest or in 
the exercise of official authority vested in the controller;

f) Processing is necessary for the purposes of the legitimate interests pursued by the controller 
or by a third party, except where such interests are overridden by the interests or fundamental 
rights and freedoms of the data subject which require protection of personal data, in particular 
where the data subject is a child.

 Limit → the data subject shall have the right not to be subject to a decision based 
solely on automated processing, including profiling, which produces legal effects 
concerning him or her or similarly significantly affects him or her (art 21 and 22 
GDPR) 



Other EU legal instruments assume that personalized prices on the 
basis of AI fed with data are in place

 Directive 2019/2161 amends art. 6 of Directive 2011/83, on 
pre-contractual information in online contracts

The following point is inserted: (ea) where applicable, that the price was 
personalized on the basis of automated decision-making

 Directive 2023/2225 on credit arrangements with 
consumers includes (art. 10) in the pre-contractual 
information to be provided to the prospective borrower:

(m) where applicable, an indication that the price was personalised on the 
basis of automated processing, including profiling

:

Is algorithmic personalization per se 
illegal in the EU?



Personalization in the algorithmic
world

o Outside an outright ban on personalization –that up to 
now does not exist in EU Law- legal intervention should 
–ideally- be guided by the concern to redress the 
negative effects without curtailing the potentially 
favorable consequences

o Online contract personalization, especially with the 
intensity, granularity and scale that algorithms make 
possible may give rise to relevant contracting problems 
• Influencing consumers’ preferences in ways that increase 

sellers’ profits
• Exploiting consumers’ biases for the sellers’ advantage
• Reducing consumer surplus 
 in imperfectly competitive market structures or through price 

discrimination



Personalization in the algorithmic
world

o Algorithmic personalization affects both contracting 
practices and contractual outcomes

o The balance of the effects depends on a number of 
factors
• Timing and nature of practice/term that serves as channel
• Type of contract
• Market conditions
• Characteristics of consumer target population
• Size and distribution of costs and benefits  

o Thus, legal intervention concerning personalization 
should look into both contracting process and contract 
outcomes, giving weight to the above factors

o It seems hard to come up with simple, overarching tools 
and solutions



 Price is a distributive term: a transfer of money from buyer to seller, 
that fixes the individual share of surplus for each contract party 

 At the same time, the perception by parties of their individual 
contract surplus are key for satisfying the parties’ participation 
constraints for a given interaction

 Accordingly, the price term influences 
 whether the parties enter into the transaction, depending on whether 

their assessment of individual surplus is larger than the fallback option
 this evaluation depends, for the buyer, on the estimation of (a) the 

size of the price term and (b) the benefits from the transaction
 whether the “actual” or “true” (perhaps different from “perceived”) 

individual surplus is larger than the best alternative s

Personalized prices in contracts for 
goods as illustration



 Thus, even if distributive, the price term is crucial for the ex ante 
evaluation of individual surplus for buyer. This exercise is not trivial 
for consumers in many transactions

 A number of problems raised concerning algorithmic personalization 
of prices typically alters the cognitive and economic complexity and 
cost of taking good decisions 
 Price personalization alters the cognitive and economic 

complexity and cost of taking good decisions 
prices have multiple components, prices change if one buys today 

or tomorrow, or from the home or the office computer, on the basis 
of factors that the consumer ignores and are hard to anticipate and 
process 

at the same time, design features affecting the contracting process 
(visual clues, AI tools to make clauses more readable or estimate 
the total amount from the combination of complex price terms 
involving various price components) may improve the ability of the 
consumer to evaluate price and individual surplus 

Personalized prices in contracts for 
goods as illustration



 AI tools seeking to infer consumers’ willingness to pay in order to raise 
prices are purely redistributive investments, deprived of social value and 
should be discouraged
AI investments are usually general investments that allow firms not 

only to raise prices and their share of surplus, but also to reduce 
costs and/or improve quality and thus expand contract surplus

 Unfairness associated with outcomes of differentiated prices 
certain consumers pay higher prices than other consumers
some consumers pay more than the “impersonal” or “objective 

uniform” price
such prices likely to transfer surplus from consumers to firms

 Unfairness concerns, in our view, do not always provide a sensible ground 
for legal intervention, and when they do, often it is one different from
 general contract or consumer law rules
 implemented by ordinary courts through litigation

Personalized prices in contracts for 
goods as illustration



 As long as the consumers’ ability to estimate the individual surplus is 
reasonably satisfied, the fact that consumer X is paying more than 
consumer Y in a given kind of transaction is not in itself a source of 
concern, at least from a general perspective
 When these differences are ample and generalized, these may be an 

indication of market-wide problems in need of intervention
market-wide deficiencies are not suitable to remedies operating at the level 

of the individual contract and based on departure of a specific price from 
some benchmark

 The idea of an impersonal price being the necessary and sufficient 
benchmark for the unfairness of personalized prices appears notably 
unrealistic
 In a context of personalized prices being implemented in reality, impersonal 

prices would not exist, neither as a theoretical exercise nor as a practical 
benchmark that could be verified by courts trying to carry out unfairness checks 
for individual contracts 

Personalized prices in contracts for goods 
as illustration



 As to prevailing price levels of goods and the transfer of 
surplus to firms –even provided that they are always 
below true willingness to pay-, these are legitimate 
sources of societal concern
 hard to cogently address at the level of the individual contract 

between a given trader and a given consumer for a given good 
or service 

 What are then the true problems with algorithmic price 
personalization that contract and consumer law could 
fruitfully and adequately improvetheoretically address 
with some fruit?

 We think these are mostly the following, mostly 
concerning the contracting process and not the 
outcomes per se

Personalized prices in contracts for goods 
as illustration



 The substantive transparency of algorithmic prices
 Certain features of online transactions and especially of 

algorithmic transactions 
exacerbate the asymmetry of information: high variability in 

prices, transactions with auction-like schemes, rapidly 
changing prices, misleading sense of urgency that reduces 
ability to estimate consumer surplus

interactions occurring as a result of personalised messages to 
consumers→ consumers do not initiate the contracting process 

 Directive 93/13 already emphasizes the need to ensure 
substantive transparency of terms, especially of core terms such 
as price

 When algorithmic prices are used, unless the outcome is clearly 
salient to the consumer, substantive transparency checks should 
be more stringent
standardized warnings about personalization (as in Directives 2011/83 

and 2023/2225)  are clearly insufficient 

Personalized prices in contracts for goods 
as illustration



 Undue influence over consumers’ willingness to pay
 in the algorithmic context, consumer’s willingness to pay may not 

be purely exogenous, but may be heavily influenced by 

targeted and personalized recommendations 

and eventually from dark patterns in the contracting and 
consent infrastructure 

 There is a fine line between tailoring choices and
recommendations to increase the likelihood of transaction and
manipulating consumers’ preferences

Personalized prices in contracts for goods 
as illustration



 Undue influence over consumers’ willingness to pay
 Given the risk of distortion of the consumer’s perceptions over 

the gains from the transaction and hence over her (undistorted) 
willingness to pay, the policing of the contracting process should 
be reinforced

 General tools against unfair commercial practices, and more 
specific ones in the online context (such as art. 25 DSA) have to 
be displayed effectively
More tailored definitions of agressive or misleading practices in the

digital environment with personalized results are probably desirable
 Contractual remedies (damages, price reduction, cancellation of 

the contract) in line with art. 11a of Directive 2005/29 (but with 
additional energy), should play a larger role in addressing these 
risks 

Personalized prices in contracts for goods 
as illustration



 Personal data dimensions of personalization
 personalized contract terms and personalized prices in particular cannot 

be feasible without the use of consumers’ personal data
 when consenting to the use of their personal data –consent being the 

major legitimizing factor of such use by firms- consumers are largely 
unaware of the future use of their data, and how it will affect their position 
in later transactions in the algorithmic world

 moreover, data from one consumer is combined with data from many 
others allowing for additional precision on the inferences on any given 
consumer

 empowering consumers in this context is no easy task 
GDPR alone can hardly ensure such goal, even with a broad 

interpretation of art. 22 (as in the decision of the CJEU of 7.12.2023 in 
the Schufa case) 

contract law rules dealing with contractual consent do not seem too 
promising either 

Personalized prices in contracts for goods 
as illustration



 Personal data dimensions of personalization
 perhaps strengthening the damages consequences from 

infringement of GDPR, especially by business models that use 
personal data –either directly or in data exchanges and trade-
more aggressively and surprisingly against consumers in pricing 
for future transactions would provide a helpful deterrent a

 one could think of introducing an explicit rule permitting to opt 
out (entirely? for certain transactions? with certain conditions?) 
of personalized interactions

 still, such a solution may have unintended effects (Porat, 2022; 
Aridor, Che and Salz, 2023)

 we believe this dimension of algorithmic personalization requires 
further inquiry

Personalized prices in contracts for goods 
as illustration
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