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Independence and autonomy of the judiciary

- The Al as a useful tool to help to improve efficiency of our
judicial systems and its drawbacks

- A history of how and how controls the judiciary: from the justice
retenue to the justice déléguée

- Caveat: there are different Al tools that may be designed and
used by the judiciary

- But general, and blatant, lack of transparency almost
everywhere... (why it matters?)
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The Problem: landmark cases

- Al and vulnerability risks: the SyRI case (Netherlands, 2020),
regarding how Al may enhance some discrimination biases

- Black box and its justification: the Compass/Loomis case
(Wisconsin, 2016), that shows how IP protection and other
arguments are used to thwart source code transparency

- Source code transparency: the BOSCO case (Spain, 2021),
about security issues and other reasons to restrict access to
source code

- Hesse and Hamburg automated data analysis for the
prevention of criminal acts banned by BVerfG Judgment
(Germany, 2023)

- Some examples of unveiled source code
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A General lack of Transparency:
the VioGen example

VioGen (Spain, 2007 to now), is generally considered a great
success

Possible vulnerability concerns:
- Regarding the victims
- Regarding the alleged agressors

Black box and algorithm transparency: the estrategy of de
Spanish government

It seems that something is changing...
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A General lack of Transparency:

the VioGen example
EL PAIS

»
'loga TU TECNOLOGIA - CIBERSEGURIDAD - PRIVACIDAD - INTELIGENCIA ARTIFICIAL - INTERNET - GRANDES TECNOLOGICAS

VioGén: visita a las tripas del algoritmo que
calcula el riesgo de que una mujer sufra violencia
machista

Interior muestra los entresijos del programa que ha evaluado en 15 afios el peligro
de volver a sufrir malos tratos para 800.000 victimas y activa las medidas de
proteccién. Su gran margen de mejora, opinan los expertos, esta en el factor
humano
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A General lack of Transparency:
the VioGen example

Mostrar las tripas del algoritmo serviria para poder detectar
posibles mejoras y comprobar si se esta discriminando a algin
colectivo. Sin embargo, al trabajar con una informacion tan
sensible como la violencia machista, puede estar justificado
aplicar una capa de secretismo. Segiin confirman desde el
Ministerio del Interior a EL PAIS, un equipo de investigadores de

la Universitat de Valéncia elaborara un informe para Amnistia
Internacional que valorara las fortalezas y debilidades del

sistema.
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A General lack of Transparency:
the VioGen example

VioGen (Spain, 2007 to now), is generally considered a great
success

Possible vulnerability concerns:
- Regarding the victims
- Regarding the alleged agressors

Black box and algorithm transparency: the estrategy of de
Spanish government

But, where are the judges in all this?
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Current European Legal Framework
Art. 22 GDPR

Automated individual decision-
making, including profiling

1.  The data subject shall have the right not to be subject to a decision based solely on
automated processing, including profiling, which produces legal effects concerning
him or her or similarly significantly affects him or her.

2. Paragraph 1 shall not apply if the decision:

(a) is necessary for entering into, or performance of, a contract between the data
subject and a data controller;

(b) is authorised by Union or Member State law to which the controller is subject
and which also lays down suitable measures to safeguard the data subject’s

rights and freedoms and legitimate interests; or
VLC/CAMPUS

(c) is based on the data subject’s explicit consent.
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Current European Legal Framework

Art. 15 GDPR
Right of access by the data
subject

1.  The data subject shall have the right to obtain from the controller confirmation as to
whether or not personal data concerning him or her are being processed, and,
where that is the case, access to the personal data and the following information:

(h) the existence of automated decision-making, including profiling, referred to in
Article 22(1) and (4) and, at least in those cases, meaningful information about
the logic involved, as well as the significance and the envisaged consequences w .
of such processing for the data subject. group
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Soft-law Guidelines and regulatory

proposals

- UNESCO 2021 Recommendation on the Ethics of Artificial
Intelligence: focus, again, on explainabilty as an alternative to
complete transparency (see recitals 37 to 41)

- Council of Europe Ad hoc Committee on Al (CAHAI) 2021
Guidelines & provisions on explainability, transparency

- EU GDPR, recital 71

European Ethics Chart on the use of Al

Spanish 2021 Digital Rights Charter

But, most of all: EU proposal of Artificial Intelligence Act

(drafts from 2021 and the revision of 2023)
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The Regulatory Black Box paradox

- Main objections to compete algorithm transparency:
- Data protection
- IP
- Not relevant / necessary
- Higly technical
- Risk of gaming the system
- Continuous changing /fixing of the algorithm
- Cost of making source-code available

The issue with Council of Europe works on an Al Convention
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The Regulatory Black Box Paradox
Verfassungsblog

-

ON MATTERS CONSTITUTIONAL
24 Januar 2023

The Council of Europe Creates a Black
Box for Al Policy

The Council of Europe (CoE) Committee on Al has made a startling decision to carry
forward future work on the development of an international convention on Al behind
closed doors, despite the Council’s call for the Democratic Governance of Artificial
Intelligence in a 2020 resolution. It is a surprising move from an international
organization that has been at the forefront of efforts to promote greater transparency
and accountability for the technology that is transforming the world. The decision is at
odds with the Terms of Reference for the Committee on Al (CAl) and it is of particular

concern to those who are closely following the impact of Al policy on democratic
institutions.
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The Regulatory Black Box Paradox

- Heading towards a kind of Inverted Drittwirkung theory for the
regulatory limits and guarantees for fundamental rights in
the field of Al decisions?
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Alternatives to Source Code Transparency

1) Ban of Al tools within the decision-making process
- When taking discretionary decisions (Germany)
- In some special cases because of intensive risks
regarding human rights (UN 2021 "The right to privacy in
the digital age" and EU 2021 Atrtificial Intelligence Act

proposal)

Pros: Simple solution; easy to implement

Cons: difficult to sustain in the long term, at least in the German
version; necessity to take decisions regarding exclusions
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Alternatives to Source Code Transparency

2) Reverse engineering and other proposed technical fixes
- Traditional reverse engineering systems
- Sandra Wachter’s counterfactual explanations

proposal

Pros: Already in place; preserve IP; broad availability, only minor
legal fixes needed

Cons: limits to the complete understability of Al systems; technical
requirements
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Alternatives to Source Code Transparency

3) Improved Current Legal Framework: Al explanability
- UNESCO 2021 Recommendation on the Ethics of
Artificial Intelligence: recitals 37 to 41
- EU 2021 Artificial Intelligence Act proposal
- Some examples already in place: new Valencian
Transparency Regulation or Amsterdam Algorithm
Register
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Alternatives to Source Code Transparency

3) Improved Current Leaal Framework: Al explanabilitv

Algorithmic systems of Amsterdam

Learn about the use cases where we currently utilise algorithmic systems as part of our city services.

Economic Services Departments

Automated parking
control

In Amsterdam, the number of cars
allowed to park in the city is limited,
keeping the city liveable and
accessible. The municipality checks
whether a parked car has the right to
be parked, for example, because
parking fees have been paid via a
parking meter or app, or because the
owner...

> Read more

City management

Reporting issues in
public...

When someone encounters rubbish
or a maintenance issue on the street
or in a park, they can report this to
the municipality via an online
reporting system. A dangerous traffic
situation or disturbance from people
or cafe’s can also be reported.

This system used to be a collection...

> Read more

Economic Services

lllegal holiday rental
housing...

Amsterdam has limited living space;
both for citizens and visitors. If a
citizen wants to rent out their home
or houseboat to tourists, they need
to meet certain requirements. For
example, they can do so for a
maximum of 30 nights per year and a
maximum of 4 people at a time. They
must...

> Read more
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Alternatives to Source Code Transparency

3) Improved Current Legal Framework: Al explanability

Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

LAYING DOWN HARMONISED RULES ON ARTIFICIAL INTELLIGENCE (ARTIFICIAL INTELLIGENCE ACT) AND AMENDING
CERTAIN UNION LEGISLATIVE ACTS

Article 1U
Data and data governance

1. High-risk AI systems which make use of techniques involving the training of models with data shall be developed on the basis of training,
validation and testing data sets that meet the quality criteria referred to in paragraphs 2 to 5.

2. Training, validation and testing data sets shall be subject to appropriate data governance and management practices. Those practices shall concern
in particular,

(a) the relevant design choices;

(b) data collection;

(c) relevant data preparation processing operations, such as annotation, labelling, cleaning, enrichment and aggregation;

(d) the formulation of relevant assumptions, notably with respect to the information that the data are supposed to measure and represent;
(e) a prior assessment of the availability, quantity and suitability of the data sets that are needed;

(f) examination in view of possible biases;

(g) the identification of any possible data gaps or shortcomings, and how those gaps and shortcomings can be addressed.

regulabion
ALGORITHMICAL
T o
group



Boix Palop: Transparency and control of Al tools VNIVERSITATG D VALENCIA

Alternatives to Source Code Transparency

3) Improved Current Legal Framework: Al explanability

Article 13
Transparency and provision of information to users

1. High-risk Al systems shall be designed and developed in such a way to ensure that their operation is sufficiently transparent to enable users to
interpret the system’s output and use it appropriately. An appropriate type and degree of transparency shall be ensured, with a view to achieving
compliance with the relevant obligations of the user and of the provider set out in Chapter 3 of this Title.

2. High-risk Al systems shall be accompanied by instructions for use in an appropriate digital format or otherwise that include concise, complete,
correct and clear information that is relevant, accessible and comprehensible to users.

3. The information referred to in paragraph 2 shall specify:
(a) the identity and the contact details of the provider and, where applicable, of its authorised representative;
(b) the characteristics, capabilities and limitations of performance of the high-risk Al system, including:
(i)  its intended purpose;

(i) the level of accuracy, robustness and cybersecurity referred to in Article 15 against which the high-risk Al system has been tested and
validated and which can be expected, and any known and foreseeable circumstances that may have an impact on that expected level of
accuracy, robustness and cybersecurity;

(iii) any known or foreseeable circumstance, related to the use of the high-risk Al system in accordance with its intended purpose or under
conditions of reasonably foreseeable misuse, which may lead to risks to the health and safety or fundamental rights;

(iv) its performance as regards the persons or groups of persons on which the system is intended to be used;

(v) when appropriate, specifications for the input data, or any other relevant information in terms of the training, validation and testing
data sets used. taking into account the intended nurnose of the Al svstem.
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Alternatives to Source Code Transparency

3) Improved Current Legal Framework: Al explanability

Article 13
Transparency and provision of information to users

1. High-risk Al systems shall be designed and developed in such a way to ensure that their operation is sufficiently transparent to enable users to
interpret the system’s output and use it appropriately. An appropriate type and degree of transparency shall be ensured, with a view to achieving
compliance with the relevant obligations of the user and of the provider set out in Chapter 3 of this Title.

2. High-risk Al systems shall be accompanied by instructions for use in an appropriate digital format or otherwise that include concise, complete,
correct and clear information that is relevant, accessible and comprehensible to users.

3. The information referred to in paragraph 2 shall specify:
(a) the identity and the contact details of the provider and, where applicable, of its authorised representative;
(b) the characteristics, capabilities and limitations of performance of the high-risk Al system, including:
(i)  its intended purpose;

(i) the level of accuracy, robustness and cybersecurity referred to in Article 15 against which the high-risk Al system has been tested and
validated and which can be expected, and any known and foreseeable circumstances that may have an impact on that expected level of
accuracy, robustness and cybersecurity;

(iii) any known or foreseeable circumstance, related to the use of the high-risk Al system in accordance with its intended purpose or under
conditions of reasonably foreseeable misuse, which may lead to risks to the health and safety or fundamental rights;

(iv) its performance as regards the persons or groups of persons on which the system is intended to be used;

(v) when appropriate, specifications for the input data, or any other relevant information in terms of the training, validation and testing
data sets used. taking into account the intended nurnose of the Al svstem.
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Alternatives to Source Code Transparency

3) Improved Current Legal Framework: Al explanability
- IUNESCO 2021 Recommendation on the Ethics of
Artificial Intelligence: recitals 37 to 41
- EU 2021 Artificial Intelligence Act proposal
- Some examples already in place: new Valencian
Transparency Regulation or Amsterdam Algorithm
Register

Pros: Already in place; preserve IP; only minor legal fixes needed

Cons: limits to the complete understability of Al systems; it doesn’t
really solve the problem, high dependence on public powers
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Alternatives to Source Code Transparency

4) Private audit systems
- Self-regulation approach
- American examples and scholar proposals

Pros: Already in place; can be regulated to preserve IP; only
minor legal fixes needed, control made from the outside, civil

society implication

Cons: limited access, specially if IP protection is promoted,;
qualification and selection of private partners; trust issues
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Alternatives to Source Code Transparency

5) Specialised administrative bodies
- German approach
- EU 2021 Artificial Intelligence Act proposal

Pros: Broad experience with independent administrative agencies
in other fields; guarantees of IP protection; complete access to
source code by the agency

Cons: limited social access, concentrated control made by public
powers, necessity of creating a new agency or funding and
expanding an already-existing one

regulabion
ALGORITHMICAL i
LAW VLC/CAMPUS .
group




Boix Palop: Transparency and control of Al tools used by public administrations VNIVERSITATG D VALENCIA

Alternatives to Source Code Transparency

5) Specialised administrative bodies

Article 30
Notifying authorities
1. Each Member State shall designate or establish a notifying authority responsible for setting up and carrying out the necessary procedures for the
assessment, designation and notification of conformity assessment bodies and for their monitoring.
2. Member States may designate a national accreditation body referred to in Regulation (EC) No 765/2008 as a notifying authority.
3. Notifying authorities shall be established, organised and operated in such a way that no conflict of interest arises with conformity assessment

bodies and the objectivity and impartiality of their activities are safeguarded.

4. Notifying authorities shall be organised in such a way that decisions relating to the notification of conformity assessment bodies are taken by
competent persons different from those who carried out the assessment of those bodies.

5. Notifying authorities shall not offer or provide any activities that conformity assessment bodies perform or any consultancy services on a
commercial or competitive basis.

6. Notifying authorities shall safeguard the confidentiality of the information they obtain.
7. Notifying authorities shall have a sufficient number of competent personnel at their disposal for the proper performance of their tasks.
8. Notifying authorities shall make sure that conformity assessments are carried out in a proportionate manner, avoiding unnecessary burdens for

providers and that notified bodies perform their activities taking due account of the size of an undertaking, the sector in which it operates, its
structure and the degree of complexity of the Al system in question.
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Some provisional conclusions

Significant reserves to accept complete transparency

Budgetary issues

Organisation issues and private agents control vs public powers
dominance: transparency is even more essential when we use
outsourced Al

Considerable weaknesses in every alternative proposal to
complete source code transparency

- Source coude transparency will be probably increased in the
near future, as Al systems will be more present
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