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The principles of Al applications in Ministry of Justice: l’\‘
Data Lake

The main DGSIA data project is the building of a Datalake (PNRR 1.6.2) that have the purpose to extract the knowledge contained in the
Justice environment (documentary and transactional data) in order to create numerous use cases. The use of Al techniques (NPL, ML,
DL) will increase the potential of Justice data, creating a centralized and pseudonymized asset, and to make depth data analyses.

MAIN POSSIBLE ACTIVITIES WITH DATA LAKE

DATA ACQUISITION AND KNOWLEDGE EXTRACTION AND IMPROVEMENT OF DATABASE AND
ORGANIZATION PSEUDONYMIZATION ADVANCED ANALYSIS
* The Data Lake allows to receive and organize With the use Artificial Intelligence models, it will be It will be possible to:
structured, semi-structured and unstructured data possible: * Interrogate and analyze the data in order to create
¢ Pseudonymized data and metadata will be stored in * Extract of knowledge from documents advanced analytical Machine Learning models for
the Data Lake to develop advanced Artificial * Realize document pseudonymization activities carrying out behavioral and contextual analyses
Intelligence and Machine Learning models * ‘Human in the loop’ to validate automatic activities of ~ « store the results of analyzes and analytical models in
* Informations update using external data sources the model order to expand the information assets
coming from other public and/or internal areas * Combine data from different sources in order to make

cross-analysis

L s /A)MZM& e f%/// f._-é;'//,}/t::‘rrz

X DGSIA



Natural language processing algorithms for the
Ministry of Justice

NAMED ENTITY RECOGNITION

The purpose is to determine which
text’s elements correspond to proper
nouns, such as people or places, and
what is the type of each noun

(e.g. person, place, organization)

PARSING

The purpose is to determine the
grammatical analysis of a given
sentence. Grammar is ambiguous and
typical sentences have multiple
possible analyses: for one sentence
there can be thousands of potential
translations

(many meaningless to a human being)

TEXT SUMMARIZATION

The purpose is to produce a readable
summary of a text’s portion. It’s often
used to provide texts summaries of a

known type, such as research papers,
articles from the financial newspapers

ENTITY LINKING

The purpose is to identify words -
typically proper nouns — referring to
known entities; in this way it is
possible to select the entity (a famous
person, a place, a company, etc.) to
which it refers in the context
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SOUNDEX

The purpose of this phonetic algorithm
is to index names based on the sound,
as it’s pronounced in the reference
language. The objective is that
homophones are encoded with the
same representation, in order to be
matched despite small differences in
spelling

RELATIONSHIP EXTRACTION

The purpose is to identify
relationships between named entities
(e.g., who is married to whom) within
a given section of text
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LEMMATIZATION AND STEMMING

The purpose of lemmatization is to
remove only inflectional endings and
return the basic dictionary form of the
word, called ‘lemma’. The stemming
process consists of reducing the
inflected words to a basic form

TERMINOLOGY EXTRACTION

The purpose is to automatically extract
relevant terms from a given text



Human in the loop

Al system training, using

appropriate Machine
Learning algorithms

Text examination with NLP and
NER techniques

Data sources
consisting of
judgements/act

improve the model
(Reinforced Learning)

Saving data on the Datalake to
start advanced statistical
analyses.
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@ Automatic extraction of knowledge
from text, entities identification and
Anomalies reporting to T

"t

Tagging of entities and categories
within the document and
pseudonymization.

pseudonymization.

The automatically tagged and pseudonymized
texts must be checked and verified by a
domain expert, in order to indicate any

errors and/or omissions made by the
automatic procedure.

The human presence in the process is important to control and validate the
results automatically produced by the algorithms and to report errors and/or
omissions. Moreover, it is also important to train constantly the Al and ML
algorithms.



Pseudonymization framework of Civil Judgements
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Pseudonymization framework ”l’\‘

This project is part of the digital transformation of the main services of the Ministry of Justice aimed at transforming administrative
manual activities into digital processes. The creation of the ‘Banca Dati Nazionale dei Provvedimenti’ has the objective to improve the
circulation of information and for this reason there is a need to use an Artificial Intelligence tool to anonymize civil sentences and make
them usable externally

MAIN FRAMEWORK CHARACTERISTICS

Human in the loop

Using an interactive process, a web application
has been created to validate and integrate the
result of pseudonymization

1_1}
Massive process
On going the development of an algorithm

Ontology Named Entity Recognition capable of pseudonymizing all telematic
Through discussions with Using a sample of sentences, judgements currently present in the Civil systems
domain experts, the first list an Artificial Intelligence I
of entities to be extracted model was created and Load historical data
within a sentence was trained to extract the I
defined previously defined entities ;
E ¢ ——— 1
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Functionalities

Extracted Entities List
Below are all the entities
extracted from the
pseudonymization
framework, indicating
the relative "coreference
resolution" for each one.

Ministero della Giustizia

%> Strumento di Pseudonimizzazione

£Z Area di lavoro

& Benvenuto, Daniele Gravina & @

¢ Aonotsion 3715 e 6241 Aonotazone(CRESECED CHED
Group by position v el x|l ¢ [ A - S € | 2%
L] GUARINO GIUSEPPE R — =
) =
:= RENZONI Controparte_1 | Controparte 3 In fatto ed in diritto Guarino Giuseppe (n.il 25 gennaio 1985 ) ha citato Named entity
ANTONELLA ==

Renzoni Daniela

Q  ciuccotr panto

, proprietaria della autovettura con tg. ZA126AV , il conducente del
Guarino Giuseppe

ASSICURAZIONI
GENERALI SPA mezzo  Ciuccoli Danilo e la compagnia della assicurazione obbligatoria, Nessun link o relazione si connette a questa

[Controparie 3] annotazione.

Guarino Giuseppe
PP Assicurazioni Generali SpA , al fine di vedersi risarcito il danno subito in data

Parte_1| Parte

EDGSIA

Pseudonimo
25 gennaio 1985 =
> Renzoni Daniela Controparte_4 | Controparte 1 agosto 2008 alle ore 14.00, quando a bordo della Vespa Piaggio tg. BC10676 , nel O Partel
no description

ZA126AV

) _ _ percorrere via Ponte Rio in Loc. Marotta di Mondolfo sulla sinistra della carreggiata (
Ciuccoli Danilo
Assicurazioni rectius , corsia di pertinenza - cfr. testimonianza resa da Gargiulo Giovanni ) entrava in Parte X Y
Generali SpA
1 agosto 2008 collisione con la autovettura guidata dal Ciuccoli che, nello svoltare a sinistra
, gli aveva tagliato la strada .
BC10676

B
Judgement text
The full text of the sentence is shown below and the entities that were identified by the

Artificial Intelligence algorithm are highlighted. Each entity is assigned a color and a
pseudonym that can be validated/integrated by the operator
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Insert/Edit
In this box it is possible
to modify the
pseudonym associated
with an extracted entity
or to select part of the
text and tag it with a
pseudonym present in a
list




Intelligent search




Al applied to the investigation phase: Knowledge l’\‘
extraction

In the phases of a civil trial, at the end of the introductory phase, the preliminary investigation phase begins. During this phase the judge
evaluates the evidence presented by the parties and decides whether it will be necessary for the parties to produce further evidence. It is
in this phase that all the information useful for the purposes of the judgment is acquired, in order to arrive at a subsequent phase

E E E =
= S S
SICID SIECIC SIGP
\ Y ; DATA LAKE
The use of Al in this phase can bring \ Pseudonymization | ~—
various benefits to the Magistrate work: e = gl Advanced statistics
\ Ingevstlon ; Registers “= system on civil trials
+ Optimization of search time for Data Quality ®
information within documents E System of analysis
* Decision aid - Eﬂ of jurisprudential
Judgments ‘Banca Knowledge ==l] guidelines in the
CJ dati di merito’ @ civil field
( J
Y ~
@ o) Knowledge =
% oo Extraction -

Reverse
Pseudo

The access and consultation policies for documents will be in accordance with current regulations, safeguarding

' . confidentiality and secrecy requirements
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Al applied to the preliminary investigation phase: ‘Banca l’\‘
Dati di Merito” and Intelligent Search

O Internal Users
a Magistrates

RICERCHE
4 )

In order to support the Magistrate in
searching for information within
sentences available in the ‘Banca Dati di
Merito’, intelligent search
functionalities will be made available:

1. Semantic search: functionalities
that allow you to identify texts
(sentences) which contain entities
and concepts semantically similar
to the word the user wants to
search for.

2. Search by sentences: it will be
possible to carry out searches by
similarity, that is, through the
composition of a structured type of
sentence, judgments relating to
analogous/similar cases or in any
case containing analogous/similar
sentences will be identified

- J

. 'L/Z/MZH’? re cdedbir :-6;},'/,}/:::‘((:

The user enters the word
they want to search for.

(((

O Zwzs [ﬁ' A > rJwarranty .

BDM -Judgements N
> [...] Mortgage]...]

Boreocooococooooons » 2
> [...] Termination...]

é > [..]Warrant|...]

Semantic Search

& o

Domain Ontologies

Entities & Concepts

@

@ CERCA Sentenza
=) IN Sentenze definite
CONDIZIONE Materia = Bancario AND Anno = 2022 AND (Concetto = “Assegno di traenza" OR Concetto =
Q “Assegno”) AND Entita = “Unicredit”
NLP SIMILE A Frase = “da parte di persona sconosciuta che si presenta alla banca” OR “da parte di persona che si presenta

solo per incassare assegno” AND “aprendo un conto sul quale non fa alcuna altra operazione”

Data Lake
Search for Sentences
CERCA <Oggetto della ricerca>
IN <Corpo di documenti coinvolti dalla ricerca>

[CONDIZIONE <Specifica della condizione>]
[SIMILE A <Specifica della similarita>]

Seriality

Thanks to the use of domain
ontologies and knowledge
extraction algorithms, all those
searches that contain concepts
semantically associable with
the entered word will be
visualized.

|
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The system will return
all the judgements
having the subject
"Banking", pronounced
in 2022, in which the
concept of drawing
check and the entity
Unicredit and
sentences similar to
those entered by the
user are present.
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Summarization
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Summarization” of judgments of the Constitutional Court l’\‘

Given the sampling of Constitutional Court judgements, different types of summaries have been identified, each of which focuses on
specific aspects (as mentioned previously).

The service offers four versions of summary, which differ based on the instructions given to the model, focusing the result on aspects
that, based on personal sensitivity, the tool may consider most relevant

L2

SUMMARIZATION

FOCUS ELIGIBILITY OF THE APPEAL
AND SUBSTANTIAL REQUIREMENTS

FOCUS INTRODUCTORY ACT

SUMMARY DERIVED FROM Al LEARNING
AND PROCEDURAL REQUIREMENTS

GENERAL OVERVIEW

based on the context
instruction alone.

Ensures the use of appropriate
legal language and
maintenance of content
accuracy

EDGSIA

* Generation of the summary .

Generation of a summary that .

makes exclusive use of the
general concept that the

Al model learned
spontaneously during the pre-
training phase by the supplier
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Focus on the formal validity of .

the introductory act of the
judicial proceedings.
Focus on the procedural

requirements necessary for the

validity of the introductory act

Focus on the admissibility of
the appeal.

Focus on the presence of
substantial requirements, such
as the subject of the application
and the claim to be asserted in
court
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