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Chapter 1

Introduction

Mireia Artigot Golobardes
Fernando Gomez Pomar

The digital world is now a large and significant portion of the social and economic reality
we live in. Digital goods and services of multiple kinds are continuously increase their share
in economic production and consumption. In parallel, web-based business networks have
enabled new forms of economic interactions through multi-sided markets. Many markets
and new market segments in digital environments are dominated by network effects. These
are key is the world of digital transactions, with multisided market where consumers engage
with firms and other consumers to obtain products and/or services of all kinds. Digital
transaction networks set in motion an environment with low transaction costs and
negligible entry costs. Participants in these markets —individuals and businesses — are often
present on both the demand side and the supply side, and are affected by the two sides of
the coin, that mutually conditioned.

At the same time, digital transactions networks present consumers with contract bundles,
which combine data contracts, encapsulated in terms of service (ToS) and privacy
agreements, together with contracts governing the underlying consumer transaction over
the relevant goods and services. Leveraging machine learning and other forms of artificial
intelligence, these networks use consumer data to personalize a range of consumer
experiences, from market choices, to consent architecture, to contract terms.

It is undeniable that the rise of online markets has been nothing short of remarkable.
Recent decades have seen enormous growth, both in Europe and globally, in the number
of transactions in digital markets and in the economic importance of transactions taking
place in it. Since 2010 the number of online shoppers grows steadily.! Online markets in
Europe are present in a broad range of industries and sectors: from clothing, shoes and
accessories to cosmetic and beauty products, transport services, entertainment, groceries,
restaurants and fast-food home delivetries , or hotel and accommodation reservations.
European consumers seem to have embraced the speed and convenience of online
shopping, and one may forecast that the trend will continue, if not accelerate, in the future:
Given that over 85% of online consumers are between 25 and 44 years old — are young
and middle age adults — it seems reasonable to foresee a constant increase of online
economic activity in digital markets. The concern about the effectiveness and adequacy of
the European consumer protection regime in place is likely to grow in parallel.

These trends bring enhanced opportunities for business to thrive and expand in online
markets. They also pose challenges and risks for consumer welfare and legal rights in online
environments. More specifically, it gives rise to new threats to the consumers’ capacity to

! https:/ /www.consilium.europa.cu/en/infographics/e-commerce/
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decide in a rational and informed way whether to enter into a transaction and to assess
whether the transaction terms they are offered are the best they could obtain.

Online network markets have become increasingly important not only due to their growing
economic significance but also for to the expanded opportunities they bring to consumers,
through much wider choices as to goods and services, low transaction costs and -potentially
at least- greater and richer information for making decisions. At the same time, though,
there is also an exponential increase in the data that businesses are now collecting about
consumers’ characteristics, preferences, and behaviour, and in the power of the hardware
and algorithms used to analyse this data in order to adapt -personalize- consumer choices
and contract terms to the underlying features of each consumer, with the ultimate goal of
maximizing profits for the firms operating these networks.

This general concern goes hand in hand with additional uncertainties. When participating
in digital transaction networks, consumers are often unable to discern, for example,
whether the digital network will be held accountable for complying with consumer rights,
whether and to what extent information about them is being or has already been collected
or inferred, whether the choices they are offered reflect all the alternatives available in the
market, or whether the contract terms offered to them will actually result in contract
surplus for the consumer of the size they expected to derive from the transaction.

This makes it difficult for consumers to protect their economic interests in transactions
and their experiences as consumers in markets, endangering the effectiveness of the EU’s
legal framework for consumer protection, both a fundamental principle in the EU (art. 38
CFR)? and a mandate for public authorities of the EU and its member states (art. 169
TFEU). Some steps have been adopted to counter this trend,? but they are at risk of being
outpaced by the rate at which consumers are participating in online digital markets and the
speed of technological development. Further, we so far lack a complete understanding of
the novel ways in which these markets endanger consumer protection through
multidimensional contractual bundles and the combination of multiple sources of data
providing opportunities for detrimental personalization.

With the rise of online platforms, the role and influence of both consumers and sellers
have undergone a significant transformation. The amount of information about consumers

? The Charter of Fundamental Rights of the EU establishes that consumer protection involves four basic
consumer rights: the right to be informed, the right to choose, the right of safety and the right to be
heard.

? See Directive (EU) 2019/2161 as regards the better enforcement and modernization of Union consumer
protection rules [2019] OJ L 328/7 (hereinafter Directive 2019/2161) and Ditective (EU) 2019/770 on
certain aspects concerning contracts for the supply of digital content and digital services [2019] OJ L
136/1; the Digital Single Market (Communication from the Commission to the European Parliament, the
Council, the European Economic and Social Committee and the Committee of the Regions: A Digital
Single Market Strategy for Europe {SWD(2015) 100 final}) (hetreinafter Digital Single Market), formed
inter alia by the Digital Services Act (DSA), that will define new and enhanced responsibilities and
reinforce the accountability of online intermediaries and platforms in order to protect consumers against
illegal products, content and activities on online platforms as they are offline and the Digital Markets Act
that aims at combining ex ante regulation of digital transaction networks so that consumers can enjoy
fairer and more competitive digital markets.
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has modified their position zis-a-vis platforms, as well as sellers. Consumer data has enabled
tailored practices such as targeted advertisement and contractual personalization that have
transformed transaction dynamics, the consumers’ expectations on transaction surpluses
and the incentives to seck redress.

In light of the ever-changing landscape of online markets, the European Union has
recognized the pressing need to adapt and evolve their policies to effectively address these
new challenges. As a result, they have taken action by amending existing legal instruments,
like the unfair commercial practices Directive*, the consumer rights Directive® and the
consumer sales Directive? - but also have adopted a comprehensive new set of regulations
specifically aimed at protecting consumer rights such as Directive 21617, the DSAS8, and
the DMAY.

Additionally, the complex reality of consumer transactions in digital markets has given rise
to a new range of broad legal issues that have reached courts -and will continue to do so.
Consumer litigation represents a major challenge for judicial systems of the member states
not only from the perspective of the anatomy of the cases and the new issues they entail,
but also from the perspective of the sheer numbers at stake, and the complexity and
repercussions for the functioning of justice systems. From a quantitative perspective,
courts in a number of European countries are flooded with similar cases on issues affecting
multiple consumers dealing either with the same seller, the same type of transaction, or the
same kind of practice or term. The standardization of consumer transactions and
consumer contracts that was a result of the raise of mass consumer markets has
“collectivized” the effect of legal issues arising in consumer contracts. In light of the
absence of well-established avenues for collective litigation in all European jurisdictions!®

4 Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 concerning
unfair business-to-consumer commercial practices in the internal market and amending Council Directive
84/450/EEC, Directives 97/7/EC, 98/27/EC and 2002/65/EC of the European Parliament and of the
Council and Regulation (EC) No 2006/2004 of the European Patliament and of the Council.

5 Directive 2011/83/EU of the European Patliament and of the Council of 25 October 2011 on
consumer rights, amending Council Directive 93/13/EEC and Directive 1999/44/EC of the European
Parliament and of the Council and repealing Council Directive 85/577/EEC and Directive 97/7/EC of
the European Parliament and of the Council Text with EEA relevance.

¢ Directive (EU) 2019/771 of the European Patliament and of the Council of 20 May 2019 on certain
aspects concerning contracts for the sale of goods, amending Regulation (EU) 2017/2394 and Directive
2009/22/EC, and repealing Ditrective 1999/44/EC. There is also the twin Ditective (EU) 2019/770 on
certain aspects concerning contracts for the supply of digital content and digital services covering similar
aspects of contracts for the provision of digital products.

7 Directive (EU) 2019/2161 as regards the better enforcement and modernization of Union consumer
protection rules [2019] OJ L 328/7.

8 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a
Single Market for Digital Services and amending Directive 2000/31/EC.

9 Regulation (EU) 2022/1925 of the European Patliament and of the Council of 14 September 2022 on
contestable and fair markets in the digital sector and amending Directives (EU) 2019/1937 and (EU)
2020/1828, O.]. (L 265), 2022 (Digital Markets Act).

10 The implementation of Directive (EU) 2020/1828 of 25 November 2020 on representative actions for
the protection of the collective interests of consumers and repealing Directive 2009/22/EC will surely
help, but it is still pending in a number of member states, and a legal culture of aggregation of claims in
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the above is likely to translate into hundreds, if not, thousands of almost identical cases,
reaching courts, and generating a workload, and in some cases, a backlog that disrupts court
systems.

This handbook aims at presenting the most important issues affecting consumer protection
arising from the setting of the novel transaction dynamics that characterize online
environments, as well as the substantive legal approaches to analyze them. The handbook
is organized, considering a transactional structure in a digital market.

The first part of the book presents the major structural elements of Al and consumer
protection. Chapter 2 presents a panoramic view of the legal instruments that have been
adopted by the European Union to regulate the impact of Al on consumer protection.
This chapter examines these legal measures in order to gain a deeper understanding of the
responsibilities and obligations of platforms and businesses in protecting their consumers
when utilizing artificial intelligence. From data privacy laws to regulations on automated
decision-making, from contractual to noncontractual liability, the EU has taken significant
steps towards safeguarding consumers' rights in the age of AL

Chapter 3 deals with competition in online markets. In late 2022 the European Union
adopted the Digital Markets Act (DMA),!! dealing with structural questions in online
markets: ensuring competition in online markets through the imposition of different
obligations on different players of digital markets, depending on their size and their role in
digital transactions with consumers. By implementing the DMA, the EU aims to level the
playing field and reflect the heterogeneity of roles in online markets and of sizes through
imposing different obligations so that larger companies will be held accountable for their
actions and behaviour in online markets.

The second part of the handbook deals with the impact of Al on the relationship between
consumers and online intermediaries. Chapter 4 argues for a reconsideration of platform
design and governance. While Al has enabled new markets, unexplored market segments
and efficiency gains in terms of transaction dynamics and scale, they have also brought the
danger of harmful content. Chapter 4 argues for a re-evaluation of platform business
models, so that it is possible to create a safe and responsible space in the environments
created by online platforms.

Chapter 5 focuses on the role of Al in pre-contractual dynamics enabling targeted
advertisement. The chapter provides an overview of this now widespread practice,
discusses its impact on consumers’ decisions, identifies the relevant current legal solutions,
and the challenges presented by its multi-party structure that presents difficulties for
imposing liability for practices that eventually could lead to consumer manipulation.

mass litigation needs to become ingrained in justice systems that have been relatively hostile to it in the
past.

11 Regulation (EU) 2022/1925 of the European Patliament and of the Council of 14 September 2022 on
contestable and fair markets in the digital sector and amending Directives (EU) 2019/1937 and (EU)
2020/1828, O.J. (L 265), 2022 (Digital Markets Act) [hereinafter Digital Markets Act].
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The third part of the handbook focuses on contracts and deals with different dimensions
of the contracting core phase, including the role of Al in drafting automated contracts —
Chapter 6- and personalization in online contracting — Chapter 7. Chapter 6 focuses on the
legal validity of automated contracts and the risks they present for consumer protection.
Chapter 7, in turn,deals with the challenges presented by algorithmic contract
personalization.

Technology allows for personalizing contract design considering market dynamics,
transaction characteristics, and consumer preferences. There seems to be evidence (albeit
it is still disputed how strong and how representative the evidence is) that personalization
is already under way in reality, with price being the first contractual element that seems to
be subject to personalization. Today, prices present additional dimensions to the ones
traditionally used in the off-line world and respond to timing, previous transactions,
expected future transactions, market dynamics, but also to consumer preferences and
characteristics. Chapter 8 deals with the legal issues arising from the multidimensional
nature of algorithmic prices. Chapter 8 discusses their regulation and validity from the
perspective of EU and domestic law of member states.

Chapter 9 illustrates Al contractual personalization through credit scoring and presents the
existing normative overlap between contract law, data protection (the GDRP), the AT act,
and the consumer credit directive.

Finally, the handbook also addresses non-contractual elements in the new EU normative
landscape on consumer protection related to Al. Chapter 10 presents the major aspects
arising from non-contractual liability through the case study of autonomous vehicles.

This is a first version of a the “Artificial intelligence, judicial dialogne and consumer protection in
individual and mass litigation” handbook under the JuLIA project. It aims to walk readers
through the challenges for consumer protection rising from the impact of Al in shaping
online environments, the role of market participants and transaction dynamics, and what
are the demands that these developments make from legal systems.

However, the normative landscape is subject to important transformations, the data driven
practices are becoming more complex and sophisticated, and Al mechanisms to steer
consumer’s decisions and shape market transactions are growing in importance and
effectiveness with remarkable impact for consumer welfare.

We continue working to understand how these environments and practices affect
consumer welfare in markets, and how they affect transaction dynamics and influence the
substance and implementation of consumers’ rights as EU law and European legal scholars
have shaped and explained them up to now.

We welcome any comment you may have to improve it, make it richer and more useful.

Please send it to us at julia@upf.edu.

Thank you very much.
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Chapter 2

Normative Landscape of Artificial Intelligence (AI) and
Consumer Protection

Tommaso De Mari Casareto dal V' erme
Paola Lamiceli

SUMMARY: 1. Introduction: Al and consumer protection — 2. The ‘Artificial Intelligence Act’
Regulation — 2.1. Structure, objectives, scope of application: the risk-based approach — 2.2.
The role of consumers in the Al Act — 2.3. The Al value chain — 3. Other product-safety
legislation — 4. The EU “digital Package”: Data Act, DSA, DMA — 5. Al, consumers and data
protection law — 6. The pre-contractual phase: Al and digital marketing — 7. Al in contracting
— 8. Al and liability — 8.1. The Al Liability Directive (AILD) Proposal — 8.2. The new Product
Liability Directive (PLD).

1. Introduction: AI and consumer protection

Artificial Intelligence (Al) is reshaping the functioning of markets and the very idea of
regulation. As a strong symbol of the contemporary Fourth Industrial Revolution (also
known as ‘Industry 4.0°), Al introduces automated decision making (ADM) mechanisms
not only into productive and industrial lifecycles, but also into people’s daily life. Against
this background, algorithmic decisions offer unprecedented opportunities for innovation,
as well as they also introduce significant challenges for individuals’ fundamental rights,
including data protection, non-discrimination, access to justice, to mention the ones mostly
affected by the use of Al. Deeply changing the modes of decision-making in a wide range
of activities, from economic to non-economic ones, from the public to the private sectors,
Al can impact on the very essence of legal relationships among individuals, among
institutions, between individuals and public institutions, between individuals and
businesses, etc. In the last case, the affected relationship may be framed as a consumer
relationship and a question emerges on whether consumer protection, as progressively
developed in the EU legal context, needs any adaptation once Al is involved, e.g. in the
design of products put into the market, in the supply of services, in the way in which
products are offered or priced, or in which consumers may access post-sales services or

disputes be addressed.

Many of these legal questions have been addressed by the EU institution in the context of
the Digital Agenda!?, regardless of whether Al is specifically concerned. The Al perspective

12 The first EU Digital Agenda was planned for the decade 2010-2020 in the Communication of 19 May
2010 from the Commission to the European Parliament, the Council, the European Economic and Social
Committee and the Committee of the Regions — “A Digital Agenda for Europe”. The second EU Digital
Agenda, for the decade 2020-2030, is contained in the Communication of 19 February 2020 from the
Commission to the European Parliament, the Council, the European Economic and Social Committee and
The Committee of the Regions — “Shaping Europe's digital future”.
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has been gradually added, becoming more recently one of the focal challenges of consumer
protection.

One of the main regulatory concerns is that the definition of Al is not univocal. The history
of such scientific discipline shows an ever-growing phenomenon that can hardly settle
comfortably into a commonly agreed and long-term definition. In fact, if we asked a
scientist today what they consider to be Al, they would probably answer that what was
considered Al fifty years ago is no longer technically Al today. This is why the scientific
community usually distinguishes “traditional” Al from a “modern” approach to AI'3,
which focuses on the ability of software agents to learn, evolve and improve their
performance over time autonomously from human intervention. In fact, modern Al profits
from the incredibly enhanced power of computers and the global development of Internet,
combined with machine learning (ML) and deep learning (DL)!# techniques, that allows it
to collect and analyse huge amounts of data (‘big data’) and to make inferences simply
inconceivable to a human being.

The described features, which probably represent the biggest source of innovation, provide
for as many benefits as risks to society as a whole. Such risks mainly stem from the
complexity of Al and its ability to generate new knowledge hardly understandable by
individuals. For the sake of simplification, we will subdivide the main Al-related risks into
the following:

1) the well-known ‘black box’ phenomenon! describes a system or model whose
internal workings are not transparent or easily interpretable to users, developers, or
regulators. While the system can produce outputs based on given inputs, the precise
mechanisms and decision-making processes, that lead to those outputs, are opaque,
thus leading to lack of explainability and transparency.

2) Given the fact that AI mainly relies on data for training and functioning, the quality
and characteristics of this data significantly impact the performance, fairness, and
reliability of Al systems. Therefore, the problem of ‘biases’ refers to systematic
errors or distortions in the outputs generated by Al caused by skewed, incomplete,

13 Russel and Norvig start from a central question: «why would we want a machine to learn?», and they
provide for two main reasons: 1) the designers cannot anticipate all possible situations that the agent might
tind itself in; 2) sometimes human programmers have no idea how to program a solution themselves. See
S. RUSSEL, P. NORVIG, Artificial Intelligence. A modern Approach, 4th ed., Pearson Education Limited, 2022, p.
6069.
14 Machine learning (ML) focuses on the development of algorithms and models that enable computers to
learn from data and make predictions or decisions without explicit programming. The core idea is to allow
machines to improve their performance on a specific task over time by learning from experience. Deep
Learning does the same thing but employs many layers of neural networks where the inner layers are hidden
and not designed by human engineers, but they are learned by the system autonomously through data
collection and processing, employing general learning methods. For deeper insights, see E. ALPAYDIN,
Introduction to Machine Learning, 3% ed., The MIT Press, 2014; I. GOODFELLOW, Y. BENGIO, A. COURVILLE,
Deep I earning, The MIT Press, 2010.
15 On the topic, see F. PASQUALE, The Black Box Society: The Secret Algorithms That Control Money and Information,
Harvard University Press, 2015; T. WISCHMEYER, Artificial Intelligence and Transparency: Opening the Black Box.,
in T. WISCHMEYER, T. RADEMACHER (eds.), Regulating Artificial Intelligence, Springer, 2020, pp. 75 ff.
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or unrepresentative data or flawed design and training processes, which can result
in unfair or discriminatory outcomes, disproportionately affecting specific groups
or individuals.

3) The capacity of Al to learn and evolve autonomously introduces a degree of
unpredictability of its outcomes, which encompasses progressive lack of human
control over its functioning.

Al can interact with consumers in two main ways'®: (1) on the one hand, consumers are
addressee of the market uses of Al, such as in case of targeted advertising, differential
pricing, the use of algorithms to access some commercial services, like insurance and credit;
(2) on the other hand, consumers can buy and/or use in their daily life products that
employ Al in their functioning (‘Al consumer products’ or ‘smart products’), such as digital
assistants, chatbots, smart devices, and so on.

When it comes to consumers, the abovementioned Al-related risks assume special
connotations. This required the EU legislator to reflect on the adequacy of existing
consumer law to cope with the main challenges posed by Al and by digital market in
general. It also led to some legislative interventions more or less specifically dedicated to
Al and to digital environment in general. In fact, EU consumer protection law aims at
coping with structural market vulnerabilities of consumers vis-a-vis professionals by setting
legal disciplines attempting to filling the gaps generated by power, information and
bargaining asymmetries in business-to-consumers relations (B2C). The EU legislator does
so by introducing pieces of legislation addressing information duties on professionals vis-
a-vis consumers, the pre-market safety of products and services directed to consumers,
some contractual and pre-contractual normative disciplines to protect consumers’ private
autonomy, and some liability regimes in case of damages. Although the purpose is to mainly
rebalance structurally unbalanced relationships with a view to a better functioning of the
internal market, more and more this policy objective has been coupled with the need to
ensure effective protection of fundamental rights affected by market transactions, such as
the right to data protection, to housing, to non-discrimination, to essential services, such
as healthcare. On the one hand, Al exacerbates some of consumer vulnerabilities,
potentially reducing market transparency and creating new spaces for aggressive and
misleading practices or facilitating consumer automation biases and therefore weakening
the ordinary defences of the average consumer!”. On the other hand, it adds new challenges
for fundamental rights protection, which would not be equally at stake if Al was not
involved, such as in the case of discriminatory pricing techniques or denied access to
essential services.

When consumers are addressee of Al-based market techniques, the black box
phenomenon and the problem of explainability related to the complexity of modern Al

16 For the following reconstruction, see J.M. PATERSON, Y. MAKER, Consumer Protection and Al, in E. LIM,
P. MORGAN (eds.), The Cambridge Handbook of Private Law and Artificial Intelligence, Cambridge University
Press, 2024, pp. 113 ff.

17 On the notion of “average consumet”, see EU Coutt of Justice of 14 November 2024 (Case C-646/22)
in par. 5.
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systems are indeed exacerbated in the digital market!8, where consumers face a new form
of structural and universal vulnerability!® due to the information asymmetries existent
between consumers and professionals, who monopolize the technology, and the
information related to it. This can often lead to forms of manipulation of consumers’
private autonomy, e.g., due to technological phenomena like dark patterns, which refer to
deceptive or manipulative design strategies used in digital interfaces (such as websites, apps,
or platforms) to trick, coerce, or nudge users into taking actions they might not otherwise
choose, thus infringing on their private autonomy and, ultimately, on the functioning of
the internal market?. When consumers are users of smart products, the safety of the
product becomes essential and, nevertheless, damage can occur even when manufacturers
tulfil with all the legal safety requirements, even those set out by the Al Act. In this regard,
the unpredictability and lack of control over Al systems, together with the information
asymmetry on their functioning, might hinder the possibility for injured consumers to get
effective judicial remedy.

Against this background, in the following sections we will provide for an overview of the
relevant normative landscape on EU consumer protection law, having regard both to
‘traditional’ pieces of legislation and their relationship with the advent of Al, and to the
new legislative tools ultimately introduced and under discussion at supranational level. To
do so, for the sake of simplification, we will divide the chapter into two parts referring to
the pre-market and the post-market phases related to Al’s value chain.

18 See M. NAMYSLOWSKA, A. JABLONOWSKA, Artificial Intelligence and Platform Services: EU Consumer (Contract)
Law and New Regulatory Developments, in M. EBERS, C. PONCIBO, M. ZOU (eds.), Contracting and Contract Law
in the Age of Artificial Intelligence, Hart Publishing, 2022, p. 221 ff.

19 N. HELBERGER, M. SAX, J. STRYCHARZ, H.-W. MICKLITZ, Choice Architectures in the Digital Economy:
Towards a New Understanding of Digital 1 ulnerability, in Journal of Consumer Policy, 45/2022, p. 175 ff.; L. GATT,
1.A. CAGGIANO, Consumers and Digital Environments as a Structural 1 ulnerability Relationship, in EJPLT, 2/2022,
p. 12.

20 For deeper insights, see G. GUERRA, Redesigning Protection for Consumer Autonomy. The case-study of dark
patterns in European  private law, Franco Angeli, Milan, 2023, available at
https://library.oapen.org/bitstream /handle /20.500.12657/87552/1/9788835154839.pdf. See also T.
KOLLMER, A. ECKHARDT, Dark Patterns Conceptnalization and Future Research Directions, in Business &
Information Systems Engineering, 65/2023, p. 201 ff.
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Part I — The Pre-Market Phase

The first part of this chapter takes into account relevant normative landscape regarding the
phase of the Al lifecycle prior to its entry into the market. The analysis of the pieces of
legislation considered necessarily starts from the recently adopted Al Act Regulation (§2),
which despite not strictly directed to consumer protection will be capable of influencing
product-safety standards in general every time Al is involved. Therefore, the Al Act takes
place in the context of product safety legislation, which aims at setting mandatory
requirements applicable to the production phase prior to the placing into the market (but
also influencing the post-market phase, e.g., by setting out post-market monitoring
obligations as well as subsequent product recall). In this view, the AT Act isa product-safety
regulation and #ntersects with the existing harmonization legislation on product safety (§3).
Moreover, the pre-market phase of Al lifecycle will likely be affected by the rules
introduced by the EU ‘Digital Package’ (§4) which, despite not directly addressing
consumer protection in a strict sense, will contribute to shape obligations on professionals
who design Al-based algorithms to operate in the digital environment. Against this
background, a mention shall be made to the role of data protection law (§5), which
represents the cross-cutting or ubiquitous regulation in all the mentioned domains and
requires professionals to comply with data protection right from the design stage (‘privacy
by design’).

2.  The “Artificial Intelligence Act’ Regulation

The first step in the regulation of Al has been that of establishing horizontal safety rules
for Al systems operating prior to their placing on the market or putting into service. In
fact, no specific discipline on Al existed in the EU until the adoption of the Artificial
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Intelligence Act (Al Act)?! on 13 June 2024. The purpose of the Regulation is well
enshrined by Recital No. 1:

The purpose of this Regulation is to improve the functioning of the internal market by laying
down a uniform legal framework in particular for the development, the placing on the
market, the putting into service and the use of artificial intelligence systems (Al systems) in
the Union, in accordance with Union values, to promote the uptake of human centric and
trustworthy artificial intelligence (AI) while ensuring a high level of protection of health,
safety, fundamental rights as enshrined in the Charter of Fundamental Rights of the
European Union (the ‘Charter’), including democracy, the rule of law and environmental
protection, to protect against the harmful effects of Al systems in the Union, and to support
innovation. This Regulation ensures the free movement, cross-border, of Al-based goods
and services, thus preventing Member States from imposing restrictions on the
development, marketing and use of Al systems, unless explicitly authorised by this
Regulation.

The function and structure of the Al Act are those of a product safety regulation in
accordance with the New Legislative Framework (NLF) inaugurated by the EU in 1985,
according to which, when the European legislator has to regulate product safety, it does so
by setting out mandatory general safety principles, though through tools of maximum
harmonization, leaving specific technical aspects to other legally binding and non-binding
sources (such as technical standards). Nevertheless, the Al Act does not appear to be
directly addressed to consumer protection, despite it will be likely to indirectly affect
consumer protection in general (see later § 2.2).

Being it an EU regulation, its provisions will be immediately applicable and directly
effective in all Member States. According to Article 113, it will apply from 2 August 2026
but:

(a) Chapters I (general provisions) and II (prohibited Al practices) hall apply from 2
February 2025;

(b) Chapter III Section 4 (notifying authorities and notified bodies), Chapter V
(general-purpose ai models), Chapter VII (governance) and Chapter XII (penalties)
and Article 78 (confidentiality) shall apply from 2 August 2025, with the exception
of Article 101;

(c) Article 6(1) (high-risk AI systems) and the corresponding obligations in the
Regulation shall apply from 2 August 2027.

2.1.  Structure, objectives, scope of application: the risk-based approach

The AI Act applies to Al systems. An Al system is defined by Article 3(1) as

a machine-based system that is designed to operate with varying levels of autonomy and that
may exhibit adaptiveness after deployment, and that, for explicit or implicit objectives, infers,

21 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No
167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act).
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from the input it receives, how to generate outputs such as predictions, content,
recommendations, or decisions that can influence physical or virtual environments

The Regulation sets out mandatory rules applying to providers, deployers, importers,
distributors and operators of Al systems adopting a risk-based approach, meaning that

the degree of protection is based on the level of
risk introduced into society by a given Al system.
Such ‘graduated’ approach, based on different
levels of risk, is quite new in the context of
‘traditional’ product-safety legislation, while it was
already known to the legislator of the General Data
Protection Regulation (GDPR), to which the Al
Act appears to be inspired. Therefore: 1) Al
systems introducing an unacceptable level of risk
are forbidden; 2) high-risk Al systems must
comply with specific and mandatory safety
requirements; 3) Al systems introducing limited
risks are only subject to specific transparency
requirements; 4) low-risk Al systems are subject to
safety requirements only on voluntary basis.

Prohibited
Al practices

High-risk

Al systems
Limited risk Al
systems

1. Unacceptable risk. Article 5 of the AI Act identifies prohibited AI practices:
manipulative/deceptive techniques or Al systems that exploit the vulnerabilities of a
natural person or a specific group of persons. The mentioned dark patterns algorithms
used in the online marketplace, for example, may fall under this definition.

2. High-risk. The Regulation lays down specific safety requirements that operators of
high-risk Al systems must comply with in order to place them on the market or put them
into service, regardless of whether the Al system is placed on the market as a component
of another product or independently. Article 6 states that an Al system is considered high-

risk if:

(a) the Al system is intended to be used as a safety component of a product, or the Al
system is itself a product, covered by the Union harmonisation legislation listed in Annex

I, and

(b) the product whose safety component pursuant to point (a) is the Al system, or the Al
system itself as a product, is required to undergo a third-party conformity assessment, with
a view to the placing on the market or the putting into service of that product pursuant to
the Union harmonisation legislation listed in Annex I;

(c) by way of derogation to point (a) and (b), Al systems listed in Annex III, only where
they present a significant risk of harm to the health, safety or fundamental rights of natural

persons.

Annex I lists existing EU product-safety harmonisation legislation establishing when
products must undergo a third-party conformity assessment. This means that those
products are already considered as high-risk under EU law and, accordingly, an Al system
being a component of such products, or being itself such a product, is high-risk under the
AI Act and must comply with its safety requirements as well. Annex III contains a list of
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areas where an Al system is considered high-risk. In particular: 1) biometrics; 2) critical
infrastructure (digital, road traffic, supplying of water, gas, electricity, heating); 3) education
and vocational training; 4) employment, workers’ management and access to self-
employment; 5) access to and enjoyment of essential private services and essential public
services and benefits (healthcare, creditworthiness, life and health insurance, classification
of emergency calls); 6) law enforcement; 7) migration, asylum and border control
management; 8) administration of justice and democratic processes. This list will be subject
to modification and updates by the Commission.

The main mandatory safety requirements for high-risk Al systems are contained in
Section 2 and concern:

(i) data and data governance (Article 10): high-risk Al systems using techniques involving
the use of data to train Al models are developed on the basis of training, validation and
testing datasets that meet quality criteria;

(ii) technical documentation (Article 11): technical documentation of a high-risk Al systems
shall be prepared prior to the placing on the market or putting into service of that system
and shall be kept up-to-date;

(iii) record keeping (Article 12): high-risk Al systems shall allow at a technical level the
automatic recording of events (logs’) for the duration of the lifecycle of the system;

(iv) transparency and information to (professional) deployers (Article 13): high-risk Al
systems are designed and developed to ensure that their operation is sufficiently transparent
to allow deployers to interpret the system’s output and use it appropriately. An appropriate
type and level of transparency shall be ensured to achieve compliance with the relevant
obligations of the provider and the deployer;

(v) human oversight (Article 14): high-risk Al systems are designed and developed in such
a way that they can be effectively supervised by natural persons during the time they are in
use;

(vi) accuracy, robustness, cybersecurity (Art. 15): high-risk Al systems are designed and
developed to achieve an adequate level of accuracy, robustness and cybersecurity and to
operate consistently with these aspects throughout their life cycle.

3. Limited risk. Article 50 of the AI Actlays down specific transparency requirements for
Al systems intended to interact directly with natural persons, which must be designed and
developed in such a way that the natural persons concerned are informed that they are
interacting with an Al system, unless this is obvious. It is the case of chatbots, which are
increasingly being used also in the context of online customer service.

4. Low risk. The Regulation promotes the development of codes of conduct, including
related governance mechanisms, designed to promote the voluntary application to non-

high-risk Al systems of some or all of the safety requirements of the Al Act.

2.2, The role of consumers in the AI Act
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Although the function and structure of the AI Act have been inspired by the existing EU
consumer protection legislation, it is worth noting that B2C relations are not the main
focus of the Regulation??.

This datum is easily demonstrated if only one tries to search for the word ‘consumer’ in
the document. It appears only 18 times in the whole text, of which 15 among the recitals
and 3 in the text of the Regulation. In any case they mostly constitute indirect reference to
other consumer protection pieces of legislation?. If we compare it with the other main
regulation on product safety, the General Product Safety Regulation (GPSR)?, in the latter
the word ‘consumer’ appears 266 times, of which 144 among the recitals and 122 in the
text of the regulation. This is why, unlike other product safety legislation, the AI Act does
not consider consumers as active users of Al systems but only as the natural persons
who are the addressee of the outputs of Al systems and therefore potentially affected by
its harmful effects. In fact, the definition of ‘deployer’ does not include consumers but only
the professional users®.

In light of the above considerations, we must say that the AI Act does not expressly protect
consumers but sets out only some specific direct rights to natural persons. In particular,
this asset implies the following considerations:

(@) consumers and/or natural non-professional persons do not bear any obligation
under the Regulation (e.g., that of using an Al system in accordance with the
instructions)

(i) some of the crucial safety requirements of high-risk Al systems are not tailored

to natural persons but to professional deployers. For example, providers of
high-risk Al systems shall make the system and the use instructions transparent
(Article 13), i.e., comprehensible and interpretable, only for professional users

(i)  consumers and/or natural non-professional persons may submit complaints to
the relevant market surveillance authority when there has been an infringement
of the provisions of the Al Act, but the only individual remedies at disposal to
them is the right to an explanation (Article 86), meaning that any natural
person can obtain from the deployer clear and meaningful explanations of the
role of the Al system in the decision-making procedure and the main elements
of the decision taken. Therefore, there is no direct duty and/or responsibility of
providers vis-a-vis consumers

22 P. Patka, A. Jablonowska, Consumer Law and Artificial Intelligence, AAM version, made public under
CC-BY 4.0 licence, available at https://sstn.com/abstract=4808290.

2 See, e.g., Article 2(9): ‘this Regulation is without prejudice to the rules laid down by other Union legal
acts related to consumer protection and product safety’.

24 Regulation (EU) 2023/988 of the European Patliament and of the Council of 10 May 2023 on general
product safety, amending Regulation (EU) No 1025/2012 of the European Patliament and of the Council
and Directive (EU) 2020/1828 of the European Parliament and the Council, and repealing Directive
2001/95/EC of the European Parliament and of the Council and Council Directive 87/357/EEC (Text
with EEA relevance).

25 Article 3(4): ‘deployer’ means a natural or legal person, public authority, agency or other body using an
Al system under its authority except where the Al system is used in the course of a personal non-
professional activity.
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(iv) Al systems employed in digital markets are not per se considered as high-risk,
since Al-based market is not listed among the high-risk areas in Annex III.
Nevertheless, some form of protection seems to be provided by Article 5 that
prohibits manipulative/deceptive techniques and those Al systems that exploit
the vulnerabilities of a natural person or a specific group of persons with the
effect of materially distorting the behaviour of a person, without making any
distinctions with regard to the area of application of such rule.

Nevertheless, the Regulation may indirectly affect consumer protection whenever its
safety requirements will be integrated in the safety rules and processes covered by other
products-safety legislation listed in Annex I. In fact, the core rules of the AI Act operate
as ex-ante safety requirements operating regardless of whether an Al system is placed into
the market independently or as a component of another product subject to existent
product-safety legislation. In this respect, the AI Act’s provisions are destined to integrate
sector-specific product-safety legislations listed in Annex I, meaning that they will
contribute to shape the safety standards of specific products covered by existing legislation
every time Al is involved.

This aspect is evidenced by the amendments introduced by the Al Act to existing Union
harmonization legislation in Chapter XIII, which incorporate references to the
requirements outlined in Chapter III, Section 2 (requirements for high-risk Al systems) of
the Al Act. These requirements must be considered when adopting detailed measures
related to technical specifications and procedures or when enacting delegated acts
concerning Artificial Intelligence systems that serve as safety components of such
products.

Moreover, the Al Act requirements will be likely to constitute an important benchmark for
establishing the ex-post liability of economic operators, e.g., for assessing a provider’s
fault or the defectiveness of an Al system that caused harm to third parties and thus
protecting consumers’ interests in general (see § 8 below).

Against this background, we can conclude that, despite not being directly addressed to
consumer protection, the Al Act will likely affect consumer protection. The latter aspect
is further witnessed by the amendment made by the Al Act to Directive (EU)
2020/18282% by adding the Al Act provision among the Union law whose infringements
by traders enable representative actions for the protection of the collective interests of
consumers.

2.3. The Al value chain

One of the toughest challenges in regulating Al is the complexity characterizing its value
chain. In fact, along the Al value chain multiple parties often supply Al systems, tools and
services but also components or processes that are incorporated by the provider into the

26 Directive (EU) 2020/1828 of the European Parliament and of the Council of 25 November 2020 on
representative actions for the protection of the collective interests of consumers and repealing Directive
2009/22/EC.
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Al system with various objectives, including the model training, model retraining, model
testing and evaluation, integration into software, or other aspects of model development.
The Regulation takes into strong account the complexity of the value chain for Al systems
and aims at clarifying the role and the specific obligations of relevant operators along
that value chain (Recital No. 83).

Therefore, first of all Article 3 of the Al Act defines the subjects to whom its provisions
apply:

(3) ‘provider’ means a natural or legal person, public authority, agency or other body that
develops an Al system or a general-purpose Al model or that has an Al system, or a
general-purpose Al model developed and places it on the market or puts the Al system
into service under its own name or trademark, whether for payment or free of charge. The
Regulation addresses two main way of releasing an Al system on the market:

‘Placing on the market’ means the first making available of an Al system on the Union
market;

‘Putting into service’ means the supply of an Al system for first use directly to the deployer
ot for own use in the Union for its intended purpose.

(4) ‘deployer’ means a natural or legal person, public authority, agency or other body using
an Al system under its authority except where the Al system is used in the course of a
personal non-professional activity. This means that the deployer is only the professional
user of the Al system and never a consumer.

(5) ‘authorised representative’ means a natural or legal person located or established in
the Union who has received and accepted a written mandate from a provider of an Al
system or a general-purpose Al model to, respectively, perform and carry out on its behalf
the obligations and procedures established by the Regulation.

(6) ‘importer’ means a natural or legal person located or established in the Union that
places on the market an Al system that bears the name or trademark of a natural or legal
person established in a third country.

(7) ‘distributor’ means a natural or legal person in the supply chain, other than the provider
or the importer, that makes an Al system available on the Union market.

(8) ‘operator’ means a provider, product manufacturer, deployer, authorised
representative, importer or distributor.

Obligations of providers are set out in Articles 16-21 and mainly cover the compliance of
Al systems with the requirements set out in Section 2. Obligations of importers and
distributors are established in Articles 23 and 24 and basically deal with checking that the
provider has complied with all obligations under the Regulation and preventing the Al
system from being released if they have reason to believe it is non-compliant. Article 26
sets out specific obligations for deployers, who must ensure proper use and oversight,
monitor operations and data quality, maintain logs, inform affected individuals, comply
with sector-specific and reporting obligations, and cooperate with authorities to ensure
safety, transparency, and legal compliance.
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It is worth noting that Article 25, named ‘responsibilities along the Al value chain’,
blurs the line between the role of each operator. In fact, any distributor, importer, deployer
or other third-party shall be considered to be a provider of a high-risk Al system for the
purposes of the Regulation and shall be subject to the obligations of the provider in any of
the following circumstances:

(a) they put their name or trademark on a high-risk Al system already placed on the
market or put into service.

(b) they make a substantial modification to a high-risk Al system that has already been
placed on the market or has already been put into service in such a way that it
remains a high-risk Al system pursuant to Article 6;

(c) they modify the intended purpose of an Al system which has not been classified as
high-risk and has already been placed on the market or put into service in such a
way that the Al system concerned becomes a high-risk Al system in accordance
with Article 6.

Where one of these circumstances occurs, the initial provider of the Al system shall no
longer be considered to be a provider of that specific Al system but shall closely cooperate
with new providers and shall make available the necessary information to comply with the
Regulation.

Similarly, when an high-risk Al system is a safety component of a product covered by the
existing Union harmonisation legislation (Annex I), the product manufacturer shall be
considered to be the provider of the Al system, and shall be subject to the respective
obligations, if: (a) the high-risk Al system is placed on the market together with the product
under the name or trademark of the product manufacturer; (b) the high-risk Al system is
put into service under the name or trademark of the product manufacturer after the
product has been placed on the market. This means that the manufacturer of a product
already covered by the Union harmonization legislation listed in Annex I is likely to be
considered also a provider of the Al system which is a component of that product and,
thus, also subject to the Al Act requirements for high-risk Al systems.

As mentioned above, the responsibilities along the mentioned value chain seem not to
consider the consumer per se as the reference point for shaping the content of these
operators’ obligations. Nevertheless, natural persons are intended to be the parties
addressee of Al outputs and, thus, potentially harmed by Al systems non-compliant with
the Al Act. Accordingly, the apportionment of specific responsibilities along the Al value
chain can assume importance for the individual, and for the consumer as well:

1) within the scope of application of the Al Act, e.g., when a natural person wishes to
lodge a complaint to the relevant market surveillance authority under Article 85 for
an infringement of the provisions of the Regulation, but also if they whish to exert
their right to explanation under Article 80;

ii) when harmed by an Al output, the exact apportionment of specific responsibilities
can help consumers to identify the specific party/parties to whom address a claim
for dagames before a national court. Moreover, the abovementioned Article 25 can
help the consumer to recognise the cases in which a particular party (e.g. an
importer) bears the same obligations as an IA provider
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3.

Other product-safety legislation

The EU normative landscape on product safety is composed by sector-specific (or
“vertical”) harmonisation legislation that addresses the safety aspects of specific products
or categories of products. Nevertheless, it is practically impossible to adopt Union law for
all consumer products that exist or may be developed. This is why there is a need for a
broad-based legislative framework of a “horizontal” nature to fill gaps and to complement
provisions in existing or forthcoming sector-specific Union harmonisation legislation and
ensure consumer protection not otherwise ensured by that legislation.

Against this background, the new General Product Safety Regulation (GPSR)?” recently
repealed Directive 2001/95/EC. Unlike the AT Act, the GPSR’s explicit scope is consumer
protection by ensuring that only safe products are placed into the EU market. Its provisions
apply to consumer products covered by Union harmonisation legislation when certain
types of risks are not covered by that specific piece of legislation (Article 2). Under Article
5, economic operators shall place or make available on the market only safe products,
taking into account all the circumstances listed in Article 6%8.

The AI Act appears to be in a peculiar position within the product safety normative
landscape due to the intersectoral nature of Al In fact, on the one hand, the Al Act is
sector-specific, since it poses safety requirements for placing into market or putting into
service of specific products, i.e., Al systems. On the other hand, it appears to be horizontal,
since its provisions apply regardless of whether the Al system is itself the product placed

27 Regulation (EU) 2023/988 of the European Patliament and of the Council of 10 May 2023 on general
product safety, amending Regulation (EU) No 1025/2012 of the European Patliament and of the Council
and Directive (EU) 2020/1828 of the European Parliament and the Council, and repealing Directive
2001/95/EC of the European Patliament and of the Council and Council Directive 87/357/EEC.

28 (a) the characteristics of the product, including its design, technical features, composition, packaging,
instructions for assembly and, where applicable, for installation, use and maintenance; (b) the effect on
other products, where it is reasonably foreseeable that the product will be used with other products,
including the interconnection of those products; (c) the effect that other products might have on the
product to be assessed, where it is reasonably foreseeable that other products will be used with that product,
including the effect of non-embedded items that are meant to determine, change or complete the way the
product to be assessed works, which has to be taken into consideration when assessing the safety of the
product to be assessed; (d) the presentation of the product, the labelling, including the labelling regarding
age suitability for children, any warnings and instructions for its safe use and disposal, and any other
indication or information regarding the product; (e) the categories of consumers using the product, in
particular by assessing the risk for vulnerable consumers such as children, older people and persons with
disabilities, as well as the impact of gender differences on health and safety; (f) the appearance of the product
where it is likely to lead consumers to use the product in a way different to what it was designed for, and in
particular: () where a product, although not foodstuff, resembles foodstuff and is likely to be confused with
foodstuff due to its form, odour, colour, appearance, packaging, labelling, volume, size or other
characteristics and might therefore be placed in the mouth, sucked or ingested by consumers, especially by
children; (ii) where a product, although neither designed nor intended for use by children, is likely to be
used by children or resembles an object commonly recognised as appealing to or intended for use by
children because of its design, packaging or characteristics; (g) when required by the nature of the product,
the appropriate cybersecurity features necessary to protect the product against external influences, including
malicious third parties, where such an influence might have an impact on the safety of the product, including
the possible loss of interconnection; (h) when required by the nature of the product, the evolving, learning
and predictive functionalities of the product.
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on the market or is a component of another final product. This means that, first of all, the
list of sector-specific pieces of legislation listed in Annex I of the Al Act contributes
to define an Al system as Al risk, meaning that the only existence of such legislation already
classifies those products as high risk. But this also means that if the Al system is a
component of a product covered by that legislation, the product must comply with the Al
Act provisions and, consequently, its horizontal discipline fills the gaps existing in current
sectoral legislation with regard to Al components.

The relationship between the Al Act and the GPSR in mentioned in Recital 166 of the
Al Act, according to which «it is important that Al systems related to products that are not
high-risk in accordance with this Regulation and thus are not required to comply with the
requirements set out for high-risk Al systems are nevertheless safe when placed on the
market or put into setvice. To contribute to this objective, Regulation (EU) 2023/988 of
the European Parliament and of the Council would apply as a safety net». Therefore, we
can conclude that the GPSR would apply to non-high-risk Al systems.

From this recital, some reflections on the nature of the AI Act can be drawn. On the one
hand, the Al Act may be regarded as ‘vertical’, akin to other sector-specific legislation on
product safety, since it applies exclusively to specific products, namely Al systems.
Consequently, it could be inferred that the General Product Safety Regulation (GPSR)
applies in instances where the Al Act does not regulate particular aspects.

On the other hand, Recital 166 seems to restrict the GPSR’s applicability to non-high-risk
Al systems, not mentioning also those aspects of high-risk Al systems that the AI Act does
not address. This might create a relationship between the two regulations that resembles
that of two horizontal legislative frameworks operating independently, rather than
intersecting.

Alternatively, one might consider whether the GPSR’s ability to address all potential gaps
left by the Al Act — thus including those regarding high-risk Al systems — is implicitly
inherent in its horizontal nature, and whether Recital 166 is not intended to deviate from
this overarching framework.

4. The EU “digital Package”: Data Act, DSA, DMA

In the last few years, the EU legislator released a number of new regulatory instruments in
the contemporary digital area in order to ensure a minimum standard of protection to
individuals and consumers vis-a-vis the challenges of the modern digital technologies. Such
“digital package” (which also includes the Al Act) does not address Al directly but has
impact on it; indeed, the use of Al systems in the contexts regulated by such legislative
texts will have to comply both with the Al Act and with the digital package.
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Among these regulations, the Data Act (DA)¥ aims to create a harmonized legal
framework for data sharing and usage across Member States. It introduces rules to ensure
that businesses and individuals can access, transfer, and use data generated by connected
devices, while safeguarding trade secrets and privacy. The Data Act significantly impacts
Al development by fostering access to high-quality data, which is critical for training
machine learning models. By ensuring data availability and reducing monopolistic control
over data, it democratizes opportunities for small and medium-sized enterprises (SMEs) to
develop Al solutions. Though not specifically meant as a consumer protection instrument,
pursuant to art. 1(9), this Regulation complements and is without prejudice to Union law
which aims to promote the interests of consumers and ensure a high level of consumer
protection, and to protect their health, safety and economic interests, in particular Council
Directive 93/13/EEC and Directives 2005/29/EC and 2011/83/EU of the European
Parliament and of the Council.

More specifically, some of its key provisions deal with data portability (Article 4), which
enhances rights for users to access and transfer data generated by their use of products or
services (Article 4); fair access (Articles 8 and 9), which mandates fair terms for access to
data between businesses and consumers (B2C) and among businesses (B2B); public sector
access (Article 14), establishing conditions under which public sector bodies may access
private data in cases of exceptional need, such as emergencies; contractual transparency
(Article 28), according to which providers of data processing services shall make relevant
information available on their websites, and keep that information up to date.

The Digital Services Act (DSA)% establishes a comprehensive regulatory framework for
online intermediaries and platforms. It aims to ensure a safer digital environment, protect
fundamental rights, and foster innovation by clarifying the responsibilities of digital service
providers. Pursuant to article 1, the objective is to contribute to the proper functioning of
the internal market for intermediary services by setting out harmonised rules for a safe,
predictable and trusted online environment that facilitates innovation and in which
fundamental rights enshrined in the Charter, including the principle of consumer protection, are
effectively protected. Again, although consumer protection is not the only focus, it plays a
significant role in the policy objectives pursued through this act.

The DSA’s focus on algorithmic transparency and risk mitigation directly addresses the
ethical and societal challenges posed by Al-powered systems, such as biases and
misinformation. In doing so, it encourages accountability in the design and deployment of
Al algorithms, particularly on large platforms. In particular, under Article 25 providers of
online platforms shall not design, organise or operate their online interfaces in a way that
deceives or manipulates the recipients of their service or in a way that otherwise materially
distorts or impairs the ability of the recipients of their service to make free and informed

29 Regulation (Eu) 2023/2854 of the European Parliament and of the Council of 13 December 2023 on
harmonised rules on fair access to and use of data and amending Regulation (EU) 2017/2394 and Directive
(EU) 2020/1828 (Data Act).
30 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a
Single Market for Digital Services and amending Directive 2000/31/EC (Digital Setvices Act).
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decisions. In this view, Article 34 obligates very large online platforms (VLOPS) to assess
and mitigate systemic risks, such as the spread of harmful or manipulative content.

Despite the main focus of the DSA not being consumer protection, interests of
consumers can come into play with regard to, e.g., protection against risk of manipulation,
which can be also fostered to collective actions (see above). For instance, Article 25 can be
interpreted as a prohibition on the use of online dark patterns, which primarily employ
Al within online marketplaces to manipulate consumers' decisions, thereby infringing upon
their private autonomy without their awareness>!.

The Digital Markets Act (DMA)?? targets anti-competitive practices by large online
platforms, designated as “gatekeepers.” Its primary goal is to ensure fair competition and
prevent market dominance from stifling innovation. The DMA creates a more competitive
digital ecosystem, enabling smaller companies and startups to compete with established
tech giants. This is crucial for Al innovation, as it prevents dominant firms from
monopolizing access to Al-relevant resources, such as user data and cloud computing
services.

All the abovementioned regulations establish that Directive (EU) 2020/182833 shall apply
to the representative actions brought against infringements of their provisions that harm
or may harm the collective interests of consumers. Accordingly, they amended Annex I
of the Directive, which now lists the DA, the DMA and the DMS among the provisions
of Union law whose infringements by traders enable representative actions for the
protection of the collective interests of consumers.

Al, consumers and data protection law

Artificial Intelligence’s functioning is based on data, since it works by collecting huge
amount of data and by extracting patterns from those data. Therefore, in addition to the
quality of the data collected and analysed being crucial to the quality of the output itself,

31 This interpretation is explicated by Recital 67 of DSA: “dark patterns on online interfaces of online
platforms are practices that materially distort or impair, either on purpose or in effect, the ability of
recipients of the service to make autonomous and informed choices or decisions. Those practices can be
used to persuade the recipients of the service to engage in unwanted behaviours or into undesired decisions
which have negative consequences for them. Providers of online platforms should therefore be prohibited
from deceiving or nudging recipients of the service and from distorting or impairing the autonomy,
decision-making, or choice of the recipients of the service via the structure, design or functionalities of an
online interface or a part thereof. This should include, but not be limited to, exploitative design choices to
direct the recipient to actions that benefit the provider of online platforms, but which may not be in the
recipients’ interests, presenting choices in a non-neutral manner, such as giving more prominence to certain
choices through visual, auditory, or other components, when asking the recipient of the service for a
decision”.
32 Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 September 2022 on
contestable and fair markets in the digital sector and amending Directives (EU) 2019/1937 and (EU)
2020/1828 (Digital Markets Act).
33 Directive (EU) 2020/1828 of the European Parliament and of the Council of 25 November 2020 on
representative actions for the protection of the collective interests of consumers and repealing Directive
2009/22/EC.
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the placing into the market of Al systems and the application of the Al Act inevitably
overlaps with the EU data protection rules laid down by the General Data Protection
Regulation (GDPR)3. The protection provided by the GDPR, just like the Al Act, is not
primarily addressed to the consumer, but to the individual. In fact, it lays down rules
relating to the protection of natural persons with regard to the processing of personal data
and rules relating to the free movement of personal data by protecting fundamental rights
and freedoms of natural persons and in particular their right to the protection of personal
data (Article 1). In order to be lawful, the data processing must comply with the principles
enshrined in Article 5 of GDPR: lawfulness, fairness and transparency; purpose limitation;
data minimisation; accuracy; storage limitation; integrity and confidentiality; accountability.
Data controller and data processor must ensure that data processing fulfil these obligations
‘by design’, meaning from the beginning of the processing activity (including data
collection).

The GDPR sets out forms of public enforcement by attributing powers of control and
sanction to data protection authorities (DPA) established both at EU and national level. It
also attributes individual rights and remedies to data subjects, such as the right to access
(Article 15), the right to rectification (Article 16), the right to erasure (Article 17), the right
to restriction of processing (Article 18), the right to data portability (Article 20), the right
to object (Article 21), the right not to be subject to automated decision-making (Article
22), the right to lodge a complaint with a supervisory authority (Article 77), the right to
effective remedy (Articles 78 and 79), the right to compensation for damages (Article 82).

The relationship between the two pieces of legislation is mentioned by Recital 10 of the
AT Act: the AT Act «does not seek to affect the application of existing Union law governing
the processing of personal data, including the tasks and powers of the independent
supervisory authorities competent to monitor compliance with those instruments. It also
does not affect the obligations of providers and deployers of Al systems in their role as
data controllers or processors stemming from Union or national law on the protection of
personal data in so far as the design, the development or the use of Al systems involves
the processing of personal data. It is also appropriate to clarify that data subjects continue
to enjoy all the rights and guarantees awarded to them by such Union law, including the
rights related to solely automated individual decision-making, including profiling.

In the light of the relationship between the AI Act and the GDPR, special attention
must be paid to Article 22 of GDPR, according to which the data subject shall have the
right not to be subject to a decision based solely on automated processing, including
profiling, which produces legal effects concerning him or her or similarly significantly
affects him or her.

Moreover, the data protection principle of purpose limitation (Article 5 (b)) — according to
which personal data shall collected for specified, explicit and legitimate purposes and not
further processed in a manner that is incompatible with those purposes — might be

3 Regulation (EE) 2016/679 of the European Patliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection Regulation).
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incompatible with Al and its functioning, to the extent that the manner and purpose for
which the IA may collect and use personal data may be unforeseeable and exceed the
purpose declared by design.

From a strict consumer protection perspective, the violation of GDPR, just like its
relationship with the AI Act, does not exclude the application of rules protecting the
consumer which is most of the times also a data subject. This is often the case of the
‘digital consumer’ accessing and operating in the online marketplace, where the
processing of personal data might at the same time: (i) be actuated through the use of
algorithms and/or Al systems; (ii) be directed to recognize consumers’ emotions with
purposes of personalized targeting in order to manipulate consumers’ economic choices.
In these cases, the same conduct might integrate an unlawful data processing under GDPR,
the employment of a prohibited Al system under the Al Act and an unfair commercial
practice prohibited by the Unfair Commercial Practices Directive (UCPD)3>.

Against this background, the public enforcement of the mentioned rules requires
coordination between public authorities in exercising their sanctioning power, in order to
prevent a party from being sanctioned twice for the same fact. From a remedial perspective,
the protection of consumers against such types of violations might find effectivity in forms
of collective redress which are already set out by the GDPR. In fact, Article 80 GDPR
introduced the data subject’s right to mandate a nonprofit body, organisation or association
to lodge the complaint on her behalf, to exercise on rights on their behalf and to lodge a
complaint with a supetvisory authority. Likewise, Annex I of the Directive (EU) 2020/1828
on representative actions for the protection of the collective interests of consumers also
includes infringements of the GDPR. The role of consumer protection associations in
ensuring an effective data protection to data subjects who are also consumers has been
recognised by some relevant CJEU cases as well.

okok

Part II: The post-market phase

The second part of this chapter takes into account relevant normative landscape regarding
consumer protection after an Al system is placed into the market or put into service. The

35 Directive 2005/29/EC of the European Patliament and of the Council of 11 May 2005 concetning unfair
business-to-consumer commercial practices in the internal market and amending Council Directive
84/450/EEC, Directives 97/7/EC, 98/27/EC and 2002/65/EC of the European Patliament and of the
Council and Regulation (EC) No 2006/2004 of the European Patliament and of the Council (‘Unfair
Commercial Practices Directive’).

36 See Judgment of the Court (Second Chamber) of 29 July 2019, Fashion 1D GmbH & Co. KG v
Verbrancherzentrale NRW ¢l7, Case C-40/17 (“Fashion ID”), whete the Court stated that data protection law
must be interpreted as not precluding national legislation which allows consumer protection associations
to bring or defend legal proceedings against a person allegedly responsible for an infringement of the
protection of personal data. For further insights, see P. IAMICELL, F. CAFAGGI, C. ANGIOLINI (eds.),
Casebook - Effective Data Protection and Fundamental Rights, Published in the framework of the project:
Fundamental Rights In Courts and Regulation (FRICoRe), May 2022, p. 215 ff.,, available at
https://www.fricore.eu/sites/default/files /content/materials /4. fricore casebook -

data protection isbn fp cp 002 dd.pdf.
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post-market phase is mainly concerned with the safeguards available to the consumer vis-
a-vis possible harmful consequences of the use of Al systems when they are already in
circulation. This part will schematically divide the topic into the three main hypotheses
where consumer protection normally comes into play and the use of Al shows the greatest
legal implications: the pre-contractual phase (§6), the contract formation and execution (§7)
and non-contractual liability (§8).

The pre-contractual phase: Al and digital marketing

Once Al systems are placed into the market or put into service they might be employed by
businesses and consumers in several ways and contexts. One of these is the market, where
consumers are considered the vulnerable party due to the power, information and
bargaining asymmetries existing vis-a-vis businesses. Moreover, in B2C relations in the
digital environment consumers face a peculiar form of vulnerability due to the complexity
of digital technologies, in addition to the ‘traditional’ bargaining and power unbalance
existing in B2C relationships. Businesses operating in the digital markets are capable of
employing Al, combined with other techniques and scientific knowledge, to conclude
contracts with consumers.

The potential risks of Al in the digital market can result in possible manipulative behaviours
of algorithms, that are capable of directing consumers’ economic choices without them to
be aware of such manipulation and thus infringing their right to private autonomy and
impair the functioning of the internal market?. In the pre-contractual phase, Al is often
employed for marketing purposes through techniques consisting in personalized marketing
and online ‘microtargeting’. Nevertheless, whereas tailoring advertising materials to the
actual needs of consumers cannot per se be considered unlawful, the new forms of
knowledge and information asymmetries generated by the combination of Al, digital
market and neuroscientific discoveries might definitely blur the fine line between (lawful)
persuasion and (unlawful) manipulation.

In fact, as early as the second half of the 20th century, in the footsteps of earlier
neuroscientific discoveries, the idea was affirmed that the irrational part of the human brain
devoted to emotions plays a primary role in consumer decision-making, neglecting the idea
that the well-informed consumer is a rational homzo oeconomicus taking their economic choices
in order to maximize their welfare38, From 1985 onwards, scientific studies demonstrated
that the brain activates 550 milliseconds before the person consciously decides to act® and
that the reactions of individuals to external stimuli follow the model ‘fee/-act-think’*. These
developments have paved the way for ‘emotional marketing’ techniques and so-called

37 For deeper insights on the following considerations, see T. DE MARI CASARETO DAL VERME, Artificial
Intelligence, Neuroscience and Emotional Data. What Role for Private Autonomy in the Digital Market?, in Erasmus Law
Review, 3/2023, p. 83 ff.
38 The model of homo oeconomicus, typically adopted by neoclassical economics theories, was replaced by
what Herbert A. Simon called ‘bounded rationality’, where rationality is tailored to cognitively limited
agents. See H. SIMON, Models of Man (1957).
3 B. LIBET, Unconscious Cerebral Initiative and the Role of Conscions Will in Voluntary Action, 8(4) Bebavioral and
Brain Sciences 529 (1985).
40 A. DAMASIO, The Feeling of What Happens: Body and Emotion in the Making of Conscionsness (1999).

31



‘neuromarketing’, which study how to activate emotional triggers in the consumer’s brain
to direct their decisions*l. This created a new form of information asymmetry since
businesses have the monopoly of the knowledge of the functioning of deep layers of the
human brain which people do not possess.

In today’s digital market the abovementioned information asymmetry can combine with
the use of Al and create an advanced level of knowledge only accessible to businesses. In
fact, on the one hand, Al is used in marketing giving rise to ‘Artificial Intelligence
Marketing’ (AIM) that uses ML techniques to collect and process Big Data and turn it into
new information and knowledge about consumers’ needs and wants*2. The main feature of
modern Al is its capacity of making inferences and extract patterns not possible to human
beings thanks to ML and DL algorithms which generate forms of a higher-order learning
from raw data and self-generated experience, without relying on human expertise*. On the
other hand, ‘emotional AT’ employs online techniques like ‘affective computing’ and
‘sentiment analysis’ to achieve the capacity to see, read, listen, feel, classify and learn
about consumers’ emotional life*, even by analysing online texts written in social networks.
The use of Al can thus result in subtle manipulative techniques which consumers are not
aware of, exacerbated by the black box phenomenon that in the digital market can result
in the exploitation of dark patterns.

The possibility to use Al to access deep and irrational layers of knowledge raises ethical
issues linked to the violation of people’s free will, which legally speaking calls into play the
role of the EU legislation aimed at protecting consumers from the infringement of their
private autonomy through unfair commercial practices. The EU legislator adopted the
UCPD to protect consumers from forms of advertising capable of altering the consumer’s
will-formation process or even provoking unconscious reactions. The directive thus
prohibits unfair commercial practices, defined by Article 5 as those practices:

(a) contrary to the requirements of professional diligence, and

(b) materially distorting or likely to materially distort the economic behaviour with
regard to the product of the average consumer whom it reaches or to whom it is addressed,
or of the average member of the group when a commercial practice is directed to a
particular group of consumers.

4 Emotional marketing refers to market strategies that focus on arousing emotions in people to induce
them to buy a particular product or service and to create an emotional link between the company and the
consumet. See D. CONSOLL, .4 New Concept of Marketing: The Emotional Marketing, 1(1) BAND. Broad Research
in Accounting, Negotiation, and Distribution 1 (2010). Neuromarketing is a field of study defined as applying
neuroscientific methods to analyse and understand human behaviour concerning markets and marketing
exchanges. See A. MARTINEZ-LEVY, P. CHERUBINO, D. ROSSI, M. HERRERO EZQUERRO, A. TRETTEL, F.
BABILONL, Adpances in Neuroscience and Its Application in Economics and Marketing Research, 3 Micro & Macro
Marfketing 521, at 522 (2021); N. LEE, A.]. BRODERICK, L. CHAMBERLAIN, What Is “Neuromarketing”? A
Discussion and Agenda for Future Research, 63 International Jonrnal of Psychophysiology 199 (2007).
2 KA. YAU, N. MAT SAAD, Y. CHONG, Arficial Intelligence Marketing (AIM) for Enbancing Customer
Relationships, in 11 _Applied Sciences 8562 (2021).
43 A. DE BRUYN, V. VISWANATHAN, Y. SHAN BEH, . KAI-UWE BROCK, F. VON WANGENHEIM, Arificial
Intelligence and Marketing: Pitfalls and Opportunities, 51 Journal of Interactive Marketing 91 (2020), p. 102.
4 A. MCSTAY, Emotional AlL: The Rise of Empathic Media (2018), p. 3.

32



In addition to this general definition, the Directive prohibits in particular (1) misleading
and (2) aggressive commercial practices.

(1) Misleading commercial practices contain false information and is therefore
untruthful or in any way, including overall presentation, deceives or is likely to deceive the
average consumer, even if the information is factually correct — in relation to the existence
or nature of the product, its main characteristics, the extent of the trader’s commitments,
the price, the consumer’s rights — and in either case causes or is likely to cause him to take
a transactional decision that he would not have taken otherwise (Article 6).

(2) A commercial practice is aggressive if, in its factual context, taking account of all its
features and circumstances, by harassment, coercion, including the use of physical force,
or undue influence, it significantly impairs or is likely to significantly impair the average
consumer’s freedom of choice or conduct with regard to the product and thereby causes
him or is likely to cause him to take a transactional decision that he would not have taken
otherwise (Article 8).

The so-called Omnibus Directive® adopted in 2019 amended Article 7 (misleading
omissions) taking into account some aspects of the online marketplace. “when providing
consumers with the possibility to search for products offered by different traders or by
consumers on the basis of a query in the form of a keyword, phrase or other input,
irrespective of where transactions are ultimately concluded, general information, made
available in a specific section of the online interface that is directly and easily accessible
from the page where the query results are presented, on the main parameters determining
the ranking of products presented to the consumer as a result of the search query and the
relative importance of those parameters, as opposed to other parameters, shall be regarded
as material. This paragraph does not apply to providers of online search engines as defined
in point (6) of Article 2 of Regulation (EU) 2019/1150 of the European Patliament and of
the Council”. The Omnibus Directive also amended Annex I of the UCPD listing those
commercial practices which are in all circumstances considered unfair (the so-called
‘blacklist’), which now includes “providing search results in response to a consumer’s
online search query without clearly disclosing any paid advertisement or payment
specifically for achieving higher ranking of products within the search results”.

The UCPD mainly provides for a system of public enforcement by enabling the national
supervising authorities to impose sanctions vis-a-vis the performance of unfair commercial
practices. In addition to it, Article 11a — added by the Omnibus Directive in 2019 — also
introduced consumers’ right to access to proportionate and effective remedies when
harmed by unfair commercial practices, including compensation for damage suffered by
the consumer and, where relevant, a price reduction or the termination of the contract.

45 Directive (EU) 2019/2161 of the European Parliament and of the Council of 27 November 2019
amending Council Ditrective 93/13/EEC and Directives 98/6/EC, 2005/29/EC and 2011/83/EU of the
European Parliament and of the Council as regards the better enforcement and modernisation of Union
consumer protection rules
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When it comes to Al employed for emotion recognition and online microtargeting,
doubts have been raised with regards to the applicability of the UCPD to such conducts.
In fact, while personalized emotional marketing might not be considered ‘misleading’, since
there may not be any falsification of information, it is as well unclear whether it could fall
under the prohibition of aggressive commercial practices. Indeed, it is hard to detect
harassment, coercion or physical force, but these practices could constitute undue
influence under national contract law*, to the extent the concept of ‘undue influence’
indeed deals with exploiting a position of power in relation to consumer, which can be
related to both economic and intellectual domination of one party on the other.

Nevertheless, it is not certain that some forms of very subtle manipulation, such as online
microtargeting, could fall under the notion of undue influence, which requires some sort
of ‘pressure’ exerted on consumers®. Furthermore, Article 9(c) UCPD requires traders to
be aware of this exploitation, which may occur unintentionally like a ‘side-effect’ of ML-
driven contractual optimization®. Additionally, the concept of “material distortion” is
central, requiring that the aggressive practice leads consumers to make decisions they
otherwise wouldn’t. Some argue, however, that neuroscience could reveal consumers’ true
desires, suggesting they might have made these decisions regardless. Nevertheless, even if
it could not fall under the notion of aggressive or misleading commercial practices, the use
of Al for distorting consumers’ could fall under the general prohibition set out by Article
5, once ascertained that the business conduct violated the rules of professional
diligence. In doing so, the principles set out by the Al Act, as well as by the DSA and
DMA, regarding potential manipulations perpetrated in the digital market could help
turther outlining professional standards in such field.

When it comes to private enforcement by consumers, now enshrined in abovementioned
Article 11a, it can be wondered whether and to what extent consumers might invoke the
invalidity of a contract stipulated as a result of an unfair commercial practice perpetrated
through Al-based manipulative techniques. In this regard, the Directive did not expressly
mention such remedy and some national experiences (e.g., Italy) show an almost literal
transposition of this provision into the national legal system. Therefore, it is hard to affirm,
for example, the invalidity of a contract stipulated by a consumer who was induced so by
personalized advertisement which is the result of the recognition of consumers’ emotions
through affective computing techniques using Al in the online marketplace. In fact, since
no legal basis has been introduced for the automatic invalidity of a contract concluded
using such techniques, this remedy will necessarily continue to be based on existing national
private law, which in most cases requires the absence or unlawfulness of one of the essential
and ‘structural’ elements of the contract, or form of deformation of will — such as error,

46 1. TAFARO, Some Reflections on Nenroscience and Civil Law, in A. ID’ALOIA, M.C. ERRIGO (eds.), Nexroscience
and Law: Complicated Crossings and New Perspectives (2020) 113, p. 121.
47 G. HOWELLS, H.W. MICKLITZ, T. WILHELMSSON, Towards a Better Understanding of Unfair Commercial
Practices, 51(2) International Journal of Law and Management 69 (2009), p. 77.
48 M. EBERS, Regulating Al and Robotics: Ethical and 1.egal Challenges, in M. EBERS, S. NAVAS (eds.), Agorithms
and Law, Cambridge, 2020, p. 76.
49 P. HACKER, Manipulation by Algorithms. Exploring the Triangle of Unfair Commercial Practice, Data Protection, and
Privacy Law, 2021 European Law Journal 1 (2021), p. 10.

34



fraud or duress — which may not include very subtle manipulation hypotheses perpetrated
by online microtargeting®.

As regards compensation, the possibility to consider such Al-based techniques as unfair
commercial practices could now definitely entitle consumers to ask for compensation for
pecuniary damages, since the UCPD is directed to protect consumers’ economic
interests. It should be wondered whether the time has come for starting to take into
account also compensation for non-pecuniary damages, given the increasingly personal
dimension assumed today by the consumption act also in terms of the individual's self-
determination.

In any case, the fact remains that the entire UCPD framework is inspired by the concept
of the ‘average consumer’, which has been long intended as reasonably well-informed
and reasonably observant and circumspect consumet, i.e., the homo oeconomicus which no
longer reflects the reality of consumer transactions. In this regard, the recent Judgement of
the EU Court of Justice of 14 November 2024 (Case C-646/22)5" answered the
referring court who asked whether the concept of ‘average consumer’ within the meaning
of the UCPD attaches sufficient importance to the theory of ‘bounded rationality’, which
requires the need for greater consumer protection. The Court held that

«the concept of ‘average consumer’, within the meaning of that directive, must be
defined by reference to a consumer who is reasonably well-informed and reasonably
observant and circumspect. Such a definition does not, however, exclude the
possibility that an individual’s decision-making capacity may be impaired by
constraints, such as cognitive biasesy.

This recognition could suggest that the very notion of unfair practice should be revised
considering cognitive biases generated, facilitated or exploited through businesses
practices, mostly by means of Al

Al in contracting

Artificial Intelligence finds vast applications also in the phases of contract formation and
execution. This is mainly the case with smart contracts, ie. self-executing digital
agreements wherein the terms are directly encoded into software codes and, upon the
occurrence of specified conditions, the code automatically enforces and executes the
agreed-upon terms without the need for human intervention. These contracts often
operate on distributed ledger technologies, such as blockchains, ensuring transparency,

50 In this regard, see E. MIK, The Erosion of Autonomy in Online Consumer Transactions, in 8 Law, Innovation and
Technology (2016), p. 27 tf., who observes that the traditional rules on deformation of will do not effectively
regulate subtle forms of manipulation by companies in the digital marketplace. See also M. EBERS, Regulating
Al and Robotics: Ethical and Legal Challenges, above n*40, p. 76, who refers to the challenges posed by the so-
called microtargeting, that it is difficult to subsume under any of the traditional protective doctrines — such
as duress, mistake, undue influence, misrepresentation, or culpa in contrabendo.

51 Judgment of the Court (Fifth Chamber) of 14 November 2024, Compass Banca SpA v Autorita Garante della
Concorrenza e del Mercato (AGCM), Case C-646/22.
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security, and immutability of the contractual obligations>?. Blockchain commonly employs
Al algorithms such as machine learning for pattern recognition and predictive analytics,
neural networks for complex decision-making, and reinforcement learning for optimizing
smart contract operations.

Smart contracts generate legal challenges vis-a-vis the traditional rules regarding contract
formation and, in general, contractual autonomy in all the contractual phases. In fact, Smart
contracts, being code-based and often automated, may lack explicit expressions of intent
or consent in a legally recognizable format, as well as they often lack explainability and do
not allow parties to intervene to handle unforeseen circumstances or amend contract terms
due to its immutable nature.

A supranational or international legal framework specifically addressing smart contracts
does not exist yet, while at national/regional level some regulations have been or ate going
to be enacted®. At EU level, the supranational legislator tends not to interfere with the
contract’s formation, content and clauses, unless it is strictly instrumental to ensure
consumers’ protection and contractual autonomy.

Directive 93/13 of 5 April 1993 on unfair terms in consumer contracts> constitutes the
most important piece in the legal framework dealing with standard contract terms.
Although it had always been considered since its adoption - and rightly so-, as a relevant
element in consumer protection policy, it is in recent years where its importance and the
active use of its provisions by the European Court of Justice have reached very sizable
proportions.>

Directive 93/13 is applicable to standard contract terms in consumer contracts, regardless
whether the consumer contract is a smart contract or whether it constitutes a contract
including standard contract terms drafted by a business/professional establishing the
design of the transactions entered with consumers and allocating risks and hence
contractual surplus between the contracting parties.

7.1. The economic importance of contractual standardization in consumer contracts

When a firm faces a multitude of interactions involving contract negotiation and drafting
with many contracting parties, there are substantial economies of scale to be achieved if
the contracting process becomes standardized and is not tailor-made for each prospective
customer. The average transaction cost of an agreement goes down, even dramatically, if
substantial portions of the cost are incurred for the entire universe of contracts of a given

52 See the definition provided by the Chamber of Digital Commerce, Swart Contracts: Is the Law Readyr,
available at https://lowellmilkeninstitute.Jaw.ucla.edu/wp-content/uploads/2018/08/Smart-Contracts-
Whitepaper.pdfPutm source=chatgpt.com.

53 For deeper insights, see R. DE CARIA, The Legal Meaning of Smart Contracts, in European Review of Private
Law, 6/2019, p.737 ff.

54 Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts, O] L 95, 21.4.1993, p. 29—
34 (hereinafter Directive 93/13).

55 Karl Riesenhuber EU-V ertragsrecht, Mohr Siebeck (2013); Hans Micklitz and Norbert Reich, “The Court
and Sleeping Beauty: The Revival of the Unfair Contract Terms Directive (UCTD)”, Common Market Law
Review, 51 (3) 771-808 (2014).
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kind that a firm is likely to enter into. Additionally, standardization and centralization of
contract drafting and writing is likely to lead also to some degree of reduction in agency
costs that firms -as well as other organizations- have to face in their operations with
customers, suppliers, and other external contract parties.

Also, firms drafting the standard terms use them to reduce legal risk and uncertainty
affecting the transactions they enter into, since the “text” of the standard terms would not
only shrink the variance among the terms of trade in their contracting activities,> but would
also simplify the complex landscape of applicable legal rules, trade usages, customs and
other sources of law that would eventually govern the contract.’’

All of these cost savings are not only privately beneficial for the firm, but are also true
reductions in social costs. Consumers, depending on the market structure, are likely to
benefit from such reductions in the form of lower contract prices as traders will be facing
lower costs of doing business.

Of course, contract routinization through standard terms does not only have the upside of
decreasing transaction costs -broadly understood. It has the potential to create -or
exacerbate- costs of its own. Contracting with standard terms is a process prone to acute
informational problems and asymmetries. It is natural to assume that if there is no
individual negotiation of terms, the drafter will possess an informational advantage over
the content of the contract, that may pile upon other existing advantages possessed by
firms interacting with consumers.

The uses and abuses of standard terms in contracts with consumers involve, among other,
asymmetries of information between contracting parties, with all its ensuing
disadvantages.,”® This observation should not be taken to imply that the only sensible
solutions for issues arising from standard form contracts and the information asymmetries
involved are in the form of increased or more refined duties to reveal information, as will
become apparent later in this section. In any event, it is clear that when standard terms are
used the content of the contract is not (or at least not entirely) the product of the joint
preferences of both parties, since by definition the standard terms are not subject to
negotiation and bargaining (let alone exchange of proposals and drafts), and in practice,
they are rarely -if ever- read and cognitively processed by the consumer.> Further, available

56 See, Nathan B. Oman, The Dignity of Commerce. Markets and the Moral Foundations of Contract Law, University
of Chicago Press, chapter 7 (2017).

57 Omri Ben-Shahar, “Regulation Trough Boilerplate: An Apologia” [reviewing Margaret Jane Radin,
Boilerplate: The Fine Print, 1 anishing Rights, and the Rule of Law (2013)], 112 Michigan Law Review 887-889 (2014).
58 See Irma Clots-Figueras, Roberto Hernan Gonzalez and Preveen Kujal, “Information asymmetry and
deception”, 9 Frontiers in Behavioral Nenroscience 109 (2015), showing, in a moditied setting of the standard
investment game, that introducing asymmetric information and communication between contracting
parties increases deception.

59 See for direct evidence, Yannis Bakos, Florencia Marotta-Wurgler, and David R. Trossen, “Does Anyone
Read the Fine Print? Consumer Attention to Standard-Form Contracts”, 43 Journal of egal Studies. 19 (2014)
(customers visited the terms and conditions pages at rates around one-tenth of one percent). For a neat real
life example of unread standard terms see https://www.theguardian.com/technology/2017 /jul/14/wifi-
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evidence suggests that even when they read the terms, consumers do not understand what
might be the full content and scope of the contract terms that will govern the contracts
they are entering into.%

Given the asymmetric position of drafting and non-drafting parties, it is commonly claimed
that standard terms are the epitome of one-sided, exploitative provisions and clauses that
prove to be extremely detrimental to consumers.®! Using the insights from behavioral
analysis and behavioral economics, it is often predicted that the content of the standard
terms will be drafted so as to exploit the behavioral and cognitive biases that consumers
are prone to incur when making decisions, which results in the substance of the contract
terms being “behaviorally exploitative” by design.®?> Other undesirable goals that reduce
market performance (excluding certain consumers from accessing goods and services, price
discriminating among different groups of consumers, facilitating collusion) have been
claimed to be potentially pursued and achieved through the use of boilerplate provisions
in consumer contracts.%3

Additionally, the available empirical evidence does not seem to give a clear indication that
imposing duties to disclose standard contract terms, to provide consumers with
opportunities to read, and to draft the terms in a clear manner actually improve in a
significant way the material situation of consumers in terms of the welfare they obtain from
the transaction.%*

terms-and-conditions-thousands-sign-up-clean-sewage-did-not-read-small-print (last accessed August 10
2017). The observation that consumers fail to notice, pay attention, read, let alone grasp the meaning of
standard terms seems to be pervasive in the literature: Eyal Zamir, “Contract Law and Theory: Three Views
of the Cathedral”, 81 University of Chicago Law Review 2013 (2014); Meirav Furth-Matzkin, “Bargaining in the
Shadow of the Contract”, Working Paper, John M. Olin Program in Law, Economics and Business,
Harvard Law School (2018).
o0 Jeff Sovern, Elayne Greenberg, Paul Kirgis & Yuxiang Liu, Whimsy Little Contracts’ with Unexpected
Consequences: An Empirical Analysis of Consumer Understanding of Arbitration Agreements, 75 Maryland Law Review,
46 (2015) (reporting that a majority of respondents did not know whether a contract included an arbitration
clause even when they had just read the contract in question).
61 Russell Korobkin, “Bounded Rationality, Standard Form Contracts and Unconscionability”, 70 University
of Chicago Law Review 1206 (2003); Oren Bar-Gill, Seduction by Contract. Law, Economics and Psychology in Consumer
Martkets, Oxford University Press (2012).
02 Oren Bar-Gill and Elisabeth Warren, “Making Credit Safer”, 157 University of Pennsylvania Law Review 1
(2008); Oren Bar-Gill, Seduction by Contract. Law, Economics and Psychology in Consumer Markets, Oxtord
University Press (2012); Eyal Zamir, “Contract Law and Theoty: Three Views of the Cathedral”, 81
University of Chicago Law Review 2075 (2014).
03 David Gilo and Ariel Porat, ““The Hidden Roles of Boilerplate and Standard-Form Contracts: Strategic
Imposition of Transaction Costs, Segmentation of Consumers, and Anticompetitive Effects”, 104 Michigan
Law Review 984 (2000).
o4 Some even argue that concentrating effort on disclosure duties may actually be harmful for consumers,
if these “procedural” protections associated with the opportunity to read are negatively correlated with the
willingness of courts to strike down individual clauses —and not the entire set of standard terms- for
substantive reasons, or adopt more effective means to prevent those clauses that are actually detrimental to
consumer welfare: Robert Hillman, “Online Boilerplate: Would Mandatory Web Site Disclosure of e-
Standard Terms Backfire?”, in Omri Ben-Shahar (Ed.), Boilerplate. The Foundation of Market Contracts,
Cambridge University Press (2007), p. 89; Omri Ben-Shahar, “The Myth of the Opportunity to Read in
Contract Law”, 5 European Review of Contract Law, (2009). See also Omri Ben-Shahar and Carl Schneider,
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The homogeneity of standard terms, the cost to the non-drafting parties of becoming
acquainted, let alone well-informed, about the content and implications of contract terms,
combined with the diluted incentives for drafting parties to compete by offering better
adjusted contract terms is likely to result in difficulties for assessing the expected value of
the contract for the consumer which, in turn, creates incentives for profit-maximizing firms
to take advantage of these difficulties and costs, by offering inefficient terms, or extracting
consumer surplus.

Given the costs and obstacles consumers may face in determining the expected surplus
from a contract with standard terms, the drafter of the terms may act strategically. A firm
who typically encounters customers with low ability and low incentives to accurately assess
the contract value for them, will have incentives to include contract clauses that will enable
her to maximize the firm’s share of the surplus generated by the contract, even when this
implies the failure to maximize the expected joint surplus, or even to result in a contract
that decreases welfare for the other side of the transaction, as long as the private surplus
of the firm is maximized by the term or the clause inserted. From an economic perspective,
this is the more troublesome feature of the strategic use of standard contract terms by
tirms.

Standard contract terms arguably present important efficiency advantages: they contribute,
perhaps even greatly, to reduce transaction costs in the exchange of goods and services in
markets; they allow to reduce agency costs within firms in the activity of external
contracting; they allow firms to contain legal risk surrounding their transactions by
reducing variance among the terms of trade used in their contracting activities.

However, the process of making transactions mechanical, uniform, and routinized, and the
unilateral drafting of the terms of the transaction, though linked to those important cost-
saving features of standard terms, also place the contracting parties in an unbalanced
position that clearly favors the drafting party.®> This has raised alarms among legal
academics, as well as courts and legislatures. It is very often argued -and not without cause
and supporting evidence behind- that in the context of standard terms, it is only in a very
limited or perfunctory manner that one may speak of terms of a transaction that are actually
consented to,% since consumers are largely very often unaware of the content, effects

“The Failure of Mandated Disclosure,” 159 University of Pennsylyania Law Review, 647 (2011) arguing that
some regulations mandating disclosure might even be counterproductive for protecting consumers.

5 See Mindy Chen-Wishart, Regulating Unfair Terms, in Gullifer and Vogenauer (eds.), English and European
Perspectives on Contract and Commercial Law. Essays in Honour of Hugh Beale,, HartPublishing., 105-130 (2015),
outlying the main challenges standard contract terms present for contract theory. It further argues that
control of standard terms needs a new regulatory paradigm that should not be limited by the analysis of
consent, market efficiency or through treating standard terms not defining the main subject matter of the
contract as defective products.

6 See, Margaret J. Radin, Boilerplate: The Fine Print, 1 anishing Rights and the Rule of Law, Princeton University
Press (2012), ch. 2. Others argue that the lack of meaningful consent by most consumers is not in itself
troublesome, provided that there are other means (reputation, search by sophisticated consumers,
regulatory mandates and prohibitions) that effectively set limits to the excesses that firms may incur in the
actual enforcement (as distinct from the mere wording) of standard terms negatively affecting consumer
welfare: Nathan B. Oman, The Dignity of Commerce. Markets and the Moral Foundations of Contract Law, University
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and/or implications of the standard contract terms, either because they are ignorant of
their presence in the contract, or because they do not know or understand their
implications for their legal and economic situation in the contractual interaction.” Online
contracting would add another layer of complication that is likely to make matters even
worse for consumers, given the speed and ease of taking transactional decisions, and the
enhanced degree of control by firms about the contracting architecture and output. To
some extent, though the increased availability of comparisons, recommendation and
ranking of options in the digital sphere may alleviate some of the previous concerns.

In European legal discourse, the rationale for the legal scrutiny over standard contract
terms has been found in the informational asymmetry between the parties, and their
unequal bargaining and negotiating powers and position. Although EU Law was not the
tirst to intervene in this area (the German 1976 Act on General Contract Terms, or .AGB
Gesetz is justly famous for its pioneering role) it is true that considerably important pieces
of EU legislation have affected standard contract terms, as part of EU general policies on
internal market regulation and consumer protection, areas in which the EU holds
important powers.

The EU does not have legislative powers over private law as part of a legal system.%
However, the EU has exclusive competences over internal market regulation and a high
level of consumer protection is the basis and one of the driving forces of European law-
making for the European internal market. As a result, standard terms in consumer
contracts and the contracting process with consumers, both online and offline, have both
been the object of European legal provisions. They aim at ensuring a high level of
consumer protection as well as enabling a uniform level of protection -and thereby levelling
the playfield for market actors regardless of country of origin- across EU Member States.

of Chicago Press (2017), ch. 7. The various dimensions of “consent” is a classical theme of contract theory
in the Civil Law tradition: See, among many others, Dieter Medicus, A/gemeiner Teil des BGB, 10th ed. C. F.
Miiller (2010). In the Common Law tradition, the conceptual inquiry into the various dimensions of consent
as a legal notion seems to be more recent: Brian Bix, “Consent and Contracts” (September 2, 2017). in
Andreas Miller and Peter Schaber (eds.), The Routledge Handbook of the Ethics of Consent, Routledge (2018,
forthcoming) (available at SSRN: https://ssrn.com/abstract=3031183); Nancy Kim, “Relative Consent and
Contract Law”, 18 Nevada Law Journal, 165 (2017).

¢7 One should bear in mind, however, the trend towards more “friendly” terms, even ones that appeal to
the non-drafting party, in order to differentiate the drafter from other competitors, as reported by David
Hoffmann, “Relational Contracts of Adhesion”, 88 University of Chicago Law Review (2018).

8 Private law as such is not part of the exclusive competences of the EU included in article 3, or among
the supportive competences of the EU of article 6 Treaty on the Functioning of the European Union
(hereinafter TFEU). Private law falls within the regulatory powers the EU has over certain competences
shared with the member states (article 4(2) TFEU) regarding internal market, consumer protection and the
area of freedom, security and justice. At the same time, articles 114 and 115 TFEU confer the EU with
powers to harmonize rules regarding the establishment and functioning of the internal market. This
harmonization powers clearly include private law rules that might impact the functioning of the market.

© The competence of the EU on consumer protection is established by articles 4(2)(f), 12, 114 and 169 of
the TFEU. It is also in article 38 of the Charter of Fundamental Rights of the European Union.
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The important role of the EU in this field should not lead us to neglect the importance of
the legislatures and courts of the member states. They have to implement the EU
provisions in this area, enjoying discretion in the way they achieve the EU-set goals and, as
will be immediately clarified, they may even increase the level of protection granted to the
consumer by EU legislation. Moreover, they are also responsible for adjusting their internal
contract laws to the EU standard contract terms provisions in order to provide legal
coherence to the overall system of contract law rules.

Focusing on the control of standard terms that prevailed across different member states, it
was clear that substantial differences were to be found across legal systems of the different
Member States. Thus, the EU decided to bring closer together the legal system in Europe
regarding standard terms in consumer markets. Directive 93/13 of 5 April 1993 on unfair
terms in consumer contracts’’ constitutes the most important piece in the legal framework
dealing with standard contract terms. Although it had always been considered since its
adoption - and rightly so-, as a relevant element in consumer protection policy, it is in the
aftermath of the financial crisis of 2007-2008 where its importance and the active use of
its provisions by the European Court of Justice have reached very sizable proportions -
perhaps disproportionate ones, according to certain views.”!

7.2. The Directive 93/ 13 of April 1993 on unfair contract terms in consumer contracts

This Directive 93/13 does not aim at providing a complete regulation of unfair terms and
of the consequences of their unfairness. It is a minimum harmonization directive:’? it is
designed to operate as a minimum common denominator, so that Member States could,
and still can, if they want to, grant a higher level of protection to consumers than the one
provided by it.” Further, it does not regulate the legal implications of the different
outcomes resulting from the application of the controls or tests included in it. The member
states are the ones to fill these gaps by providing for the effects of meeting or failing to
meet the different notions and tests laid down by Directive 93/13, as well by providing for
controls — even if heavily inspired by the ones included in the Directive — of standard terms

70 Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts, OJ L 95, 21.4.1993, p. 29—
34 (hereinafter Directive 93/13).

" Katl Riesenhuber EU-Vertragsrecht, Mohr Siebeck (2013); Hans Micklitz and Norbert Reich, “The Court
and Sleeping Beauty: The Revival of the Unfair Contract Terms Directive (UCTD)”, Common Market Law
Review, 51 (3) 771-808 (2014).

72 See the Preamble to Directive 93/13.

73 See Nils Jansen, Unfair Contract Terms, in Nils Jansen and Reinhard Zimmermann (eds.), Commentaries
on European Contract Laws, Oxford University Press, Oxford, 926-927 (2018) noting the inherent limits of
harmonization of standard contract terms in Europe.
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beyond the scope of Directive 93/13, such as the ones referring to the main subject matter
of the contract’™. It does not delve into procedural issues either.”

The unfairness control laid down by Directive 93/13 is applicable to standard contract
terms included in business to consumer contracts. Hence, business to business contracts
are left out from its scope of application.” In order to be subject to the control laid down
by the Directive, contract terms have to be non-negotiated. If individually negotiated by
the parties, the terms are not considered standard terms subject to the Directive’s
provisions.”’

Directive 93/13 looks at non-negotiated contract terms both as to their transparency and
fairness. For the purposes of the tests to be applied on both dimensions, the Directive
considers as a relevant factor whether the standard term refers to the definition of the main
subject matter of the contract or not.”® The combination of these two dimensions included
in the Directive and developed by the CJEU involves different legal outcomes and
implications.™

As mentioned eatlier, Directive 93/13 does not aim at providing a comprehensive legal
regime of unfair contract terms and their legal effects.® It is a minimum harmonization

7 EC]J Judgment in the case C-484/08, Caja de Ahorros y Monte de Piedad de Madrid v Asociacion de
Usuarios de Servicios Bancarios (Ausbanc) of June 3rd 2010. In response to the request for a preliminary
ruling filed by the Spanish Supreme Court, the ECJ stated that even though the transparency controls
established by Directive 93/13 wete only applicable to terms different from the subject —matter of the
contract, “|...] a national conrt may, in all circumstances, assess, in a dispute concerning a contract concluded between a seller
or supplier and a consumer, the unfairness of a term which was not individnally negotiated and which relates to, inter alia, the
main subject-matter of the contract, even in the case where that term was drawn up in advance by the seller or supplier in plain,
intelligible langnage”.

75 See, however, Jacobien W. Rutgers, Unfair Terms in Consumer Contracts, in Louise Gullifer and Stefan
Vogenauer (eds.), English and European Perspectives on Contract and Commercial Law. Essays in Honour of Hugh
Beale, 279-290, Oxford: Hart Publishing, (2014) noting that Directive 93/13, through its interpretation by
the CJEU, reaches beyond substantive law to embrace also procedural rules.

76 Though member states given the minimum harmonization nature of Directive 93/13 are able to set
similar or related provisions for B2B contracts. In fact, many countries apply general or ordinary
transparency requirements to B2B contracts, and some of them apply substantive controls that are only
slightly less exacting than those applied to B2C contracts (among others, France, Germany, and Portugal).
77 For instance, Spanish Supreme Court Judgment, Civil Chamber, 788/2017 of March 9 2017. See also, as
to other Spanish courts, SAP Asturias 2017/14758 of December 21 2016 where the court held unfair a
floor clause in a mortgage contract and hence void but completely valid the same clause in a subsequent
mortgage contract that was a novation of the initial mortgage contract because such clause had been
individually negotiated together with other contract clauses as part of the negotiation of the contract
novation. See Karolina Lyczkowska, “Una de cal y otra de arena: La AP de Asturias confirma la
retroactividad total de la clausula suelo nula, pero califica como valida la que fue fruto de una novacién
contractual”, Centro de Estudios de consumo, February 23 2017 (2017).

78 See Directive 93/13. See also Spanish Supreme Coutt Judgment 788/2017 of March 9 2017.

79 See Spanish Supreme Court Judgment 367/2016 of June 3« 2016 and also Angel Carrasco, “De nuevo
sobre el “control de transparencia” y el “control de contenido” en contratos celebrados entre no
consumidores”, Centro de Estudios de Consumo, February 24 2017 (2017) discussing the different tests over
standard terms and their justification in the context of business-to-consumer and business-to-business
contracts.
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directive and does not cover every possible outcome resulting from the different
dimensions considered by it. For example, standard terms referring to the definition of the
main subject matter of the contract are in principle beyond the scope of the Directive. At
the same time, the Directive does not provide for the legal implications resulting from
standard terms that do not meet formal transparency requirements set out in the Directive
itself, or in other provisions of national Law that impose similar ones. These are issues that
are left for legal systems of the Member States to rule upon. However, courts of the
member states as well as the CJEU, have had a fundamental role in building a
comprehensive and - intendedly, at least- coherent system for unfair standard contract
terms across the European internal market.

It can be argued that Directive 93/13 provides for a kind of control or set of requirements
that can be characterized as formal or general transparency. All standard terms would be
subject to this first layer of control, including those consisting of the main subject matter
of the contract. The underlying idea of the formal transparency control is to ensure that
consumer contracts are drafted in a plain and intelligible language so that the individual
consumer is aware of the meaning of the content of the standard terms.®! This type of
transparency would, almost as a logical pre-requisite, assume that the non-drafting party in
the contract is aware of the presence of standard contract terms applying to the individual
transaction, and thus, that there is a legal duty to take the necessary steps to enable such
awareness to happen.®?

Directive 93/13 does not explicitly determine the legal consequences of a standard term
(or a whole set of standard terms) failing to meet the formal transparency requirements. It
appears to be a shared assumption that in such a case the applicable law of the member
state would result actually -perhaps through diverse legal notions or mechanisms- in the

80 One of the dimensions beyond the scope of Directive 93/13 is the authority — judicial or non-judicial —
to be entrusted with the determination whether a standard term is unfair or not. Two possible models seem
legally feasible: the “antitrust” model whereby civil claims follow up a previous administrative decision by
competition authorities or, alternatively, that courts would first determine that a certain standard term is
unfair and subsequent administrative sanctions could result. The latter view seems to assume that disputes
between private parties should be first ruled by a court of Law before administrative agencies might
intervene and eventually impose sanctions. In support of this view, see Encarna Cordero, No cabe sanciin
administrativa por “Introduccion de clausulas abusivas en los contratos” sin la declaracion judicial previa del cardcter abusivo
de la clansnla, Centro de Estudios de Consumo, July 8 2017 (2017), who argues the need for a court
judgement declaring the existence of an unfair term before any administrative sanctions might be imposed
(a recent decision by the administrative chamber of the Spanish Supreme Court has rejected this view:
Judgement of the Spanish Supreme Court, Administrative Chambet, 1557/2017, of 16 September 2017). It
is our view that the interplay between courts and administrative agencies when determining standard terms
as unfair and the imposition of sanctions is not clear. Both regulatory models of standard term control
present advantages and drawbacks, the discussion of which are beyond the scope of this paper.

81 See Preamble and atticle 5 of Directive 93/13. The ECJ has interpreted that a standard term is drafted in
plain and intelligible language as long as it was comprehensible without legal advice by an “average
consumer.” See ECJ Case C 26/13 Arpad Kasler v. OTP Jezalogbank Zrt of April 30, 2013 (hereinafter
Kasler) " [..] he average consumer |should be| in a position to evaluate, on the basis of clear, intelligible criteria, the
economic consequences for him which derive from it [the standard term]|”.

82 It seems hard -though not impossible- however, to imagine a situation where the consumer would not
know, would not be aware, and would not care about the presence in the contract of standard terms defining
the core of the main subject matter of the contract.
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term, or the set of terms, failing to be part of the individual contract between the firm and
the consumer.

If a standard contract term meets the formal transparency requirements, it will become part
of the content of the contract between the parties. However, such a positive finding as to
transparency, as will be obvious by now, will not imply that the (externally or formally)
transparent standard term will necessarily be fully effective and display all its effects to
determine contract outcomes within its scope. A second layer of control is envisaged by
Directive 93/13. This additional layer shall be applied (ex officio, moreover as will become
clear below) by the court encountering the term in a dispute between a consumer and the
drafting firm.

Given the current state of the case Law of the ECJ®, it can be argued that the additional
controls may touch two different dimensions. First, the level or degree of awareness by the
consumer of the impact and influence of the term on the overall effects of the contract for
the consumer. Second, it also refers squarely to the “content” of the term and the relative
rights and obligations that the term generates for the parties. The type, focus and legal
consequences of such controls depends, in the EU overall legal design, on the role of the
standard term within the contract.

A) Contract terms not defining the main subject matter of the contract

If the contract term does not refer to the definition of the essential elements of the
contract, the additional control will seem to be exclusively content-based, and focus on
whether the substantive content of the term creates an imbalance$* between the contracting
parties to the detriment of the consumer and against the requirements of good faith.®> The
term would be considered unfair if such an imbalance does exist, and would be deemed
fair if no such imbalance can be found. 8 That is, such content-based control is designed

83 That this second layer covers two dimensions, substantive transparency, on the one hand, and the content
of the terms, on the other, is not at all explicit in the text of the Directive, and it was not that clear in older
case law of the ECJ: Case C-144/99, Commission v. the Kingdom of the Nethetlands, of 10 May 2001.

84 See Nils Jansen, Unfair Contract Terms, in Nils Jansen and Reinhard Zimmermann (eds.), Commentaries
on European Contract Laws, Oxford University Press, 944 (2018) suggesting that the imbalance criterion
relates to how far the standard contract term deviates from the standards of fairness of the relevant contract
law.

85 See Nils Jansen, Unfair Contract Terms, in Nils Jansen and Reinhard Zimmermann (eds.), Commentaries
on Enropean Contract Laws, Oxford University Press, 944 (2018) arguing that the good faith requirement
refers to the question of whether the party providing the contract term could expect the other party to
agree to it. Jansen notes that the concept of good faith introduces in European law elements of hypothetical
consent, implied conditions and economic considerations (contract risks would be allocated to the party
who could prevent them or minimize their impact in a cheaper way).

86 Article 3 of Directive 93/13. See also ECJ Case C226/12, Constructora Principado SA v José Ignacio
Menéndez Alvarez, of January 16 2014 whereby the European Court of Justice notes that the concept of
imbalance should not refer to the relationship between the costs to be borne by the consumer” and the
overall costs involved in the transaction, but should refer to a restriction of rights, an obstacle for their
exercise or the imposition of additional obligations not included in the member states’ legal framework. See
Ricardo Pazos, E/ control de las clinsulas abusivas de los contratos con consumidores, Aranzadi, 504-505 (2017); Sergio
Camara, Transparencias, desequilibrios e ineficacias en el régimen de las clausulas abusivas, Anales de la
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as a direct fairness check or assessment of the substance of the standard term. If deemed
unfair, the contract term, as provided for in art. 6.1 of Directive 93/13, will not be binding
on the consumer®” -but the rest of the contract, if still legally and economically viable,
would continue to be binding on both parties.®

EC]J Case C226/12, Constructora Principado SA v José Ignacio Menéndez, Alvarez, of
January 16 2014

The European Court of Justice notes that the concept of imbalance should not refer to
the relationship between the costs to be borne by the consumer” and the overall costs
involved in the transaction, but should refer to a restriction of rights, an obstacle for
their exercise or the imposition of additional obligations not included in the member
states’ legal framework.

Member states will, under their national law, lay down the consequences of the non-binding
nature of unfair contract terms while maintaining, whenever legally and economically
feasible, the existence and binding legal effects of the remainder of the contract.®’

Judgment of the Court (Grand Chamber) of 21 December 2016. Francisco Gutiérreg
Naranjo v Cajasur Banco SAU, Ana Maria Palacios Martine v Banco Bilbao Vizgcaya

Academia Matritense del Notariade, LN, 2014-2015, 623-624 (2015) and Laura Zumaquero Gil, “Criterios de
determinacion del caracter abusivo de las clausulas no negociadas individualmente que repercuten en el
consumidor el pago del impuesto de plusvalia y los gastos de alta en los distintos suministros necesarios
para la habitabilidad de la vivienda: Comentario a la STJUE, sala Primera, de 16 de enero de 2014, asunto
C-226/2012, «Constructora Principado, s. a. y José Ignacio Menéndez alvatez»”, La Ley Union Enropea, 15-
2014. 14-23 (2014).

87 Article 6.1 of Directive 93/13. See also ECJ judgment in joint cases C-240/98 to C-244/98 Océano
Grupo Editorial SA v Rocio Murciano Quintero (C-240/98) and Salvat Editores SA v José M. Sinchez
Alcén Prades (C-241/98), José Luis Copano Badillo (C-242/98), Mohammed Berroane (C-243/98) and
Emilio Vifias Felia (C-244/98) of June 27, 2000; Case C243/08 Pannon GSM Ztt. v Erzsébet Sustikné
Gy6tfi, of June 4th 2009 and Case C-618/10 Banco Espafiol de Crédito, SA v Joaquin Calderén Camino
of June 14, 2012.

88 Art 6.1 Directive 93/13 provides that “Member States shall lay down that unfair terms used in a contract concluded
with a consumer by a seller or supplier shall, as provided for under their national law, not be binding on the consumer and that
the contract shall continue to bind the parties upon those terms if it is capable of continuing in existence without the unfair
terms.” See also ECJ judgment in joint cases C-240/98 to C-244/98 Océano Grupo Editorial SA v Rocid
Murciano Quintero (C-240/98) and Salvat Editores SA v José M. Sanchez Alcén Prades (C-241/98), José
Luis Copano Badillo (C-242/98), Mohammed Berroane (C-243/98) and Emilio Vifias Felia (C-244/98) of
June 27, 2000; Case C243/08 Pannon GSM Zrt. v Erzsébet Sustikné Gyétfi, of June 4th 2009 and Case
C-618/10 Banco Espafiol de Crédito, SA v Joaquin Calderén Camino, of June 14, 2012.

8 Importantly qualified by the doctrine in the Judgment of the Court (Grand Chamber) of 21 December
2016. Francisco Gutiérrez Naranjo v Cajasur Banco SAU, Ana Marfa Palacios Martinez v Banco Bilbao
Vizcaya Argentaria SA (BBVA), Banco Popular Espafiol SA v Emilio Irles Lépez and Teresa Torres
Andreu, (Joined Cases C-154/15 and C-307/15). The Gutiérrez Naranjo doctrine implies that the non-
binding effect requires (as a mandate from EU Law to Member States) that the consumer will be placed in
the same position he/she would have enjoyed had the unfair contract term not been in the contract from
the beginning, that is, from the moment the parties entered into the transaction. This view of what
constitutes the effect of being non-binding significantly reduces the scope for member states to craft the
legal position of the parties after a standard term has been held to be unfair vis-a-vis to the consumer. See
the text below on this matter.
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Argentaria SA (BBVA), Banco Popular Espasiol SA v Emzlio Irles Lopeg and Teresa
Torres Andreu, (Joined Cases C-154/15 and C-307/17).

The Gutiérrez Naranjo doctrine implies that the non-binding effect requires (as a mandate
from EU Law to Member States) that the consumer will be placed in the same position
he/she would have enjoyed had the unfair contract term not been in the contract from
the beginning, that is, from the moment the parties entered into the transaction.

This view of what constitutes the effect of being non-binding significantly reduces the
scope for member states to craft the legal position of the parties after a standard term
has been held to be unfair vis-a-vis to the consumer. See the text below on this matter.

The assessment of the unfairness of a standard contract term will be performed on a case
by case basis, and market practices and contract clauses under similar transactions used by
participants in the industry or market segment in which the business professional operates
might be considered.”” However, Directive 93/13, in its Annex provides for a list of terms
that, if present in the contract, are with high likelihood to be considered unfair. Those
terms of the Annex of Directive 93/13 involve, inter alia, terms that impose obligations of
performance by the consumer without any consideration on the seller, or that might be
deemed as excessively burdensome for the consumer without any reciprocal obligation on
the seller,” or terms that inappropriately exclude or limit the legal rights of the consumer
vis-a-vis the seller or supplier.

Two outcomes may result from the assessment of unfairness. First, the standard term
might not be deemed unfair. In this case, the standard term will be fully binding on both
contracting parties and will be enforced by courts also against the consumer.??

Second, the standard term in the contract is considered to be unfair. In order to evaluate
the potential unfairness of a standard contract term, such term must, contrary to good
faith, involve an imbalance position between the parties in the contract, to the detriment
of the consumer.??If that is the case the term will be non-binding »zs-a-vis the consumer.

The legal content of non-binding contractual provisions are left for the member states

The example of Spain

% See Jacinto José Pérez Benitez, Las consecuencias de la abusividad y de la falta de transparencia. El
polémico articulo 6 de la Directiva, March 2017 (2017) (http://almacendederecho.org/las-consecuencias-
la-abusividad-la-falta-transparencia-polemico-articulo-6-la-directiva /).
91 Examples of those are “making an agreement binding on the consumer whereas provision of services by the seller or
supplier is subject to a condition whose realization depends on his own will alone” or “requiring any consumer who fails to
Jfulfil his obligation to pay a disproportionately high sum in compensation.”
92 See Judgement of the Provincial Appeals Court of Madrid 822/2017 of January 13 2017.
93 See atticle 6.1 of Directive 93/13 and Spanish Supreme court judgment 241/2013 of May 9 2013.
94 See Article 6.1 of Directive 93/13, and Spanish Supreme Court judgment of March 24 2015.
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Spanish contract law (and many other laws in Continental Europe) provides that unfair
contract terms will be null and void?, and thus, that the general effects of nullity
provided by the Civil Code” will apply. This implies leaving the contracting parties as if
the unfair term had never existed and been part of the contract. Consequently, if during
the life of the contract parties exchanged performances based on such an unfair clause,
they would be subject to full restitution, and would hence need to return the other party
whatever had been given or performed — plus whatever interest or profit had been
generated - as if that clause had never been part of the contract.””

The finding of nullity of a contract term in various legal systems has important
implications compared to other alternative forms of a term not being binding.”® First,
nullity may be found out and declared by the court on its own motion, something that
fits well with the doctrine of the CJEU to the effect that courts should examine standard
terms in consumer contracts in order to assess unfairness ex gfficio.”” Second, the effect
of the declaration of nullity will be ex ##nc, that is, retroactive to the moment when the
parties entered into the contract.!® Third, nullity of a contract clause implies that it will
not be possible to reinterpret or rephrase it in order to preserve, even in a modified way,
its legal effects.!"!

Despite the distribution of competences and powers between the European lawmaker, and
the lawmaking bodies of the member states, so that only the general non-binding effect of
an unfair contract term clause is set out at the European level by Directive 93/13, while
the actual and technical translation of the non-binding effect is left to the laws of the
different member states, the EC], in the Gutierrez Naranjo case of 21 December 2016, has
taken an important step towards giving an autonomous and almost self-standing meaning
to what shall be considered “non-binding” under Directive 93/13.

95 Article 83 TRLGDCU.
% Article 1303 of the Spanish Civil Code provides that:

“When an obligation has been declared void, the contracting parties must restore to one another those things that formed

the subject-matter of the contract, together with the profits derived therefrom, and the price together with interest, without

prejudice to the following articles.”
97 Part of the Spanish legal literature (e. g., Angel Carrasco), argues that under Spanish law, unfair clauses
should be subject to a softer form of invalidity (avoidance, instead of the term being null and void): See,
Angel Carrasco, “La accién para reclamar intereses pagados en virtud de una clausula suelo esta prescrita
cuando han transcurrido cuatro afios desde que el contrato hipotecario ha sido consumado y cancelado”,
Centro de estudios de consumo (2017).
% See ECJ Case C 618/10 Banco Espafiol de Crédito v. Joaquin Calderén, of June 14 2012 (hereinafter,
Banco Espafiol de Crédito).
99 See ECJ joint cases C-240/98, C-241/98, C-242/98, C-243/98 y C-244/98, Océano Grupo Editorial,
S.A., y Rocio Murciano Quintero (C-240/98) and Salvat Editores, S.A., y José M. Sanchez Alcén Prades (C-
241/98), José Luis Copano Badillo (C-242/98), Mohammed Berroane (asunto C-243/98), Emilio Vifias
Felia (C-244/98) (heteinafter Océano) and Case C-168/05, Elisa Maria Mostaza Claro v. Centro Movil
Milenium SL (hereinafter Mostaza Claro).
100 Again, well in line with the doctrine of the CJEU, especially the one elaborated in Gutiérrez Naranjo.
101 Again, well in line with the doctrine emanating from the case law of the ECJ: See ECJ Case C 618/10
Banco Espafiol de Crédito v. Joaquin Calderén, of June 14 2012.
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The CJEU’s role in defining the content of non-binding standard contract terms: The
CJEU Judgment of the Court (Grand Chamber) of 21 December 2016. Francisco
Gutiérrex Naranjo v Cajasur Banco SAU, Ana Maria Palacios Martine3 v Banco Bilbao
Vigcaya Arvgentaria SA (BBVA), Banco Popular Espaiiol SA v Emilio Irles Lopeg and
Teresa Torres Andreu, (Joined Cases C-1J4/1) and C-307/1J)

The CJEU was responding to three requests for a preliminary ruling by three
different Spanish Courts regarding the interpretation of article 6(1) of Directive
93/13. The CJEU effectively answered that article 6(1) should be understood as
imposing a “restitutio in integrun?’ of the parties’ performances based on the unfair
clause, without any limitation or constraint. Consequently, the EC]J, despite the
wording of Directive 93/13, that does not expressly define the legal content and
implications of what “non-binding” is, and seems to leave the question open to
member states in order to craft a precise legal category that fits in their general
contract laws, has set an unmistakable common denominator for national solutions:
unfair standard contract terms should be accompanied by a legal label that involves
full restitution between the contracting parties. At the same time, the ECJ precludes
national case law (and, a fortiori, legislation) that could result in limits or constraints
to such full-fledged restitution.'?? The ECJ, in that judgment has elaborated an
autonomous European interpretation of the legal implications of non-binding
unfair standard contract terms that is imposed over and across all national contract
laws and traditions.!”> Such interpretation reaches beyond the provisions of
Directive 19/93, since it only provides that unfair terms should not be binding on
the consumers, leaving the legal characterization and concrete effects of such non-
binding nature to the legal systems of the member states. After Gutierrez Naranjo,
non-binding standard terms in any European jurisdiction are to be considered null
and whatever the parties might have exchanged up to that moment should be
reinstated.

b) Contract term defining the main subject matter of the contract.

If the contract term refers to an element defining the main subject matter of the contract
(including the price, and the price/good, and price/quality relationship), the CJEU
(together with some national courts, such as the Spanish Supreme Court) has developed a
somewhat intermediate (between a pure formal transparency threshold and a pure
substance-based check) type of control over the standard term.

102 The Spanish Supreme Court, in Judgment 241/2013 of May 9 2013 had included a time-based restriction
on the non-binding effect of a certain term declared unfair (floor clause included in a mortgage contract).
Essentially, restitution would only be made for payments having taken place after the judgment of the
Spanish Supreme Court was rendered. The Gutierrez Naranjo decision holds that such limitation does not
comply with the non-binding requirement established by Article 6(1) of Directive 93/13 and restitution
should be triggered from the very moment when the contract had been entered into — and hence the unfair
clause had been effective — and not from the moment when the judgment was issued, which is what the
Spanish Supreme Court had determined in its ruling.

103 See Sergio Camara, Doce tesis sobre la STJUE de 21 diciembre 2016, su impacto en la jurisprudencia
del TJUE y del TS, no solo sobre la retroactividad de la nulidad de las cldusulas suelo, Indret 1/2017 (2017).
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This “new” (since it is not explicitly provided for in the text of Directive 93/13)
transparency control concerns the material or substantive transparency of the relevant
term: the assessment will look into the actual degree of awareness and knowledge by the
consumer concerning the implications of the contract term for the overall impact of the
transaction on her welfare. If the standard term is considered not to meet the required
threshold as to this material or substantive transparency, legal consequences will arise.
Which consequences will they be, is not an obvious matter, and we need to delve a bit into
this issue.

Indeed, there seems to be some debate in case law and among legal commentators as to
the legal effects of a finding of a failure to meet substantive transparency. The uncertainties
are not surprising, since we are in the presence of judge-made law: the material transparency
test is not written in Directive 93/13, nor in the laws of member states. It is likely, however,
that the most direct reading of the case law of the CJEU leads to the implication that the
legal effect of a term failing the additional substantive transparency test will be that the
materially non-transparent term will (perhaps, although this is less certain, if some
additional elements are satisfied as well) not be binding on the consumer.

Even though these two kinds of control may plausibly result in similar legal consequences
(they typically imply that if test is not satisfied the standard term is not binding on the
consumer) the elements of the test and the legal requirements they set for standard contract
terms, are conceptually and practically different.

CLAUDETTE
Standard contract terms and Al detection of unfairness
http://claudette.eui.eu/demo/

The general adoption of standard contract terms in consumer contracts —and hence the
rapid standardization of consumer contracts — in Europe and generally, in developed
economies, together with the rapid development of technology and large language
models created a fertile ground for testing the potential role of Al tools in this context.

Al large language models could eventually be used for drafting standard consumer
contracts, exploring the potential unfairness of contract terms eventually personalizing
the price term or the consumer contract as a whole — please see the Chapter below on
personalization - to the transaction considering market dynamics as well as consumer
characteristics.

Claudette, an experimental scientific project led by the European University Institute
(EUI) in Florence, attempts to assess, in an automated way, the potential unfairness of
terms of service and the legal compliance of privacy policies of online providers.

The researchers used 50 terms of service contracts with major online providers, such as
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9gag.com, Academia.edu, Airbnb, Amazon, Atlas Solutions, Betterpoints, Booking.com,
Crowdtangle, Deliveroo, Dropbox, Duolingo, eBay, Endomondo, Evernote, Facebook,
Fitbit, Google, Headspace, Instagram, Linden Lab, LinkedIn, Masquerade, Microsoft,
Moves-app, musically, Netflix, Nintendo, Oculus, Onavo, Pokemon GO, Rovio, Skype,
Skyscanner, Snapchat, Spotify, Supercell, SyncMe, Tinder, TripAdvisor, TrueCaller,
Twitter, Uber, Viber, Vimeo, Vivino, WhatsApp, World of Warcraft, Yahoo, YouTube and
Zynga.'%

Claudette aims at automating the assessment of potential unfairness of the standard
contract terms included in the terms of service offered by these online providers. The
aim of the project is to provide consumers with a tool to be able to know, in an easy,
fast, and cheap way, whether the contract terms presented to them might be unfair
before they enter into the contract.

The project uses large language models that are able to extract sentences, key terms, and
assess, against the researchers’ document annotations and classifier - while considering
the document structure — the potential unfairness of the standard contract term.
Sentences were treated independently. The large language model assesses the potential
unfairness of the standard contract term under article 3 of the Unfair Contract Terms
Directive considering its structure as well has considering its context within the
document structure. The same process has been adopted to assess compliance of privacy
policies with the General Data Protection Regulation (GDPR).

This tool, with huge potential for consumers in consumer markets could provide

1) Transparency in consumer contracts - consumers could compare contract terms offered
by different online providers.

2) A mechanism for reducing the amount of unfair contract terms consumers are presented with.
Suppliers would be more easily exposed to the transparent information that
consumers would have while using this tool and reputational harms may occur if
online providers would continue presenting consumers with unfair terms.

3) A quick and easier adjustment to the multilingnal context of the European Union
enabling comparison across consumer contracts and hence overcome linguistic
barriers between the member states.

4) An easy assessment of the #ranslation of the judgments of the Court of Justice of the
European Union (CIEU) to the courts of the member states. An Al to like Claudette
would allow assessing how the different online providers in the different member
states as well as the courts of the member states are interpreting and
implementing the judgments of the court of justice of the European Union.

Lippi, M., Palka, P., Contissa, G. et al. CLAUDETTE: an automated detector of
potentially unfair clauses in online terms of service. Artif Intell Law 27, 117-139
(2019). https://doi.org/10.1007 /s10506-019-09243-2

194 The annotated corpus can be downloaded from http://155.185.228.137/claudette/ToS.zip
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8.

Al and liability

Once an Al system is released into the market — regardless of whether incorporated into a
different final product or not — it is capable of causing harm to individuals despite having
taken all precautions reasonably expected and complied with the ex-anfe requirements of
product safety legislation. Therefore, the rules on civil liability come into play as ex-post
regulation in cases of damages caused by ‘smart products’.

In a nutshell, the problem regarding the relationship between Al and civil liability is traced
back to the ‘responsibility gap doctrine’’®>, which highlighted the possible gaps in
protection caused by the most advanced features of Al systems and their possible conflict
with the traditional tort rules existing mainly at national level but also established at EU
level. Therefore, the scientific debate immediately focused on the capacity of Al of evolving
and changing autonomously, as well as on the inaccessibility and uncontrollability of the
information stored in it and the unpredictability of its decisions.

Scholarship highlighted the likely loss of control over the Al system by both its
programmer and user, thus making it unjustified to ascribe responsibility to such parties.
From a strictly legal point of view, modern Al systems could generate a protection gap for
the injured parties due to the complexity of such tools and the ‘black box’ phenomenon,
that can make it very difficult to fulfil the burden of proof lying on them. Likewise, the
same features could entitle the defendants to escape liability on the sole ground that the
damage originated by an Al’s autonomous and unpredictable output. Given the mentioned
issues, from a normative perspective the question was whether existing legal norms were
adequate to regulate the phenomenon (de lege /ata perspective) or whether a general revision
of tort law rules was necessary (de lege ferenda perspective).

Such debate soon reached the EU institutional level. The EU has been addressing the Al
responsibility gap since the adoption of the Resolution of 16 February 2017 on civil law
rules on robotics!'®, where the European Parliament concluded that traditional tort rules
were inadequate for facing the features of modern Al and that new ones were necessary.
A similar approach also emerged in the Resolution of 20 October 2020'%7, when the EU
Parliament proposed a special liability regime allocating various degrees of responsibility to
Al ‘operators’ based on the level of risk posed by the Al system. Thereafter, the European
legislator took a more nuanced stance, recognizing that existing tort law rules are adequate
but need to be updated to the latest technological developments in order to ensure effective
access to justice for consumers and injured parties in general.

Against this background, the EU Commission adopted two directive proposals on 28
September 2022 aimed at harmonizing some liability rules in order to alleviate the burden

105 A. MATTHIAS, The Responsibility Gap: Ascribing Responsibility for the Actions of Learning Automata, in 6 Eth.
Inf. Tech. (2004), p. 175 ff.
106 Huropean Parliament Resolution of 16 February 2017 with recommendations to the Commission on
Civil Law Rules on Robotics (2015/2103(INL)) (2018/C 252/25).
107 European Parliament resolution of 20 October 2020 with recommendations to the Commission on a
civil liability regime for artificial intelligence (2020 /2014(INL)).
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of proof on injured parties. The first one, known as ‘Al Liability Directive’ (‘AILD’)108,
addresses non-contractual fault-based liability claims brought before national courts in
cases where damage originates from an Al The second one proposed a new Product
Liability Directive (PLD)!" aiming at replacing the current PLD in light of the latest
developments in modern digital technologies, including Al. While the AILD is still under
discussion by the EU legislator, the new PLD has been officially adopted in October
202410, While the former would have a more general scope of application, the latter
maintains its original consumer protection label.

8.1. The AI Liability Directive (AIL.D) Proposal

If adopted the AILD will apply to non-contractual fault-based civil law claims for damages
brought before national judges, in cases where the damage caused by an Al system occurs.
The goal of the proposal is to alleviate the plaintiff’s burden of proving fault and causation.
A strong coordination with the Al Act is made, by adopting cross-referenced definitions
of Al system, high-risk Al system, provider and user (as in the previous Al Act proposal).

The first way to alleviate the plaintiff’s burden of proof is the introduction of a disclosure
mechanisms, which attempts to fill the information asymmetry existing between businesses
and consumers with regards to the functioning of Al systems. In fact, under Article 3 the
victim is entitled to ask a national coutt to order a provider and/or a user of a high-risk Al
system to disclose relevant evidence in order to ground their claim. The disclosure of
evidence shall be limited to what is necessary and proportionate to support a potential
claim or a claim for damages.

Secondly, two presumptions are proposed to further alleviate the burden of proof:
(1) If the defendant fails to comply with a disclosure order, the national court shall
presume the defendant’s non-compliance with a relevant duty of care with particular
reference to the safety requirements set out in the Al Act (Article 3).

(2) The national court shall presume the causal link between the fault and the output
produced by the Al system provided that:

(a) the claimant has demonstrated the fault of the defendant,

(b) it can be considered reasonably likely that the fault has influenced the output
produced by the Al system, and

(c) the claimant has demonstrated that the output produced by the Al system gave rise
to the damage.

Both the presumptions are rebuttable, meaning that the claimant is allowed to provide
evidence to the contrary.

108 COM(2022) 496 final 2022/0303 (COD) Proposal for a Directive of the European Patliament and of
the Council on adapting non-contractual civil liability rules to artificial intelligence (Al Liability Directive).
109 COM(2022) 495 final 2022/0302 (COD) Proposal for a Directive of the European Patliament and of
the Council on liability for defective products.
110 Directive (EU) 2024/2853 of the European Parliament and of the Council of 23 October 2024 on
liability for defective products and repealing Council Directive 85/374/EEC.
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In addition, Article 4 sets out some specifications for the cases of claims directed to
providers or users of high-risk Al systems under the AI Act!!L

8.2.  The new Product 1.iability Directive (PL.D)

With regards to Al it has been questioned whether the 1985 PLD was applicable to
damages caused by defective Al systems, since it was doubtful whether Al software fell
within the notion of ‘product’ and, consequently, whether its creator could be considered
to be a producer within the meaning of the Directive. Such issue is historically linked to
the question whether a software system should be classified as a product or a service!l2,
Moreover, it was otfen pointed out that a person harmed by a smart product would face
difficulties in detecting the specific subject against whom to direct a claim for damages,
due to the technical sophistication characterizing such devices that are made by many
different components, and it is complex to attribute the defect to one of them. On the
other hand, issues have been raised with regards to the burden of proof required to the
injured party by the Directive. Due to the manufacturer’s strict liability, fault need not be
proven by the injured party. Nevertheless, Article 4 of the 1985 PLD requires the plaintiff
to prove the damage, the defect, and the causal link between them. The intricate nature of
modern Al systems poses challenges for consumers in providing such evidence, given the
lack of explainability of Al algorithms. In particular, proving product’s defectiveness
becomes technically challenging, especially when learning algorithms can cause harm even
in the absence of technical malfunctions, owing to the potential incorporation of poor-

11 2. In the case of a claim for damages against a provider of a high-risk Al system subject to the
requirements laid down in chapters 2 and 3 of Title III of [the Al Act] or a person subject to the provider’s
obligations pursuant to [Article 24 or Article 28(1) of the Al Act], the condition of paragraph 1 letter (a)
shall be met only where the complainant has demonstrated that the provider or, where relevant, the person
subject to the provider’s obligations, failed to comply with any of the following requirements laid down in
those chapters, taking into account the steps undertaken in and the results of the risk management system
pursuant to [Article 9 and Article 16 point (a) of the Al Act]: (a) the Al system is a system which makes use
of techniques involving the training of models with data and which was not developed on the basis of
training, validation and testing data sets that meet the quality criteria referred to in [Article 10(2) to (4) of
the Al Act]; (b) the Al system was not designed and developed in a way that meets the transparency
requirements laid down in [Article 13 of the Al Act]; (c) the Al system was not designed and developed in
a way that allows for an effective oversight by natural persons during the period in which the Al system is
in use pursuant to [Article 14 of the Al Act]; (d) the Al system was not designed and developed so as to
achieve, in the light of its intended purpose, an appropriate level of accuracy, robustness and cybersecurity
pursuant to [Article 15 and Article 16, point (a), of the Al Act|; or (e) the necessary corrective actions were
not immediately taken to bring the Al system in conformity with the obligations laid down in [Title 111,
Chapter 2 of the Al Act] or to withdraw or recall the system, as appropriate, pursuant to [Article 16, point
(g), and Article 21 of the Al Act]. 3. In the case of a claim for damages against a user of a high-risk Al
system subject to the requirements laid down in chapters 2 and 3 of Title III of [the Al Act], the condition
of paragraph 1 letter (a) shall be met where the claimant proves that the user: (a) did not comply with its
obligations to use or monitor the Al system in accordance with the accompanying instructions of use or,
where appropriate, suspend or interrupt its use pursuant to [Article 29 of the Al Act]; or (b) exposed the
Al system to input data under its control which is not relevant in view of the system’s intended purpose
pursuant to [Article 29(3) of the Act].

112 For a reconstruction, see T.S. CABRAL, Liability and Artificial Intelligence in the EU: Assessing the Adequacy of
the Current Product Liability Directive, in 27(5) Maastricht Journal of European and Comparative Law, 2020, p. 618
ff.
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quality data (‘bad data’) and ‘biases’!3. On the manufacturer’s side, these problems result
in the possibility that the harm caused by a self-modifying algorithmic decision could lead
to the automatic application of the so-called ‘later-defect defence’ and of the ‘state-of-the-
art defence’, creating a form of producer immunity from liability!'4, which is not desirable
for several (and obvious) reasons!’>.

Against this background, the new PLD aims at updating the definitions contained in the
previous version of the Directive to the characteristics of contemporary digital products,
as well as at introducing tools for alleviating the burden of proof on injured consumers. In
this view, the new Directive applies potentially to all products and the main innovations
regards the digital era in general, despite some of the new provisions clearly have Al as the
main reference.

In respect with definitions relevant for Al, under Article 4 the notion of (1) ‘product’
now includes not only all movables, even if integrated into, or inter-connected with,
another movable or an immovable, but also digital manufacturing files, raw materials and
software. Likewise, (4) ‘component’ means any item, whether tangible or intangible, raw
material or related service, that is integrated into, or inter-connected with, a product.
Moreover, the concept of (5) ‘manufacturer’s control’ is introduced, meaning that: (a) the
manufacturer of a product performs or, with regard to actions of a third party, authorises
or consents to (i) the integration, inter-connection or supply of a component, including
software updates or upgrades; or (ii) the modification of the product, including substantial
modifications; (b) the manufacturer of a product has the ability to supply software
updates or upgrades, themselves or via a third party.

The definition of defective product remained substantially the same under Article 7: a
product shall be considered defective where it does not provide the safety that a person is
entitled to expect or that is required under Union or national law. Nevertheless, the list of
circumstances to be taken into account by the court in order to assess the product’s
defectiveness is updated, now including

(c) the effect on the product of any ability to continue to learn or acquire new
features after it is placed on the market or put into service;

(d) the reasonably foreseeable effect on the product of other products that can be
expected to be used together with the product, including by means of inter-
connection;

(e) the moment in time when the product was placed on the market or put into service
or, where the manufacturer retains control over the product after that moment,
the moment in time when the product left the control of the manufacturer;

113 On the topic, see V. ULFBECK, Product Liability Law and Al in E. LIM, P. MORGAN (eds.), The Cambrdige
Handbook of Private Law and Artificial Intelligence, Cambridge University Press, 2024, p. 206 ff.; C. AMATO,
Product Liability and Product Security: Present and Future, in S. LOHSSE, R. SCHULZE, D. STAUDENMAYER (eds.),
Liability for Artificial Intelligence and the Internet of Things (Nomos, 2019), p. 79 tf.; J-S. BORGHETTI, How Can
Abrtificial Intelligence Be Defective?, in zvi; H.R. SULLIVAN, S.J. SCHWEIKART, Are Current Tort Liability Doctrines
Adeguate for Addressing Injury Caused by AlZ, 21 AMA Journ. Eth. 160 (2019).
114 R. CALO, Open Robotics, in 70 Mar. L. Rev. (2011), p. 571.
15 B. PALMERINI, Al Systems and the Issue of Liability in the European and National Regulatory Strategies, in P.
MORGAN (ed.), Tort Liability and Autonomous Systems Accidents, Edward Elgar, 2023, p. 73 ff.
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(f) relevant product safety requirements, including safety-relevant cybersecurity

requirements.

In terms of burden of proof, the very content of the burden lying on the consumer did
not substantially change under Article 10: the injured party shall prove the defectiveness of
the product, the damage suffered and the causal link between that defectiveness and that
damage. Nevertheless, just like the AILD, the new PLD sets out some forms of proof
alleviation:

(@)

(if)

disclosure of evidence is introduced under Article 9 having the same content
and purpose exposed for the AILD

Article 10 establishes the following presumptions, all of them rebuttable:

(ii.1) the defectiveness of the product shall be presumed where any of the
following conditions are met:

(a) the defendant fails to disclose relevant evidence;

(b) the claimant demonstrates that the product does not comply with mandatory
product safety requirements laid down in Union or national law that are
intended to protect against the risk of the damage suffered by the injured person;
or

(c) the claimant demonstrates that the damage was caused by an obvious
malfunction of the product during reasonably foreseeable use or under ordinary
circumstances.

(ii.2) the causal link between the defectiveness of the product and the damage
shall be presumed where it has been established that the product is defective
and that the damage caused is of a kind typically consistent with the defect in
question.

(ii.3) a national court shall presume the defectiveness of the product or the
causal link between its defectiveness and the damage, or both, where, despite
the disclosure of evidence in accordance with Article 9 and taking into account
all the relevant circumstances of the case:

(a) the claimant faces excessive difficulties, in particular due to technical or
scientific complexity, in proving the defectiveness of the product or the causal
link between its defectiveness and the damage, or both; and

(b) the claimant demonstrates that it is likely that the product is defective or that
there is a causal link between the defectiveness of the product and the damage,
or both. 5.

On the manufacturer’s side, the defendant can still escape liability by proving at least one
of the circumstances listed in Article 11. In particular, an economic operator shall not be
liable for damage caused by a defective product if they prove any of the following:

(a) in the case of a manufacturer or importer, that it did not place the product on the market
or put it into service;
(b) in the case of a distributor, that it did not make the product available on the market;
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(c) that it is probable that the defectiveness that caused the damage did not exist at the time
the product was placed on the market, put into service or, in the case of a distributor, made
available on the market, or that that defectiveness came into being after that moment;

(d) that the defectiveness that caused the damage is due to compliance of the product with
legal requirements;

(e) that the objective state of scientific and technical knowledge at the time the product
was placed on the market or put into service or during the period in which the product
was within the manufacturer’s control was not such that the defectiveness could be
discovered;

(f) in the case of a manufacturer of a defective component, that the defectiveness of the
product in which that component has been integrated is attributable to the design of that
product or to the instructions given by the manufacturer of that product to the
manufacturer of that component;

(2) in the case of a person that modifies a product, that the defectiveness that caused the
damage is related to a part of the product not affected by the modification.

By way of derogation from letter (c), an economic operator shall not be exempted from
liability where the defectiveness of a product is due to any of the following, provided that
it is within the manufacturer’s control: (a) a related service; (b) software, including software
updates or upgrades; (c) a lack of software updates or upgrades necessary to maintain
safety; (d) a substantial modification of the product.

The new PLD confirms the liability structure already established in the previous Directive,
providing for a form of joint and several liability of the operators placed along the
product’s value chain. In fact, Article 12 ensures that where two or more economic
operators are liable for the same damage pursuant to this Directive, they can be held liable
jointly and severally. This entails that the consumer is not burdened with identifying the
‘real producer’ but can take legal action against whoever presents themselves as the
producer or who places their own trademark or other distinctive sign on the product. Such
approach was also recently reaffirmed by the Court of Justice in Case C-264/21, Keskindinen
Vakuntusyhtio Fennia v Koninklijke Philips N1/116.

116 Judgment of the Court (Tenth Chamber) of 7 July 2022, Keskindinen 1 akuutusybtii Fennia v Koninkljjke
Philips N1/, Case C-264/21.
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1.

Chapter 3

Transparency, Access and Fairness under the Digital Markets Act

Nicola Lucchi®*

ABSTRACT:

THIS CHAPTER EXPLORES THE PRINCIPLES OF TRANSPARENCY, ACCESS, AND FAIRNESS AS
CORE PILLARS OF THE EUROPEAN UNION’S DIGITAL MARKETS ACT (DMA), EMPHASIZING
THEIR CRITICAL ROLE IN REGULATING GATEKEEPERS WITHIN THE DIGITAL ECONOMY.
THE DMA SEEKS TO ADDRESS THE IMBALANCES CREATED BY DOMINANT PLATFORMS,
FOSTERING A CONTESTABLE MARKET ENVIRONMENT THROUGH EX ANTE OBLIGATIONS
AND PROHIBITIONS. PARTICULAR ATTENTION IS GIVEN TO THE INTERPLAY BETWEEN Al-
DRIVEN TECHNOLOGIES AND THE DMA’S REGULATORY FRAMEWORK, HIGHLIGHTING
CHALLENGES SUCH AS ALGORITHMIC OPACITY, BIAS, AND CONSUMER VULNERABILITY.
THE CHAPTER ALSO EXAMINES THE DMA'S PROVISIONS FOR TRANSPARENCY, DATA
PORTABILITY, AND INTEROPERABILITY, ASSESSING THEIR POTENTIAL TO EMPOWER
CONSUMERS AND ENHANCE MARKET FAIRNESS. FINALLY, IT SITUATES THE DMA WITHIN
THE BROADER EU REGULATORY LANDSCAPE, CONSIDERING ITS ALIGNMENT WITH
INITIATIVES LIKE THE Al ACT AND ITS IMPLICATIONS FOR THE FUTURE OF DIGITAL
MARKETS AND Al GOVERNANCE.

KEYWORDS: DIGITAL MARKETS ACT, GATEKEEPERS, TRANSPARENCY, FAIRNESS, ACCESS,
ARTIFICIAL INTELLIGENCE, COMPETITION, CONSUMER PROTECTION, EU REGULATION

Overview of the Digital Markets Act (DMA)

The European Union’s Digital Markets Act (DMA)!7 is a landmark regulatory instrument
adopted as part of a broader legislative effort to ensure fair and open competition within
the digital economy. The DMA emerged against a backdrop of mounting concerns over
the market dominance of a few large online platforms—commonly referred to as
“gatekeepers”—and the resulting imbalances in digital ecosystems, affecting both business
users and end consumers.!!8 By introducing a set of ex ante obligations and prohibitions,
the DMA aims to preempt anticompetitive behaviors and foster a more contestable and
fair digital marketplace. The Act’s overarching goals include strengthening competition law

* Department of Law, University Pompeu Fabra, Barcelona, Spain - Email: Nicola.Lucchi@upf.edu
117 Regulation (EU) 2022/1925 of the European Patliament and of the Council of 14 September 2022 on
contestable and fair markets in the digital sector and amending Directives (EU) 2019/1937 and (EU)
2020/1828, O.J. (L 265), 2022 (Digital Markets Act) [hereinafter Digital Markets Act].
118 See Pinar Akman, Regulating Competition in Digital Platform Markets: A Critical Assessment of the
Framework and Approach of the EU Digital Markets Act, 47 European Law Review 85 (2022); Marco
Cappai and Giuseppe Colangelo, Taming digital gatekeepers: the ‘more regulatory approach’ to antitrust
law, 41 Computer Law & Security Review 1-17 (2021); Nicolas Petit, The proposed digital markets act
(DMA) : a legal and policy review, 12 Journal of European competition law and practice, 529-541 (2021);
Carmelo Cennamo et al., Digital Platforms Regulation: An Innovation-centric View of the EU’s Digital
Markets Act, 14 Journal of European Competition Law & Practice 44-51 (2023).
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enforcement, promoting innovation, ensuring consumer choice, and establishing a more
level playing field for smaller players seeking to challenge incumbent digital giants.!?”

1.1.  Key Objectives and Rationale

The DMA is not an isolated initiative; it is closely linked to other regulatory efforts under
the European Commission’s Digital Services Package,'? including the Digital Services Act
(DSA)™21) as well as existing competition law frameworks. While the DSA primarily focuses
on the content moderation and transparency obligations for intermediary services, DMA
focuses on promoting economic fairness and enhancing contestability within digital
markets, aiming to create a level playing field where smaller businesses and new entrants
can compete effectively against dominant platforms.'??> Its provisions detail criteria for
identifying gatekeepers—platforms that serve as critical gateways to reaching end users and
leveraging data—and impose specific obligations aimed at preventing the abuse of such a
position. 123

By doing so, the DMA responds to the reality that a handful of digital platforms have
harnessed network effects, data advantages, and ecosystem control to lock in both business
partners and consumers, often leading to reduced consumer choice, stifled innovation, and
suboptimal market outcomes. To address these issues, the DMA sets forth a clear legal
standard for identifying such gatekeepers and imposes a series of behavioral and structural
requirements ensuring transparency, access, and fairness. This framework is particularly
relevant given the critical role of artificial intelligence (Al) in shaping the operations and
influence of digital gatekeepers.

In effect, artificial intelligence (Al) serves as the backbone of many services provided by
digital gatekeepers—platforms whose sheer scale, data-centric business models, and

119 See The Digital Markets Act explicitly states its objectives in Article 1(1):

"This Regulation lays down harmonised rules ensuring contestable and fair markets in the digital sector
across the Union where gatekeepers are present, to foster innovation, high quality of digital products and
services, fair prices, and the possibility of market entry and expansion by competitors."

Additionally, Recital 1 underscores the intent to ensure a level playing field, enhance consumer choice, and
stimulate innovation by addressing market imbalances caused by gatekeeper practices.

120 See Digital services package, Eur. Council, Council of the Eur. Union, available at
https://www.consilium.europa.cu/en/policies/digital-setvices-package

121 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a
Single Market for Digital Services and amending Directive 2000/31/EC (Digital Services Act), O] L 277,
27.10.2022, p. 1-102.

122 See Jacques Crémer et al., Fairness and Contestability in the Digital Markets Act, 40 Yale Journal on
Regulation, 973 (2023) (analyzing the concepts of fairness and contestability within the DMA, providing
formal definitions rooted in economic analysis and discussing their implications for innovation in digital
markets).

123 See art. 2 of the Digital Markets Act, which defines a “gatekeeper” as an entity providing core platform
services, including online intermediation services, online search engines, online social networking services,
video-sharing platform services, number-independent interpersonal communications services, operating
systems, web browsers, virtual assistants, cloud computing services, and online advertising services. See
also art. 3, which specifies the criteria for gatekeeper designation, and arts. 5—7, which outline the obligations
of gatekeepers to address practices that limit contestability or create unfair conditions for third parties, end
users, or business users.
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network effects allow them to significantly influence, if not outright determine, the array
of options available to both consumers and business users.!?* The applications of Al are
wide-ranging and often invisible to end users. From algorithmic content curation and
ranking to dynamic pricing and personalized recommender systems, these tools shape user
experience in fundamental ways. The use of Al enables greater personalization and
efficiency, yet it also raises complex concerns related to competition, consumer autonomy,
and market fairness. Addressing these issues lies at the heart of the DMA’s relevance in the
Al context, particularly since the Act aims to regulate gatekeeper conduct before abusive
or anticompetitive behaviors fully materialize, rather than relying solely on ex post
enforcement tools.

1.2 Shifting Power Dynamics and Opague Decision-Making

Al systems operated by gatekeepers can alter the competitive landscape by leveraging the
immense volumes of data at their disposal.'?> They can refine content recommendations
to increase user engagement and steer consumer behavior towards certain products or
services, often owned or affiliated with the gatekeeper itself. For instance, an online
marketplace may utilize its algorithmic ranking system to prioritize its own branded goods
or those of its largest partners. Similarly, Al-driven targeted advertising may channel
consumer attention to certain sellers, effectively diminishing the competitive visibility of
smaller or nascent rivals.!?0 In turn, such practices can lock consumers into digital
ecosystems and reduce their access to a genuinely diverse marketplace.

The opacity of Al decision-making compounds the problem. Black box models,
algorithmic complexity, and proprietary considerations have historically shielded
gatekeepers from having to disclose how and why certain outcomes are produced.'?” This
opacity does not only raise concerns regarding anticompetitive self-preferencing; it also
challenges consumers’ ability to make informed choices.!?® Without meaningful insight into

124 See Philipp Hacker et al., Regulating Gatekeeper Artificial Intelligence and Data: Transparency, Access,
and Fairness under the Digital Markets Act, the General Data Protection Regulation, and Beyond, 15
European Journal of Risk Regulation, 49-86 (2024) (examining how Al technologies are integrated into
the services of digital gatekeepers and discusses regulatory approaches to ensure transparency, access, and
fairness in digital markets); Alba Ribera Martinez, Generative Al in Check: Gatekeeper Power and Policy
Under the DMA (November 13, 2024). Available at SSRN: https://sstn.com/abstract=5025742 (exploting
the implications of Al integration by digital gatekeepers and the policy measures under the Digital Markets
Act to address potential challenges).

125 See Philipp Hacker et al., cit.; Alba Ribera Martinez, cit.

126 See Salim Chouaki et al., Exploring the Online Micro-targeting Practices of Small, Medium, and Large
Businesses, Proceedings of the ACM on Human-Computer Interaction, Volume 6, Issue CSCW2 - Article
No.: 378, pp 1-23 (examining how businesses of varying sizes utilize micro-targeting on platforms like
Facebook).

127 See Warren J. von Eschenbach, Transparency and the Black Box Problem: Why We Do Not Trust Al,
34 Philos. Technol. 1607-1622 (2021) (discussing how the inherent opacity of machine learning models,
due to their complexity and proprietary nature, leads to challenges in understanding Al decision-making
processes). See also generally Frank Pasquale, The Black Box Society: The Secret Algorithms That Control
Money and Information (2016) (examining how complex algorithms and proprietary models operate as
“black boxes,” making it difficult to understand or challenge the decisions they produce, particularly in
contexts where gatekeepers control information and economic transactions).

128 Ibidem.
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how Al-driven rankings or personalized suggestions are generated, users often remain
unaware of the commercial interests that shape their online environment. The DMA
addresses this asymmetry by obliging gatekeepers to increase transparency and share data
and insights with business partners and potentially with regulators or other third parties,
thereby illuminating how Al-driven decisions affect competition and consumer
outcomes.'?® However, these measures may not be sufficient to fully address the
complexities of Al-driven decision-making, as the rapid pace of technological
advancements and the opacity of certain Al systems could continue to challenge effective
oversight and enforcement.

1.3. Algorithmic Bias, Discrimination, and Consumer V ulnerability

Al systems can inadvertently produce biased or discriminatory outcomes.!3 Although such
biases often stem from historical data patterns, flawed model training, or skewed incentive
structures, the real-world effect remains problematic: certain groups of consumers may be
systematically disadvantaged in pricing or product recommendations, or certain categories
of business users may be pushed to the margins.!3! From a consumer protection
standpoint, if Al-based systems routinely steer certain demographics toward costlier
services or lower-quality products, these individuals suffer from subtle forms of digital
discrimination that may be difficult to detect or correct without regulatory intervention.!3

The DMA does not explicitly address algorithmic bias or discrimination, leaving a
regulatory gap that may inadvertently enable the continuation of discriminatory and unfair
behaviors.!?® However, its commitments to fair commercial practices and data access can

129 But see contra, Philipp Hacker et al., cit. (arguing that while the DMA introduces significant obligations
for gatekeepers, challenges remain in ensuring meaningful transparency and access, which are essential for
addressing competitive imbalances and protecting consumer interests).
130 See e.g. Frederik J. Zuiderveen Borgesius, Strengthening legal protection against discrimination by
algorithms and artificial intelligence, 24 The International Journal of Human Rights, 1572-1593 (2020);
Lauren Feiner, Judges are using algorithms to justify doing what they already want, The Verge, available at
https://www.theverge.com/2024/10/30/24281924 / pretrial-risk-assessment-algorithms-research
131 See e.g. Yashar Deldjoo et al. Fairness in recommender systems: research landscape and future
directions, 34 User Model User-Adap Inter. 59-108 (2024); Alexandra Chouldechova, Fair prediction with
disparate impact: a study of bias in recidivism prediction instruments, 5 Big Data 153—163 (2017); National
Research Council, Measuring Racial Discrimination. National Academies Press, London (2004); Paolo
Cremonesi and Dietmar Jannach, Progress in recommender systems research: crisis? What crisis? 42 Al
Mag. 43-54 (2021); Nada Ghanem et al., Balancing consumer and business value of recommender systems:
A simulation-based analysis, 55 Electronic Commerce Research and Applications 1-16 (2022).
132 See Mateusz Grochowski et al., Algorithmic Price Discrimination and Consumer Protection; A Digital
Arms Race?, Technology and Regulation, 36-47 (2022) (investigating how online market players utilize Al
algorithms to adapt prices dynamically based on consumer data, potentially leading to situations where
certain demographics are systematically steered toward costlier services or lower-quality products); Axel
Gautier et al., Al algorithms, price discrimination and collusion: a technological, economic and legal
perspective, 50 European Journal of Law and Economics 405-435 (2020) (highlighting concerns that
algorithms may engage in price discrimination, leading to consumer harm, and discuss the complexities
involved in regulating such practices).
133 See e.g. Gergely Csurgai-Horvath, Regulating Algorithmic Bias as a Key Element of Digital Market
Regulation, 47 World Competition 193-212 (2024) (arguing that while the DMA targets self-preferencing
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contribute indirectly to mitigating such issues. By forcing gatekeepers to explain their
ranking parameters and to provide more information to business users and regulators, the
DMA paves the way for external auditing and public scrutiny of AI mechanisms.!?* This
external check can probably pressure gatekeepers to identify and correct biases. Moreover,
the Act’s emphasis on interoperability and data sharing can help smaller entrants develop
competing tools that might offer more neutral or consumer-friendly recommender engines,
thereby countering entrenched biases in established platforms.!3> However, ss Al becomes
increasingly pervasive and its decision-making processes more opaque, the need for
targeted regulation to address algorithmic bias and discrimination is imperative. The DMA,
while a significant step toward market fairness, falls short in this respect, lacking the specific
measures needed to ensure accountability and equity in Al-driven digital markets.

1.3.1. Data Portability, Interoperability, and Consumer Autonomy

The DMA’s focus on data access and interoperability is particularly pertinent in an Al-
driven digital ecosystem.!?* Many Al models depend on vast troves of user data—click
patterns, purchase histories, social interactions—to refine predictions and
recommendations. When a single gatekeeper controls these data flows, users may struggle
to break away, as leaving that ecosystem could mean losing personalized services and
platform-specific benefits. This lock-in effect can harm both competition and consumer
autonomy. Consumers might feel pressured to remain within certain walled gardens, while
smaller competitors and innovative newcomers face insurmountable barriers to entry.1

By obliging gatekeepers to facilitate data portability and to provide fair access to critical
platform functionalities, the DMA tries to encourage greater competition in Al-driven
markets. Interoperability requirements mean that consumers could potentially migrate their
data (and their associated Al-enhanced personalized experiences) to rival platforms. As
new or smaller players gain fairer access to data and essential infrastructure, they may be

behaviors of digital platforms, it lacks specific provisions to regulate algorithmic bias, which can perpetuate
discrimination and unfair practices).

134 See Philipp Hacker, cit.

135 See Bjorn Lundqvist, The Proposed Digital Markets Act and Access to Data: A Revolution, or Not?. 52
IIC, 239-241 (2021) (discussing the potential of DMA to empower smaller competitors in developing
alternative services that challenge the dominance of established platforms).

136 See, e.g., Digital Markets Act, Article 6(10), which obliges gatekeepers to provide access to data generated
by business users and end users on their platforms, thereby fostering transparency and enabling smaller
competitors to access critical information necessary for innovation and competition. See also Article 6(7),
which mandates gatekeepers to ensure interoperability between their platform services and those of third-
party providers, particularly concerning ancillary services such as payment or messaging systems.
Additionally, Article 7 emphasizes real-time data portability for business users, requiring gatekeepers to
allow access, extraction, and portability of data, including actionable insights that may support competition.
137See Susumu Sato, Usage Lock-In and Platform Competition (January 21, 22). Available at SSRN:
https://sstn.com/abstract=3864942 (examining how consumers' commitment to a single platform for a
bundle of transactions creates a lock-in effect, enabling platforms to extract surplus from sellers and
increasing their incentive to attract usage); Dirk Bergemann and Alessandro Bonatti, Data, Competition,
and Digital Platforms, 114 American Economic Review 2553-95 (2024) (discusses how platforms' control
over consumer data can lead to product steering, where consumers perceived to be of high value receive
offers for higher-quality and higher-priced products. This practice can limit consumer autonomy and create
disadvantages for smaller competitors).
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able to develop alternative Al models that align more closely with consumer protection
objectives—offering greater transparency, user control, or data minimization techniques.

1.3.2. Transparency as a Precondition for Trustworthy Al

The DMA’s explicit call for transparency extends beyond the mere disclosure of terms and
conditions.!® The ability of regulators, auditors, and—in some cases—rtesearchers to
scrutinize Al-driven decision-making processes stands as a crucial stepping stone toward a
more trustworthy digital environment.!® Gatekeepers will need to detail how their
algorithms rank products or services and how they collect and process user data. Although
the DMA does not prescribe the exact nature of these disclosures, the broader regulatory
ecosystem, including the Al Act!* and data protection frameworks like the GDPR,™! is
likely to shape the quality and depth of these transparency obligations.

This alignment with the EU’s values of human-centric, trustworthy Al means that the
DMA can serve as a foundational pillar in a multi-layered regulatory structure. While the
Al Act focuses on the risk assessment, certification, and obligations associated with
different tiers of Al systems,'*?> the DMA sets the stage for ensuring that the competitive
environment in which these Al systems operate remains fair and free from distortions.
Together, these instruments can encourage gatekeepers to build explainable and
accountable Al tools that respect consumer rights, promote fair treatment of business
users, and enhance consumer autonomy. However, regulatory frameworks like the DMA
face significant challenges in effectively addressing the complexities of Al-driven digital

138 The Digital Markets Act (DMA) incorporates several provisions aimed at promoting transparency,
extending well beyond the mere disclosure of terms and conditions. See, e.g., Article 13, which requires
gatekeepers to submit detailed transparency reports to the European Commission. These reports must
include information on user behavior, platform operations, and compliance efforts, thereby enhancing
accountability. Article 6(9) mandates transparency in advertising by obliging gatekeepers to provide
advertisers and publishers with data on the pricing and performance of ads, ensuring stakeholders gain
insights into the functioning of advertising systems. Article 6(10) emphasizes access to data, requiring
gatekeepers to share data generated by business users and end users, thereby fostering transparency and
empowering affected parties to understand and utilize this data effectively. Additionally, Article 15
introduces audit obligations, compelling gatekeepers to undergo independent audits to verify compliance
with the DMA, thereby extending transparency to internal practices and mechanisms.
139 See e.g. Sandra Wachter et al., Why Fairness Cannot Be Automated: Bridging the Gap Between EU
Non-Discrimination Law and Al, 41 Computer Law & Security Review, 1-31 (2021) (discussing how
regulatory oversight and external audits can address biases and enhance the trustworthiness of Al-driven
decisions).
140 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No
167/2013, (EU)
No 168/2013, (EU) 2018/858, (EU) 2018/1139, and (EU) 2019/2144, and Directives 2014/90/EU, (EU)
2016/797, and (EU) 2020/1828 (Attificial Intelligence Act), O] L 1689, 12.7.2024, p. 1-144.
141 Regulation (EU) 2016/679 of the European Patliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection Regulation), OJ L 119, 4.5.2016, p.
1-88.
142 See e.g. Claudio Novelli et al., A Robust Governance for the Al Act: Al Office, Al Board, Scientific
Panel, and
National Authorities, European Journal of Risk Regulation 1-25 (2024).
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markets. Loopholes, insufficient enforcement mechanisms, and the rapid pace of
technological advancements risk undermining their ability to ensure transparency and
fairness in increasingly dynamic and opaque digital ecosystems.!*?

1.3.3. Alioning Consumer Protection with Competition Enforcemment
/gning

The interplay between Al, consumer protection, and market regulation calls for a cohesive
and synchronized approach.'* The DMA addresses structural issues in digital markets—
such as self-preferencing or bundling—that may be exacerbated by Al-driven
personalization. By doing so, it complements instruments of consumer protection law and
data protection regulation, ensuring that even as Al technologies evolve rapidly, basic
principles of fairness, transparency, and accountability remain front and center.

The DMA’s approach implicitly recognizes that consumer protection cannot be
disentangled from market structure. In highly concentrated markets dominated by Al-
driven platforms, consumer autonomy and rights to fair treatment depend on effective
competition. If a single platform’s Al systems dictate the terms of visibility, ranking, and
pricing, then the freedom of choice that undergirds consumer protection erodes.
Conversely, if the DMA’s measures inject more competition into Al-driven markets—
enabling rivals to access critical data inputs or ensuring that content is ranked neutrally—
consumers gain both the option to switch and the assurance that no single dominant player
can exploit information asymmetries unchecked.

2. Transparency in Digital Markets

As previously discussed, Transparency forms a cornerstone of the Digital Markets Act
(DMA), aiming to mitigate the information asymmetries prevalent in digital ecosystems
dominated by gatekeepers. The DMA mandates that gatekeepers disclose intelligible and
timely information to both business users and consumers. This effort addresses two key
objectives: empowering smaller competitors with the knowledge necessary to navigate
platform rules and ensuring consumers have a clearer understanding of how services
operate, particularly with respect to data usage and decision-making algorithms.

The transparency obligations under the DMA include provisions for disclosing the
functioning of algorithmic ranking systems and the terms and conditions shaping
consumer-platform interactions. While the DMA’s language does not explicitly address
artificial intelligence (AI), its focus inherently captures the mechanisms driven by Al
technologies. As highlighted in many studies, Al-driven personalization and
recommendation systems often operate as opaque “black boxes,” exacerbating power

143 See e.g. Nicola Lucchi, The Digital Democracy Dilemma: How are Emerging Technologies Reshaping—
or Undermining—Democratic Governance, Journal: International Journal of Constitutional Law
(fortheoming)

144 See e.g. Nathalie de Marcellis-Warin et al., Artificial intelligence and consumer manipulations: from
consumet's counter algorithms to firm's self-regulation tools, 2 Al Ethics 259-268 (2022) (highlight the
need for coordinated regulatory measures to address challenges arising from Al-driven manipulative
practices, emphasizing the importance of aligning consumer protection with market regulation to safeguard
consumer autonomy).
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imbalances between consumers and platforms.'#> The DMA’s framework provides an
avenue for regulators and stakeholders to probe these black boxes, potentially setting a
precedent for more granular regulatory requirements in the future.

However, significant challenges remain. As noted in research on Al and ethics, even when
transparency requirements are met, consumers often face information overload, making it
difficult to discern meaningful insights from disclosures.!#¢ This could render the DMA’s
provisions insufficient without complementary measures to simplify and contextualize the
information provided.

2.1. The Intersection of Transparency and AI-Driven Services

Al-driven services underpin many gatekeeper platforms, encompassing tools like
personalized search results, recommendation engines, and dynamic pricing systems. While
these technologies enable tailored user experiences, they also raise profound concerns
about consumer autonomy and market fairness. By compelling gatekeepers to disclose
algorithmic parameters, the DMA seeks to shed light on how these systems function,
enabling regulators, business users, and third-party auditors to scrutinize their fairness and
reliability.

One critical issue is the phenomenon of algorithmic manipulation, where Al exploits
cognitive and behavioral biases to influence consumer choices.!¥” Such practices, often
operationalized through dark patterns, undermine consumer autonomy and erode trust.
The DMA’s emphasis on transparency could indirectly mitigate these risks by exposing
how algorithms prioritize certain outcomes, but the lack of detailed provisions specifically
targeting manipulation leaves a regulatory gap.

Moreover, the DMA’s transparency measures may inadvertently create new challenges. For
example, as suggested in ethical critiques, increased visibility into algorithmic operations
could enable gatekeepers to justify biased or exploitative practices under the guise of
compliance.! This highlights the need for mechanisms that not only enforce transparency
but also assess the ethical implications of disclosed practices.

2.2. Transparency and Consumer Rights

Transparency plays a pivotal role in upholding consumer rights, particularly in the areas of
informed decision-making, data autonomy, and the prevention of manipulative practices.
The DMA’s transparency obligations intersect with broader EU frameworks, such as the

145 See e.g. Agnieszka Jablonowska, et al. Consumer Law and Artificial Intelligence. Challenges to the EU
Consumer Law and Policy Stemming from Business’ Use of Artificial Intelligence (Final report of the
ARTSY project), (2018) EUI Working Papers, 35; Giovanni Sartor, New aspects and challenges in
consumer protection. Digital services and artificial intelligence, April 2020, 24, available at
https:/ /www.europarl.europa.ecu/RegData/etudes/STUD /2020/648790/1PO1._STU(2020)648790 EN.

pdf; Nathalie de Marcellis-Warin et al., cit.

146 See Nathalie de Marcellis-Warin et al., cit.

147 Ibidem.

148 Ibidem.
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GDPR, to ensure that consumers can understand how their data shapes the services they
use and the outcomes they encounter.

However, as documented in discussions on consumer protection, transparency alone is
insufficient to address the power asymmetries inherent in Al-driven markets.!* Consumers
often lack the technical expertise to interpret algorithmic disclosures, and platforms may
continue to deploy strategies that obscure the practical implications of their practices. To
bridge this gap, the DMA could benefit from incorporating provisions that enable
consumer-empowering tools, such as counter-algorithms or simplified algorithmic
summaries, to demystify complex Al systems.

Furthermore, transparency must extend beyond disclosure to include mechanisms for
contestability. For instance, consumers should have clear pathways to challenge automated
decisions that negatively impact their interests. This aligns with recommendations from Al
ethics research, which advocate for robust auditing frameworks to evaluate the fairness and
accountability of algorithmic systems.!>

3. Access and Fairness for Consumets

The Digital Markets Act (DMA) extends its impact beyond transparency by addressing
critical issues of market access and fairness. These provisions aim to dismantle structural
barriers imposed by gatekeepers, fostering a competitive digital landscape that benefits
both businesses and consumers. Through targeted obligations such as data portability,
interoperability, and non-discriminatory access, the DMA seeks to ensure that digital
markets remain open and accessible, thereby promoting innovation, diversity, and
consumer empowerment.

3.1.  Redefining Fairness in the Al Era

Fairness in digital markets is a dynamic concept, particularly as artificial intelligence (Al)
increasingly mediates consumer experiences and market operations. The DMA’s
provisions on fairness address gatekeeper practices such as self-preferencing, data
hoarding, and exclusionary conduct. However, the intersection of these practices with Al
introduces additional layers of complexity. For instance, algorithms used by gatekeepers
often rely on vast amounts of proprietary data to refine recommendation systems,
potentially marginalizing smaller competitors. By mandating that gatekeepers provide
access to critical platform functionalities and data under fair, reasonable, and non-
discriminatory (FRAND) terms, the DMA lays the groundwork for competitive
neutrality. 15!

149 See Agnieszka Jablonowska, et al., cit.; Giovanni Sartor, cit.; Nathalie de Marcellis-Warin et al., cit.
150 See Nathalie de Marcellis-Warin et al., cit.
151 See Article 6(1)(j) of the Digital Markets Act (DMA) that specifically refers to gatekeepers' obligations
to provide access to data and platform functionalities under fair, reasonable, and non-discriminatory
(FRAND) terms. This article outlines requirements to ensure interoperability and fair data-sharing
practices, promoting competitive neutrality and reducing barriers for smaller competitors. See also Martin
Duckworth, FRAND in the DMA, available at https://www.frontier-economics.com/uk/en/news-and-
insights/articles/article-19448-frand-in-the-dma/; Philipp Hacker, cit.
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This structural intervention enables rival platforms to compete on a more level playing
field, thereby mitigating the risk of algorithmic bias that could disadvantage certain business
users or consumer segments. For example, ensuring equal access to recommendation
engine APIs can prevent entrenched platforms from leveraging their algorithmic
dominance to perpetuate unfair competitive advantages.

3.2. Consumer-Centric Outcomes

The DMA’s focus on fairness directly correlates with improved consumer outcomes. When
gatekeepers adhere to obligations preventing lock-in effects, consumers benefit from
greater choice, reduced dependency on dominant platforms, and access to a broader array
of innovative services. Moreover, the DMA’s emphasis on data portability and
interoperability ensures that consumers can retain control over their digital identity and
preferences across platforms, enhancing autonomy and reducing the friction of switching
providers.

AT’s role in shaping consumer experiences underscores the need for these safeguards. In
Al-driven markets, platforms often use personalized recommendations, dynamic pricing,
and tailored content to optimize user engagement. While these practices offer convenience,
they also raise concerns about manipulative tactics and opaque decision-making. The DMA
indirectly addresses such concerns by fostering an ecosystem where transparency and
accountability are prerequisites for fair competition. For instance, the obligation to provide
interoperable interfaces could enable third-party developers to create counter-algorithms
or consumer-focused tools that challenge manipulative practices.

3.3. Fairness Beyond Competition

While the DMA’s fairness provisions primarily target market competition, their
implications extend into broader consumer protection realms. Transparency in ranking
parameters and access to critical data not only promote fair business practices but also
safeguard consumer rights against algorithmic manipulation and discrimination. However,
the absence of explicit mechanisms to address algorithmic harms—such as bias or
exploitation of cognitive vulnerabilities—remains a significant gap. The DMA’s current
framework could benefit from integration with Al-specific legislation, such as the Artificial
Intelligence Act, to ensure comprehensive protections.

Additionally, fairness must encompass the equitable distribution of the benefits of digital
innovation. By enabling smaller competitors to challenge dominant players, the DMA
indirectly supports diversity in market offerings. This diversity, in turn, fosters an
environment where consumers are more likely to encounter services aligned with their
values, preferences, and needs, rather than being confined to the narrow options curated
by a few dominant platforms

Impact Assessment and Future Outlook

The DMA’s success in strengthening competition and consumer protection will depend
on the rigor of its enforcement and the adaptability of its rules in response to technological
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evolution.'? Initially, gatekeepers are likely to adjust their business practices to comply with
transparency and fairness requirements, possibly altering their approach to data collection,
algorithmic design, and business-user relationships. While larger incumbents may find
compliance less burdensome due to ample resources, smaller platforms and businesses
could gain strategic opportunities from the new legal landscape. In the long term, the
DMA’s emphasis on transparency, access, and fairness may inspire more sustainable and
responsible Al-driven business models that are beneficial to consumers.

4.1.  Balancing Innovation and Regulation

Striking an appropriate balance between regulatory compliance and the freedom to
innovate is one of the most critical challenges in the context of the Digital Markets Act
(DMA). Overly restrictive obligations risk curtailing the very innovation the DMA seeks
to foster by imposing constraints that may deter investment in cutting-edge technologies.
Al systems, in particular, rely heavily on access to large data sets, flexibility in
experimentation, and iterative development processes to evolve and improve. Imposing
rigid or overly burdensome rules could hinder these processes, stifling the growth of new
and transformative solutions in the digital economy.

Conversely, insufficient regulatory enforcement may exacerbate existing structural
imbalances and fail to address the consumer vulnerabilities inherent in Al-driven digital
markets. Dominant gatekeepers often benefit from their ability to control data flows,
influence market dynamics, and exploit information asymmetries. Without adequate
safeguards, these entrenched players could further consolidate their power, limiting
competition and reducing consumer choice. The challenge lies in creating a regulatory
framework that protects against these risks without undermining the agility and creativity
essential to technological progress.

To achieve this balance, policymakers must adopt a dynamic and iterative approach to
regulation. This involves closely monitoring the implementation and effects of the DMA
to identify areas where rules may need adjustment to remain effective and relevant. Flexible
enforcement mechanisms, such as periodic reviews and stakeholder consultations, could
ensure that the DMA evolves in tandem with advancements in Al technologies and market
conditions. Additionally, fostering collaboration between regulators, industry actors, and
academic experts could facilitate the development of nuanced, evidence-based policies that
address specific challenges without imposing unnecessary burdens.

Crucially, balancing innovation and regulation requires recognizing the interplay between
short-term enforcement actions and long-term policy goals. While robust oversight is
necessary to mitigate immediate risks, it should not come at the expense of creating an
ecosystem conducive to sustainable innovation. For instance, policymakers might explore
regulatory sandboxes or pilot programs to test the impact of proposed rules in controlled

152 See e.g. Thomas Papadopoulos & Louiza Kofina, Digital Markets Act: A Promise for a Fairer Digital
Environment or a Failed Experiment? 227-251, In: Popovi¢, D.V., Kulms, R. (eds) Repositioning Platforms
in Digital Market Law. European Union and its Neighbours in a Globalized World, vol 15. Springer (2024)
(emphasizing the necessity for the DMA to remain flexible in the face of rapid technological evolution to
avoid becoming outdated).
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environments before broader implementation. Such initiatives can provide valuable
insights into how regulations interact with market dynamics and technological
advancements, enabling adjustments that better align with the dual goals of fostering
innovation and safeguarding public interest.

Ultimately, achieving this balance demands a forward-looking perspective that anticipates
emerging technologies and their potential implications. The regulatory framework must
not only address current challenges but also remain adaptable to future developments,
ensuring that the DMA continues to serve as a tool for both enabling innovation and
promoting fairness in increasingly complex digital markets.

4.2. Potential Amendments and Future L egislative Initiatives

As discussed in this chapter, the rapid advancement of Al technologies—from generative
models to sophisticated recommender systems—presents significant challenges for the
regulatory framework established by the Digital Markets Act (DMA). Technologies such
as advanced language models, immersive virtual marketplaces, and generative Al systems
are reshaping digital markets, introducing novel forms of gatekeeping power that
exacerbate existing risks while creating unprecedented threats to consumer welfare, market
fairness, and competition. The DMA’s provisions, while a foundational step, may require
ongoing refinement and supplementation to remain effective in addressing these dynamic
developments.

For example, the Artificial Intelligence Act (AIA), already approved at the EU level, is set
to address Al-specific challenges, including transparency, explainability, accountability, and
risk management, although many of its provisions are still in the process of being
implemented during the transitional period.?®® These components atre essential for ensuring
that Al-driven systems uphold principles of fairness, safety, and accountability. The
complementary interplay between the DMA, the AIA, the Digital Services Act (DSA), and
other sector-specific regulations presents an opportunity to establish a cohesive and
comprehensive regulatory ecosystem. This harmonized framework would not only address
current market distortions but also serve as a forward-looking mechanism to anticipate and
mitigate emerging risks as Al technologies become increasingly pervasive in the digital
economy.

The evolving nature of digital markets further underscores the necessity for the DMA’s
scope and definitions to adapt over time. New platforms, services, and Al-driven
functionalities—many of which are nascent or unforeseen—may challenge existing criteria
for identifying gatekeepers and undermine the effectiveness of prescribed remedies.
Without regular updates, the DMA risks being outpaced by technological advancements,
leaving critical gaps in its capacity to safeguard competition and protect consumers.

153 See Alexander Kiriebitz et al., Decoding the EU Al Act in the context of ethics and fundamental rights,
in The Elgar Companion to Applied Al Ethics (Christoph Liitge et al. eds) 123152 (2024) (analyzing the
ethical implications and the challenges associated with the implementation of the Al Act).
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To address these complexities, continuous engagement between the FEuropean
Commission, Member States, and stakeholders is essential. This collaborative approach is
crucial for ensuring that the DMA remains agile and effective while fostering an
environment where innovation and consumer protection can coexist. By embedding
principles of transparency, access, and fairness into its regulatory framework, the DMA
provides a vital foundation for addressing the challenges posed by an increasingly Al-
driven digital marketplace. However, this foundation must be reinforced with flexible,
responsive legislative measures capable of adapting to the ever-evolving technological
landscape. Such measures will ensure that regulatory frameworks remain robust and
resilient, safeguarding market integrity and promoting consumer welfare in the face of rapid
digital transformation.

5. Conclusion

The Digital Markets Act represents a foundational shift in the European Union’s approach
to regulating the digital economy, particularly in addressing the structural imbalances
perpetuated by dominant platforms. By focusing on transparency, access, and fairness, the
DMA establishes a robust framework for promoting competition and consumer welfare in
an increasingly Al-driven marketplace.

While the DMA provides valuable tools for addressing issues such as algorithmic opacity,
self-preferencing, and consumer lock-in, its effectiveness will depend on rigorous
enforcement and its ability to adapt to emerging challenges. Al technologies, with their
rapid evolution and transformative potential, necessitate continuous refinement of
regulatory measures. The DMA’s interoperability and data portability provisions, for
instance, offer critical safeguards against monopolistic practices, but their success hinges
on complementary efforts to tackle algorithmic harms, such as bias and manipulation,
which remain underexplored in the current framework.

Looking forward, the DMA’s role within the broader EU regulatory ecosystem—alongside
instruments like the Al Act and the Digital Services Act—underscores the need for a
cohesive and adaptive approach to governance. This interplay between legislative
instruments is essential to fostering an environment where innovation can thrive without
compromising fairness, transparency, and consumer protection.

Ultimately, the DMA’s greatest potential lies in its ability to inspire a paradigm shift toward
more sustainable and responsible digital markets. By embedding principles of transparency
and fairness into the fabric of the digital economy, the DMA not only addresses present-
day challenges but also lays the foundation for a future where consumers, businesses, and
innovators can coexist in a more equitable and dynamic marketplace.
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Chapter 4

Digital Platforms, AI and Consumer Protection: Legal Framework
and Challenges

Michael Denga

Preliminary Version — Work in Progress!

SUMMARY: 1. INTRODUCTION — 1.1 PLATFORMS’ ORIGINS AS LLAWLESS SPACES — 1.2
REGULATION AS INSTRUMENT OF “DIGITAL SOVEREIGNTY” — 2. SPECIFIC RISKS FOR
CONSUMERS — 2.1 CONTENT RECOMMENDATION SYSTEMS — 2.2 AUTOMATED CUSTOMER
SERVICE SYSTEMS — 3. EU REGULATION OF Al ON PLATFORMS — 3.1 CONSUMER-RELATED
PLATFORM DUTIES UNDER THE Al ACT — 3.2 THE DSA AS A CORE PIECE OF PLATFORM
REGULATION AND ITS RELEVANCE FOR CONSUMER PROTECTION — 3.3 FUNDAMENTAL
RIGHTS OBLIGATIONS FOR ALL INTERMEDIARY SERVICES UNDER ARTICLE 14 DSA — 3.4
“VERY LARD ONLINE PLATFORMS AND VERY LARGE ONLINE SEARCH ENGINES” — 3.5 OF
ETERNAL RELEVANCE: THE RULES OF THE GDPR — 3.6 A CENTERPIECE NOT TO BE
OVERLOOKS: RANKING DUTIES UNDER THE DMA — 4. CONCLUSIONS AND OUTLOOK ON
FUTURE CHALLENGES AND DEVELOPMENTS

Introduction
1.1. Platforms’ Origins as Lawless Spaces

In the early 1990s, tech visionaries proclaimed that information technology platforms
would solve all the problems of the analog world and enable humanity to live in peace—
in a realm of virtual autonomy. »*However, these expectations quickly proved to be
utopian. Users committed the same offenses in the virtual world as they did in the analog
one, facilitated by the possibility of anonymous communication—as illustrated by the story
of a malicious virtual clown named Mr. Bungle, who sabotaged user accounts and
performed obscene acts on user avatars. 153

Even today, "harmful content" remains the primary issue in the digital space. 150 This ranges
from child pornography, bullying, and "hate speech" to deliberate misinformation during
elections. In a 2020 consultation by the European Commission, 67% of platform users
reported having encountered "illegal content." 157

154 Goldsmith/Wu, Who Controls the Internet?, 2006, pp. 13 et seq.; for a comprehensive intellectual history,
see Turner, From Counterculture to Cyberculture, 2000, pp. 45 et seq. (and an overview in the Introduction).
155 Goldsmith/Wu, ibid., pp. 14 et seq.
156 See Denga, EuR 2021, 569, 571-573.
157 Eurgpean Commission, Open Public Consultation on the Digital Services Act Package, Ref.
Ares(2020)7629347, p. 4.
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Due to the severity of the legal violations present in the digital realm and the resulting
activation of protective obligations, legislators are called to action. 18 Regulating the
content disseminated in the digital space remains a challenge, as communication and
commerce platforms continue to enjoy significant popularity despite the glaring problem
of harmful content.

Al poses specific challenges here, which however amplify known problems. The
relationship of Al with harmful content on digital platforms and its implications for
consumer protection is complex. The integration of Al into content moderation and
recommendation systems has fundamentally transformed how platforms manage,
distribute, and amplify content, creating new vectors for potential consumer harm. This
technological shift presents a paradoxical dynamic: while Al systems are deployed to detect
and mitigate harmful content, they simultaneously risk amplifying such content through
optimization algorithms that prioritize engagement over user welfare.

The primary challenge emerges from the inherent characteristics of Al-driven
recommendation systems. These algorithms, designed to maximize user engagement and
platform retention, often inadvertently promote sensational, extreme, or misleading
content that generates higher interaction rates. The optimization for engagement metrics
can create dangerous feedback loops where increasingly extreme content is recommended
to users, potentially leading to radicalization pipelines or the rapid spread of
misinformation. This phenomenon is particularly concerning in the context of vulnerable
populations, including young users or individuals susceptible to manipulation.

Content moderation at scale presents another complex challenge. While Al systems can
process vast amounts of content more quickly than human moderators, they often struggle
with context, nuance, and cultural subtleties. This limitation leads to both false positives -
legitimate content being incorrectly removed - and false negatives - harmful content
evading detection. The problem is exacerbated by the adversarial nature of harmful content
creation, where bad actors continuously adapt their tactics to circumvent automated
detection systems.

The platform business model itself compounds these issues. The imperative to maximize
user engagement and data collection often conflicts with user protection goals. Al systems,
trained on historical engagement data, can perpetuate and amplify existing patterns of
harmful content consumption. This creates a technological architecture that, while
ostensibly neutral, effectively functions as an accelerant for problematic content
distribution.

A particularly concerning aspect is the role of Al in personalizing content delivery. These
systems can identify and exploit individual vulnerabilities, potentially exposing users to
harmful content that specifically resonates with their psychological predispositions or
current mental state. This targeted delivery mechanism transforms platforms from passive

158 This already follows from the doctrine of protective duties, see, with further references, Grabenwarter,
in Durig/Herzog/Scholz, Grundgesetz-Kommentar, current as of: 98th supplementary edition, March 2022,
Art. 5 para. 1, para. 2, marginal nos. 108 et seq.
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content hosts into active agents that may systematically expose users to harmful material
aligned with their demonstrated weaknesses or biases.

The proliferation of Al-generated content adds another layer of complexity to this
challenge. As generative Al technologies become more sophisticated, the volume of
synthetic content - including deepfakes, manipulated media, and automated
misinformation - increases exponentially. This flood of artificial content strains existing
content moderation systems and makes it increasingly difficult for consumers to distinguish
authentic from synthetic information.

Furthermore, the opacity of Al systems used in content moderation and recommendation
creates significant accountability challenges. The "black box" nature of many Al algorithms
makes it difficult for researchers, regulators, and the public to understand how and why
certain content is promoted or suppressed. This lack of transparency hampers efforts to
address systematic biases or harmful patterns in content distribution.

The implications for consumer protection are profound. Platforms have evolved from
simple content aggregators into sophisticated algorithmic curators that actively shape user
behavior and beliefs. The Al systems underlying these platforms can create personalized
environments that systematically expose users to harmful content, potentially leading to
addiction, mental health issues, radicalization, or financial exploitation. This transformation
challenges traditional consumer protection frameworks, which may be ill-equipped to
address harm arising from algorithmic content curation.

Addressing these challenges requires a multifaceted approach that considers both
technological and regulatory solutions. This might include developing more sophisticated
Al systems that optimize for user wellbeing rather than engagement, implementing
transparent algorithmic auditing processes, and establishing clear liability frameworks for
Al-driven content distribution systems. Additionally, enhancing digital literacy and critical
thinking skills among users becomes increasingly crucial as Al systems make harmful
content more sophisticated and personally targeted.

These issues highlight the need for a fundamental reconsideration of platform design and
governance in an Al-driven world. The challenge lies in developing systems that can
harness the efficiency and scale of Al while implementing robust safeguards against
algorithmic amplification of harmful content. This may require significant changes to
platform business models, regulatory frameworks, and the underlying architecture of
content distribution systems.

It should be noted that although users can assess the platform offering from a legal point
of view, they too rarely draw the consequences from a too lax or too strict moderation
policy of the platform providers. As recently suggested by the fundamental changes on the
Twitter platform, which considerable facilitation of radical messages has not led to a
breakthrough by competitors.!® In terms of regulatory theory, this can be assumed to be

159 See, for example, the report on Deutschlandfunk Kultur, Twitter debacle — is Mastodon really an alternative: .
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a market failure!® in that bozh the supply and the demand for secure communication services
are deficient.

1.2. Regulation as Instrument of ""Digital Sovereignty”

Platform regulation has emerged as a crucial mechanism for protecting consumers in the
digital economy. As online platforms increasingly mediate economic and social
interactions, regulatory frameworks aim to address power imbalances between platforms
and users, ensure transparency in algorithmic decision-making, and safeguard consumer
rights. Key aspects of platform regulation include mandating clear terms of service,
establishing data protection standards, preventing unfair ranking practices, and requiring
platforms to implement effective dispute resolution mechanisms. The European Union's
Digital Services Act (DSA) and Digital Markets Act (DMA) exemplify comprehensive
approaches to platform regulation, imposing obligations on large online platforms to
combat illegal content, protect user privacy, and prevent anti-competitive practices. These
regulations also focus on ensuring platform accountability through regular audits,
mandatory risk assessments, and enhanced transparency requirements about content
moderation and recommendation systems. By establishing clear rules and enforcement
mechanisms, platform regulation aims to create a safer, fairer digital environment while
preserving innovation and competition.

When considering the legal-political background, however, another aspect becomes
evident. Europe has so far primarily played the role of a consumer rather than a producer
of platform services. The European Commission has explicitly declared its intention to
contribute to greater "self-confidence" and to assume a "leadership role" through
regulation. 19 This effort focuses on safeguarding European values, 192 albeit against the
backdrop of economic considerations.

Europe is seeking its "digital sovereignty," 193 both in relation to state actors who might use
platforms for their purposes and to the platforms themselves as "private rule-setters'164
and the individuals behind them. The DSA is just one of a series of regulatory acts for the
digital space, spanning consumer and copyright protection, artificial intelligence, and
competition. 16

1000n the concept of market failure and the associated regulatory concepts, see Veljanovski, in:
Baldwin/Cave/Lodge (eds.), The Oxford Handbook of Regulation (2010), pp. 17, 23 et seq.; with further
references, Hellgardt, Reguliernng und Privatrecht, 2016, p. 444.
1ot EUKOM COM(2021) 118, pp. 1, 6; see also the Ewrgpean Declaration on Digital Principles for the Digital
Decade, COM(2022) 28, Chapter 1.
12 EUKOM COM(2021) 118, p. 1; on this regulatory guiding principle, see Denga, E#R 2021, 569.
163 Comprehensively Peuker, VVerfassungswandel durch Digitalisiernng, 2020, especially Chapters 3 and 4. From
a political science perspective, Thiel, in Hofmann et al. (eds.): Zentrale Problemfelder und Forschungsperspektiven.
Politik in der digitalen Gesellschaf?, Vol. 1, 2019, pp. 47—60; critically on the concept, Denga, GRUR 2022, 1113.
164 Klonick, Harvard Law Review 131 (2018), S. 1598, 1603; Schweitzer, ZEuP 2019, 1.
165 See for the academic accompaniment of platform regulation Podszun/Offergeld, ZExP 2022, 244;
overview also in Kumbkar, ZE#P 2022, 530; overview of the DSA also in Wilman, The Digital Services Act
(DSA) - An Overview(December 16, 2022), available at
SSRN: https://ssrn.com/abstract=4304586 or http://dx.doi.org/10.2139 /ssrn.43045806.
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2.

The DSA is referred to as the "constitution" of the digital realm, reflecting the controversial
nature of the legislative process, which included significant last-minute changes during the
trilogue negotiations. ¢ The regulation has come into force on February 17, 2024, at the
same time as the DMA.

Specific Risks for Consumers

Two main problems caused by Al on platforms for consumers may be distinguished:
content recommendation engines and Automated customer service systems.

2.1.  Content Recommendation Engines

The digital transformation of consumer markets through artificial intelligence and machine
learning algorithms has ushered in an era of unprecedented sophistication in content
recommendation and dynamic pricing mechanisms. These technological advances, while
offering enhanced personalization and market efficiency, simultaneously present complex
challenges for consumer protection and market fairness. The intricate interplay between
algorithmic decision-making systems and consumer behavior demands careful examination
from both theoretical and practical perspectives.

Content recommendation engines, powered by advanced neural networks and deep
learning architectures, represent a fundamental shift in how consumers interact with
products and services. These systems leverage natural language processing and behavioral
analysis to create increasingly accurate predictions of consumer preferences and future
behaviors. In the context of financial services, this technological capability has evolved
beyond simple product matching to encompass comprehensive financial advisory
functions. Recommendation engines now analyze multidimensional datasets incorporating
spending patterns, risk tolerances, and market conditions to suggest personalized financial
products and investment strategies. This level of customization, while potentially beneficial
for consumer decision-making, raises important questions about the breadth and diversity
of options presented to consumers.

The phenomenon of filter bubbles emerges as a critical concern in this context. As
recommendation algorithms optimize for engagement and perceived relevance, they risk
creating self-reinforcing cycles of limited exposure, potentially constraining consumer
choice in subtle but significant ways. This algorithmic curation of consumer options
becomes particularly problematic in financial services, where diversity of choice and
exposure to alternative products may significantly impact long-term financial well-being.
The narrowing of options through algorithmic filtering may inadvertently lead to
suboptimal financial decisions, especially when consumers are unaware of the full range of
available alternatives.

166 See for the academic accompaniment of platform regulation Podszun/Offergeld, ZEuP 2022, 244;
overview also in Kumbkar, ZE#P 2022, 530; overview of the DSA also in Wilman, The Digital Services Act
(DSA) - An Overview(December 16, 2022), available at
SSRN: https://ssrn.com/abstract=4304586 or http://dx.doi.org/10.2139 /ssrn.43045806.
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The embedded bias in Al tools presents another layer of complexity in the consumer
protection landscape. These systems, trained on historical data that often reflects existing
societal biases, risk perpetuating and amplifying discriminatory patterns in their
recommendations. This is particularly concerning in financial services, where algorithmic
bias could lead to systematic exclusion of certain demographic groups from favorable
financial products or opportunities. The manifestation of such bias may be subtle and
difficult to detect, operating through complex interactions of multiple variables that appear
neutral in isolation but produce discriminatory outcomes in aggregate.

Dynamic pricing mechanisms represent perhaps the most sophisticated application of
algorithmic decision-making in consumer markets. These systems employ real-time price
adjustments based on various factors including demand patterns, competitor pricing, and
individual consumer characteristics. The case of Ubet's surge pricing algorithm exemplifies
the complexity of these systems, demonstrating both their potential for market efficiency
and their capacity to raise consumer protection concerns. The algorithm's ability to rapidly
adjust prices in response to demand fluctuations illustrates the dynamic nature of modern
pricing mechanisms, while simultaneously highlighting questions about fairness and
transparency in algorithmic price determination.

Personalized pricing strategies have evolved to incorporate increasingly sophisticated
methods of estimating individual willingness-to-pay. These systems analyze vast arrays of
consumer data points, including browsing history, purchase patterns, and demographic
information, to optimize pricing at the individual level. While such precision pricing may
enhance market efficiency by better matching prices to consumer valuations, it also raises
significant concerns about fairness and potential exploitation. The ability to extract
maximum consumer surplus through algorithmic price discrimination challenges
traditional notions of market fairness and consumer protection.

The legal and regulatory framework surrounding these practices remains in flux,
particularly concerning price discrimination and algorithmic bias. Competition law faces
new challenges in addressing these sophisticated forms of market manipulation, where
traditional concepts of anti-competitive behavior may not adequately capture the nuanced
ways in which algorithmic systems can influence market outcomes. The opacity of machine
learning algorithms, as highlighted by Burrell's research, creates significant challenges for
regulatory oversight and enforcement. This opacity is particularly problematic in cases
where algorithmic decisions have substantial impacts on consumer welfare, yet the
decision-making process remains largely inscrutable to both consumers and regulators.

The consequences for consumers extend beyond immediate pricing and product
recommendations. These systems have the potential to shape consumer preferences and
behavior over time, raising questions about autonomy and informed decision-making in
algorithmic markets. Wagner and Eidenmullet's analysis of rent extraction and preference
manipulation highlights the sophisticated ways in which these technologies can be used to
influence consumer behavior for commercial gain. The long-term implications of such
influence on market dynamics and consumer welfare remain poorly understood and
warrant careful consideration.

75



Regulatory responses to these challenges must balance multiple competing objectives.
While preserving the efficiency gains and innovation potential of algorithmic systems,
regulators must ensure adequate consumer protection against unfair practices and
discriminatory outcomes. This may require new approaches to transparency and
accountability in algorithmic decision-making, particularly in contexts where consumer
financial well-being is at stake. The development of appropriate regulatory frameworks is
further complicated by the rapid evolution of these technologies and the increasing
sophistication of their applications in consumer markets.

Furthermore, the intersection of content recommendation engines with personalized
pricing mechanisms creates complex feedback loops that may amplify both positive and
negative effects on consumer welfare. For instance, recommendation systems might
preferentially direct consumers toward higher-margin products, while dynamic pricing
algorithms adjust prices based on the resulting demand patterns. Understanding and
regulating these interactive effects requires sophisticated analytical approaches and
potentially new regulatory tools.

This evolving landscape of algorithmic consumer markets necessitates ongoing research
and policy development to ensure that technological innovation serves the interests of all
market participants while maintaining essential protections for consumer welfare. The
challenge lies in developing regulatory frameworks that can effectively address the
sophisticated ways in which modern algorithmic systems can influence and potentially
manipulate consumer behavior, while preserving the benefits of technological innovation
in market mechanisms.

2.2. Automated customer service systenmis

Let me craft a comprehensive scholarly analysis of Al-powered chatbots in financial
services and their implications for consumer protection:

The integration of artificial intelligence-powered chatbots into financial services represents
a significant transformation in customer service delivery, introducing both promising
efficiencies and notable consumer protection challenges. These automated interaction
systems, built upon sophisticated natural language processing and machine learning
algorithms, have revolutionized the traditional paradigm of customer support by providing
instantaneous, round-the-clock assistance for a wide array of financial services.

In the context of financial institutions, chatbots have evolved from simple rule-based
systems to complex neural network-driven interfaces capable of handling increasingly
sophisticated customer interactions. These systems now routinely manage fundamental
banking operations such as balance inquiries, fund transfers, and account maintenance,
while simultaneously venturing into more complex domains like preliminary investment
guidance and financial product recommendations. The automation of these services has
dramatically enhanced operational efficiency and service accessibility, particularly for
customers in different time zones or those requiring assistance outside traditional banking
hours.
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However, the deployment of these Al systems raises significant concerns regarding
transparency and consumer understanding. A fundamental issue emerges from the
potential ambiguity surrounding the nature of these interactions. Many consumers,
particularly those less familiar with technological advances, may operate under the
assumption that they are engaging with human representatives, leading to misaligned
expectations about the depth of understanding and level of expertise available through
these interfaces. This misapprehension becomes particularly problematic when dealing
with complex financial decisions that may require nuanced human judgment or when
handling emotionally charged situations that demand empathy and sophisticated problem-
solving capabilities.

A critical challenge lies in the widespread misconception about the capabilities of these
systems. The popular discourse surrounding artificial intelligence, often inflated by media
coverage and marketing materials, has created an environment where consumers may
significantly overestimate the cognitive capabilities of chatbot systems. While these tools
excel at pattern recognition and can effectively handle predetermined scenarios, they
fundamentally remain narrow Al applications, optimized for specific tasks rather than
possessing the broad understanding and adaptability of human intelligence. This limitation
becomes particularly relevant in financial services, where decisions often require contextual
understanding, risk assessment, and consideration of multiple interconnected factors.

The risk of consumer overreliance on these systems presents a significant regulatory
concern. When customers attribute greater capability to these tools than warranted, they
may make financial decisions based on incomplete or misunderstood information. For
instance, a chatbot providing basic investment guidance might not adequately account for
a customer's full financial situation, risk tolerance, or long-term objectives, potentially
leading to suboptimal financial decisions. This risk is compounded by the fact that many
consumers may not fully grasp the limitations of these systems or understand when a
situation requires escalation to human expertise.

Furthermore, the implementation of chatbots in financial services raises important
questions about accountability and liability. When automated systems provide advice or
facilitate transactions, determining responsibility for errors or misunderstandings becomes
increasingly complex. The opacity of Al decision-making processes can make it challenging
to trace the reasoning behind specific recommendations or responses, complicating efforts
to assess whether the system operated appropriately and in the customet's best interest.

The regulatory framework surrounding Al chatbots in financial services must evolve to
address these emerging challenges. Key considerations include mandatory disclosure
requirements about the automated nature of interactions, clear delineation of chatbot
capabilities and limitations, and establishment of proper escalation protocols for situations
requiring human intervention. Additionally, financial institutions must implement robust
monitoring and quality control mechanisms to ensure their chatbot systems operate within
appropriate parameters and provide accurate, helpful information to consumers.

The future development of Al chatbots in financial services will likely continue to push the
boundaries of automated customer interaction, potentially incorporating more
sophisticated natural language processing and emotional intelligence capabilities. However,
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this evolution must be balanced against the fundamental need to protect consumer interests
and maintain transparency about the limitations of these systems. As these technologies
advance, maintaining clear communication about the nature and capabilities of Al chatbots
becomes increasingly crucial for preserving consumer trust and ensuring responsible
deployment of these powerful tools.

In conclusion, while Al-powered chatbots represent a significant advancement in financial
service delivery, their implementation necessitates careful consideration of consumer
protection implications. Success in this domain requires not only technological
sophistication but also thoughtful design of user interfaces, clear communication about
system capabilities, and robust regulatory frameworks to ensure these tools serve to
enhance rather than compromise consumer financial well-being. The ongoing challenge
lies in striking an appropriate balance between leveraging the efficiency benefits of Al
automation while maintaining necessary safeguards for consumer protection and informed
decision-making in financial services.

3. EU-Regulation of Al on Platforms
3.1. Consumer-Related Platform Duties Under the Al Act

Let me provide a comprehensive scholatly analysis of platform duties under the Al Act,
particularly focusing on consumer protection implications:

The AI Act introduces a sophisticated regulatory framework for Al systems deployed on
platforms, establishing differentiated obligations based on risk categorization and the
platform's role as either provider or user. This analysis examines the key provisions relevant
to platform-consumer relationships.

For platform companies developing their own Al systems ("homegrown systems"), the
provider obligations under Chapter III of the Act apply directly when these systems qualify
as high-risk. The core obligations encompass robust risk management systems, data
governance protocols, technical documentation requirements, and transparency
obligations. Particularly significant is the requirement for continuous monitoring and
documentation of system performance, especially regarding potential discriminatory
impacts on consumers.

When platforms employ third-party high-risk Al systems, Articles 26 and 27 impose
specific obligations on them as users. These include implementing the system within its
defined parameters, monitoring operation for potential risks, and maintaining detailed logs
of system activity. This dual-track approach ensures accountability regardless of whether
the platform develops or merely deploys the Al system.

Of particular significance for platform regulation are Articles 53-55, which introduce
specific obligations for generative Al systems with potential systemic risks. The Act defines
such systems through their capability to generate novel content and potential for
widespread impact on multiple users. Article 55(1) explicitly recognizes consumer
protection concerns as a systemic risk, particularly regarding:
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- The potential for automated generation and amplification of illegal content
- The risk of manipulative practices through personalized content delivery
- The potential for discriminatory outcomes in automated decision-making

These provisions reflect a recognition that generative Al systems on platforms can create
unique consumer protection challenges that transcend traditional risk categories. The
regulatory framework addresses these challenges through:

1. Mandatory risk assessment protocols

2. Enhanced transparency requirements regarding Al-generated content
3. Ongoing monitoring obligations for systemic impacts

4. Requirements for human oversight of high-impact decisions

The Act's treatment of systemic risk under Article 55(1) is particularly noteworthy for its
comprehensive approach to consumer protection. It encompasses not only direct
consumer harms but also indirect effects through market manipulation and information
distortion. This reflects an understanding that platform-deployed Al systems can create
complex feedback loops that amplify consumer vulnerabilities.

This regulatory framework represents a significant evolution in platform governance,
moving beyond traditional consumer protection mechanisms to address the unique
challenges posed by Al-driven platform economies. However, scholars have noted
potential implementation challenges, particularly regarding the practical assessment of
systemic risk in rapidly evolving Al systems.

The effectiveness of these provisions will largely depend on their practical implementation
and the development of robust compliance frameworks by platform companies. Further
regulatory guidance may be needed to clarify specific obligations, particularly regarding the
assessment and mitigation of systemic risks in consumer-facing Al applications.

The Act's approach to platform regulation through the lens of systemic risk is particulatly
innovative, as it acknowledges the interconnected nature of platform ecosystems and their
potential for cascading effects on consumer welfare. This represents a shift from traditional
sector-specific regulation toward a more holistic approach to consumer protection in digital
markets. At the same time, the vagueness of the concept of ,systemic risk and of
,»adequate answers® to such pose serious problems for platforms and regulators alike.

This framework raises important questions about the balance between innovation and
consumer protection, particularly for smaller platforms that may struggle with compliance
costs. The Act's graduated approach to regulation attempts to address this through
proportional obligations, but the practical implications remain to be seen as
implementation proceeds.

Critical to the Act's effectiveness will be its interaction with existing consumer protection
frameworks and platform regulation mechanisms. The systemic risk provisions, in
particular, may require careful coordination with other regulatory regimes to ensure
comprehensive consumer protection without creating unnecessary regulatory burden.
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Looking forward, the evolution of these provisions will likely be shaped by practical
experience with their implementation and the continuing development of Al capabilities
in platform environments. Regular review and updating of the framework may be necessary
to ensure it remains effective in addressing emerging consumer protection challenges in
Al-driven platform economies.

3.2. The DSA as Core Piece of Platform Regulation and its Televance for Consumer Protection

3.2.1. Odbjectives, Scope, and the Undefined "Provider'" Concept

The objective of the Digital Services Act (DSA), as stated in Article 1(1), is to ensure the
"smooth functioning of the internal market for intermediary services." It establishes rules
to create a "safe, predictable, and trustworthy online environment where innovation is
fostered, and the fundamental rights enshrined in the Charter (...) are effectively protected."
Article 1(2) narrows this ambitious regulatory framework into three key aspects, which also
serve as the titles of its chapters: liability exemptions for intermediary services (Chapter II),
their specific due diligence obligations (Chapter I1I), and implementation and enforcement

(Chapter IV).

The scope of the DSA is defined in Article 2, covering all "intermediary services offered
to users with a place of establishment or residence in the Union, regardless of the provider
of these intermediary services." "Intermediary services," according to Article 3(g), include
the "mere conduit" of information in a communication network, "caching" (i.e., the purely
technical, temporaty storage of data), and "hosting," which refers to storing information
on in behalf of users. A specific type of hosting setrvice, "online platforms," is defined in
Article 3(i) as those that also enable the public dissemination of the stored information.
"Online search engines" are also considered intermediary services, defined in Article 3(j) as
services that connect user queries with related information.

However, personal responsibility for ensuring compliance with the DSA is not explicitly
defined. Instead, it is attributed to "providers" in the DSA’s individual conduct
requirements, but the term "providers" itself is not defined. 17 This leaves room for the
application of the economic unit doctrine, familiar from European competition law, which
does not limit responsibility to a single legal entity. 198 The Court of Justice of the European
Union (CJEU) could, in an effectiveness-oriented interpretation of the DSA, be inclined
to disregard liability-shielding corporate structures and directly target the solvent parent
company or another entity within the economic group of the "provider." 19 The range of
affected services and addressees under the DSA is therefore extremely broad,

167 Different from  Article 2 b) of the E-Commerce Directive 2000/31/EC.
On the displacement of the separation principle by an economic..."
(Note: The sentence seems incomplete. Would you like me to assist with completing or clarifying it?)
168 On the displacement of the separation principle by an economic unitary access, see Denga, Zurechnung,
2022, pp. 203 et seq., 328 et seq.
169 The connection to legal personality and direct perpetration for the concept of service provider in § 2
sentence 1 no. 1 TMG is obsolete due to the regulatory nature of the DSA.
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encompassing social media providers, e-commerce platforms, database systems, payment
service providers, gaming companies, 7’ and cryptocurrency platforms. 171

3.2.2. Liability for 1llegal Content — The "Intermediary Privilege”

The regulation of intermediary services under the DSA builds on the framework of the E-
Commerce Directive (ECD) from 2000, 172 which is also the subject of modifications in
Chapter II of the DSA. Articles 12-15 of the E-Commerce Directive previously established
the "intermediary privilege," whereby intermediaries involved in mere conduit, caching,
and hosting were exempt from liability for illegal content as long as they had no knowledge
of such content. Providers were, however, required to comply with official orders regarding
illegal content and provide user information upon request, as well as to remove illegal
content upon gaining knowledge of it in cases of caching and hosting. A general obligation
for providers to monitor their services was explicitly excluded—a crucial element in
safeguarding the freedom of private communication in the digital space. 173

This broadly framed regime was intended to promote the development of the internet
economy at the beginning of the 21st century!’ and is now being transferred to the DSA.
One key difference is the DSA’s regulatory nature, which eliminates the need for national
transposition measures. 17> Additionally, while the E-Commerce Directive did not provide
for official user data requests, the DSA now includes such provisions in Article 10.

Notably, the DSA introduces a new Article 7: Intermediary services may also be exempt
from liability for illegal content if they conduct "diligent voluntary investigations" or
undertake "other measures to detect, identify, and remove illegal content” in good faith on
their own initiative. This provision is evidently in tension with the prohibition of a general
obligation to monitor or investigate (previously under Article 15 ECD, now Article 8 DSA).
Recital 26 clarifies that the aim is to provide legal certainty that voluntary control
measures—particularly the use of automated tools—do not disqualify intermediaries from
the privilege. The intention is to encourage intermediaries to engage in self-regulation of
communication spaces. 176

However, this approach effectively undermines the protection of private communication
from monitoring in the digital space. This is particularly concerning given that automated

170 See regarding the issues in e-spotts, Schror/Muller/Schidlich, in Schror/Keiner/Miiller/Schumacher
(eds.), Entscheidungstréger im Internet, 2022, p. 19.
171 On their centralized constitution, see Denga, ZBB 2022, p. 298."
172 Directive 2000/31/EC.
173 However, for the recognized limitations of the intermediary privilege, see Spindler, Zzvilrechtliche
Sperrverfiigungen gegen Access Provider nach dem EnGH-Urteil ,,UPC Telekabel”, GRUR 2014, pp. 826 et seq.; on
German tort doctrine, see Volkmann, in Spindler/Schuster (eds.), Recht der eleketronischen Medien, 4th ed. 2019,
§ 1004 BGB, marginal nos. 34 et seq.
174 Hofmann, GRUR 2018, 21, 27 £.
175 Dies betrifft in Deutschland die §§ 7-10 TMG.
176 Like this was the historical model of § 230 CDA, which aimed to promote the self-regulation of
communication intermediaries, see Klonick, Harvard Law Review 131 (2018), pp. 1598, 1608; see also
Gielen/Uphues, ExZIW 2021, 627, 633.
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tools and filters often lead to "over-blocking," where even legal or "good" content is
erroneously removed. 177

3.2.3. Supervised Self-Regulation

The importance of self-regulation and self-monitoring in the DSA framework is evident in
Articles 44-48, which apply to all intermediary services. While emphasizing voluntariness,
these provisions explicitly outline the areas where EU legislators expect intermediaries to
act. The European Commission may "support, promote, and facilitate" the development
of standards, codes of conduct, and crisis protocols. Furthermore, voluntary codes of
conduct are subject to evaluation and oversight by supervisory authorities in specific
sectors (Article 45(4)).

3.24. Tiered Due Diligence Obligations

The core of the DSA lies in the comprehensive due diligence framework outlined in
Chapter III. To ensure the proportionality and effectiveness of obligations imposed on
intermediary services, the EU has adopted a tiered model of duties, differentiated partly by
platform function and partly by size. 1”8 The key aspects are as follows:

a. Al Providers of Intermediary Services

All providers of intermediary services are required to: Establish contact points (Articles 11-
13), Maintain transparent and user-rights-oriented terms and conditions (Article 14),
andProvide annual reports on their content moderation activities (Article 15).

b.  Hosting Providers

In addition to the general obligations, hosting providers must implement a notification and
complaint mechanism for illegal content (Articles 16-18). They are also required to provide
reasons for restrictions on the use of services due to illegal content (Article 17).

¢.  Online Platforms

Online platforms, excluding small enterprises, 17 must establish: An internal complaint
management system to contest moderation decisions (Article 20), and Procedures for out-

177 See Peukert, Das Netzwerkdurchsetznngsgesetz: Entwicklung, Auswirkungen, Zukunft, Working Paper of the
Faculty of Law, Goethe University Frankfurt/M., No. 2/2022, marginal no. 22 with further references.

178 This implements, at least in principle, the function-centered duty model recommended by Specht-
Riemenschneider/Hoffmann, although they simultaneously advocated for the abolition of the intermediary
privilege and a general clause on the responsibility of online platforms, I erantwortung von Online-Plattformen,
2021, p. 101, for example.

179 According to the definition referenced in the DSA from Article 2(2) and (3) of Commission
Recommendation 2003/361/EC, these are businesses with fewer than 50 employees and an annual
turnover of less than 10 million euros. .
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of-court dispute resolution (Article 21), which were evidently inspired by
Germany's Netzwerkdurchsetzungsgesetz (Network Enforcement Act). 180

Beyond the German regulation, online platforms must suspend users who disseminate
illegal content or abuse the complaint management system after issuing prior warnings
(Article 23). Noteworthy in this section is the provision for "trusted flaggers," designated
by member state authorities, whose complaints must be given priority (Article 22).

Online platforms must expand their general transparency reports to include information
on disputes and suspensions and provide the European Commission with explanations for
decisions adverse to users. The Commission will maintain a publicly accessible, machine-
readable database of such information (Article 24). Specific fairness rules also apply, such
as: A broad prohibition on user manipulation (Article 25), 18! Transparency requirements
for advertising and personalized recommendation systems (Articles 26 and 27), and special
rules for protecting minors (Article 28).

d.  Online Marketplaces

Online marketplaces are subject to an additional special regime to safeguard consumer
rights in e-commerce. They are required to: Design their user interfaces accordingly,Ensure
traceability of traders, and provide user information in cases of illegal products (Articles
29-32).

e. V'ery Large Online Platforms (1”1.OPs)

Central to the DSA are the enhanced due diligence obligations for very large online
platforms (VLOPs), effectively making the DSA a Lex GAFA—a law tailored to Google,
Amazon, Facebook, and Apple. These enhanced obligations warrant detailed examination.

3.2.5. Enforcement Within the European Administrative Network

To complete the overview, it is worth briefly outlining the enforcement regime under
Chapter IV of the DSA.

The DSA follows the well-established dual enforcement approach involving both
authorities and private actors. 182 Article 54 provides for "compensation claims by users for
breaches of the DSA in accordance with EU law and national law." This wording
underscores the significance of the principle of effectiveness, which would likely prohibit
exclusions of liability or responsibility under national law if they conflict with the liability
principles of the DSA. Specifically, national attribution rules cannot override the DSA's

180 Zu diesem umfassend Eifert/ von Landenberg-Roberg/ Thef§/ Wienfort, Netzwerkdurchsetzungsgesetz in der
Bewihrung, 2020. Maligeblich ist das Konzept der Prozeduralisierung, vgl. dazu etwa den Band von
Sheplyakova (Hrsg.), Prozeduralisierung des Rechts, 2018; Hofmann, ZUM 2017, 102, 104 ff.; Wagner, GRUR
2020, 447, 452; kritisch Holznagel, CR 2022, 594.
181 Comprehensively on this, see Denga, ZfDR 2022, 229.
182 On the importance of private enforcement, see Weller/Tran, ZExP 2021, 573, 575 et seq.
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liability framework. 18> However, claims by third parties who are not users are not explicitly

addressed.

Administrative enforcement is comprehensively regulated. Member States must designate
competent authorities as "Digital Services Coordinators" (Article 49). These coordinators
are granted extensive investigative powers, including rights to request information (Article
51). Penalties are determined under national law but must comply with the framework of
Article 52, which allows fines of up to 6% of the provider’s global annual turnover. 184

Regarding jurisdiction within the internal market, the country-of-origin principle applies,
and joint investigations by national coordinators are permitted (Articles 56, 60). At the
European level, the Digital Services Coordinators form an advisory body known as the
"European Board for Digital Services" (Article 61).

The European Commission’s role is focused on the joint development of expertise and
capacities (Article 64) and the exclusive enforcement of the DSA against systemic
platforms (Articles 65 et seq.).

3.3. Fundamental Rights Obligations for All Intermediary Services Under Article 14 DS A

3.3.1. Platforms as GTC-Organizations

GTCs are widely recognized as the central governance tool for platforms. 185 The legal
relationships between platform operators and market participants on both the supply and
demand sides are primarily governed by the network effects of the platform operatot's
terms and conditions. In addition to defining the respective services and service modalities
of users and the platform itself, platform GTCs typically regulate the platform's rights to
request information, 1% monitor activities, and act against users due to their content.

The platform operator also reserves authority over the admission and exclusion!®” of users,
changes to the GTC framework, and the platform's existence itself. 188 The terms and
conditions governing the relationship between the platform and its users also influence the

183 See Denga, Zurechnung, 2022, pp. 329 et seq. (with further references); on the civil enforcement of the
GDPR through compensation claims, see most recently Hellgardt, ZE«P 2022, p. 7.
184 Fines of up to a maximum of 6% of the global annual turnover can also be imposed on systemically
important platforms, Article 74(1) DSA.
185 See the contribution by Hellgardt in this volume as well as Engert, 4¢P (218) 2018, 305, 352;
Denga, ZGE 2020, 1, 7 et seq.; most recently, the subject of case law was the modification of terms and
conditions via a pop-up window, which, according to the BGH, is permissible, ZUM-RD 2021, 612,
marginal no. 49.
186 Denga, ZGE 2020, 1
187 Article 4 of the P2B Regulation now establishes a justification and proportionality obligation for
delisting, see Busch, GRUR 2019, 788, 791. The risk of 'wage theft' is unlikely in the EU, but for the US
situation, see Scholz, Platform Cogperativism, 2016, p. 9.
188 Rules are condensed into 'virtual house rules,’ which brings the case law of the Federal Constitutional
Court (BVerfG) on stadium bans into focus, see Schweitzer, ZE#P 2019, 1, 5
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relationships among users. ¥ As such, GTCs serve as the primary legal instrument for
addressing "unlawful statements."

The German Bundesgerichtshof (BGH) recently addressed this issue, setting high
standards for Facebook’s authority to delete user content. According to the court, not only
must there be a substantive and valid reason for deletion, but the terms and conditions
must also ensure transparency and the ability for users to contest the decision. 10

3.3.2. Transparent and Rights-Compliant Moderation

Article 14 requires all intermediary services to include in their terms and conditions
“information on all policies, procedures, measures, and tools used for content moderation,
including algorithmic decision-making and human review, as well as the procedural rules
for their internal complaint-handling system.” This provision reiterates the requirements
of the 1993 Directive!® on Unfair Terms in Consumer Contracts, reflecting both
redundancy and a reaffirmation of the information model aimed at protecting weaker
parties. 192

Particularly striking, if not revolutionary, is Article 14(4): “Providers of intermediary
services shall act diligently, objectively, and proportionately in applying and enforcing
[limitations on usage rights], taking into account the rights and legitimate interests of all
parties involved, as well as the fundamental rights of users enshrined in the Charter, such
as the right to freedom of expression, media freedom and pluralism, and other fundamental
rights and freedoms.”

This means that platforms' moderation efforts must comply with fundamental rights,
necessitating significant legal effort to navigate the complex, often threefold dynamic
between the “user-perpetrator,” the “user-victim,” and the platform itself.

3.4.  "Very Large Online Platforms and 1 ery Large Online Search Engines"”

3.4.1. Analysis and Mitigation of Systemic Risks

189 Explicitly BGH, NJW 2017, 1660, 1661; see also Engert, AcP 218 (2018), 305, 345 et seq.; Omlox, Juris
Monatszeitschrift 2017, 134, 137; Kumkar, ZE«P 2022, 530, 544 et seq.
190 BGHZ 230, 347 = NJIW 2021, 3179, marginal no. 56 et seq.; critically on this, see Denga, ZIP 2021, 1955
et seq.; most recently confirmed by BGH, NJIW-RR 2022, 625.
191 Directive 93/13/EEC — Article 3 prohibits abusiveness; Article 5 contains a transpatency requirement.
192 The information model relies on providing information as a means to achieve a regulatory purpose —
see, for example, Fleischer, Informationsasymmetrie im Vertragsrecht, 2001, pp. 203-208, 570-572;
Kerton/Bodell, 29 Journal — of  Consumer — Affairs (1995), 1,  especially  pp.  20-24;
Grundmann/Kerber/Weatherill (eds.), Party Autonomy and the Role of Information in the Internal Market, 2001,
particularly the introduction. For the limitations of the model, see, for example, EC] judgment of 16.5.1989,
Case 382/87 — Buet; Schon, FS Canaris, 2007, p. 1191.
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The core of the DSA’s regulatory policy undoubtedly lies in the provisions concerning
"very large online platforms and very large online search engines"—here referred to as
"systemically relevant platforms."

There is likely significant overlap between these entities and those regulated as
"gatekeepers" under the Digital Markets Act (DMA), 19 which imposes extensive fairness
obligations. These include, for instance, the prohibition of exploiting data obtained through
their own services to the detriment of competitors (Art. 6(2)), the requirement of
interoperability with third-party products (Art. 6(4)), and the prohibition of self-
preferencing in rankings (Art. 6(5)). 14

Article 33 defines "very large online platforms and very large online search engines" as
those "with an average monthly number of at least 45 million active users in the Union."
This designation must also be confirmed by the European Commission. According to
Article 34, systemically relevant platforms are required to conduct an annual assessment of
"all systemic risks in the Union stemming from the design or operation of their services
and associated systems, including algorithmic systems, or from the use of their services."
Article 34(1) paragraph 2 specifies the following systemic risks:

e Lit. (a): The dissemination of illegal content via the platform;

e Lit. (b): Adverse effects on the exercise of fundamental rights, specifically
mentioning freedom of expression and the right to informational self-
determination;

e Lit. (c): Negative impacts on public debate, electoral processes, and public order;

e Lit. (d): Harmful effects on gender-based violence, public health, minors, and the
physical and mental well-being of individuals.

Platforms classified as systemically relevant must implement risk mitigation measures in
response to identified systemic risks under Article 34. Article 35(1) lists potential measures,
including:

e Lit. (a): Modifications to the functional design of their user interfaces (referred to
as “online interfaces”);

e Lit. (b): Amendments to their terms and conditions;
e Lit. (c): Changes to moderation procedures;

e Lit. (d): Adjustments to algorithmic systems;

193 Article 3 of the DMA establishes three criteria for the concept of a gatekeeper: significant influence in
the internal market ('size criterion'), the 'centrality' of the platform service (‘gateway criterion'), and a stable
and lasting position ('duration criterion’).

194 For more details on the DMA, see the contribution by Mohr in this volume.
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e Lit. (i): User awareness-raising initiatives.

The provisions in Articles 34 and 35 raise pressing questions related to the broad
obligations imposed on all online platforms under Article 14 during moderation processes.
For systemically relevant platforms, a more extensive role as objective guarantors of
fundamental rights and public goods, or even the "public debate," is outlined. This is
particularly noteworthy as the harms enumerated in Article 34 often arise not from active
behavior by the platform but from user interactions (both among and against one another).
Assigning such a guarantor role to private entities for core societal goods constitutes a
fundamental shift in public law guarantees and protective duties.

Furthermore, the obligation formulated in Articles 34 and 35 to extensively monitor and
mitigate impacts on user well-being is as vague as it is sweeping. This is particularly evident
in Article 34(1) paragraph 2, lit. (d), which mandates addressing "adverse effects on the
physical and mental well-being of individuals." This likely targets phenomenon such as hate
speech and bullying, 19 but these are already captured as “illegal content” under Article
34(1) paragraph 2, lit. (a). Beyond the category of illegality, establishing a causal link
between perceived harm and platform activity is highly challenging. Thus, the criteria for
activating the role of systemically relevant platforms as deputized actors require further
specification.

This broad imposition of obligations on platforms as custodial disruptors can be
understood through the lens of knowledge-oriented regulatory theory. Hayek aptly
identified the risks of presumed knowledge and argued for state restraint in situations
where enterprises possess superior and more practical knowledge. 1% This approach is
directly applicable to complex and novel technologies—Iegislatures or regulators, facing
information asymmetry and limited enforcement capabilities within digital ecosystems,
need not determine the appropriate response in each individual case. Instead, they can rely
on decentralized, delegated regulation for risk prevention. The challenge, of course, lies in
overseeing self-regulation, which necessitates establishing a comprehensive administrative
apparatus (addressed in the following section 3).

3.4.2. Additional Obligations

Beyond Articles 34 and 35, systemically relevant platforms are subject to a variety of
additional specific obligations. According to Article 30, in the event of a "setious threat to
public security or public health in the Union or substantial parts of the Union," systemically
relevant platforms are required to comply with crisis management orders issued by the
European Commission (upon the recommendation of the European Board for Digital
Services) that relate to the platform’s contribution to the crisis. The Commission had
events such as the COVID-19 pandemic in mind when formulating this provision. 17

195 See recital 80 in this regard.

196 Hayek, Die Anmafiung von Wissen, Ordo 26 (1975); most recently, see also Feld/Nientiedt, Hayekian economic
policy, Journal  of  Economic  Behavior & Organigation, Volume 204, 2022, Pages 457-465.
See also recital 91.
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Under Articles 38 and 39, systemically relevant platforms are subject to specific
transparency requirements for advertising and recommendation systems that go beyond
those stipulated in Article 27. For example, they must offer at least one recommendation
system without profiling. For advertising, there is an extensive public documentation
obligation, including information about the target audience and the advertiser.

To objectively ensure compliance with the regulations, the DSA mandates an annual
external audit and the establishment of a permanent and adequately resourced compliance
department (Articles 37 and 41 DSA). Additionally, stricter transparency reporting
obligations are imposed (Article 42).

3.4.3. Enforcement

Systemically relevant platforms are subject to a special enforcement regime distinct from
the provisions of Chapter IV. The European Commission has exclusive authority to
enforce the specific due diligence obligations of systemically relevant platforms (Article
56(2) and (4)). This authority includes issuing requests for information, conducting
interviews, and carrying out inspections at the provider’s premises, including the ability to
1ssue interim measures (Articles 67-70).

The general supervisory clause in Article 72 is broadly formulated, empowering the
Commission to "take the necessary measures to monitor the effective implementation and
enforcement of this Regulation." Explicitly mentioned are access to and explanations of
databases and algorithms (Article 72(1)). 18 This undoubtedly affects the core business
models of major platforms, a measure only minimally offset by the imposition of a general
confidentiality obligation on the Commission and other enforcement authorities, including
their personnel (Article 84).

In the event of violations of their obligations, systemically relevant platforms can be subject
to fines and periodic penalty payments (Articles 74, 76). Moreover, these platforms are
required to bear the costs of their supervision, regardless of specific measures taken (Article
43)—a virtually Kafkaesque innovation in regulatory oversight. However, these

supervisory fees are capped at 0.05% of their worldwide annual turnover (Article 4(5)(c)).
199

3.5. Of Eternal Relevance: The Rules of the GDPR

Art. 22 contains a regulation that restricts automated individual decision-making. This
prohibits exclusively automated decisions that have a legal effect or similarly significant
adverse effect, or only permits them under the conditions set out in para. 2. In addition,
appropriate measures to safeguard the data subject's legitimate interests are required.
Section 4 contains particularly strict rules for sensitive data within the meaning of Article
9.

198 Article 72 overlaps with Article 40, which does not contribute to legal clarity.
199 In 2021, Meta's annual revenue was 118 billion euros, which corresponds to a maximum administrative
fee of approximately 5.9 million euros.
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Any platform that feeds algorithms with user data must process these in a GDPR-
compliant manner. The regime of profiling is relevant here.

The regulation of Art. 22 GDPR is intended to prevent the unchecked subjugation of the
individual to the decision of the machine (for the risks, see, for example, Bayamlioglu
EDPL 2018, 433 (435 f.); Kroker PinG 2020, 255 (256); and Paal ZfDR 2023, 114 (120)
mostly do not see human dignity as being affected by automated decisions). In line with
the scope of application of the GDPR (aA Sée RFDA 2019, 830 et seq. with recourse to
the French ‘model provision’ of 1978), it only considers the relationship between the
natural person (data subject) and the processor of personal data (controller), but it does
address a general issue of the information society (Djeffal Za6RV 2020, 847 (857 f.), who
attests the regulation an impact on the creation of technology; further emphasising an
essential similarity with Art. 25 Dje ffal DuD 2021, 529 (530 et seq.), whereby the demand
to regulate Al as early as the manufacturing phase in order to control its ‘evaluations’ has
been raised before, see Martini JZ 2017, 1017 (1019)); also CNIL , Comment permettre a
I'homme de garder la main, 2017, p. 46; a sociological taxonomy model for the analysis of
automated decision-making that goes beyond Art. 22 DS-GVO is presented by Bacher
EDPL 2023, 39 (41 ff.); for details, see Bayamlioglu EDPL 2018, 433 (435 et seq.) on
informational power asymmetries due to unpredictability/opaqueness, epistemological
errors and discrimination). People should not become the ‘mere object’ of computer
decisions (v. Lewinski, Telemedicus, Uberwachung und Recht, 2014, 1 (16);
Lauscher/Legner ZfDR 2022, 367 (380); cf. on the situation of dilemma decisions Kroker
PinG 20 20, 255 (257)), but have an informational ‘right to a fair trial’ (Simitis/Scholz
BDSG aF § 6a Rn. 3; for the case law of the ECtHR on ‘decisional privacy’ as a benchmark,
see van der Sloot IDPL 2017, 190 (201)). What is traditionally read into data protection law
in the balancing of interests or the necessity test is expressly regulated by Article 22 for a
sub-area.

For so-called automated individual decisions, including those based on profiling, the
GDPR does not choose the individual processing step as the starting point for the
regulation, but rather the decision based on it (‘decision based solely on automated
processing, including profiling’). In this respect, Article 22 in the regulatory context of the
GDPR is a procedural provision that accompanies the actual data protection
authorisations within the meaning of Article 6. ‘Automated processing processing
operations’ on which “decisions” are then based are (only) indirectly regulated to the extent
that, from a practical point of view, the processor will no longer be interested in these
without the “decision”.

Art. 22 therefore only concerns the procedure of automated individual decision-making,
but does not make any statement about the specific processing of the data on which the
decision is based, and thus contains no authorisation in the sense of Art. 6 (on the
authorisation for (credit) scoring, see von Lewinski/Pohl ZD 2018, 17 et seq.). A legal basis
for the processing of personal data must be derived from consent, general data protection
law or a sector-specific law. This is clarified by recital 72 sentence 1.

3.6. A Centerpiece not to be overlooked: Ranking-Duties under the DN.A
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3.6.1. Information requirements regarding advertising

The DMA is to take effect in the first few months of 2023.2 This is a further step by the
EU in its regulatory realignment for the digital single market. The DMA contains numerous
rules for so-called gatekeepers, ultimately large online platforms such as Google or
Amazon, which exceed certain quantitative benchmarks and are therefore essential for
access to digital markets (Art. 3 DMA). The practical significance of the DMA is underlined
by the possibility of fines, which is unprecedented in this amount in European economic
law: a violation of the DMA may be punishable by a fine of up to 10% of the annual total
global turnover (Art. 30 I DMA).

This explicitly includes the regulations that have a particular impact on the Al systems used
by gatekeepers or their competitors. Even though the term ‘artificial intelligence’ is missing
throughout the DMA, four regulatory complexes can be identified that will significantly
change the legal framework for Al in the EU: information requirements, regulation of
training data, access rights and requirements for fair rankings.

The least invasive Al-oriented provisions of the DMA include specific information
requirements to counteract the information asymmetry between gatekeepers and business
customers (in DMA terminology: commercial users) with regard to advertising
conditions.! This is important because advertising is a central source of income for many
of the platforms and thus also for any competitors of the gatekeepers.t

Art. 5 IX and X DMA require gatekeepers to disclose, upon request, the metrics used to
calculate prices, fees and rates for each advertisement they serve between advertisers and
publishers (‘publishers’ or publisher). This should enable both business customers of the
gatekeepers to understand the price calculation and, if necessary, to compare it with that
of competing platforms (Recital 45 DMA).

Such prices for advertising are typically determined automatically within fractions of a
second by real-time auctions, which in turn are based on complex algorithms or machine
learning techniques.!? Since the metrics — presumably the most important factors — must
now be disclosed, the gatekeepers are forced to use explainable Al systems (so-called
explainable AI3). The obligation to explain relates to each individual advertisement.
Technically speaking, this means that so-called local explanations are required, which do
not make the Al system as a whole comprehensible, but only the individual decision in
each individual case on the basis of the essential decision factors.!* This is increasingly
possible even with complex systems such as artificial neural networks.

Similarly, Art. 6 VIII DMA requires gatekeepers to disclose the tools they use to measure
the performance of advertising to advertisers and website operators. If Al is used, these
will often be the performance measures typically used in the field of machine learning, such
as prediction accuracy (accuraey). In addition, the necessary data for the business customers'
own verification efforts must be provided, such as the conversion rate (click-through rate)
with regard to the advertisements.

In comparison with the transparency requirements in Art. 13 and Art. 11 in conjunction
with Annex IV of the Draft Regulation on Cookies, it is striking that the information
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required under the DMA has a much narrower scope due to the restriction to advertising,
but that it is stated more precisely that information must be provided for each individual case
(local explanations).1¢

The problem here, of course, is that the verification efforts made possible by the DMA
require a certain level of technical understanding on the part of advertisers and website
operators, which may not always be sufficiently available. Nevertheless, the provisions
aimed at greater transparency in the advertising market and in the Al systems used there
are generally to be welcomed, as they increase the possibility of comparison between
advertising conditions and thus the contestability of the gatekeepers' leading positions in
the advertising market.

3.6.2. Fair Rankings

Perhaps the most far-reaching provision for regulating Al applications by gatekeepers is
hidden in Article 6 V DMA and refers to rankings. These are ordered lists that are typically
displayed in response to a search (Article 2 No. 22 DMA). The provision prohibits self-
preferencing by gatekeepers and requires transparency, fairness and non-discrimination in
rankings.

This regulation is particularly relevant for three reasons. Firstly, for many gatekeepers,
ranking is, to a certain extent, the centre of their business model.?Y Their competitive
advantage often lies precisely in their ability to produce relevant rankings particularly
quickly and reliably. Just think of the websites suggested by Google or the lists of offers
created by Amazon when a search term is entered. Secondly, as empirical studies show, the
order of the ranking is of considerable relevance for consumer decisions.?! Thirdly, the
gatekeepers typically use machine learning techniques to create the ranking.? 2 In this
respect, the application of Al in market contexts is much more strongly regulated by the
relevant provisions than by the provisions of the planned Al Regulation, which are largely
inapplicable to such rankings of commercially oriented platforms. Art. 6 V DMA is
therefore worth considering in more detail.

However, the rules for rankings under Art. 6 V DMA are by no means new, but are based
on and closely related to previously existing requirements. An increasing number of
provisions, particularly in EU law, are dedicated to the transparency, fairness and
compliance of rankings by online platforms with competition law. Overall, there is a trend
here from a focus on prohibiting self-preferencing (in competition law, see 1 below) to a
push for transparency practices (in P2B regulation and the Consumer Rights Directive, see
2 below), which culminates in the interplay of the new provisions of the DMA (see 3
below).

Competition law benchmartks

The oldest and perhaps best-known rule regarding the fairness of rankings in the area of
e-commerce comes from competition law. Art. 102 TFEU, as is well known, prohibits the
abuse of a dominant market position. The first requirement for its applicability is therefore
that the provider has a dominant position in a relevant market at all.?3 In the case of
rankings, abuse can be considered in particular because many platforms play a dual role:
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On the one hand, they offer intermediation services to business customers to bring them
together with end users (watching), but on the other hand, as a result of vertical integration,
they often also sell their own goods on their platform and thus compete directly with
business customers.?* This gives platforms the power to disadvantaging competitors by
ranking them lower and thereby distorting competition in general.> This self-preferencing
is therefore rightly classified as an exclusionary abuse®¢ and has led to some of the most
high-profile antitrust proceedings against dominant online platforms in recent years.

In November 2021, for example, the EGC confirmed the Commission's EUR 2.4 billion
fine against Google, which was based on the discrimination of competitors in Google's
shopping comparison portal.®’ In a very similar case, the Italian Competition Authority is
currently taking action against Amazon. At the end of 2021, a fine of €1.1 billion was
imposed on various Amazon-owned companies.’® Among other things, Amazon had made
access to its ‘buy box’, which is particularly highlighted in the ranking, dependent on
business customers using Amazon's own logistics channel (Fulfillment by Amazon). The
Commission is conducting its own proceedings against Amazon in this matter.>?

These decisions show that, under existing EU antitrust law, dominant online platforms
must refrain from unduly favouring their own products over those of their business
customers in their rankings. The ban on self-preferencing is thus an important first step
towards a substantive fairness regulation for rankings.*! The disadvantage of these
requirements based on Art. 102 TFEU is, of course, that a dominant market position must
be proven in each individual case, which means that the proceedings often take a long time
and thus come too late for some competitors.*L

Transparency

A further stumbling block on the road to effective regulation of rankings is the asymmetry
of information between the platforms and all other parties involved, including end users,
business customers and competition authorities.®2 In recent years, the EU has therefore
issued three central regulations on the transparency of rankings.

Firstly, according to Art. 5 and Art. 7 P2B-VO, intermediation services and search engines
must disclose the main parameters that determine their respective ranking, as well as their
relative weighting, to business customers. This regulation is now supplemented by Art. 6 a
VR-RL, according to which online marketplaces must also provide this information to
consumers. Finally, Art. 7(a) of the UCP Directive extends this obligation to any trader
that enables searches for products from different suppliers.*3

These provisions not only apply regardless of the market power of the respective
companies. They also break new ground in that it has long been disputed under the GDPR
whether the users of AI models must disclose the factors relevant for a decision (so-called
features) and their weighting.#* The dispute is noteworthy in that such general explanations
for complex models such as neural networks are very difficult to create from a technical
point of view (only approximately and with a great deal of computing effort).*> The Al-
VO-E also remains vague in this respect.2® However, the Omnibus-RL unequivocally states
in Recital 23 that precisely such technically challenging global explanations must be
provided. This represents a significant clarification and tightening compared to the
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previous legal situation, which poses considerable challenges for developers, especially with
complex models. In return, associations, NGOs and public authorities, as well as interested
end customers, gain a new kind of insight into the ranking criteria. However, no substantial
requirements for these are set out.

The New DM.A-Regime on Rankings

The DMA will now change this sustainably. Article 6 V DMA contains some requirements
for rankings, which can be grouped into three different rules:

— a ban on self-preferencing (Art. 6 V 1 DMA)
— a transparency requirement (Art. 6 V 2 F1 DMA)
—and a fairness or non-discrimination provision (Art. 6 V 2 F2 and F3 DMA)

a. Prohibition of self-preferencing

First of all, Art. 6 V 1 DMA takes up the prohibition of self-preferencing already known
from general antitrust law, which is, however, tightened in several respects compared to
the general rules. Not only can, as in the entire DMA, market definition and proof of the
market-dominating position and the anti-competitive effects of self-preferencing be
omitted; the measure also cannot be justified, as in the case of Art. 102 TFEU, by any
positive effects.*” The enforcement of the prohibition of self-preferencing is thus likely to
be considerably simplified vis-a-vis gatekeepers.

b. Transparency again

Furthermore, Art. 6 V 2 F1 DMA stipulates that rankings must be generally transparent.
This provision was not included in the Commission's original draft. It immediately raises
the question of its relationship to the transparency obligations just discussed. According to
the view presented here, the transparency obligation under the DMA should be understood
as being congruent with the transparency requirements for rankings under the P2B
Regulation.®® This would have the consequence that a violation of the substantive rules
established there could be sanctioned with the much sharper sword of the DMA.

There are two primary reasons for such an interpretation. Firstly, recital 52 of the DMA
explicitly refers to the Commission's Notice on Guidelines on Ranking Transparency under
the P2B Regulation; according to this recital, the Guidelines are intended to facilitate the
implementation and enforcement of the requirements of Article 6 V DMA. Secondly, a
transparency obligation that goes beyond the P2B Regulation would create considerable
legal uncertainty. The dispute, which has been ongoing for years, regarding the
transparency of Al models under the GDPR and the debate on Art. 13 of the Al Regulation
show that a wide range of technical and legal approaches are conceivable here. In view of
the eminent threat of sanctions by the DMA, it would at least have been expected that the
recitals would provide guidance on the direction that the transparency requirement should
take (local or global explanations; sensitivity lists or contrastive explanations, etc.) if the
provision had its own understanding of transparency*. Even the AI-R, which is not very
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meaningful in this respect, does at least offer some guidance in Article 13 Annex IV and in
individual recitals (14, 38, 39, 47).2" Overall, the transparency provision of Article 6 V DMA
therefore leads to stricter enforcement, but not to a substantive change in the disclosure
requirements previously established for rankings at the EU level.

c. Non-discrimination

According to the third requirement contained in (Art. 6 V 2 F2 and F3 DMA), the ranking
must be carried out on the basis of ‘fair and non-discriminatory terms’.>! Such general non-
discrimination provisions for rankings have also been discussed in antitrust literature.>2

The wording is based on the FRAND clauses known from general competition law:
dominant companies must treat their corporate customers fairly, reasonably and without
discrimination (FAND) in some areas.>

These provisions are particularly relevant in intellectual property law. Holders of
intellectual property rights that are essential for market access (e.g. standard essential
patents) must regularly take them into account when licensing them.>* This generally
follows from Art. 102 TFEU 2 and is often also included in the rules of standard-setting
organisations as a self-commitment for members.>¢ According to Art. 6 V DMA, however,
rankings only have to be fair and non-discriminatory (FAND). In addition, the fairness
element in the area of FRAND law is regularly without any meaning of its own.> All in all,
only the non-discrimination element of the FRAND requirements for rankings ultimately
remains as an independent criterion.

The contrastive comparison with Art. 6 XI DMA reveals that non-discrimination in the
case of Art. 6 V DMA cannot be limited to access to the ranking. Rather, according to the
view presented here, the ranking itself, and thus the sequence of listed objects, must comply
with the FAND conditions. These conditions should in turn relate to the product attributes
included in the ranking.>®

In the previous, and particularly in the technical, discussion about non-discriminatory
rankings, the protected attributes of the classical non-discrimination law were used to
determine them, such as gender, ethnic origin, nationality, etc.2? Although these categories
continue to apply in the context of the DMA, they are likely to be of practical relevance
only in rare cases. In most cases, products (e.g. refrigerators) are subject to the ranking,
which, however, do not directly exhibit any of the protected anthropocentric attributes.

The DMA therefore provides an opportunity to go beyond the classic attributes of non-
discrimination for rankings in the area of e-commerce, as is also regularly the case in the
FRAND context. In this context, non-discrimination regularly means that similarly situated
business customers may not be treated differently by the FRAND-bound entity without

justification.t” However, this poses a particular challenge both legally and technically in the
context of DMA.

When granting a licence under FRAND conditions, the obligated party is only required to
offer essentially the same conditions for comparable situations.tl However, this logic falls
short for rankings, since these are specifically designed to differentiate and the same
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ranking position cannot be assigned twice. Non-discrimination within the meaning of Art.
6 V DMA must therefore be read as a general obligation to justify differentiation. Any
interpretation should be guided by the purpose of the DMA in general and the ranking rule
in particular: contestable markets, especially the contestability of ranked products and
services (Recitals 7, 11 and 51 DMA). It follows from this, in the view expressed here, that
rankings must not be based on attributes that are irrelevant for consumers' compatisons
and economic decisions. Rather, any differentiation between products or groups of
products that is reflected in the ranking must be objectively justifiable.®

Ultimately, this is a matter of case-by-case assessment. However, the following guidelines
can be established: If the ranking is based on classically protected attributes (e.g. the
religious affiliation of a company's CEO), the differentiation is fundamentally illegitimate.
Furthermore, the question of whether the respective companies have entered into an
exclusivity agreement with the gatekeeper cannot be a factor in the decision.®® Similarly,
the ranking must not be based on whether or not the gatekeepet's distribution channels are
used for the product (‘Fulfillment by Amazon’), unless this is objectively justified in
exceptional cases.

d. Technical possibilities and difficulties

Illegitimate differentiations, once they have been identified, can be eliminated using
techniques of algorithmic fairness, which are currently being widely researched in computer
science®, by subjecting the ranking to constraints. These ensure that a similar or the same
number of products from the respective groups that have so far been treated differently in
an unjustified manner appear in the upper part of the ranking.%

The problem is rather that the search for potentially illegitimate differentiations is not
limited. In the context of traditional anti-discrimination law, testing must ‘only’ be carried
out for the attributes protected and exhaustively listed there (sex, religion, etc.). The
extension of the principle of equal treatment to all similar constellations means that the
number of potential illegitimate differentiation attributes is unlimited. This makes it
considerably more difficult to find discrimination within the meaning of Art. 6 V DMA
and should also be reflected in the compliance requirements.

e. Compliance requirements

Art. 8 I DMA stipulates that gatekeepers must take effective compliance measures to fulfil
the requirements of the DMA. However, the fact that the number of potentially
discriminatory attributes is infinitely large significantly increases the complexity of this task
for rankings.

In our view, gatekeepers must make at least three compliance efforts. Firstly, the main
parameters of the ranking, which must be published anyway, must be constantly
monitored. They must not show any close links to the attributes protected under classical
anti-discrimination law or to illegitimate differentiation criteria (affiliation with the
gatekeeper, etc.).
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Secondly, gatekeepers must follow up all external and internal indications of possible
discrimination in rankings and remove them if the suspicion is confirmed. This approach
essentially corresponds to the notice-and-take-down procedure known from intellectual
property law.%¢ This is also known to serve to establish a regulated procedure for a
potentially incalculable number of legal violations.

In intellectual property law, however, this limitation of liability for hosting providers is
explicitly regulated;®” the DMA does not provide for such a limitation. Therefore, more
will have to be demanded of gatekeepers. In our view, they must regulatly test their ML
models without being prompted and check them for possible discrimination-relevant
distinctions (est and audi?). It is conceivable, for example, that rankings are regularly created
twice for test purposes: once with and once without the identification of business
customers.®® If the rankings differ, this is a first indication of possible unjustified
differentiations.

f. Assessment: Rankings, fairness and mixing

Rankings are now at the centre of the digital economy. They are the logical answer to the
digitally transmitted oversupply. Through their ordering and prioritising effect, they control
demand, search and purchasing behaviour. They are at the core of the business model of
many gatekeepers and are therefore, quite rightly, regulated more comprehensively in the
final version of the DMA than in the Commission's draft. In particular, the extension to
crawling and indexing seems sensible because this can have a decisive influence on the
findability of products and thus, for example, on the rankings created by search engines
(see Recital 51 DMA). The explicit inclusion of virtual assistants as possible creators of
rankings (Art. 2 No. 22 DMA) is also fully justified.

Although traditional anti-discrimination law is already applicable to rankings in principle,®?
it often falls short, since the protected characteristics listed there, such as gender or ethnic
origin, can only be attributed to persons and not to objects. It is therefore correct in
principle to operate with an additional equal treatment rule in the area of e-commerce. This
provides an important building block for fairness in e-commerce.”? Art. 6 V DMA
therefore further develops the case constellations known from antitrust law. However, this
rule must remain operationalisable for gatekeepers, especially in view of the significant
threat of sanctions. Furthermore, the core economic function of rankings, to enable
preference realisation through selective ordering, must not be lost sight of. At the same
time, however, the competitive effects of rankings must be considered precisely because
of their selection effect.

This is particularly evident in the example of so-called popularity rankings. Here, products
or services are ranked according to how likely it is that they will be ordered or at least
viewed by the end user. According to the view presented here, popularity ranking should
in any case be permissible in principle under Article 6 V DMA,”L since it serves to anticipate
consumer preferences and thus realises the economic ordering and selection function of
rankings.”2 However, it must be borne in mind that this can may have anti-competitive
effects in that products that have been on the market for some time tend to be preferred
over new ones, since only the former can demonstrate a successful historical purchase and
click rate.”? It therefore seems sensible to oblige gatekeepers, by way of a teleological
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interpretation of Article 6 VD MA to force gatekeepers to mix up their popularity rankings
by, for example, reserving some attractive ranking positions for new products.”* In this
way, the interest of consumers in receiving product recommendations that are as consistent
as possible with their preferences could be combined with the interest in a dynamic
competitive environment.

A similar argument can be made for vozce commerce, which is essential in the area of virtual
assistants. Here, only a single product is usually selected and ordered via voice control.”>
However, a ranking is behind this selection,’® which as such is regularly only visible in the
app.”Z This ranking must also fulfil the FAND criteria mentioned for gatekeepers. The 48th
recital of the DMA now makes this unequivocally clear. However, since a single product is
highlighted in a singular form, it can be argued here that the gatekeeper must ensure that
this highlighted position is mixed up in accordance with Article 6(5) of the DMA. This
could be achieved, for example, by permuting the owners of the top three ranking positions
(across all comparable queries), so that each of the three elements ranked highest according
to FAND criteria is placed in the top position for a third of the queries, according to the
random principle.

4. Conclusions and Outlook on Future Challenges and Developments

[...]
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Chapter 5

Targeted Advertisement

Amanda Fell

SUMMARY: 1. INTRODUCTION — 2. THE PRACTICE OF TARGETED ADVERTISEMENT — 2.1
DATA COLLECTION TECHNOLOGIES — 3. DISTORTING ASSUMPTIONS: TARGETED
ADVERTISEMENT AND THE “AVERAGE” CONSUMER — 4. EU LEGISLATION — 4.1 THE
UNFAIR COMMERCIAL PRACTICES DIRECTIVE — 4.2 THE Al ACT — 4.3 THE DIGITAL
SERVICES ACT — 4.4 THE GDPR: REGULATION CONSUMER CONSENT TO TARGETED
ADVERTISEMENT — 5. LIABILITY ISSUES IN TARGETED ADVERTISING — 6. CONCLUSION

1. Introduction

Online environments today are increasingly personalised in how they appear to individual
users. As consumers browse online, they see more and more content tailored to their
specific characteristics, interests, and needs, particularly in the case of online advertisement.
Whether they are browsing retail platforms such as Amazon with an established purchasing
goal in mind, or simply scrolling through social media, the different online advertisements
seen by each individual user are frequently determined by user data gathering and analysis
practices, often relying on Al-based machine learning technologies, —a phenomenon
known as targeted advertising.

With the increased availability of data, targeted advertising has become #he monetization
model for many large online platforms.?® For ‘free’ social networking sites such as
Facebook or Instagram and other low-cost digital services, business models often center
entirely around the company’s ability to offer up user data to advertisers paying for ad slots
on their online feeds and sites. Targeted advertising has proven to be more efficient than
older methods of mass marketing, and with such success, online platforms are increasingly
incentivized to collect large amounts of user data and share it with third party advertisers.
In the case of targeted advertising, online behavioural data is the raw material which is then
processed by Al-based technologies to successfully identify and target specific types of
consumers.?/!

Digital advertising, driven by audience targetability and the proliferation of social media, is
now by far the largest global advertising market, projected to reach a $1,089 billion
valuation by 2027.292 Still, the average consumer has only a limited understanding of digital

200 See e.g. Tobias Kircher, Jens Foerderer (2024) Ban Targeted Advertising? An Empirical Investigation of
the  Consequences  for  App  Development.  Management  Science  70(2):1070-1092.
https://doi.org/10.1287 /mnsc.2023.4726

201 See Fernando Gémez Pomar, Mireia Artigot Golobardes (2024) Data as An Asset and Data as a Trade.
Universitat Pompeu Fabra.

202 Huropean Commission. Commission Staff Working Document Fitness Check of EU Consumer Law on
Digital Fairness. Brussels 3.10.2024. SWD (2024) 230 tinal. pp. 20-21 [hereinafter, “2024 Fitness Check”];
European Parliament: Think Tank, Policy Department for Economic, Scientific and Quality of Life Policies

98



marketing practices, a lack of knowledge which is exacerbated by limited bargaining power
vis-a-vis large online companies. Consumers have reacted to this complicated digital
environment by generally paying less attention, by more readily accepting all online contract
terms or any updates to terms, and in the case of tracking technologies such as cookies,
hitting the often more easily accessible ‘accept all’ button.?’® Practically, this means that
individuals are consuming digital advertisements that differ depending on unique biases,
needs and weaknesses, raising questions as to how informed an ‘average’ consumer can be
online, and at what point does the influence of personalisation erode consumer autonomy
and result in unfair manipulation.?”* The question is further complicated in the case of
social media platforms, where tailored feeds, business social media accounts, and influencer
marketing often make it difficult for users to distinguish between information and
advertising.

The increasing imbalance of information and technical understanding has fostered more
consumer concern: today, 70% of consumers are worried about the online processing of
their personal data, a 21 point increase from 2018.2> A majority of online consumers
question the fairness of, and feel manipulated by, data collection, analysis, and monetisation
practices such as targeted advertisement.?’ In the EU, there exist several legislative
mechanisms, both recent and established, that could be used to limit targeted advertising
practices and protect consumers from resulting harms, however they must be interpreted
and applied as such. With the absolute takeover of the marketing industry by targeted
advertisement, made possible, in part, by the ubiquitous Al boom, we must understand
how consumer protection legislation can shield consumers from hidden data collection
practices used by, and transactional manipulation caused by, the practice of targeted
advertisement.

This chapter will (i) provide an overview of the practice of targeted advertising and the
underlying data gathering technologies, (ii) discuss how the practice distorts some of the
base assumptions concerning consumer rationality, (iif) outline relevant consumer
protection legislation and identify current pitfalls and issues of applicability, and (iv) analyse
liability issues within the multi-player chain of targeted advertising.

2.  The Practice of Targeted Advertisement

Targeted advertisement is a practice whereby online platforms show consumers
advertisements personalised to their specific online behavioural or demographic data.
There are two broad categories of targeted advertising: the first, behavioural advertising,
works by sorting online consumers into certain categories based on either specific traits
(i.e., ‘gay man with university degree’) or their interests (i.e., ‘cat lover’), which Al systems
attribute to the user based on their online actions, such as what sites they visit, buttons they

Directorate-General for Internal Policies (2021) Online Advertising: the impact of targeted advertising on
advertisers, market access, and consumer choice [hereinafter, “2021 IPOL Study”].

https:/ /www.europatl.europa.cu/thinktank/en/document/IPOIL,_STU(2021)662913.

205 2024 Fitness Check, pp. 37, 46.

204 2024 Fitness Check, pp. 20-21.

205 2024 Fitness Check. pp. 20-21.

206 2024 Fitness Check. pp. 20-21.
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click, content they ‘like’ or ‘follow’, or purchases they make.?’” This form of targeted
advertisement is thus based on data gathered on a consumer through observation and
inference. The second category, demographic targeting, takes information that users
affirmatively provide to an online service, such as when signing up, like gender and age, to
determine whether they are the target for any specific advertisement. Targeted advertising
often engages in both practices and combines voluntarily provided user data with
observable and inferred data to further refine online profiling.

With the rise of Al, new technologies have emerged which improve individual targeting.
The collection of big data has now converged with Al-based machine learning
technologies; big data sets are ingested to build machine learning models that track
correlations between online user data (such as prior online purchases, site clicks, and social
media follows) and advertisement responses, and then such models are subsequently used
to predict user commercial preferences based on newly collected data.?’® Online users are
thus presented with advertisements not only tailored to their online behaviour, but that
have experienced past success with similar users.?” Al technology further hastens the
speed of improvement of such practices, as Al systems through reinforcement learning are
able to self-learn based on their successes and failures. In the case of targeted
advertisement, this can encompass improving both the profiling of the targets for the
advertisements and the content of the ad itself, such as modifying certain advertising
language for specific online user profiles.?!”

Targeted advertising occurs across all online platforms, though unsurprisingly, the largest
sellers of online advertising slots are the most traffic-heavy sites like Google and Facebook.
Such platforms also represent some of the largest data collectors: the more platform users,
the more behavioural data available, making them the most successful at profiling
consumers and defining target audiences for advertisements. The most heavily visited
online platforms are those with zero, or minimal, monetary costs to their users, and thus
operate business models whereby all or nearly all profit is derived from advertising—
illustratively, in 2020, Google and Facebook reported 98% and 100% of their revenue was
advertising-based, respectively.?!!

The lifecycle of targeted advertising is a multiplayer chain, more complex than the average
user might assume. First, there are the marketers, the traders secking to place
advertisements on online platforms to increase the sales of their products or services.
Second, are the publishers, the online platforms, websites or applications, such as
Facebook or Instagram, that sell advertising space on their interfaces to desiring marketers.
Third, and the most hidden and convoluted category of actors, are the advertising
intermediaries. Advertising intermediaries are firms that engage in the process of

207 Zardiashvili, A. (2024, May 7). Power and dignity: the ends of online behavioral
advertising in the European Union. Retrieved from https://hdl.handle.net/1887/3753619. pp. 41.
208 2021 TPOL Study, pp. 19.
209 2021 TPOL Study, pp. 19.
210 2021 TPOL Study, pp. 19.
211 Roberto Corrao, Joel P. Flynn, and Karthik Sastry (2022). Nonlinear Pricing with Under-Utilization: A
Theory of Multi-Part Tariffs. Available at SSRN: https://sstn.com/abstract=3817175 ot
http://dx.doi.org/10.2139/sstn.3817175.
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connecting specific groups of users to specific advertisements. Different types of
advertising intermediaries exist at different stages of the targeted advertising chain:
adpertising networks buy large quantities of advertising slots, often already segmented to
specific target audiences, from the publishers and sell them to marketing/advertising
glants; adpertising exchanges facilitate real-time bidding on certain advertisement slots; data
brokers collect online behavioural data and combine it with data from other online vendors
or public sources and create individual user profiles; and, mwarket research companies analyse
data, create audience segments of users based on their online profiles to help marketers
select target audiences, and provide insights on the successes or failures of advertising
content.?!?

2.1. Data Collection Technology

The most widely known technology used in targeted advertising today is cookies. When
users consent to a site or application’s use of certain cookies, they agree to small text files
being placed on their devices by such entities. These text files can help a website function
propetly, such as maintaining the security of their visitors (commonly described as
‘essential’ cookies), or can serve to track and collect information on their users. ‘Session’
cookies expire once a web browser is closed, and generally fall into the bucket of essential
cookies, and ‘persistent’ cookies stay on the computer or mobile device until deleted and
generally provide the online behavioural information used for personalisation purposes.
The sources of cookies fall into two broad categories: (i) first party cookies, served directly
by the platform or website visited by the computer or mobile device, often used to
recognize the device upon a revisit to the specific site; and (ii) third party cookies, which
are served to the computer or mobile device via code loaded onto the website or platform
by third party entities, and collect user information for that third party, like recognizing the
computer or mobile device when it visits other websites and tracking the user’s clicks across
the internet.

These third parties are often large advertising networks that place their cookies on many
different websites, and through such cookies aggregate the behavioural data of single
individuals to build comprehensive user profiles, make inferences about an individual’s
personal (often sensitive) information, and sort individuals into targeting categories. If
users do not reject non-essential cookies, they generally agree to the use of such third-party
cookies. Therefore, even if a user rejects the non-essential cookies of a specific site, it does
not necessarily mean that their online behaviour on such a site is not being tracked -— if
they have previously accepted (and not cleared) a large-advertising firm cookie from
another site, this cookie may be continuing to track their online behaviour across many
sites. As such, it becomes nearly impossible for an individual’s behaviour to not be tracked,
by some advertising party, across the sites they engage with.

3. Distorting Assumptions: Targeted Advertising and the “Average” Consumer

One of the underpinnings of much of EU consumer law is the idea of a rational, observant,
and reasonable consumer. With rampant use of big data and Al technology, this idea

212 2021 IPOL Study, pp. 24-31.
101



becomes distorted; mechanisms to limit consumer autonomy become more successful, and
at the same time less easily identified by an average, non-technical user. Personalised
advertisements may lead consumers towards purchases through a form of social
manipulation: while they analyse data a consumer may reasonably expect to be used, like
basic personal information like age or address they affirmatively upload to online platforms,
they also take advantage of sensitive information inferred and derived through online
tracking technologies.

Imagine a scenario where a user starts searching a social network for other users
experiencing a similar mental health issue, then through tracking technologies an online
platform is then able to tailor ads to the user for certain medications or certain types of
non-essential goods a company may deem people of certain mental health status more
likely to impulse buy. When an online network becomes involved in marketing goods
tailored to people’s specific needs, or even further, takes advantage of a person’s mental
weaknesses, the influence of advertisement is compounded to an extent directly affecting
each individual consumer’s ability to make adequately informed decisions.?!3 All successful
advertisements influence consumers, but when such influence is so individually deployed
it must be examined differently from the mass marketing campaigns of the past.

So, when does the ability to personalize result in a form of consumer manipulation that
ought to be prohibited? In the case of targeted advertisement, studies have shown that
individual reactions can be triggered irrationally, rather than reasonably, as targeted ads,
through Al-discovered correlations play on causal mechanisms to profit from individual
weaknesses.?!* If advertisement is capitalizing on individual, rather than collective,
vulnerable states such as personal anxieties or distressing personal situations, its power to
lead consumers away from rationality and reason is increased tenfold.?'> Such forms of
advertising should arguably be regulated from a different base assumption about average
consumer ability.

Under EU consumer and data protection legislation, the analysis of whether a consumer is
able to exercise rationality is determined by the existence, or rather nonexistence, of
particular vulnerabilities. A consumer may receive special protections based on some
inherent characteristic they possess (such as being a minor), or the factual situation they
find themselves in. For example, under the Unfair Commercial Practices Directive (the
“UCPD”), further discussed in Section 4, a specific consumer can be considered
‘vulnerable’ in one circumstance but not in another. However, an average consumer
analysis containing carved out exceptions for particular situational or characteristic

213 2024 Fitness Check, pp. 32.
214 2021 IPOL Study, pp. 19.
215 2021 IPOL Study, pp. 19; Zard, Lex, and Sears, Alan. M. “Targeted Advertising and Consumer
Protection Law in the European Union.” VVanderbilt Journal of Transnational Law, vol. 56, no. 3, 2023, pp.
799-852, 841.
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vulnerabilities fails to recognize the notion that @/ consumers may be considered vulnerable
with regards to certain business practices.?1¢

Online advertisement is the perfect example. While consumers that are less digitally literate
may be more susceptible to targeted online advertisements than typical print or TV
advertisements through a failure to recognise the personalisation practices in play, as well
as more likely to consent to online data collection practices they do not understand, a//
consumers may be especially vulnerable to the online targeting of individual weaknesses.
The European Commission has provided an illustrative list of examples of consumer
vulnerability in online environments, including (i) identifying a vulnerable mood of a
consumer and using it to target them with emotion-based advertisements, (ii) using credit
history to target consumers with offers that exploit their financial situation, and (iii)
identifying a purchase history regarding games of chance and targeting them with
personalised advertisements of products with similar elements with the aim of exploiting
their higher likelihood of engaging with such product.?’” While the latter three encompass
specific scenarios, the first example is broad, and arguably circular—if targeted advertising
is able to identify individual vulnerable moods, are not all consumers at risk of being
vulnerable at some point or another? When practice is not only technologically capable,
but is actively engaging, in the exploitation of regular human psychological weaknesses,
perhaps the question of what constitutes ‘average’ rationality under the law must be
recalibrated.

4. EU Legislation
4.1. The Unfair Commercial Practices Directive

European consumers are protected against unduly manipulative advertising practices by
the EU’s Unfair Commercial Practices Directive (the “UCPD”), which contains
prohibitions against marketing practices it deems as unfair, as well as misleading
information and omissions in advertising. The European Commission has confirmed that
the UCPD applies to advertising practices involving the use of algorithmic, automated
decision-making, and Al technologies resulting in online personalization.!®

Material Distortion.

Article 5 of the UCPD lays out the general prohibition on unfair practices, prohibiting any
practice which “materially distorts or is likely to materially distort the economic behaviour

216 Strycharz, Joanna, and Duivenvoorde, Bram. “The Exploitation of Vulnerability through
Personalised Marketing Communication: Are Consumers Protected?” Internet Policy Review, vol. 10, no. 4,
Nov. 2021, pp.11. DOLorg (Crossref), https://doi.org/10.14763/2021.4.1585.

217 Commission Notice — Guidance on the Interpretation and Application of Directive 2005/ 29/ EC of the European
Parliament and of the Council Concerning Unfair Business-to-Consumer Commercial Practices in the Internal Market
(Text with EEA Relevance). 2021. § 4.2.7. https://eur-lex.europa.cu/legal-

content/EN/TXT /?uri=CELEX%3A52021XC1229%2805%29&qid=1640961745514. [hereinafter
“2021 Commission Guidance”].

2182021 Commission Guidance, § 4.2
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... of the average consumer.”?" To determine whether an undertaken commercial practice
does, or is likely to, ‘materially distort,” the question is whether such practice causes or is
likely to cause a different transactional decision on the part of the consumer absent such
commercial practice.??’ What is ‘transactional decision’ is applied broadly, encompassing
not solely the decision to whether to purchase a product, but ‘also the decision directly
related to that decision’ such as to even enter into a store.??! The UCPD thus applies even
to a sellet’s unfair practices not directly causing a purchase or the entering into of a contract.
In the online sphere, the European Commission has confirmed that unfair practices leading
a consumer to “click on a link or an advertisement online” or “continue to use the service
by browsing or scrolling” meet this test.??> The UCPD in defining manipulation thus rests
on the analysis of economic behavionr in transactional decisions, even if it is widely applied to
behaviours throughout the transaction lifecycle.??3

There has been some recognition that highly personalized advertisements may unfairly
materially distort consumer behaviour. In the case of ‘personalised persuasion practices’
developed from aggregated data, without the consumer’s knowledge, the European
Commission states it is “these practices and their opaqueness” that distinguishes legal
advertising from possibly manipulative, unfair practices therefore noncompliant with
consumer protection law.??* To date, it is unclear which forms of targeted advertising,
beyond those that cleatly target individuals based on clear vulnerabilities such as mental
illness or age, would rise to the level of material distortion. Nevertheless, it is clear that the
analysis of material distortion must take into account the psychological effects of
personalised advertising as compared to the more limited influence of prior general print
and television advertisements.

Misleading Advertisement & Undue Influence.

In addition to the general prohibition, the UCPD specifically prohibits practices that are
considered ‘misleading’ or ‘aggressive.” The UCPD further provides an express list of
prohibited practices it considers to meet these definitions.

A practice is considered misleading if it encompasses misleading information or omissions.
The UCPD broadly defines misleading information as incorrect information or
information that deceives or is likely to deceive consumers even if factually correct.
Misleading omissions constitute omissions of material information an average consumer
would require, as well information provided in an unclear, unintelligible, ambiguous or

219 Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 concerning unfair
business-to-consumer commercial practices in the internal market and amending Council Directive
84/450/EEC, Directives 97/7/EC, 98/27/EC and 2002/65/EC of the European Patliament and of the
Council and Regulation (EC) No 2006/2004 of the European Patliament and of the Council (‘Unfair
Commercial Practices Directive’) , Article 5(a), (b)(2).

220 2021 Commission Guidance, § 2.4

2212021 Commission Guidance, § 2.4; Case C-281/12 Trento Sviluppo, 19 December 2013, para. 35.
2222021 Commission Guidance, § 2.4.

225 Goanta, Catalina. Regulatory Siblings: The Unfair Commercial Practices Directive Roots of the Al Act. January 25,
2023. Pp. 11 Available at SSRN: https://sstn.com/abstract=4337417.

2242021 Commission Guidance, § 4.2.7.
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untimely manner.?? Whether an omission of information regarding how a targeted
advertisement is generated could constitute a ‘misleading omission’ is not yet clear under
existing case law and Commission guidance.??¢ However recent legislative developments
support the proposition; for example, the mandated information disclosures concern
targeting practices in the newly enacted Digital Services Act, discussed in Section 4.3.

One commercial practice considered as aggressive is the exertion of ‘undue influence’ over
the consumer, which is defined by Article 2(j) of the UCPD as “exploiting a position of
power in relation to the consumer so as to apply pressure [...] in a way which significantly
limits the consumer’s ability to make an informed decision.”??” While ‘a position of power’
is not explicitly defined, when a company is engaged in the collection of consumer online
behavioural data and is using it for the purposes of personalized advertising, particularly if
the company is inferring sensitive personal information and playing on a consumer’s
current vulnerabilities, arguably the effects of such practices places them in such a position
of power.??® Recent case law, discussed below, might also support this conclusion.

Importantly, undue influence must be exerted with trader awareness, it is a strict intent
standard — there is no requirement that the trader ‘should have known’ they were engaging
in such an aggressive practice.??? Concerning the lifecycle of targeted advertising, the notion
that the trader, in other words, the marketer, is actually aware of the underlying algorithmic
technologies, the data gathering practices, and the resulting inferences potentially playing
on vulnerable states or moods is unlikely, as the platforms, large advertising publishers and
other third party intermediaries, rather than specific traders, are the ones determining
targeted audiences. The newly enacted Digital Services Act somewhat addresses the
complications surrounding responsibility and liability within the online sphere of
information, discussed later in Section 4.3.

4.1.1. Relevant Case Law: Orange Polska

In 2019, the CJEU further clarified the meaning of undue influence under the UCPD,
opining that practices with potential to “make [a] consumer feel uncomfortable and thus
confuse his thinking in relation to the transactional decision to be taken” may be unduly
aggressive under the UCPD.?? The CJEU further agreed with the Advocat General that
“undue influence is not necessarily impermissible influence but influence which, without
prejudice to its lawfulness, actively entails, through the application of a certain degree of
pressure, the forced conditioning of the consumer’s will.’>3' Arguably, the potential manipulation
by targeted advertisements, particularly when they target certain cognitive biases or

225 UCPD, Art. 6, 7.

226 Zard, Lex, and Sears, Alan. M. “Targeted Advertising and Consumer Protection Law in the European
Union.” Vanderbilt Journal of Transnational Law, vol. 56, no. 3, 2023, pp. 799-852, 842.

227 UCPD, Att. 2(j).

228 Strycharz, Joanna, and Duivenvoorde, Bram. “The Exploitation of Vulnerability through Personalised
Marketing Communication: Are Consumers Protected?” Internet Policy Review, vol. 10, no. 4, Nov. 2021,
pp-15. DOLorg (Crossref), https://doi.org/10.14763/2021.4.1585.

229 UCPD, Att. 9(c)

230 Case C-628/17, Orange Polska, ECLI:EU:C:2019:480, para. 47 (“Orange Polska”).

231 Orange Polska, para. 33.
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emotional weaknesses, causes such a confusion of thinking.?’?> However, in the case of
behavioural advertising, is the consumer sufficiently aware of the pressure they are facing
from the advertisement in question to directly feel any uncomfortability??3 If the
manipulation is so subtle it is imperceptible, even if targeting weaknesses and affecting
rational choice, does undue influence really exist?

The case did not consider the practice of behavioural advertising, but rather a contract
within the telecommunications industry. The facts of the case in question demonstrated
that the trader had sufficient knowledge of the pressure being placed on the consumer and
the resulting confusion, satisfying the Article 9(c) intent requirement in the UCPD.
Nevertheless, the CJEU emphasized that in industries that are “technical,” it must be
assumed that the consumer is particularly weakened as there is “a major imbalance of
information and expertise between the parties.”?** The technical complication of the
practice of targeted advertisement is obvious, but the ‘pressure’ consumers face when being
presented with advertisements tailored to their online profiles may still be considered too
subliminal under current interpretations of undue influence under the UCPD.

4.2. The Al Act

Article 5 of the newly enacted Al Act prohibits a number of specific Al practices relevant
to targeted advertising. Similar to the UCPD, the Al Act prohibitions are focussed on
practices that implicate a high level of consumer manipulation. Article 5 prohibits Al
systems that (i) deploy “subliminal techniques beyond a person’s consciousness or purposefully
manipulative or deceptive techniques, with the objective, or the effect of materially
distorting the behaviour of a person or a group of persons by appreciably impairing their
ability to make an informed decision, thereby causing them to take a decision that they
would not have otherwise taken in a manner that causes or is reasonably likely to cause that
person, another person or group of persons significant harm” or (i) exploit vulnerabilities
“due to their age, disability or a specific social or economic situation, with the objective, or
the effect, of materially distorting the behaviour of that person or a person belonging to
that group in a manner that causes or is reasonably likely to cause that person or another
person significant harm.”?%

The causal link required by the AI Act between the practices of the system and the harm
caused is, at its face, a higher standard than the UCPD. The technique not only must
materially distort consumer behaviour, but must cause or be likely to cause significant harm,

232 Hacker, Philipp. “Manipulation by Algorithms. Exploring the Triangle of Unfair Commercial Practice,
Data Protection, and Privacy Law.” Ewuropean Law Journal, vol. 29, no. 1-2, 2023, pp. 142-75, 151. Wiley
Online Library, https://doi.org/10.1111/eul}.12389.
233 Hacker, Philipp. “Manipulation by Algorithms. Exploring the Triangle of Unfair Commercial Practice,
Data Protection, and Privacy Law.” Eurgpean Law Journal, vol. 29, no. 1-2, 2023, pp. 142-75, 151-52. Wiley
Online Library, https://doi.org/10.1111/eul}.12389.
234 Orange Polska, para 36.
235 Regulation (EU) 2024 /1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No
167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (the “Al Act”), Art. 5(1)(a)-(b).

106



https://doi.org/10.1111/eulj.12389
https://doi.org/10.1111/eulj.12389

which Recital 29 further clarifies as physical, psychological, or financial harm.?3 Unlike the
UCPD, the material distortion, or manipulation, of the consumer is not the final outcome
itself, but rather the means in which to inflict the ultimate harm.?” The Al Act also requires
an element of intent: the manipulation must be purposeful and contain the objective to
materially distort.?

There is evidence already that certain forms of targeted advertising exploit consumer
vulnerabilities due to special categories of data, such as mental illness or economic strife.
However, is targeted advertising subliminal? The effects of the practice on consumer
psyches may be subliminal, however, the information disclosures concerning the use of
online tracking technologies, such as cookies, available on virtually every website go against
the argument that the practices exist outside of ‘average’ consumer consciousness. In
theory, consumers are aware of the basic technologies through current cookie banners, and
in practice, online users are certainly not blind to the fact that a simple google search for
an item often results in online feeds across the internet displaying advertisements for said
item. While the mechanisms behind the practice are opaque, the resulting personalised ads
are, in a way, incredibly overt rather than subliminal.

If not subliminal, targeted advertising that relies on Al technologies could considered
purposefully manipulative under Article 5. When advertisement is highly personalized, it
exploits consumer vulnerabilities specifically relevant to the required transaction decision
before them, which in turn manipulates them to engage in an economic transaction perhaps
not in their best interests.? While the psychological manipulation may be present, the
analysis of whether such manipulation is ‘purposeful’ mirrors some of the questions
present in the question of whether targeted advertisement constitutes undue influence
under the UCPD. With the multi-player chain of targeted advertisement, it is difficult to
ascertain exactly which party could satisfy this intent requirement. With traders themselves
often not engaged in the use of any Al technologies in creating their advertisements and
often not involved in the practice of defining the advertisement recipients themselves,
arguably the party ultimately benefitting from the resulting consumer decision did not
purposefully manipulate them into taking it.

The million-dollar question is whether practices of targeted advertising rise to the
appropriate level of substantial harm or potential harm. At this juncture, it is unclear.
Tellingly, Recital 29 further states that “common and legitimate commercial practices, for
example in the field of advertising, that comply with the applicable law should not, in
themselves, be regarded as constituting harmful manipulative Al-enabled practices.” With
the proliferation of targeted advertising, there is no doubt that the practice is common and,
at least in the private sphere, considered not only legitimate, but absolutely necessary to

236 AT Act, Recital 29.
237 Goanta, Catalina. Regulatory Siblings: The Unfair Commercial Practices Directive Roots of the Al Act. January 25,
2023. Pp. 11 Available at SSRN: https://sstn.com/abstract=4337417.
238 Goanta, Catalina. Regulatory Siblings: The Unfair Commercial Practices Directive Roots of the Al Act. January 25,
2023. Pp. 11 Available at SSRN: https://sstn.com/abstract=4337417.
239 Zard, Lex, and Sears, Alan. M. “Targeted Advertising and Consumer Protection Law in the European
Union.” Vanderbilt Journal of Transnational Law, vol. 56, no. 3, 2023, pp. 799-852, 841.
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today’s commerce. As such, the AT Act may be limited in regards to any protection it offers
consumers vis-a-vis targeted advertising and related data collection and inference practices.

4.3. The Digital Services Act

New to the European framework of regulation on pre contractual dealings is the Digital
Services Act.?* Since August 2023, the DSA has applied to very large online platforms or
search engines (VLOPs and VLOSEs, respectively) with more than 45 million users in the
EU, and since February 2024, has applied to all online platforms. The DSA regulates online
intermediaries and platforms including marketplaces, social networks, content-sharing
platforms, and app stores, with the main goal being to combat online disinformation. The
DSA is subject to harmonized enforcement; the European Commission enforces the DSA
together with national authorities, who supervise the compliance of the platforms
established in their territory. The Commission is primarily responsible for the monitoring
and enforcement of the additional obligations applying to VLOPs and VLOSEs, such as
the measures to mitigate systemic risks.

The DSA creates obligations for VLOPs vis-a-vis their users, largely regulating
precontractual, information disclosure obligations. The DSA occupies itself with the
relationships between the different users of such platforms, those between businesses,
between businesses and consumers, and between the platforms themselves and all their
users. The DSA attempts to categorise the different intermediaries of the platforms, placing
separate obligations on each depending on their roles.

With the goal of protecting consumers from harmful online content, the DSA is specifically
preoccupied with online advertising.?! The DSA regulates the practice of targeted
advertising by imposing obligations on both content and personalisation.?*> The DSA also
expressly recognizes the harms that may befall consumers through online personalisation
or recommender systems, such as discrimination based on sensitive personal
characteristics, and emphasises that alternative, non-personalised, versions of VLOPs and
VLOSEs should be provided.?*?

4.3.1. Targeted Adyertising Provisions

Article 26 of the DSA places strict transparency obligations on online platforms regarding
any advertisements presented. Platforms must ensure that for each specific advertisement,
consumers are able to identify in a clear, concise, and unambiguous manner, in real time:
(i) that the information is, in fact, an advertisement; (i) who the advertiser is; (iif) whether
the entity that paid for the advertisement is different from the entity presenting the
advertisement; and (iv) meaningful information directly and easily accessible from the
advertisement about the parameters used to determine the recipient of the advertisement,

240 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a
Single Market for Digital Services and amending Directive 2000/31/EC (the “DSA”).
241 DSA, Recitals, para. 68.
242 DSA, Recitals, para. 68.
243 DSA, Recitals, para. 94.
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and where applicable, how to change such parameters.?** Article 26 is thus aimed at
transparency, both in terms of each presented advertisement and the targeting practices in
use.?®> Additionally, Article 26 contains a prohibition on presenting advertisements to
certain users based on “profiling,” as defined in the GDPR.2#

The DSA places additional transparency obligations on VLOPs and VLOSEs, obligating
such platforms to make available a searchable database of current advertisements and
advertisements presented in the past year through their application programming interfaces
(known as APIs). Such databases must include information directly relevant to targeted
advertising practices, including information on the advertiser, the entity funding any
advertisement, the number of individuals reached by any advertisement per Member State,
and the user segments being targeted by, or excluded from, any advertisement and
information parameters used to determine the targeted audiences.?#’

Though the DSA primarily regulates targeted advertising practices through mandated
information disclosures, it recognizes the vulnerability of certain groups of consumers to
targeted advertising. The DSA prohibits targeting minors and prohibits targeting practices
that profile consumers based on “special categories” of data, as defined in the GDPR to
mean race or ethnicity, political opinion, religious or philosophical beliefs, sexual
orientation, or union membership, or genetic, biometric, or health data.>*® When
considering the practice of behavioural advertising, however, the effect of such provisions
is questionable. As discussed, in behavioural advertising, such “special categories” of data
are often nferred by machine-learning targeted algorithms, rather than expressly collected
from the data subject, and it is unclear whether the DSA will prohibit the use of such
inferences. However, some scholars have argued that it does.?*

In the case of targeted advertising, the DSA has, like much of the privacy legislation
predating it, remained focussed on mandated information disclosures, rather than outright
prohibitions on certain practices. With the largest sources of revenue for many companies
being online advertising, the DSA stops short of industry disruption. While many argue the
negative impact of online personalisation practices, including behavioural advertising, are
clear, the literature is far from settled as to whether behavioural advertising amounts to a
form of consumer manipulation that ought to be prohibited under consumer protection
legislation. Whether the required information disclosures in the DSA surrounding the
practice will provide further answers remains to be seen.

4.4.  The GDPR: Regulating Consumer Consent to Targeted Advertising

244 DSA, Art. 26.
245 DSA, Art. 26.
246 DSA, Art. 206, para 3.
247 DSA, Art. 39, Para. 1, 2.
248 DSA, Recitals 69, 71.
249 Zard, Lex, and Sears, Alan. M. “Targeted Advertising and Consumer Protection Law in the European
Union.” Vanderbilt Journal of Transnational Law, vol. 56, no. 3, 2023, pp. 799-852, 839; Sandra Wachter &
Brent Mittelstadt. A Right to Reasonable Inferences: Re-Thinking Data Protection Law in the Age of Big
Data and Al, 2019 COLUM. BUs. L. REV. 494, 498 (2019).

109



Underlying all targeted advertising is user data collection, made possible by online tracking
technologies, which is ultimately analysed and processed through Al technologies to create
user profiles used for targeting. Under the GDPR, all lawful data processing must be in
accordance with one of the legal bases of Article 6, which includes data subject consent to
the processing for the specified purpose(s), and processing which is necessary for the
performance of the contract. Historically, data subjects’ consent has provided the legal
basis for targeted advertising.?>

However, data subjects’ consent has been consistently abused as such a legal basis as
businesses are easily able to induce most users in online situations to consent to any kind
of processing for advertising purposes. With large online companies, consumers experience
a weakened form of agency coupled with a stark difference in information and
technological expertise, affecting their ability to provide autonomous consent to the
processing of their personal data.?>! When, like in the case of many online personalisation
schemes, consent is commodified, in other words is the ‘price’ consumers pay for access
to the platform or the service, the manipulation of consent is exacerbated: consumers are
unaware of the actual price they have paid for the contract object.?>

Whether online consent is free and autonomous is contextual. Whether someone has a
level of digital literacy empowering true consent to data processing is a multipronged
analysis of (i) technical familiarity, (ii) knowledge of practices occurring, and (iii)
understanding of current policies, all factors being equally dependent on the context of the
data gathering (who is the data collector in question) and their own identity (age, education
level, gender, etc.).?>® The general theme here, however, is knowledge, with scholars
frequently concluding that increased knowledge generally leads to users exercising privacy
control, and with the GDPR itself focused on mandated information disclosures with the
goal of informed individual empowerment vis-a-vis personal data.?>*

The ability to make inferences from the data collected, made possible often by algorithmic
and machine learning technologies further complicates the issue of consent and its context
within the targeted advertising lifecycle. Consumers may be unaware their consent can
provide advertisers with information far beyond the simple data they believe they are
providing: that Al technology is empowering companies to infer sensitive characteristics
about individual users such as their psychological state, their health information, their
sexual orientation, or their political preferences, based on tracking their online activity. In

250 GDPR, Att. 6.
251 2021 IPOL Study, pp. 13.
252 2021 IPOL Study, pp. 13.
253 Strycharz, J., Smit, E., Helberger, N., & van Noort, G. (2021). No to cookies: Empowering impact of
technical and legal knowledge on rejecting tracking cookies. Computers in Human Behavior, 120, 106750.
https://doi.org/10.1016/j.chb.2021.106750. Pp. 2.
254 Strycharz, J., Smit, E., Helberger, N., & van Noort, G. (2021). No to cookies: Empowering impact of
technical and legal knowledge on rejecting tracking cookies. Computers in Human Behavior, 120, 106750.
https://doi.org/10.1016/j.chb.2021.106750. Pp. 2.; Baruh, Lemi, et al. “Online Privacy Concerns and
Privacy Management: A Meta-Analytical Review: Privacy Concerns Meta-Analysis.” Journal of Communication,
vol. 67, no. 1, Feb. 2017, pp. 26-53. DOLorg (Crossref), https://doi.org/10.1111/jcom.12276.
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theory, the inference of such sensitive information from non-sensitive personal data should
require specific data subject consent as well.?>

4.4.1. Data Inferences: Industry Movement & C-184/20

In August 2022, the CJEU issued a preliminary ruling in OT v Vyriausiofi tarnybinés etikos
komisija, whereby it contemplated if the disclosure of personal information that may imply
“special categories” of personal data is governed by Article 9(1) of the GDPR. Article 9(1)
provides that the processing of personal data ‘revealing’ racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade union membership, and the processing
of data ‘concerning’ health or data ‘concerning’ a natural person’s sex life or sexual
orientation, are to be prohibited.?> Basing its judgement on the word ‘reveal’ in Article 9,
the CJEU found that if the processing of non-sensitive data allows for the discovery or
indirect disclosure of sensitive information (in the facts of the case, the disclosure of
cohabitees, partners or spouses revealing sexual orientation), such as through deduction or
cross-referencing, the link between the sensitive data and the processing is sufficient.?’
The court posited that an alternate interpretation would run afoul of the purpose of Article
9 which is to place higher levels of protection over sensitive personal data, as an indirect
reveal is nevertheless a reveal.

In terms of targeted advertising based on inferences of special categories of data, there has
already been industry movement from the largest players. At the beginning of 2022,
Facebook removed targeting options for new ads using certain behavioural data potentially
indicating personal health, sexual orientation, religion, and political and social beliefs.?5
Existing ads can continue to use such ‘detailed targeted’ until February 2025.25% Further,
Google’s current personal advertising policy prohibits targeted advertising based on
similarly defined special categories of data, but also including a broader “personal
hardships” category.?¢"

5. Liability Issues in Targeted Advertising

As discussed in Section 2, a multitude of different actors, outside of the online platform
itself (i.e., the publisher), may be responsible for the advertising content each specific user
sees when using any site, platform, or application. As outlined in analyzing the relevant
UCPD, AI Act and DSA provisions, identifying the entity that should be held responsible
for any potential consumer manipulation through the personalised advertisement itself, or
for the processing of sensitive personal data through observed inferences, becomes

2552021 IPOL Study, pp. 70.

256 C-184/20, OT v Vyriausioji tarnybinés etikos komisija, 1 August 2022.

257 (C-184/20, OT v Vyriausioji tarnybinés etikos komisija, 1 August 2022, para. 122-128.
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ad-controls. Accessed 29 Jan. 2025.

259 “About Detailed Targeting.” Meta Business Help Centre, https://en-
gb.facebook.com/business/help/182371508761821. Accessed 29 Jan. 2025.
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difficult. Should it be the publisher ultimately showing the consumer the advertisement,
the intermediary engaged processing the user behavioural data to create user segments, the
marketer ultimately benefiting from the advertisement, or all of the above?

The DSA liability regime attempts to take into account the complicated supply chain of
online information and contemplates the liability of third party intermediary services for
online content. The liability rules of the DSA expressly apply to intermediary services and
while the DSA does not affirmatively provide when such third parties are liable for any
specific piece of content, it specifies conditions that allow for intermediaries to be
exempt.?! The DSA makes clear that where the provider of an intermediary service “plays
an active role” with “knowledge of, or control over” information, rather than merely a
technical or automated processing service, the liability exemptions do not apply.6?

When contemplating the role of intermediaries in targeted advertising, the liability
exemptions under the DSA seem fairly limited. Two are likely nonapplicable: caching
services (a layer of data storage used for quick data retrieve) are exempt if they engage in
automatic and temporary storage without information modification?3; and hosting service
are exempt if they store information without knowledge of any illegality.?** “Mere conduit”
services are also exempt if they do not initiate the transmission, do not select the receiver
of the transmission, and do not modify the information transmitted.?®> In targeted
advertising, as discussed in Section 2, intermediaries may be responsible for defining the
targeted groups, as well as assisting in developing advertising language most effective for
certain audiences. Based on the services of data brokers, market research companies, and
the like, such entities would arguably remain liable under the DSA.

If some data intermediaries could be held responsible for targeted advertising, to the extent
any part of the practice might be deemed illegal, are the large online platforms
disseminating the advertisements off the hook? Despite the focus on intermediary services,
the DSA also makes clear that the ultimate responsibility for any illegal content lies on the
publisher making the content available to its users, and that issues regarding such content
should be attempted to be resolved without considering third party intermediary liability.26¢
In other words, under the DSA, Facebook, Google and their counterparts remain liable
for any illegal content they spread, even if in the form of third party advertisements.

6. Conclusion

An analysis of the current legislative framework and its application to targeted advertising
garners more questions than answers. While we have seen movement on the part of EU
regulators to limit practices of personalisation where they exploit specific, often protected,

261 DSA, Recital 17.
262 DSA, Recital 18.
263 DSA, Art. 5.
264 DSA, Art. 6.
265 DSA, Recitals 21, 28; Art. 4
266 DSA, Recital 27.
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categories of human weaknesses, they have stopped short in contemplating the potential
harms of the practice as it applies to all online users. [to be completed once finalized]
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Chapter 6
Al For Contracting: Automated Contracts

Teresa Rodrigues de las Heras Ballell

SUMMARY: 1. SETTING THE SCENE: DECODING AUTOMATED CONTRACTS — 2. FIRST
STONE: LEGAL RECOGNITION OF AUTOMATED CONTRACTING — 3. SECOND STONE:
RULES FOR ATTRIBUTION — 4. SECOND STONE: CONSUMER PROTECTION IN AUTOMATED
CONTRACTING

1.  Setting the Scene: Decoding Automated Contracting

Artificial Intelligence (hereinafter, Al) is the undisputed protagonist of technological
transformation in the contemporary era. The overwhelming expansion and pervasive
penetration of Al in society have ushered in a new stage in the technological evolution. Al
has dominated the global scene, permeated public opinion and the media arousing mixed
sentiments of fear and fascination, and attracted massive attention from regulators and
policymakers in reply to a growing and, sometimes alarming, perception of risks.?¢”

A growing consensus has arguably spotlighted at a global level the critical (and pressing)
need to reconcile its promises and its perils. However, governance models and regulatory
approaches to Al differ.20® A series of drivers, in different order of priority, guide possible
governance and regulatory responses: from innovation, competitiveness, and effectiveness
to ethical considerations, protection of human rights, democracy and rule of law. The trade-
offs between benefits and dangers seem to be approached and valued differently. That
calibrates the timing, intensity, and content of the governance response.

* Full Professor of Commercial Law, Universidad Carlos III de Madrid, Private Law Department, Madrid,
Spain, email: teresa.rodriguezdelasheras@uc3m.es ORCID: 0000-0001-8211-1801

Director of the Research Chair, Artificial Intelligence: Foundations and Frontiers.

Paper prepared in the framework of the Project funded by the BBVA Foundation in the 2021 Call for
BBVA Foundation Grants for Scientific Research Projects, in the area of Social Sciences, of which the
author is P, entitled Responsible Algorithms. Development of a European regulatory framework for the responsible
automation of decision-making and contractual relations | Algoritmos Responsables. Desarrollo de un marco normativo
enropeo para la automatizacion responsable de la toma de decisiones y las relaciones contractuales (2022-2024).

267 WORLD ECONOMIC FORUM (WEF), Fourth Industrial Revolution for the Earth Series Harnessing Artificial
Intelligence for the Earth, World Economic Forum, 2018. The risks of “unguided” Al fall into six categories:
performance risks, security risks, control risks, ethical risks, economic risks, societal risks.

268 WORLD BANK GROUP, Global Trends in Al Governance. Evolying Country Approaches, 2024, pp. 8 and 30
ff.
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Responses to Al both a supranational level and at a domestic one, range from industry
self-governance?® to soft-law options?’’, including technical standards,?”' to, finally and
increasingly so lately, hard-law?’? solutions. One of the commonalities between these
approaches is their transversal character, in the acknowledging that Al is a general-purpose
technology. All these initiatives are, commonly, cross-sectoral even if they may be based
on a risk approach determined by the intended use.

As Al is increasingly used in a range of decision-making contexts, including along the entire
contract life cycle, one facet of the Al governance debate, that is gaining scale and
relevance, is the interplay between human autonomy and Al agency. In this interplay, two
questions arise. On the one hand, whether the pivotal notion, and the essence, of human
autonomy is preserved in a context of progressive ‘delegation’ of decision-making to Al
systems while human intervention reduces. It is debated whether the interplay between
human autonomy and Al agency should be understood as a tension, as a conflict, or maybe
as a symbiosis and which are the implications so. On the other hand, whether the use of
Al risks at deepening and intensifying vulnerabilities already caused by digital technologies
or even creating new forms of vulnerability in addition. While arguing, on the contrary,
that Al could prove to serve instead as a tool to mitigate and combat vulnerabilities.

The transition from Generative Al to Agentic Al, with the emergence and overwhelming
penetration of Al Agentic in consumer markets, poses Consumer Law to new challenges.
Consumers assisted with or even ‘replaced’ by Al Agents (Digital or Virtual assistants) are

260 MICROSOFT Responsible Al Standards, June 2022, https://www.microsoft.com/en-us/ai/principles-
and-approach; Google Al Principles, https://ai.google/responsibility/principles/; publications of IBM’s
Ethics Board, https://www.ibm.com/think/insights/expanding-on-ethical-considerations-of-foundation-
models; Forética, Manifiesto por una Inteligencia Artificial Responsible y Sostenible, https://foretica.org/wp-
content/uploads/2024/06/Manifiesto_por una IA responsable VE.pdf, signed by multiple entities and
companies as listed in https://foretica.org/2024/05/manifiesto-por-una-inteligencia-artificial-
responsable-y-sostenible/#empresas.
210 OECD Al Principles, https://oecd.ai/en/ai-principles; UNESCO Recommendation on the Ethics of
Al, https://www.unesco.org/en/articles/recommendation-ethics-artificial-intelligence; G7 Al Principles
and Code of Conduct (AIP&CoC), Hiroshima, 2023, https://digital-strategy.ec.europa.eu/en/library/g7-
leaders-statement-hiroshima-ai-process; UN General Assembly resolution on Al
https://documents.un.org/doc/undoc/ltd/n24/065/92 /pdf/n2406592.pdf; and, inter alia, US White
House
Al Bill of Rights, https://www.whitehouse.gov/wp-content/uploads/2022/10/Blueprint-for-an-Al-Bill-
of-Rights.pdf; Australia voluntary Al Ethics Principles,
https://www.industry.gov.au/publications/australias-artificial-intelligence-ethics-principles /australias-ai-
ethics-principles.
271 Among others and as an illustration, ISO/IEC 23894:2023, Information technology — Artificial
intelligence — Guidance on risk management, https://www.iso.org/standard/77304.html; C2PA
standards, Coalition for Content Provenance and Authenticity, https://c2pa.org/.
272 Notably, Council of Europe Framework Convention on Al, and Human Rights, Democracy and the
Rule of Law, 2024, https://rm.coe.int/1680afae3c; and the European Union AI Act, Regulation (EU)
2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonised rules
on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No
168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU)
2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) (Text with EEA relevance),
PE/24/2024/REV/1, O] L, 2024/1689, 12.7.2024.
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naming the coming stages in the evolution from consumers, as a weak party, to ‘augmented
consumers’ as an equal party.

Ilustration. Consumer A relies on App ‘Not To Pay’ to renew and terminate their
subscriptions in a dozen of video-on-demand platforms. No renewal, termination,
or subscription action carried out by the App (automated system) is reviewed or
ratified by the consumer.

Two initiatives stand out in this respect. Firstly, the adoption at United Nations of the
UNCITRAL (United Nations Commission on International Trade Law) Model Law on
Automated Contracting (hereinafter, MLLAC) in July 2024. Secondly, the projects led by the
European Law Institute (ELI) on Automated Decision-Making with the adoption in 2022
of the ELI Guiding Principles for Automated Decision-Making in the European Union?”
(hereinafter, ELI Principles on ADM) and the current preparation of the ELI Guiding
Principles and Model Rules on Algorithmic Contracts?* (hereinafter, ELI Rules on
Algorithmic Contracts) to be concluded in 2025.

2.  First Stone: Legal Recognition of Automated Contracting

Automation poses a major challenge to legacy legal systems, to traditional concepts, and to
the very conception of the activity that the law is expected to regulate. Automation
‘distances’ humans from the decision-making. In contrast to previous technologies
throughout history, automation and, notably, Al-driven automation impact on the hitherto
intrinsically human decision-making capabilities. As electronic communications demanded
decades ago, but with higher intensity today as the challenge is not purely formal by actually
substantive, there is a need for recognition of the validity and enforceability of automated
decision-making.

The question is then whether a decision, any decision, in any field and for any purpose, can
be valid and enforceable when it is automated, and on the sole ground of that automated
character. The answer, if affirmative, will be crucial to even start considering the
automation of decision-making in dispute resolution. Only then can further considerations
on the scope and the extent of such automation and specific rules be elaborated on grounds
of the interests at stake. Therefore, it is necessary to understand first whether there are
uniform or increasingly harmonized solutions endorsing such a legal recognition of any
automated decision.

The ELI Principles on ADM propose a principle of explicit recognition formulated as a
principle of non-discrimination®”> of automated decision-making (ADM) on the sole

273 Available at https://www.curopeanlawinstitute.eu/projects-publications/publications/eli-innovation-
aper-on-guiding-principles-for-automated-decision-making-in-the-eu/.
274 Relevant information of the project and the interim report are available at
https://www.europeanlawinstitute.eu/projects-publications/current-projects/current-projects/eli-
guiding-principles-and-model-rules-on-algorithmic-contracts/.
275 Guiding Principle 2: Non-discrimination against Automated Decision-Making:
‘As a general rule, ADM shall not be denied legal effect, validity or enforceability solely on the
grounds that it is automated’.
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ground of their automated nature. The principle of non-discrimination (Guiding Principle 2),
which is an essential enabling element of automated decision-making, does not, as a
principle, prevent the legislator from deciding to adopt specific or additional rules for the
use of automated systems for certain purposes. These rules may range from design to
transparency requirements?’s, from human oversight to explainability requirements. Failure
to comply with these requirements may entail legal consequences of various kinds, but
generally speaking, it does not deviate from the principle of non-discrimination, but
preserves and builds on it. Similarly, but in the opposite sense, the principle of non-
discrimination also does preclude the legislator from prohibiting or limiting the use of
automated systems for certain purposes or in certain decisions. European Al Act?” is
especially meaningful in this respect by prohibiting or limiting certain Al practices on the
basis of their use or purpose

Non-discrimination of automated decisions as regards their validity and effectiveness is
limited exclusively to the reason of their automated nature. Hence, it does not remedy other
grounds that may be invalidating or limiting, nor does it operate independently of the
requirements and rules applicable to the legal situation in each case. Therefore, Guiding
Principle 2 operates in conjunction with Guiding Principle 1 (Law-compliant ADM)*’® which
establishes a rule of compliance in accordance with the equivalent non-automated decision.
One might think that this statement is too self-evident and, because it is obvious, useless.
However, it has several ramifications or derivatives that allow for more far-reaching
reflections. The more meaningful one is the following. It contains a warning against
circumvention by the mere use of an automated system. The use of an automated system
cannot be an excuse to avoid compliance with the applicable law. The applicable law must
be determined by reference to the equivalent legal situation if an automated system had not
been used. This perspective transforms such a basic rule into a useful design and
implementation guideline. Ultimately, the use of automated systems does not require an
express legal authorization. It relies on the binomial of non-discrimination and law
compliance to ensure legal recognition and, from there, to attach to it the legal regime that
corresponds by equivalence. Consequently, affected persons are not deprived of any
protection, rights, or actions provided for by the law for the mere use of an automated
decision.

Ilustration A. An app for travel insurance covers the risks of flight delays and
cancellations. The app operates on the basis of an automated system that receives

276 For example, the simple transparency requirements for automated rating and ranking systems imposed
by Regulation (EU) 2019/1150 of the European Parliament and of the Council of 20 June 2019 on
promoting fairness and transparency for professional users of online intermediation services (Text with
EEA relevance) PE/56/2019/REV/1 O] L 186, 11.7.2019, p. 57, Art. 5(1) and (2).

277 Regulation (EU) 2024 /1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No
167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) (Text with EEA relevance),
PE/24/2024/REV/1, O] L, 2024/ 1689, 12.7.2024.

278 Guiding Principle 1: Law-compliant AMD

An operator that decides to use ADM for a particular purpose shall ensure that the design and the operation of the ADM
are compliant with the laws applicable to an equivalent non- antomated decision-making system.
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inputs from airports, processes flight information, calculates compensation, and
completes the payment. However, in the insurance terms and conditions, a
limitation clause includes a list of circumstances exempting the insurer from paying
compensation or entitling it to reduce the amount paid. The automated system has
to be designed in such a way as to assess the occurrence of relevant exonerating/
limiting circumstances. The intervention of oracles (meteorology agency) may solve
the problem by inputting relevant data into the automated system (eg storm alerts,
snow, low visibility). However, if the occutrence of the exonerating/limiting
circumstances requires a judicial assessment or an expert appraisal, the automated
system has to be designed and operated in a manner that ensures the decision is not
definitively made until account is taken of any exonerating/limiting circumstances.
Otherwise, the automated system would not be compliant with the terms and
conditions of the insurance policy stipulated.

Ilustration B. An Al Agent sees to all weekly shopping on behalf of a consumer.
The AI Agent concluded contracts with supermarkets, petrol station, and service
providers. When applicable, contracts included the right of withdrawal and the Al
Agent is design and operate so as to exercise such a right on an automated basis.

This trend towards recognition of automated decision-making reaches an important
milestone with the adoption in July 2024 of the MLLAC. This Model Law aims to provide
for a legal framework for ‘automated contracting’. Under the MLAC, automated
contracting is meant to describe the use of automated system to form or to perform
contracts (Art. 2.1 MLAC). As the Guide to Enactment shall explain, the expression ‘to
form or to perform contracts’ is intended to cover any and all stages of the contract life
cycle, including negotiations and precontractual dealings and termination of contracts. An
‘automated system’ pursuant to Article 1 MLAC — ‘computer system that is capable of
carrying out actions without the necessary review or intervention of a natural person’ - it is
aimed to embrace Al systems as described in internationally recognized instruments —
OECD,?” after its latest revision,?80 and incorporated in the AI Act.8!

The legal regime for automated contracting must be underpinned by a foundational
principle of recognizing the validity and effectiveness of contracts concluded by’ or by
means of automated systems and of any action or statement so made in relation to any

279 OECD, Al terms & concepts, https://oecd.ai/en/ai-principles. OECD, Recommendation of the Conncil on
Artificial Intelligence, OECD /LEGAL/ 0449, May 2019.
280 OECD, Al terms & concepts https://oecd.ai/en/ai-principles, OBECD, Recommendation of the Council on
Artificial Intelligence, OECD /LEGAL/ 0449, Revision 8 November 2023:
An Al system is a machine-based system that, for explicit or implicit objectives, infers, from the input it receives, how to
generate outputs such as predictions, content, recommendations, or decisions that can influence physical or virtual environments.
Different Al systems vary in their levels of antonomy and adaptiveness after deployment.
281 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No
167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) (Text with EEA relevance)
PE/24/2024/REV/1. O] L, 2024/1689, 12.7.2024.
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stage of the contract life cycle.?8? That is to say, in order to construct a legal regime for
automated contracting, one must necessarily start from the assumption that the use of
automated systems is not, in itself and by itself, an insurmountable impediment to
recognizing the validity and effectiveness of the resulting actions, declarations and legal
transactions and allow them to deploy, in such a case, all the effects provided for in the
legal system.

Ilustration A. An Al Agent searches the best offer, compare options, and issue an
offer to the selected offeror.

Illustration B. Travel Insurance App claims the insurance compensations on the
basis of the data evidencing flight delay covered by the travel insurance policy.

The legal recognition of automated decision-making is not a blank cheque for an
indiscriminate, unsupervised and unregulated, or simply generalized use of Al in the
administration of justice for decision-making purposes. It is solely, but crucially, removing
an initial impediment to start the discussion and reflect on the legal consequences.

3. Second Stone: Rules for Attribution

The assumption that Al systems act with varying levels of autonomy?**> makes attribution
a more complex and absolutely critical task. A system of attribution rules and factors is
instrumental when the option of ‘electronic persons’?$* is abandoned.

Attribution in Al systems must take into account two important considerations.

Firstly, it does not consist in determining the origin of a message or an action already
completed and determined, which the automated system would simply transmit or
generate according to predefined instructions and without any margin for
unpredictability, but in attributing decisions or actions which, with a certain level of
autonomy and in accordance with objectives, the system adopts and executes.

Secondly, attribution is a prerequisite that underpins other solutions of the legal
regime of automated contracting such as the treatment of error or the rules on

282 Article 5 MLLAC. Legal recognition of automated contracting
“1. A contract formed using an automated system shall not be denied validity or enforceability on the sole
ground that no natural person reviewed or intervened in any action carried out in connection with the
formation of the contract.

(...)
3. An action carried out by an automated system in connection with the formation or performance of a
contract shall not be denied legal effect, validity or enforceability on the sole ground that no natural person
reviewed or intervened in the action.”
285 Some studies analyze the emergence of autonomous, interactive and reactive actions of certain Al
systems, in particular large language models, to challenge a purely deterministic and instruction-based
definition of algorithmic systems under human control. CHAN, A. et al., ‘Harms from Increasingly Agentic
Algorithmic Systems’, IEEE Computer Society, 2023, Vol. 2022-March,
https://arxiv.org/abs/2302.10329.
284 PAGALLO, Ugo, "Vital, Sophia, and Co.-The Quest for the Legal Personhood of Robots", Information,
MDPI, 2018.
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allocation of risks due to malfunctioning or unexpected results. Attribution serves
for multiple purposes. As a first anchor on which to build a regime for mistakes in
automated contracting. As a model to extrapolate to the question of the ‘attribution
of information’ to ensure a conscious and informed decision of the person to whom
the decision of the automated system is attributed. As a threshold, for example, with
respect to decide whether the cases of absolutely unforeseeable and unexpected
actions should be treated from the point of view of non-attribution, a defect of
consent or as a scenario of liability. All these questions reveal that attribution, in
general terms, has several layers that require separate treatment.

The debate on the attribution of the actions of automated systems has been marked and,
to some extent, clouded by a complex and delicate debate, not always framed in the right
terms, on ‘electronic personality’.?8> This is neither a new nor an unusual proposal. The
question of the personhood of Al systems has been raised for decades, from a variety of
perspectives.?8 Sometimes with a strong ethical and philosophical flavour, on other
occasions with pragmatism and an instrumental vision of personality as a useful and
efficient mechanism for risk distribution and selective attribution of rights and/or
obligations. In short, legal personality as a legal fiction?®” or technical-legal solution has
already shown malleability and plasticity to adapt to other situations without implying a full
mimicry of the human condition, i.e. without entailing an anthropomorphic conception?s8
in the recognition of personality.

However, the option of attributing legal personality to Al systems with certain levels of
autonomy (as a unique solution or according to certain thresholds of autonomy) entails
significant practical difficulties and shifts the problems to a second stage without solving
them.?® In addition to ethical concerns, it may have implications for the soundness and
coherence of the liability system as a whole with practical obstacles to the compensatory

285 Huropean Parliament resolution of 16 February 2017 with recommendations to the Commission on civil
law rules on robotics (2015/2103(INL)), Civil law rules on robotics, P8_TA(2017)0051, para 59, "(p) urges
the Commission, when carrying out an impact assessment of its future legislative instrument, to explore,
analyze and consider the implications of all possible legal solutions, such as:
‘to create in the long term a specific legal personality for robots, so that at least the most complex
autonomous robots can be considered as electronic persons liable to repair any damage they may
cause, and possibly to apply electronic personality to cases where robots make intelligent
autonomous decisions or interact with third parties independently’.
286 SOLUM, Lawrence B., "Legal Personhood for Attificial Intelligences", North Carolina Law Review, vol.
70, 1992, pp. 1231-1287.
287 On the evolution of the theory of legal personality, GALGANO, Francesco, "El concepto de persona
jutidica", Revista Derecho del Estado, no. 16, 2004, pp. 13-28. GALGANO Francesco, "Delle persone
giuridiche (Disposizioni generali. Delle associazioni e delle fondazioni)", Commentario del codice civil, Bologna,
Zanichelli - Roma, Societa Editrice del Foro Italiano, 196, pp. 405 et seq.
288 MANEESHA, Deckha, "Unsettling Anthropocentric Legal Systems: Reconciliation, Indigenous Laws,
and Animal Personhood", Jowrnal of Intercultural  Studies, 41:1, 2020, pp. 77-97, DOIL:
10.1080/07256868.2019.1704229; SALAZAR ORTIZ, Victor Hugo; LARIZ DURON, Juan José, "Una
critica al antropocentrismo desde la ética ambiental", Ewphyia, Vol. 11 (20), 2017, pp. 107-
130.https:/ /doi.org/10.33064/20euph1363.
289 Epert Group on Liability and new Technologies, in its two trainings: New Technologies formation and
Product Liability formation.
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purpose or with a counterproductive allocation of incentives to use Al systems as a shield
for protection and diversion of liability. All this could ruin both the compensatory and the
preventive purpose of liability.?”" Thus, the need for attribution formula becomes even
more pressing.

Several features of automated contracting explain why attribution may be uncertain.

First, Al system can operate with ‘varying levels of autonomy’. Assuming certain
levels of autonomy and learning capabilities of the Al system questions a perfect,
deterministic predictability of the output and, therefore, challenges a simple
attribution model. How to face unexpected outputs from the perspective of
contract rules?

Second, various actors are involved in design, training, deployment, and operation
of an automated system. Hence, it can be discussed whether the outputs are
decisively, majorly, or partially determined by the design, by the completeness and
adequacy of the training process, by the quality and the quantity of data, by the
decision to use that system for a particular purpose, or by the lack of an update. All
these elements can influence on the final output, but it has to be decided to whom
to attribute the output and its legal effects. This question is not referring to the
allocation of risks and, therefore, it is not diving into the liability rules. The
attribution question is simple, but essential. Whose actions are carried out by the
system? Should the output generated by the automated system turn out to be an
offer, who is the offeror; should the system accept an offer and the contract is
concluded, who are the contracting parties; should the system omit relevant
information in the negotiations, who might be held liable for infringing the pre-
contractual duty to inform; should the system send a notice of termination, whether
the contracting party is duly exercising their right to terminate with prior notice.

Third, complexity, opacity, data-dependency or openness characterizing Al systems
may obscure a full and total comprehension of the process leading to the output to
be attributed, even by the person who uses the system for a particular purpose. A
company who relies on an automated-negotiating solution may feel that the
preliminary dealings are developing in an uncontrolled or unexpected manner, or
simple that they are inexplicable.

These features characterising Al-driven decision-making lead to two undesired risks.

On the one hand, uncertainties on the attribution of the outputs and their legal effects.
Contracting would be highly discouraged, if parties are uncertain about who is engaged in
the negotiations and who is the counterparty. Such an ambiguity is simply an unacceptable
risk for the commercial activity. It would be unexpected for a negotiating party to realize
that the binding offer produced by an automated negotiating system is surprisingly

290 GHERSI, Carlos Alberto, Teoria General de la reparacion de dasios: andlisis econdmico y socioldgico del daiio
individual y social, Buenos Aires: Astrea, 1997, pp. 141-145; DIEZ PICAZO, Luis, Derecho de dasios, Madrid:
Civitas, 1999, pp. 41 et seq.
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attributed to the programmer of the automated system, unknow by the party and
unconnected to the negotiations, a data provider, an update provider or any other actors
involved in the design, the deployment of the training of the automated system. That is an
absurd and surprising result. It has to be prevented with the formulation of a clear
attribution rule. In the dim notion of vulnerability that was used at the beginning, it can be
argued that the characteristics of Al may create situations of asymmetries, imbalances, and
uncertainties throughout the contract lifecycle that require a proper adjustment. To that
extent, it was suggested that vulnerability can also be combatted with the formulation of
(harmonized) basic contract rules aimed at clarifying attribution, ensuring predictability in
the allocation of risks, or providing clear rules on error, unexpected outputs, or
malfunctioning.

On the other hand, parties might opportunistically allege such features of Al system
(complexity, opacity, vulnerability, data-dependence or openness) as an excuse not to
assume the consequences of such actions or not to comply with their obligations. Parties
engaged in algorithmic contracting might be tempted to avoid their obligations on the
grounds that the relevant actions were carried out by automated systems. This risk would
destroy legal certainty in trade and definitively ruin the prosperity of algorithmic
contracting. In the same vein, not addressing this opportunistic risk with adequate rules
would stoke forms of vulnerability on the counterparties.

A simplified attribution rule that states that the actions of a system shall be attributed to
‘the person on whose behalf the system is operated’291 has several serious limitations.

First, it is only providing a solution when that person on whose behalf the system
is operating can be identified. The difficult cases are where such a link is not explicit
or evident and cannot be inferred from the circumstances. Two illustrations can
help to distinguish such cases. If the chatbot engaged in the negotiations is
embedded in a digital environment (website, platform, app) visibly controlled and
managed by a company (the trader), these circumstances lead to presume that the
chatbot’s actions are attributed to that company. If the parties agree to use
automated systems to fix certain criteria for the performance of their contractual
obligations, such an explicit identification 1is sufficient and conclusive.
Complications arise from cases where neither the parties state, nor the practices
between the parties or the surrounding circumstances reveal such an assumption.

Second, the relationship between the automated system and the person to whom to
attribute its actions is not and should not be treated as an agency relationship. The
automated system is not ‘acting on behalf of’ in pure terms (‘the person on whose
behalf the system operates’), as that might re-open the debate on the personhood
of Al systems. Should the wording ‘on whose behalf the system is operated’ is,
however, simply referring to the fact that the system is operated (by a third party)
on behalf of the principal (to whom to attribute), this is not more than a traditional
rule of attribution between persons (agent and principle). If it is formulated so, there

291 UNCITRAL, A/CN.9/WG.IV/WP.182, Principle 4.
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is no mystery. The real conundrum is to whom to attribute the actions of ‘the’
system as such.

Third, the attribution rule should not only provide a predictable and objective
model for third parties interacting with the automated system to rely on, but also
for the person to whom the actions are to be attributed. Such an attribution should
not be unexpected, unreasonable or surprising when based on or dependent upon
inadequate factors to presume attribution. In this regard, the mere use, as a pure
factual factor, might be inadequate. Some illustrations may explain better the
inadequacy.

Illustration A. A bank decides to use a chatbot to handle complaints from its customers, and
unexpectedly the chatbot renegotiates the loan conditions.

Illustration B. An industrial company uses robots in its smart warehouse, and in one of the updates
entirely conducted and controlled by the manufacturer, a smart functionality is installed in the
robots that become to make purchase orders on an automated basis.

Illustration C. A new office building is equipped with sophisticated smart devices and systems
collecting data from staff performing and a business rent the office space without predetermining
which data will feed the systems and on which criteria operate, but the automated gates start
banning the entry to employees classified, by the system, as ‘unreliable’.

Considering the unwanted effects of the ‘use’ as the single factor for attribution, two other
elements can be considered: control and purpose. The (natural or legal) person who decides
to use an automated system for contractual purposes is expected to adopt measures to keep
it under certain control: commissioning the design of the system under a set of instructions,
customizing a standard system provided in the market by a developer, fine-tuning a general-
purpose model, ensuring that it is fit-for-purpose, seeing to timely maintenance or update,
or deploying a proportionate human supervision. It cannot be ignored that the concept of
control is elusive and complex, and maybe it should be labelled differently to avoid
confusion with the notion of ‘control’ enshrined in other UNCITRAL instruments
(notably but not exclusively, the Model Law on Electronic Transferable Records,
MLETR).?? Specially, control potentiality seems to contradict the characteristics inherent
to Al systems (opacity, complexity, autonomy, openness).

Nevertheless, the idea of control is still the most convincing to bridge the attribution link,
albeit embedded in other elements. The control factor is not aimed to be used as a
limitation or an excuse for a party to assume its actions in a contractual context, by proving
lack of control; on the contrary, the notion of control intends to find a reasonable solution
where parties are silent, as well as to provide incentives for the parties using automated
systems to adopt proper measures to effectively take control.

In the final text, the MLAC tackles the attribution problem with a two-layer rule (Art. 7
MLAC).

292 UNCITRAL Model Law on Electronic Transferable Records, 2017,
https://uncitral.un.org/en/texts/ecommerce/modellaw/electronic_transferable_records.
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First, in concordance with primary B2B scope, parties’ autonomy. Paragraph 1
states: ‘As between the parties to a contract, an action carried out by an automated
system is attributed in accordance with a procedure agreed to by the parties’.

Second, a combination of ‘use’ and ‘purpose’. Thus, if paragraph 1 does not apply,
‘an action carried out by an automated system is attributed to the person who uses
the system for that purpose’.

The presumption of attribution by a qualified use (not a passive use but an active use based
on the capacity of influencing to some extent on determining performance criteria) would
also apply to a consumer who uses an automated system in or for contracting purposes
(digital assistant). In this case, however, additional safeguards might be required. In the

ELI Project on Algorithmic Contracts, several solutions have been proposed.®”?

First, that the ‘control’ by the consumer in the terms and to the extent set out below
should be configured as a design parameter (control by design).

Second, that automated systems for offering virtual assistant services to consumers
that allow automating any of their stages of the contract life cycle should be
classified as high-risk systems, in the classification of the Al Act.

Third, that consumet’s ‘control’ should be understood to exist only if the following
three requirements are satisfied: a). the ability to approve or object to a contract
agreed through a digital assistant prior to its conclusion; b). the ability to set (and
review) the parameters that a digital assistant uses to make its decisions; c). the right
to suspend or disconnect a digital assistant. In the latter case, the exact scope of this
right could depend on the types of business models, or monetisation strategies, that
may emerge in relation to digital assistants, in particular where these are an
integrated feature of physical products (swzart products).

The rules and factors proposed for attributing to a person actions or decisions (output) of
an Al system must be revisited to deal with certain situations that we can classify as
pathological: errors, system failures and unforeseen or unexpected decisions. In the face of
these situations, which distinctive features of Al make particularly serious or at least intense
(autonomy and learning capacity, opacity, complexity, vulnerability, data dependence),
three legislative policy options can be considered, in general terms, which are not
necessarily mutually exclusive.

1). First, non-attribution.

293 BLI, Interim Report, EU Consumer Law and Automated Decision-Making (ADM): Is EU Consumer
Law Ready for ADM?, adopted by the ELI Council on 27 November 2023. The drafters of the report and
co-rapporteurs of the project are Christoph Busch, Teresa Rodriguez de las Heras Ballell, Dariusz Szostek
until October 2023, Christian Twigg-Flesner and Marie Jull Serensen.
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ii). Second, liability rules.

iii). Third, the (adapted) application of existing rules on defects of consent, or other
causes for invalidity or nullity.

Following our reasoning thread, these risks, and, in particular, unexpected outcomes create
new forms of vulnerability whose intensity would depend upon how they are attributed
and allocated. At the same time, it is interesting to approach these risks from the
perspective of (human) autonomy, insofar as it is going to be affected or modulated by
‘mistaken, defective or unexpected actions’ of an automated systems. So, in the exercise of
private autonomy parties will conclude contract assuming certain actions or decisions
attributed to them but performed ‘in the exercise of Al agency’.

First of all, a classification or taxonomy of these risk cases is proposed for the purposes of
attribution.

1). The first category refers to cases where the Al system malfunctions, fails or has
technical problems in its operation. In these cases, the Al system does not perform
the expected action, performs it late or incorrectly, or makes decisions that do not
correspond to the operatot's (or uset’s) expectations.

ii). The second category includes cases where third party interference, a hacking
attack or a cybersecurity breach leads to an omission, an action or a decision by the
Al system that the operator (user) does not recognize, deviates substantially from
its intention or is simply wrong for whatever reason.

iii). The third category comprises the assumptions most closely linked to the nature
of Al systems as learning systems with a strong dependence on data: unexpected
decisions. Al systems can give rise to unanticipated, unexpected outcomes that
deviate substantially from what is expected, suffer hallucinations,** and evolve in
their learning towards unanticipated tasks, extrapolate data, generate biases, or
execute actions that exceeds the training scope.

The proposed solution to these three categories must be clear and predictable, provide
certainty in commercial trade, and achieve an appropriate distribution of risks between the
parties. Therefore, unjustified and abusive recourse to the legislative policy option of ‘non-
attribution’ can significantly undermine confidence in the trade while discouraging
automated contracting and increasing transaction costs. Faced with the risk of non-
attribution, prices and costs in automated contracts would move upwards to cover the risk,
specific safeguards and insurance would be imposed, or the use of Al would be limited in
particularly large transactions or transactions where frustration of the economic purpose
of business due to non-attribution are unacceptable or difficult to reverse.

294 ZIWEL, Ji ez al., "Survey of Hallucination in Natural Language Generation", ACM Computing Surveys, No.
55, 2023.
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The non-attribution option would mean that, in the event of failure, third party interference
or deviation (alleged and/or acknowledged by the other party) from the expected
operation, the action or decision is not attributable to the operator, responsible for the
deployment, who would otherwise be attributed the origin of the output result of the IA
system and the corresponding legal effects and consequences. For the sake of legal
certainty, non-attribution is an uncomfortable and, in certain cases, devastating solution
because it undermines trust and frustrates expectations. Therefore, non-attribution as a
general solution might not be optimal.

It may, however, be the preferred solution in consumer relations as a measure to protect
the consumer who would not be bound by an action or decision resulting from a failure,
interference by a third party or a deviation of the system towards unforeseen, surprising or
unexpected results. In the ELI Project on Algorithmic Contracting this option has been
considered. This action or decision would not be attributable to the consumer and would
not have any legal effect. This avoids the situation of subsequent attribution to another
actor in the supply chain. This non-attribution is combined with a liability solution, in the
form of an indemnity for the damage caused to the other party by the non-attribution at
the expense of the operator who is liable - the provider of the Al system (digital assistant
or Al) to the consumer.

Nlustration A. A smart fridge concludes a contract for 1 tonne of meat instead of
the usual (and expected) 1 kg of meat for a consumer, living alone, in their weekly

shopping.

Ilustration B. An app that connects with my calendar to plan my trips to the airport
in Uber in advance concludes 5 trips the same day at the same time.

The major difficulty is to decide whether failures and errors, on the one hand, and
unforeseen decisions, on the other, can and should be treated together as a single category
in the case of automated contracting, or whether, on the contrary, they respond to different
scenarios. In the latter case, the debate is whether automated outputs that could be qualified
as ‘unforeseen’, ‘unexpected’ or ‘unintended’ require a different solution. This has been the
debate that has arisen in the deliberations of UNCITRAL Working Group IV in the
preparation of the provisions for automated contracting.?>

The scope of the proposed provision refers exclusively to the second typology of actions
performed by automated systems, i.e. unforeseen or unexpected actions. But it is not

295 A/79/17. Article 8. Unexpected actions catried out by automated systems
‘[1. Unless otherwise agreed by the parties, where an action carried out by an automated system is
attributed to a party to a contract, the other party to the contract is not entitled to rely on that
action if, in the light of all the circumstances:
(a) The party to which the action is attributed could not reasonably have expected the action; and
(b) The other party knew or could reasonably be expected to have known that the party to which
the action is attributed did not expect the action.
2. Nothing in this article affects the application of any rule of law or agreement of the parties that
may govern the legal consequences of an action carried out by an automated system.]’
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intended to deal with cases of ‘programming error, or interference by a third party, or
transmission error’. Its wording was originally based on Art. 13(5) LMCE?% | which does
not focus on unforeseen results but on attribution of origin or transmission errors.
Therefore, the need has arisen to look for other legal solutions to unforeseen results that
are uniquely and specifically linked to IA systems and not to the problems of electronic
means of communication of messages.

The assumption that the principle that should govern the use of Al systems is that the
party using the system to form or perform a contract bears the risk involved?”” would invite
to look for solutions in other texts. In the UNCITRAL system, Article 14 of 2005 UN
Convention®® and Articles 25 and 79 of the UN Convention on Contracts for the
International Sale of Goods®? might be considered. Both texts seek to strike a balance
between the interests of the parties by applying the concepts of reasonable expectations
and fair dealing. Despite these efforts, however, the solution is not clear and continues to
raise doubts.

4.  Second Stone: Consumer protection in automated contracting

A legal regime for automated contracting must necessarily be completed with an analysis
of consumer relations whether the paradoxical two-sided effect of automation is
particularly visible.

Consumers use automated search engines on a daily basis, rely on recommendation
systems, make decisions based on reputational rating and ranking mechanisms, benefit
from or are affected by (automated) content moderation protocols on platforms, are
subject to personalised decisions based on profiling, and use a wide range of applications
containing automated purchasing, diagnosis, advice, comparison or consultation systems.
In this digital and automated scenario, the consumer remains the end user, the recipient of
these services and applications provided and supplied by third-party providers with whom
they interact directly or indirectly, but also very frequently, the ‘affected person’ by
automated decisions.

Automated contracting, as a more specific phenomenon in the broad field of consumer
interaction with IA systems, offers a singular perspective on the treatment of consumer
interests and their protection. The consumer is not only the ‘affected person’ by automated
decision-making, but also an active user of these automated systems. The consumer uses
virtual assistants, generative Al solutions, digital agents and other automated systems to
assist them or to ‘delegates’ actions and decisions for contractual purposes. Systems that
search, compare and recommend, negotiate terms, continuously renegotiate ongoing
subscriptions to improve prices, alert about contractual modifications or changes in service

296 A/CN.9/WG.IV/WP.182, par. 43. 43

297 A/CN.9/WG.IV/WP.182, par. 42. 42

298 United Nations Convention on the Use of Electronic Communications in International Contracts (New
York, 2005).

299 United Nations Convention on Contracts for the International Sale of Goods (Vienna, 1980) (CISG).
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conditions, generate offers or review contract proposals, automatically exercise the right of
withdrawal, enforce certain obligations or terminate the agreement.

One could wonder whether that lead to a market of ‘augmented consumers™® | ie. a
consumer assisted by these automated systems, strengthened in their ability to compare
offers, in their bargaining power, in their capacity to react to changes, in the processing of
relevant information and in the efficient management of contractual relations. The idea
behind the term ‘augmented consumer’ is very suggestive. On the one hand, because it
materialises our thesis that technological progress and, in particular, the spectacular
advances on Al are, in reality, phases of human evolution. In contrast to views that predict
a replacement or, at the very least, a human-Al (or human-robot) confrontation, we
advocate for understanding the development of Al as part of human evolution.

But on the other hand, the concept of the ‘augmented consumer’ has a very interesting
reading in legal terms, particularly, in terms of vulnerability: is an ‘augmented consumer’
more or less vulnerable? Moreover, is there still a weaker party to protect? The discourse
that has guided the legislative response so far is that of a consumer exposed to risks and
vulnerable to digital technology, first electronic contracting, now automated contracting.
But if automation throughout the life cycle of the contract also rebalances asymmetries,
reduces typical transaction costs, reinforces bargaining power, improves comparison
capacities and offers possibilities of contrasting and verifying information, the protective
response of consumer law must be permeable, sensitive and receptive to these tensions.

If consumers are to benefit from the use of automated systems that enhance their
bargaining and contracting position, it will be key to ensure that their use is facilitated, that
there are no barriers to their access or operation, or that they are not subject to blocking,
manipulation or obfuscation by unfair business practices. Consumer protection legislation
will be appropriately ‘tuned’ to provide a framework that is not only supportive, but also
enabling and facilitating, when it incorporates principles and rules that recognise this
‘empowering’ function of automated systems. A right to access and use Al systems for
contracting that is grounded in the positive and promising perception of their benefits
would call for ensuring universal access and global use for inclusive purposes.!

The ELI Rules on Algorithmic Contracts has perceived this double facet of automated
systems in consumer contracts and formulated certain principles in this respect. In the
interim report, a need to rethink the paradigm on which the consumer protection model has

300 Expression frequently used in the field of advertising and digital marketing, STEPHEN, Andrew, "Here
Comes the Hyper-Connected Augmented Consumet”, G/K Marketing Intelligence Review, num. 9, 2017,
10.1515/ gfkmir-2017-0012; and as one of the trends in data analytics - Gartner Research, Top Trends in Data
and Analytics for 2021: The Rise of the Angmented Consumer, 16 February 2021 -.

301 From a broader perspective and with the aim of designing an adequate global Al governance system, the
UN AI Adpisory Body has published an zuterim report Governing Al for Humanity containing a set of 5 guiding
principles headed by Guiding Principle 1. Al should be governed inclusively, by and for the benefit of all - UN Al
ADVISORY BODY, Gowverning Al for Humanity, December 2023, p. 15 -. This principle recognizes the
essentiality of ensuring access to and use of Al systems by all citizens, especially those collectively and in
those regions (Global South) that still lack adequate and sufficient access to exploit their potential. Inclusive
access to Al would enable all citizens to create their own opportunities, harness them, and achieve prosperity throngh
AL
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been built is explored. The use of virtual assistants can mitigate informational asymmetries
and reinforce bargaining power, while, paradoxically, it could also expose the consumer to
new forms of (algorithmic) vulnerability by ‘virtualising’ the meaning of informed decision-
making, by ‘decoupling’ the decision-making parameters from the consumer's real will or
by accentuating non-responsible purchasing practices that move away from sustainability
objectives.

Rethinking the paradigm that has underpinned the construction of consumer law does not
mean at all, demolishing the edifice built on a set of assumptions that may, however, be
significantly questioned today. But rethinking the paradigm can lead to adjustments in the
regulatory approach in order to adapt to a different model of consumption. To avoid an
unwanted crumbling of this construction, the starting point, at least provisionally, in the
interim report, is that consumer law applies to automated contracts (also as far as the pre-
contractual phase is concerned) in which the consumer or both parties use digital
assistants.302

This is neither an obvious answer nor an irrelevant one; on the contrary, it carries an
important conceptual burden. This principle means that, when using digital assistants,
despite the expected benefits already described, the consumer does not cease to be a
consumer for the purposes of consumer law.

This conclusion is not obvious though. On the one hand, all the personal (or positional)
assumptions that describe the weaker party to contract carry a very strong anthropocentric
inertia that does not, however, tarnish the performance of the automated system. On the
other hand, the asymmetries and relative inequality associated with information, context or
procedures can become artificial in the face of increasingly powerful and sophisticated
virtual assistants - which gather all the relevant information, verify it, make it
comprehensible,’® compare offers on a continuous basis, renegotiate conditions -. In other
words, it could be argued that in pure transactions between automated systems (M2M) or
where the consumer acts through virtual assistants who make decisions (M2B), we have
left the field of consumer law because the justification for a protective response has
evaporated. For the time being, this is not the position being defended; on the contrary,
caution as to how these applications (virtual assistants) will develop and penetrate the
market makes it advisable to adopt a more continuist stance.

In a transitional period, the expected benefits for the consumer may be overshadowed by
risks and vulnerabilities aggravated by limited availability, uneven implementation,

302 Principle 2: Application of Consumer Law to Algorithmic Contracts, ELL, Interim Report, EU Consumer
Law and Automated Decision-Making (ADM): Is EU Consumer Law Ready for ADM?, 2023, pp. 26-27.

303 Studies that have challenged the paradigm that an informed consumer makes rational (informed)
decisions warn that quantity of information and full transparency do not ensure this objective. On the
contrary, research in behavioral economics reveals that, as opposed to quantity, the quality of information
is a sufficient condition and that comprehensibility and comparability of information are necessary
conditions for "good information" for the consumer. Virtual assistants can precisely facilitate the fulfilment
of these conditions, thus repairing the system's own failure. OEHLER Andreas; WENDT, Stefan, "Good
Consumer Information: The Information Paradigm at its (Dead) End?", Journal of Consumer Policy, vol. 40,
num. 2, pp. 179-191.
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inexperience and lack of knowledge, and possible unfair, exploitative or manipulative
practices in the market, taking advantage of this weakness. Nor does the jurisprudential
interpretation of the concept of the consumer as an objective concept facilitate the
transition towards a model of progressive containment of consumer information
obligations. In other words, as the Court of Justice of the European Union (hereinafter,
CJEU) warns, independent of the actual knowledge which the person concerned may have,
or of the information which that person actually possesses.3** This objective and positional
conception®® of the consumer would not support, at least in principle, the thesis of the
modulation of information duties in the face of a consumer assisted by automated systems,
nor would it even seem to support the idea that in the face of an ‘augmented consumer’
the regulatory model of protection would have to be recalibrated.

For all of the above reasons, the approach to consumer legislation from the perspective of
automated contracting should be based, at least in this initial phase, on the preservation of
the paradigm and the backbone principles of consumer protection legislation. To this end,
the znterim report of the ELI Rules on Algorithmic Contracts brings together three principles:
the principle of attribution, the principle of application of consumer rules, and the principle
of non-alteration of information duties.

Thus, the actions and decisions of the virtual assistant are ‘the consumer's’ actions. That is,
propetly coupled with design measures that ensure that the consumer has and retains
control, automated system’s actions are considered by law as actions attributable to
consumer. Status of the parties (consumer-merchant) is not altered by the use of automated
systems. The immediate and natural consequence is therefore that consumer protection
rules continue applying. In particular, information obligations, which crystalize the
paradigm of transparency in the consumer market, should not be reduced or discarded on
that basis that virtual assistants have been used.

Notwithstanding this at least provisional conclusion, the opportunity to reopen certain
debates and to question some of the solutions embedded in the current conception of
consumer law should not be missed. It is a long-standing debate that information
obligations are, on the one hand, a burden3 for businesses, the smaller the size, the higher
the costs. On the other hand, information duties have not always proven to be as efficient

304 Case C-110/14 Horatin Ovidiu Costea and SC 1V olksbank Romania SA, ECLI:EU:C:2015:538, par. 21.
Similarly, Case C-498/16 Schrems and Facebook Ireland 1.td. ECLI:EU:C:2018:37, par. 39; Case C-269/95
Benincasa, EU:C:1997:337, pat. 16, and Case C-464/01 Gruber, EU:C:2005:32, pat. 36; Case C-110/14,
Costea, EU:C:2015:538, par. 21.
305 C-269/95, Francesco Benincasa and Dentalkit Srl, EU:C:1997:337, pat. 16.
306 BEN-SHAHAR, Omri; SCHNEIDER, Carl E., More than you wanted to know: The failure of mandated
disclosure. Princeton, NJ: Princeton University Press, 2014; GARCIA PORRAS, Catherine; VAN BOOM,
Willem, "Information disclosure in the EU Consumer Credit Directive: Opportunities and limitations", in
J. DEVENNEY; M. KENNY (eds.), Consumer credit, debt, and investment in Eurgpe, Cambridge, UK:
Cambridge University Press, pp. 21-55; MAROTTA-WURGLER, Florencia, "Will increased disclosure
help? Evaluating the recommendations of the ALI's 'principles of the law of software contracts', Unzversity
of Chicago Law Review, num. 78, 2011, pp. 165-186; MAROTTA-WURGLER, Florence, 'Does contract
disclosure matter?', Journal of nstitutional and Theoretical Economics, num. 168, 2012, pp. 94-119.
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as expected®’ in achieving the protection goals. Limitations in information processing or
comprehension, short attention spans, lack of reading, imperfect rationality, cognitive
biases and prejudices, education and experience are factors that inevitably impact on the
foundations of the information-driven model.3® Flooding the market with information
does notlead to the myth of perfect transparency, nor does it necessarily lead the normative
consumer model to make rational, pro-consumer decisions. While information obligations
continue to increase in legislation and, in particular in relation to Al systems, continue to
play a protective role, there is a call for a transformation of information obligations,>” an
adaptation of the form, channels and characteristics of the message to ensure its readability,
comprehensibility, adequacy and sufficiency, personalisation and contextualisation.

Digital assistants and other Al systems could be designed to meet these expectations by
improving the comprehensibility, contextualisation and sufficiency of information,
matching its tone and personalising content, completing, verifying or expanding where
necessary for each consumer and each transaction.

But, does this make consumers more powerful and better protected, or does it make them
instead responsible for their own protection?

Does it make sense to shift the burden of the information duty from the trader to the
consumer assisted by Al systems?

Is that a step forward, or step backwards in the protection race?

307 SEIZOV, Ognyan; WULF, Alexander ].; LUZAK, Joanna Aleksandra, "The Transparent Trap. Analyzing
Transpatency in Information Obligations from a Multidisciplinary Empirical Perspective", Journal of Consumer Policy,
num. 42, issue 1, 2019, pp. 149-173.
308 BAR-GILL, Oren, "Consumer Transactions" in ZAMIR, Eyal; TEICHMAN, Doron (Eds.), The Oxford
Handbook on Behavionral Economics and the Law, Oxford: OUP, 2014, pp. 465-490. AYRES, Ian; SCHWARTZ,
Alan, "The No-Reading Problem in Consumer Contract Law", Stanford Law Review, 2015, vol. 661, pp. 545-
610.
309 PICHONNAZ, Pascal, "Informed Consumer or Informed Parties: Towards a General Information
Duty?", European Journal of Consumer Law/ Revue européenne de droit de la consommation (EJCL/REDC) 2023/2,
Is consumer law obsolete? pp. 267-281; PICHONNAZ, Pascal, "The transformation of information duties", in
TWIGG-FLESNER, Christian; MICKLITZ, Hans, (Eds), The Transformation of Consumer Law and Policy in
Eurgpe, Oxford/London: Hart/Bloomsbury, 2023.
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Chapter 7
The multidimensional nature of algorithmic —

personalized - prices

Mireia Artigot Golobardes
Fernando Gomez; Pomar

SUMMARY: 1. THE ECONOMIC CONTENT OF PRICES: PRODUCTION COSTS, MARKET
STRUCTURES AND BUSINESS PROFITS. — 1.1 HETEROGENEITY AND MULTIPLE DIMENSIONS
OF PRODUCTION COSTS OF PRODUCTS AND SERVICES DEFINING THE MAIN OBJECT OF THE
CONTRACT — 1.2 PRICES OF GOODS AND SERVICES AND PRODUCTION COSTS — 2.
ALGORITHMIC PERSONALIZED PRICES — 2.1 THE MULTIDIMENSIONAL NATURE OF
ALGORITHMIC PRICES — 2.2 ALGORITHMIC V. DYNAMIC PRICING TECHNIQUES — 2.3 FTC
INVESTIGATION ON SURVEILLANCE PRICING

The economic content of prices: production costs, market structures and
business profits.

Consumer markets are essentially the aggregation of exchanges of goods and services of
multiple kinds for money. Prices are thus a key element of consumer transactions. In the
mass, anonymous consumer markets of the last decades of the XXth century uniform,
casily observable prices were the rule (perhaps with the exception of selection markets such
as credit and insurance). Personalized prices, belonging more to an era of interactions
taking place among a limited range of sellers and buyers, appeared to be a thing of the past.

In recent decades we seem to be experiencing the demise of uniform, publicly-posted
prices and a rebirth of price personalization. Personalized prices are prices adjusted to
market dynamics and consumer’s characteristics. Naturally, this leads to otherwise identical
-or similar enough, in any case, transactions, at prices that differ across time, market
conditions, and the identity of the consumet.

In order to properly understand the phenomenon and its economic and legal implications,
we think it is advisable to start with need to provide a brief review of the basics of price
formation. Personalized prices are prices, and thus they cannot be understood outside the
general framework in which prices are formed. This is of special importance because the
economic and legal perspective and characterization of prices is markedly different. From
an economic viewpoint, price is the term that divides the contract surplus between the
seller and the buyer, by fixing an amount that is at least as large as the sum of all the seller’s
costs of production of the relevant goods and services, and that is at most equal to the
valuation that the buyer makes of those same goods and services. From the perspective of
Contract Law, the price is a special contract term, since it is commonly perceived as
providing an essential element in the contract and defining the -monetary- subject matter
of the contract. Both views are, in our view, not contradictory but complementary. It is
important to jointly consider the role of the price as a term that divides contract surplus in
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a way that both allows the firm to cover its costs and leave the consumer with some fraction
of the surplus from the transaction and also as a key term for the decision of the parties -
and especially the consumer who may lack information, experience or sophistication to
grasp all dimensions of the price- to enter into de contract providing a core element in the
contractual interaction.

From the cost side for those who place products or services on the market, it seems self-
evident that bringing goods and services to consumers is no free lunch, but involves, to a
greater or lesser extent, the use of scarce resources for making it possible that consumers
actually enjoy what it is offered in the market. Concerning production costs of goods or
services, it is important to distinguish between variable costs and fixed costs. In turn, these
costs - fixed and/or variable - can be endogenous - dependent on the decision or action of
the parties - or exogenous and determined by a third party - such as, for example, the
Government, who may impose taxes on the transactions, or mandate certain steps -giving
rise to costs and expenses- for the legal validity or enforceability of the contract.

1.1. Heterogeneity of production costs of products and services defining the main object of the contract

As mentioned above, a primary distinction of production costs lies in the variable vs. fixed
costs divide. Variable costs are generated by producing additional units of the product or
service. The larger the number of units produced, the higher the variable costs. Examples
of variable costs are the costs of raw materials and supplies, energy consumption, and labor
required to produce an additional unit of that product, the cost of time and effort the
lawyer needs to invest in preparing a claim in a case on behalf of a new client, or the costs
incurred in the individualized study of the creditworthiness of a new credit applicant to
determine whether or not to grant the loan requested.

In contrast, fixed costs are those that the supplier of goods and services has to bear
regardless of the quantity of products or services it offers and ends up selling in exchange
for a price. Examples of fixed costs would be the costs of the renovating the plant where
the goods are produced, the rental cost of the office where the legal advice by the law firm
is prepared or the cost of acquiring the building where the premises of the financial
institution that grants loans to consumers is located.

A second classification of production costs - both fixed and variable — is based on their
endogenous or exogenous nature with respect to the contract parties. Endogenous costs
are those that depend on the actions or decisions of the parties. For example, the cost of
extras on the vehicle requested by the buyer, the expected costs of repairs of the good
under the extended commercial warranty agreed by the parties, or the costs of analysing
the value and legal status of the object of a security interest in a secured credit contract
versus another contract without security interest. On the other hand, exogenous costs are
those that are determined by a third party outside the contractual relationship and that the
parties cannot avoid nor alter with their conduct or with the terms agreed in the contract.
All the parties can do with respect to these exogenous costs is to allocate how they will be
borne by one or the other party, or by both in certain proportions. For example, the taxes
and other mandatory expenditures (legal or notarial fees, for instance) levied or imposed
by the Government upon the transaction.
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These distinctions between fixed and variable costs and between endogenous and
exogenous costs are economically simple and with normative implications in the
assessment of contract terms. That is, they not only serve to understand the nature of the
various clauses, but also to understand and establish their legal qualification.

1.2. Prices, underlying costs, and contract surplus

It goes without saying that there is a direct relationship between the price in the economic
sense of the transaction - the overall amount payable by the buyer of the good or service
in exchange for the acquisition - and the costs of the exchange. A supplier of a product or
service will not be willing to offer goods and services if he/she does not receive an amount
at least equal to the costs incurred in producing and selling them.

Variable costs - endogenous and exogenous represent the minimum satisfactory (for the
seller) price of the transaction and define the size of the contractual surplus generated by
the contract. The difference between the value that the buyer receives from the services or
goods acquired and the variable costs incurred by the seller defines the range of the contract
surplus, the joint contractual gain for the contracting parties for entering into and
performing the contract. Fixed costs - endogenous and exogenous - will not always become
part of the price that the seller receives in the short term, but they must be recouped by
the seller in order to make the firm’s economic activity viable in the long term.

In fact, from an economic perspective, the more competitive a market is, the closer the
price of the contract will be to the total variable cost of the transaction - the marginal cost
- while the more imperfect the competition in the market is, the higher the price will be in
relation to the cost of the transaction and the higher the profit margin for the supplier.
Under perfect competition the price buyers would pay would be equal to the total sum of
the variable costs (endogenous and exogenous) of delivering the product or service to
consumers. This situation is the one that will provide the greatest welfare to consumers
since it is the situation in which the share they receive of the contractual surplus is the
greatest.

This simple economic characterization is not altered by the fact that the price is structured
in a single figure (a single total "price") or is broken down into different items to be paid
by the buyer. The total sum of the payments constitutes the "price" - in the economic
sense, at least - of the transaction and its relation to the total variable cost is what defines
what advantages or economic welfare each party obtains as a consequence of the
conclusion of the contract.

Nor do these terms change the fact that a component, or the entirety of that price is fixed
contractually through standard terms and is not the result of bargaining and negotiation
between the parties. This information may be important to verify whether the purchaser
was really aware of his full economic sacrifice (we can presume and, in fact, legal systems
do so, that this awareness will be greater if the terms that set the price are individually
negotiated than if they are not), but it is not important in relation to the "substance" of the
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definition of the "total or effective price"'? to be assumed by the consumer. The
heterogeneous elements that represent the suppliet’s costs of the product or services are
contractually structured through different contractual obligations that the buyer needs to
comply with under the contract.3!! The total contract price in the long term should be large
enough to cover variable and fixed costs, both endogenous and exogenous, if the seller is
to remain in business costs and, if market conditions allow it, a profit for the seller.

The legal understanding of prices, especially when expressed in standard contract terms,
and when they are personalized to the individual consumer or tailored to certain categores
of consumers, tends not be at ease with this broad economic framework just laid down.>!2

The heterogeneity of costs in contracting and how they are reflected in the contract price
(or the price in the narrow sense plus other charges, if one so prefers) that the consumer
faces is at odds with the naive and formalistic distinction between the essential object of
the contract and ancillary terms or clauses. This has proven damaging to the design of
helpful policy instruments in Consumer Law to improve consumer welfare in the are of
unfair standard contract terms®3. The mismatch between economic role and legal
discipline is perhaps even more acute in the context of personalized prices. In this setting
prices, particularly algorithmic prices, although they still perform their major economic
function, they show a remarkably more complex and challenging configuration.

2. Algorithmic personalized prices.

Personalized prices are not a new phenomenon, they enjoy a long pedigree in the history
of trade. Moreover, they are not unique nor inherent in digitally-enabled consumer markets.
Price personalization lies at the core of bargaining in trade and exchange. Algorithmic
personalization in digital interactions, however, presents a number of remarkable features
that are consequential for the position of consumers in digital markets and questions the
effectiveness of the instruments of consumer protection in place at the European level.

Online platforms are essential players in digital trade. They provide the marketplaces where
consumers and suppliers interact over millions of goods of all kinds and services covering
from transportation and leisure to entertainment, dating, software solutions and health.
The large amount of data available to online platforms plays a fundamental role and has a
large influence on the consumers’ overall situation in online markets generally and in

310 "Total price" is the term used in art. 5(c) of Directive 2011/83 on consumer rights, OJ L1304,
22.11.2011, p. 64-88.
311 See Fernando Gémez Pomar, Juan-José Ganuza y Mireia Artigot (2018), “Y todos estos pleitos, ¢para
quér”, InDret 4/2018, Editorial, pag. 4.
312 See article 4 (2) of Directive 93/13 on unfair terms in consumer contracts O] L 95, 21.4.1993, p. 29—
34 and CJEU Matei v. SC Volksbank Romania SA C143/13 (2015) and CJEU Kasler et al, C-26/13
(2014).
313 Fernando Gémez Pomar, Core Versus Non-Core Terms and Legal Controls over Consumer Contract
Terms: (Bad) Lessons from Europe? 15 European Review of Contract Law (2019), p. 177; Ian Ayres and
Gregory Klass, How to Use the New Restatement of Consumer Contracts: A Guide for Judges, available
in SSRN (2024), p. 4-6.
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specific transactions on digital marketplaces as well. This issue deserves attention both
from an economic and a legal perspective.

From the latter, the problem does not only lie in the potential privacy infringements of
individuals’ rights under the GDPR. These violations are undoubtedly relevant, but the
impact of the use of market and consumers data are of extreme importance beyond data
protection. Massive data use that allows ultra-tailoring of online transactions brings into
question the conditions of the consumer’s consent to the contract as well as the “quality”
of the outcome of the consumer, since the latter may end up considering and eventually
accepting a transaction that provides a lower contractual surplus than the one offered to a
different consumer, or the one eventually available in an off-line transaction. Online
environments are typically susceptible of transaction dynamics, including algorithmic
prices, that deserve particular attention because of their potential negative impact on the
consumers’ choices, decisions and contractual surplus.3'4

2.1. The multidimensional nature of algorithmic prices

Algorithmic prices — the most relevant and salient version of personalized prices in present-
day consumer markets— are the result of a heterogeneous set of techniques and schemes.
From a general economic perspective, algorithmic prices are an important expression of
business profit maximizing models that attempt to optimize firm’s revenues, reduce costs
and eventually increase the profits obtained.

Profit maximization involves firms considering all the factors that may potentially affect
profits: market data, competitor’s data, and customers’ data broadly understood. The
maximand (firm X’s profit function) depends on past, present and future market and
consumer’s data. Al pricing models, compared to the traditional optimal pricing models,
allow price optimization based on a more comprehensive dataset, morve computational
power and calculations and move precise and granular outcomes that result in more
effective profit maximizing results.3!> These models, additionally, optimize prices based on
the consumer’s individual or group demand while using real time market information.3!¢

314 OECD (2018), “Personalised Pricing in the Digital Exa”, OECD Roundtables on Competition Policy Papers,
No. 222, OECD Publishing, Paris, https://doi.org/10.1787/db4d9c9c-en.

315 See Weber, Thomas A., ' Price Theory in Economics', in Ozalp Ozer, and Robert Phillips (eds), THE
OXFORD HANDBOOK OF PRICING MANAGEMENT (2012) and van Ryzin, Garrett J., ' Models of
Demand', in Ozalp Ozer, and Robert Phillips (eds), THE OXFORD HANDBOOK OF PRICING
MANAGEMENT (2012) presenting the relevance of demand models for determinin revenues and profits.
316 Seele, P., Dierksmeier, C., Hofstetter, R. ¢ a/. Mapping the Ethicality of Algorithmic Pricing: A Review
of Dynamic and Personalized Pricing. | Bus Ethies 170, 697-719 (2021). https://doi.org/10.1007/s10551-
019-04371-w
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Pricing algorithms have transformed how firms can estimate and determine prices. There
has been a shift from having the marginal cost of production as the baseline for uniform
price determination in competitive markets to multiple dimensions influencing how prices
are set.

First, from a temporal perspectives, algorithms allow for dynamic prices to a scale and with
an agility unrivalled by schemes displayed in previous times. Algorithmic prices look at the
past decisions of the consumer or at the past price history of the product with respect to
all consumers and this provides the basis to estimate in real time the best (the one that
maximizes firm’s profit) price for today’s transaction.

Likewise, the present action may result in discount or rebates that will represent lower
prices in a future transaction.>!” Consequently, the price of a specific product or service in
a concrete transaction may be influenced by the past, but may have an impact also in the
tuture.

Second, personalization may also take place across products. Sellers may bundle
personalized prices for one product depending on the purchase and the price level of
another product by the consumer.

Finally, pricing algorithms may also present a collective dimension. Personalized prices may
not necessarily be determined my name information on the specific consumer, but on
aggregate information provided by the market, the characteristics of the market demand of
the product, by other consumers and by the moment in which the transaction take place.

2.2. Algorithmic v. dynamic pricing techniques

317 It should be noted that these rebates can be single-product or multi-product (bundled) rebates. See D]
Gifford & Robert T. Kudtle, The Law and Economics of Price Discrimination in Modern Economies:
Time for Reconciliation?, 43 U.C Davis L. Rev. 1235, 1282 (2010).
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One may distinguish two main kinds of algorithmic pricing models to maximize sellet’s
profits.318

Dynamic pricing or data-driven price optimization models are algorithmic models
that maximize profits through adjusting -optimizing - prices dynamically and in real time
so that sellers maximize their revenues.’!”

These models combine different sets of data in order to obtain the demand (price)
elasticity of the product, forecast sales and set a price that will maximize the firm’s profits:

Historic product cost and Market data C dat
data sales + (weather, + onsumer data
stock availability,

(to calculate a per unit cost)

time of the day, etc)

\ 4

Estimation of the price elasticity/demand elasticity/ sale forecast
(So that future sales can have different prices)

N 4

Personalized price that will maximize the firm’s expected profits
(So that future sales can have different prices)

Firm’s profit maximization exercise naturally will also depend on the market structure: the
more competitive the market is, the closer the price recommendation is going to track
competitors’ prices.

In contrast, the less competitive the market structure is, the closer the price of the product
will be to the consumers’ valuation of the product — and hence willingness to pay. Many
structures, somehow, will lay somewhere in between.

318 Seele, P., Dierksmeier, C., Hofstetter, R. ¢ a/. Mapping the Ethicality of Algorithmic Pricing: A Review
of Dynamic and Personalized Pricing. | Bus Ethies 170, 697-719 (2021). See also Cormen, T. H.,
Leiserson, C. E., Rivest, R. L., & Stein, C. (2009). Introduction to algorithms (3rd ed.). Cambridge: MIT Press.
Zhang, J. (2011). The perils of behaviour-based personalization. Marketing Science, 30(1), 170—186, Fisher,
M., Gallino, S., & Li, J. (2018). Competition-based dynamic pricing in online retailing: A methodology
validated with field experiments. Management Science, 64(6), 2496-2514, Keskin, N. B., & Zeevi, A. (2014).
Dynamic pricing with an unknown demand model: Asymptotically optimal semi-myopic policies.
Operations Research, 62(5), 1142-1167.
319 Dynamic pricing system, United States Patent Phillips et al. (2000).
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Dynamic pricing models are not only based on general data on the consumer population,
but also on variables that are exogenous to the consumer: market data, the time of the day
of the transaction, the weather, the available stock of the product, etc ....320

An illustration of a dynamic pricing model is Amazon.

Amazon, one of the biggest, if not the biggest online marketplace worldwide,
includes millions of products (some estimates point at more than 12 million) offered
by millions of different sellers belonging to different sectors and industries.

Amazon implemented a sophisticated pricing algorithm.>?! This algorithm takes
into account market competition, the relationship between the supply and demand
of a product — whether there is shortage, oversupply or whether the supply and
demand are adjusted —, production costs, storage and shipping costs and the desired
profit margin.

Additionally, the pricing algorithm adjusts in real time. Prices fluctuate regularly
depending on the variables presented above — competition and demand and supply
clasticity. It also takes into account the price history of a product and ultimately
considers customer behavior in terms of purchasing preferences, searches, buying
patterns, among others.

Even though literature has tried to approach the Amazon pricing algorithm from
an experimental perspective,’?? there is a remarkable difficulty in finding out how
the Amazon pricing algorithm actually works, what are the variables they ultimately
use — considering the vast amount of consumer data Amazon has access to —, what
triggers the different prices presented to the different consumers — and ultimately
what might be the effect on the consumer’s surplus.???

The second type of pricing algorithms are personalized pricing models where
personalized prices for profit maximization are based on individual consumer data or data
from large consumers’ datasets. Under personalized pricing models firms optimize their
profits by charging different prices to consumers based on consumer’s behavioral and

320 According to a Mackinsey report of 2017, dynamic pricing models increase the retailers’ sales between
2%-5% and their matgins increase from 5% to 10%. https://www.mckinsey.com/industries/retail/our-
insights/how-retailers-can-drive-profitable-growth-through-dynamic-pricing

321 Le Chen, Mislove and Wilson, An Empirical Analysis of Algorithmic Pricing on Amazon Marketplace
322 Joe Cooprider & Shima Nassiri, 2023. "Science of price experimentation at Amazon," Business
Economics, Palgrave Macmillan;National Association for Business Economics, vol. 58(1), pages 34-41,
January.

323 Van Loo, Rory and Aggarwal, Nikita, Amazon's Pricing Paradox (May 2, 2023). 37 Harvard Journal of
Law & Technology 1 (2024), Available at SSRN: https://sstn.com/abstract=4436546 claiming that
customers may pay significantly higher prices than is commonly understood due to strategies that do not
necessarily depend on monopoly power.

139


https://ssrn.com/abstract=4436546

personal data’’* in order to adjust prices according to their individual or group
characteristics.3?°

These personalized pricing models aim at approximating, as close as possible, the
consumer’s willingness to pay for the product or service.’?® These pricing models may be
designed to optimize prices in an automated way so that their optimization function is
constant —adaptive algorithms — or through machine learning algorithms.3?’7 While adaptive
algorithms trigger a response once a certain condition is met — for example, a certain
temperature is reached, a given demand level is achieved — learning algorithms through
machine learning or neural networks learn from the data they are trained with — such as
consumer’s behavioral data — and can provide estimates of consumer’s future demand and
willingness to pay.’?

Algorithmic personalization and the multidimensional anatomy of algorithmic
personalized prices raise legally relevant challenges for the effective protection of
consumers and individuals under European consumer and data protection rules.

However, algorithmic personalization also provides benefits for consumers: first, from the
perspective of recommendations tailored to their preferences and choices that would not
have been possible without the consumer data and the use of Al tools by online platforms.
Second, consumers -or at least certain fractions of the consumer population- may enter
into transactions at lower prices and better terms tailored to their preferences, compared
to a benchmark of uniform prices and contract terms.

Ideally, personalization should ultimately mean that algorithms are able to provide more
desirable connections between consumer preferences and market choices that consumers
face. However, online environments, the availability and use of consumer data, transaction

324 Ban, Gah-Yi and Keskin, N. Bora, Personalized Dynamic Pricing with Machine Learning: High
Dimensional Features and Heterogeneous Elasticity (2021), 67 (9) Management Science, pp. 5549-5568;
Aydin, G., & Ziya, S. (2009). Technical note: Personalized dynamic pricing of limited
inventories. Operations Research, 57(6), 1523—1531, Choudhary, V., Ghose, A., Mukhopadhyay, T., & Rajan,
U. (2005). Personalized pricing and quality differentiation. Management Science, 51(7), 1120-1130 and Ettl,
M., Harsha, P., Papush, A., & Perakis, G. (2019). A data-driven approach to personalized bundle pricing
and recommendation. Manufacturing & Service Operations Management.
325 OCDE page 8 using the definition of OFT 2013 OFT (2013), The Economics of Online Personalised
Pricing, Office of Fair Trading under which personalized pricing may be defined as “(...) #he practice where
businesses may use information that is observed, volunteered, inferred, or collected about individuals’ conduct or
characteristics, to set different prices to different consumers (whether on an individual or group basis), based on what the
business thinks they are willing to pay.” See also Ban, Gah-Y1 and Keskin, N. Bora, Personalized Dynamic
Pricing with Machine Learning: High Dimensional Features and Heterogeneous Elasticity (April 20,
2020). Management Science, Vol. 67, No. 9, September 2021, pp. 5549-5568
326 See How Retailers Use Personalized Prices to Test What You’re Willing to Pay
https:/ /hbr.otg/2017/10/how-tetailers-use-personalized-prices-to-test-what-youre-willing-to-pay
327 Calvano, E., Calzolari, G., Denicolo, V., & Pastorello, S. (2019). Algorithmic pricing what implications
for competition policy? Review of Industrial Organization, 55(1), 155-171.
328 Ettl, M., Harsha, P., Papush, A., & Perakis, G. (2019). A data-driven approach to personalized bundle
pricing and recommendation. Manufacturing & Service Operations Management, Xia, F., Chatterjee, R., & May,
J. H. (2019). Using conditional restricted boltzmann machines to model complex consumer shopping
patterns. Marketing Science, 38(4), 711-727.
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dynamics, and consumers’ behavioral and cognitive limitations raise cause for concern.
This should encourage deeper and more precise exploration and understanding on how
personalization is actually conducted and what is the likely ultimate impact for the
consumers’ welfare.

2.3.  FTC investigation on surveillance pricing

Last July 2024, the Federal Trade Commission (FTC hereinafter) issued an order regarding
surveillance pricing®”, involving intermediary companies.’ This order was directed at
companies offering surveillance pricing products and services that using consumer data
could result in personalized prices. The order sought to obtain information on the impact
of these practices on the consumers privacy, competition, and consumer protection.

The other was sent to eight intermediaries that offer Al and other technologies to enable
their clients to personalize prices. The eight intermediaries were MasterCard, Revionics,
Bloomreach, JP Morgan Chase, Task Software, PROS, Accenture, and McKinsey and Co.

The orders aimed obtaining information on*!: (1) the surveillance pricing products and
services that each company produce, develop or license to a third-party as well as
information about its implementation and intended users. (2) the data sources used for
each product or service and responsibility for collecting the data.; (3) the customers to
whom the products and services were offered and (4) the potential impact that the products
and services subject to algorithmic prices had for consumers.

The order aimed at understanding how the products offered by the intermediaries
involving Al and other technologies, using personal information about consumers, allowed
to draw a consumer’s accurate profile and set a personalized price for the product or
service.

A few days ago, this month of January of 2025, the FT'C staff published a first preliminary
research summary of the study on surveillance pricing.?*

The FTC identified three major categories of tools displayed by intermediaries for price
personalization: first price targeting tools; second, consumer segmentation and consumer

329 The FTC uses the term surveillance pricing to refer to schemes designed to use large scale data to

allow sellers to maximize revenue by tailoring prices and product selection to each consumer. Although

one may question the choice of terms, given the negative connotations of the term “surveillance”, in

essence it is just another name for algorithmic pricing.

330 https:/ /www.ftc.gov/reports/ 6b-orders-file-special-report-regarding-surveillance-pricing-involving-

intermediary-companies

331 https:/ /www.ftc.gov/news-events/news/press-releases /2024 /07 / ftc-issues-orders-eight-companies-

seeking-information-surveillance-pricing

332 See

https://www.ftc.gov/system/files/ftc_gov/pdf/p246202 surveillancepricingbbstudy researchsummaries
redacted.pdf and https://www.ftc.gov/news-events/news/press-releases /2025/01 /ftc-surveillance-

ricino-studv-indicates-wide-range-personal-data-used-set-individualized-consumer
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profiling tools; and finally, search and product ranking tools. These instruments might be
used separately or in combination.

Second, the FTC finds that the consumer information used in these models included
elements such as the consumer’s geolocalization, who the consumer was, what the
consumer was doing at the moment of the transaction, and eventually the prior actions the
consumer had taken. This information seems to be used for targeting advertisement as well
as targeting prices -either through discounts for a specific customer or group of customers
or through tailoring prices.

Third, the study suggests that based on the information provided by the intermediaries,
price personalization takes place across different industries and sectors ranging from
grocery stores, retailers, health and beauty retailers, furnishing stores, merchandise retailers,
or discount stores.

Fourth, the study shows that the data used for personalizing might be sourced from the
developer or from third parties. This means that part of the consumer data for algorithmic
personalization may have been collected by the same firm using it for personalizing prices,
but it may have also been generated and sold in data markets to those engaged in price
personalization. The data comprises direct consumer behavioral data as well as data from
the consumer herself. The FTC urges more work on the functioning of data markets.

Unsurprisingly, the FTC emphasizes the importance of additional work and evidence in
this area and of learning from actual practices.
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Chapter 8

Personalization of Contract Terms

Mateusz Grochowski

SUMMARY: 1. INTRODUCTION — 2. THE ESSENCE OF THE LEGAL CHALLENGE — 3.
ALGORITHMIC PRICE — 3.1 THE ESSENCE OF THE PRACTICE — 3.2 EU LLAW — 3.3 DOMESTIC
LAW — 3.4 LIMITED EFFECTIVENESS OF CONSUMER PROTECTION — 4. PERSONALIZATION
OF OTHER ELEMENTS OF A CONTRACT’S CONTENT — 4.1 THE ESSENCE OF THE PRACTICE —
4.2 EU LAW — 4.3 DOMESTIC LAW — 5. REMEDIES — 5.1 EU LAW — 5.2 DOMESTIC LAW — 6.
FURTHER CONSEQUENCES FOR THE PRACTICE

1. Introduction

The development of the data economy and the algorithm-based consumer market
(including AT algorithms) has led to the development of various levels of personalization
of the business-consumer relationship. This phenomenon concerns not only the
personalization of pre-contractual information (discussed in a separate part of this
Handbook), but also the personalization of the content of the contract itself - that is, how
the rights, obligations and risks of the parties are distributed.?3?

This phenomenon is becoming increasingly widespread in consumer commerce, and its
clearest manifestations are seen in the financial services and insurance sectors. While the
fundamental nature of the services offered to consumers, such as consumer loans or
investment products, remains unchanged, the introduction of personal data and the
algorithms used to analyze it have profoundly transformed both the provision of these
services and their overall structure. The ability to analyze large amounts of personal data
has enabled financial service providers to understand consumers' characteristics, beliefs
and needs much more accurately, as well as to predict their future market behavior. This
understanding has become the basis not only for creating personalized consumer
advertising, but also for developing tailored market offerings, including personalized
financial products designed according to the specific knowledge that companies have about
individual customers.

At the same time, however, personalizing the content of contracts has proven to be a major
challenge, raising new threats to consumers' privacy and the interests they want to pursue
in the marketplace. EU law secks to respond to this problem with several different
regulations. While this regulation is still in its developmental stage, the following comments
attempt a preliminary analysis of it and draw conclusions for the practice of consumer law.

33 See generally A. Davola ef al., ‘Price Personalization vs. Contract Terms Personalization: Mapping the
Complexity’, in F. Esposito & M. Grochowski (eds), Cambridge Handbook on Price Personalizaton and the Law
(forthcoming 2025).
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2.

3.

The essence of the legal challenge

The modern consumer market has overwhelmingly become an economy based on personal
data and its analysis. This phenomenon is one of the central elements in the development
of a new market model, which - with reference to Shoshana Zuboff's famous book - is
often referred to as “surveillance capitalism.”? In this model, the data of individual
network users (both consumers and non-consumers in the classical sense) are massively
collected and combined into sets of big data, which are then subjected to automated
algorithmic analysis. The primary purpose of this analysis is to create predictions about a
person's future behavior in the market (behavioral prediction) - that is, first and foremost, what
offers he or she will be interested in and what price he or she will be willing to pay for the
goods and services offered. This first type of algorithmic analysis leads to the phenomenon
known as personalized (behavioral) advertising. The effect of the second type is the rapid
expansion of algorithmic personalization of prices. In addition to this type of
personalization, in a growing number of instances similar predictive mechanics are also
employed to adjust other elements of contract’s design to the facts about particular
consumer (or a group this consumer belongs to) gathered at the stage of contract
conclusion.

Knowledge gathered by firms includes not only information about how consumers make
market decisions and what factors influence those decisions, but also about their needs at
specific moments and the risks associated with contracting with specific consumers at
those moments. In practice, this risk manifests itself, among other things, at the level of
credit risk (and assessment of the consumer's creditworthiness), insurance risk or the range
of additional services that the consumer could receive in connection with the contract. The
development of personalization has caused the relationship between the customer and the
company to gradually evolve towards greater consideration of the customet's personal
preferences and the construction of an offer tailored to the knowledge about a particular
consumet.

Algorithmic price personalization
3.1. The essence of the practice

As a result of the development of the consumer data market, a new phenomenon has
emerged - algorithmic price personalization. It involves the use of consumer data to
determine their willingness to pay, that is, their willingness to pay a certain price (reservation
price) for a good or service offered to them. In practice, these solutions can take various
forms:

(a) “dynamic” pricing (where the price changes with changes in supply and demand, as is
commonly the case, for example, with airline ticket prices);

(b) “real time” price setting (where the price is adjusted to market realities at short intervals,
as 1s often the case, for example, in the energy market);

334 S. Zuboft, The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power (2019).
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(c) personalized pricing in the strict sense of the word, where the price is always adjusted
to a specific consumer.

3.2 EU law
Charter of Fundamental Rights of the European Union

The general point of reference when assessing the admissibility of practices for the
personalization of the content of contracts entered into with consumers should be Article
38 of the Charter, which establishes a general right to consumer protection:

Union policies shall ensure a high level of consumer protection.

Given the specificity of the practices on which personalization is based, an additional point
of reference should be Article 8 of the Charter, granting a general right to the protection
of personal data:

1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of the
consent of the person concerned or some other legitimate basis laid down by law.
Everyone has the right of access to data which has been collected concerning him
ot her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent
authority

Particularly important from the perspective of the personalization practices in question is
paragraph 2 of this provision, which introduces the obligation to process personal data in
a lawful manner. This also applies to the processing of such data for personalization
performed by algorithms. This provision should be read in conjunction with Article 38 of
the Charter. Together, the two provisions stipulate that consumers' personal data should
be processed in a way that respects consumer protection. In other words, the values that
should be taken into account in this regard are not only privacy understood as the
protection of personal data, but also the effects that the use of such data has on the
consumer as a market actor.

Omnibus Directive and consumer financial services

The issue of price personalization has been addressed many times in discussions on the
regulation of the consumer market in the European Union. The first attempt to regulate
this issue was made in 2019 in the Omnibus Directive.3?® It introduced Article 6(e) into the

335 Directive (EU) 2019/2161 of the European Patliament and of the Council of 27 November 2019
amending Council Ditrective 93/13/EEC and Directives 98/6/EC, 2005/29/EC and 2011/83/EU of the
European Parliament and of the Council as regards the better enforcement and modernisation of Union
consumer protection rules, OJ L 328, 18.12.2019, p. 7-28.
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Consumer Rights Directive, according to which a firm is obliged to inform a consumer
prior to conclusion of an agreement that:

where applicable, that the price was personalised on the basis of automated
decision-making.

The same information obligation was subsequently introduced in Article 16a(1)(i) of the
new Distance Financial Services Directive’¢ (DFSD) and in the new Consumer Credit
Directive (CCD)3¥7 regarding personalized prices in various types of consumer credit
agreements (Articles 10(5)(m) and 11(4)(h)).

As explained in the recitals:

As highlighted in the Commission proposal for a Regulation laying down
harmonised rules on artificial intelligence (Artificial Intelligence Act) published on
21 April 2021, artificial intelligence (A) systems can be easily deployed in multiple
sectors of the economy and society, including cross border, and can circulate
throughout the Union. In this context, creditors and credit intermediaries, when
personalising the price of their offers for specific consumers or specific categories
of consumer on the basis of automated decision-making, should clearly inform
consumers that the price presented to them is personalised on the basis of
automated processing of personal data including inferred data, so that they can take
into account the potential risks in their purchasing decision.3

and further:

Some traders use automated decision-making to differentiate prices between
different consumer groups and in certain cases prices are adapted to the consumers’
individual price sensitivity.>*

This means that the primary purpose of this obligation is to ensure that consumers know
that the price they pay may differ from the price paid by another consumer or group of
consumers, and at the same time - that the basis for this difference is a decision made
automatically by an algorithm (rather than a human assessment).

At the same time, as noted in para. 45 of the Omnibus Directive's preamble, the
information obligation in question does not apply to pricing by algorithms that
corresponds to the rationale of “dynamic” or “real-time” pricing in the sense mentioned
above (thus: “changing the price in a highly flexible and quick manner in response to
market demands when those techniques do not involve personalization based on
automated decision-making"). This means, in other words, that the obligation to provide

336 Directive (EU) 2023/2673 of the European Patliament and of the Council of 22 November 2023
amending Directive 2011/83/EU as regards financial setvices contracts concluded at a distance and
repealing Directive 2002/65/EC, OJ L, 2023/2673, 28.11.2023.
337 Directive (EU) 2023/2225 of the European Patliament and of the Council of 18 October 2023 on credit
agreements for consumers and repealing Directive 2008/48/EC, O] L, 2023/2225, 30.10.2023.
338 Recital 48 CCD.
339 Recital 27 DFSD.
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information applies only to prices that have been set separately for individual consumers
or groups of consumers, taking into account individual or group characteristics (such as
age, gender or previous market behavior).

A similar stipulation was not included in the preamble to the DCD. There is no doubt that
the method of pricing for consumer financial services is done differently and - much more
often than in other trading sectors - is based on prices set separately for each contract (e.g.,
due to the level of insurance risk set separately for each consumer).

In both cases, the obligations in question include the need to inform the consumer that the
price has been personalized. In contrast, it does not require any further information. First
of all, it is not necessary for the trader to inform the consumer about the specific
considerations that were taken into account in making the personalization and their relative
importance (e.g., it is not necessary for the consumer to be informed that the algorithm
assigned greater importance to the consumer's past transaction history compared to his
estimated income, or vice versa). In addition, the described information obligation does
not require that consumers be provided with information on what the price would have
been if it had not been personalized - nor does it require the indication of any benchmarks
(e.g., the average market price of the good or service in question).

General Data Protection Regulation

A distinct, albeit indirect, foundation for regulating personalized pricing within EU law is
established by the General Data Protection Regulation (GDPR).3* This regulation
addresses the use of algorithms to tailor prices in consumer commerce, and there are two
key provisions that are particularly relevant to this topic.

Firstly, Article 22 (1) GDPR grants individuals the right to not be subjected to decisions
based solely on automated processing, including profiling, that have legal effects or
similarly significant impacts on them. It is essential to understand that the term “automated
processing, including profiling” encompasses algorithmic analysis of consumer data aimed
at personalizing prices presented to consumers—thereby falling under the scope of this
provision. This means that individuals retain the right to not be subjected to decisions
based solely on automated processing, including profiling. While the DFSD does not
contain a directly comparable provision, it is evident that the similar information obligation
present in that regulation does not negate the concurrent applicability of Article 22 GDPR.

Considering this perspective, the two regulatory frameworks—the obligation to inform
consumers about the personalization of pricing and the right to refuse such
personalization—can be interpreted as complementary to one another. Initially, consumers
receive notice that the price offered to them has been personalized based on algorithmic

340 Regulation (EU) 2016/679 of the European Patliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC, OJ L. 119, 4.5.2016, p. 1-88.
This information requirement is without prejudice to Regulation (EU) 2016/679, which provides, inter alia,
for the right of the individual not to be subjected to automated individual decision-making, including
profiling.
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assessments. This notification empowers consumers to make informed choices regarding
their data. They can decide whether or not to consent to the personalized pricing model.
Furthermore, they also have the option to request that services or products be offered at a
non-personalized price.

If a consumer opts out of personalization, it obligates the trader to accommodate this
preference by providing a non-personalized price for the service or product. This
transparency and choice grant consumers control and foster fairer commercial practices,
aligning with the overarching objectives of data protection laws within the EU.

In conclusion, the intersection of the GDPR and the regulations governing personalized
pricing underscores the vital importance of consumer consent and informed choice in the
age of algorithmic decision-making. As both regulations highlight the significance of
consumer awareness, their complementary nature serves to enhance consumer rights in the
face of increasingly sophisticated pricing strategies that utilize personal data. By ensuring
that consumers are both informed and empowered to decide their engagement with
personalized pricing, these regulations aim to create a more equitable marketplace in the
EU, safeguarding individual rights while promoting transparency and fairness in consumer
commerce.

Other EU rules

The regulation of algorithmic prices is strongly underpinned by a particular concept of
autonomy. In the conventional framework of contract law, price fairness assumes the
ability to make unconstraint and propetly informed decisions about taking the price offered
by the other party. Amongst other more refined instances, this foundational idea has been
straightforwardly reflected in Article 4(2) of the Unfair contract terms directive (UCTD),**!
which excludes price control as long as the price clauses of a contract are transparent for a
consumet.

Under article 4(1) of the act, terms that determine “the main subject matter of the contract
nor to the adequacy of the price and remuneration, on the one hand, as against the services
or goods supplies in exchange, on the other” This formula, building clearly on the idea of
the “end game” fairness, is broken down into two further instances: when the price clauses
are transparent (i.e. when it may be assumed that a consumer was able to reach a meaningful
choice about them) and when they do not meet this requirement [article 4(2)]. The whole
mechanism is underpinned by a strong assertion that fairness-based intervention into price
may be legitimized only as long as the minimal formal requirements have been met in the
process of establishing the price.?#?

The EU law further reinforces this assumption, by requiting in the 2005/29/EC unfair
commercial practices directive [article 6(1)(d)] that all the data used to calculate a price
should be revealed to a consumer. This requirement, paired with the 93/13/EEC directive,

31Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts, OJ L 95,
21.4.1993, p. 29-34.
342 See also T. de Graaf, ‘Consequences of Nullifying and Agreement on Account of Personalized Pricing’
(2019) EuCM 185.
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4.

indicate quite conspicuously that EU contract law is concerned mostly with the question
of procedural fairness of algorithmic pricing, rather than with the substantial outcome of
this process. In general, under EU law the general price personalization is acceptable as
long as the fact of personalization has been properly disclosed to a consumer.

3.3.  Domestic law

[to be added after discussion at the workshop]
3.4. Limited effectiveness of consumer protection

The rules outlined earlier appear to fall short of delivering sufficient protection to
consumers in an effective manner. This is an area of significant concern, particularly
regarding the information obligation established by the DCD, which enables consumers to
be informed solely that a specific price has been personalized through an automated
algorithmic process. One could reasonably question whether simply having this
information is adequate for the effective protection of consumers, especially since their
personal data was utilized to tailor that price to them. The basic notification that a price
has been personalized by an algorithm merely informs the consumer that the pricing has
been determined on an individual basis; it hints at the possibility that it might differ from
prices offered to other consumers, but it does not convey whether and to what extent the
personalized price aligns with the consumet's economic interests. Furthermore, it does not
clarify how much additional expense the consumer might incur compared to a scenario
where the price was not personalized. Therefore, the approach introduced in the Omnibus
Directive, which has been integrated into EU law for a longer time than the corresponding
provision in the DCEFSD, has generally elicited a rather skeptical reaction from legal
scholars and practitioners alike.

Moreover, there are serious doubts regarding the assumption that consumers, once they
are made aware of the price personalization, will be able to make an informed and effective
decision to opt out of this personalization process in favor of obtaining a non-personalized
price. In practical market scenarios, consumer consent for price personalization is typically
bundled together with other consents related to the collection and processing of personal
data. For instance, consumers often express their consent by simply clicking on a
generalized “I accept” button associated with the privacy policy presented on a website.
Hence, in a practical context, for a consumer to opt out of personalization usually entails
opting out of any potential contract with the trader involved. It is also important to
highlight that, while Article 22 GDPR does grant consumers a general right to opt out of
personalization, it does not explicitly compel traders to offer consumers an option for
pricing that is not reliant on personalization. Additionally, in various market sectors, the
availability of non-personalized pricing may be utterly illusory, whether due to market
monopolization by a single trader or because all traders within a particular sector
exclusively present consumers with personalized prices.

Personalization of other elements of a contract’s content

4.1. The essence of the practice
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In addition to pricing, other elements of a consumer contract may also be subject to
personalization. This issue is addressed, among others, by Article 13 of the current CCD,
which refers generally to “Personalized offers on the basis of automated processing.”
Traces of this approach can also be found in other passages of EU law (cf. comments in
Section 4.2.). In all of these situations, data about the consumer is processed to provide
personalized (individualized) terms of the transaction. This personalization can relate to
various elements, but usually relates either to the essence of a commodity offered to a
consumer (e.g. to the type of financial service and its basic properties, such as interest rate)
or to some adjacent elements (such as additional services concerning the payment of the
loan, and the array of securities).

4.2. EU law

Personalization of contractual content has been addressed in several passages of EU law.
As in the case of price personalization, particular attention has focused on financial
services. The most general regulation in this regard is provided by Article 13 of the CCD,
according to which:

Without prejudice to Regulation (EU) 2016/679, Member States shall requite that
creditors and credit intermediaries inform consumers in a clear and comprehensible
manner when they are presented with a personalised offer that is based on
automated processing of personal data.

As it was further explained in recital 46 of the directive:

Pursuant to Article 14(2), point (f) of Regulation (EU) 2016/679, creditors and
credit intermediaries are also required to inform consumers who receive the offer
about the sources of data used for the personalisation of the offer.

Like the provisions related to price personalization, also this rule indicates that the only
material information to be communicated to the consumer is the fact that the price was
personalized. Additionally, as discussed earlier, consumers must be notified about the
sources of data collected about them (e.g. whether they were obtained from external
partners, gathered by a firm itself through tracking users’ activity etc.), but not about the
content of this data and correlations established between particular pieces of information.

A particular form of personalization is the obligation in the CDC and DFCD to provide
the consumer with an explanation of the contract. This explanation does not need to be
provided in an automated way. It is however not excluded that, at least to a certain extent,
explanation in question will be provided through algorithmic tools (such as Al-powered
chatbots).

According to Article 16d of the Directive:

1. Member States shall ensure that traders are required to provide adequate
explanations to the consumer concerning the proposed financial services
contracts that make it possible for the consumer to assess whether the
proposed contract and ancillary services are adapted to his or her needs and
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financial situation. Such explanations shall be provided to the consumer free
of charge and prior to the conclusion of the contract. (...)

2. Member States may specity the manner in which, as well as the extent to which,
the explanations referred to in paragraph 1 are given. Member States may adapt
the manner and the extent to the circumstances of the situation in which the
financial service is offered, the person to whom it is offered and the nature of
the financial service offered.

3. Member States shall ensure that, in the event that the trader uses online tools,
the consumer shall have a right to request and to obtain human intervention
at the pre-contractual stage, and in justified cases after the distance contract
has been concluded, in the same language as that used for the pre-contractual
information provided in accordance with Article 16a(1).

)

Article 16(d) of Directive (EU) 2023/2673 requites the credit provider to provide the
consumer with sufficient information on the content of the credit agreement. The
obligation to provide explanations aims to enhance the overall transparency in credit
market, and to protect consumer autonomy through ensuring individual (personalized)
understanding of contract terms. Under this obligation, the bank or another creditor must
provide consumers with clear and comprehensive explanation of all the important terms
of the contract. In particular, it intends to enable consumers to make informed decisions
about loans and to be aware of the possible consequences of entering into a loan
agreement, such as the interest rate, repayment schedule, and fees.

The explanation should be personalized in terms of form and content — i.e. adjusted to
particular cognitive needs and capabilities that the creditor can establish for the particular
consumer. In particular, the explanation should be written in clear language appropriate to
the consumer's level of understanding and financial knowledge, avoiding ovetly
sophisticated language.

What is particularly important from the perspective of the obligation of algorithmic price
personalization, the obligation to provide explanations to the consumer also includes the
pre-contractual information (Article 16d (1)(a)). In this sense, it also includes information
about the personalization of the price using an algorithm, which also, as already mentioned,
counts as pre-contractual information.

On the basis of Article 16d Abs. 1 (a), the consumer can therefore ask the trader to provide
an explanation of the price calculation. However, a precise understanding of the limits of
this obligation - and especially the scope of the information that should be provided under
it - is much more problematic. As one might think, the purpose of the duty to provide
explanations in the DFSD is solely to enable the consumer to propetly understand the
content of the information provided at the pre-contractual stage - especially to the extent
that this information can help him understand the economic consequences of the
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concluded contract and its compatibility with his needs and financial situation. The
obligation to provide explanations, however, does not in itself constitute a source of
additional information obligations not provided for in other provisions of the DFSD.

In the initial part of Article 16d (1), the DFSD merely stipulates that the explanations
provided to the consumer must be “adequate,” which should be understood as the need
to ensure that the scope of these explanations corresponds to their purpose - that is, to
clarify the specific information provided to the consumer at the pre-contractual stage. This
purpose is explained more broadly in Rn. 38 of the DFSD preamble:

The main objective of the provision of adequate explanation is to ensure that the
consumer understands the financial service offered by the trader before he or she
signs the contract. In order to ensure that this objective is fulfilled, that adequate
explanation should be given in a timely manner which allows the consumer
sufficient time to review it prior to the conclusion of the contract. The mere
reproduction of the pre-contractual information might not be sufficient and it
should therefore be avoided. (...)

With regard to personalized pricing using algorithms, it is difficult to say clearly where
exactly the line between explaining and providing new information lies. Certainly, the duty
of explanation in question includes the need to explain to the consumer what an algorithm
is and what the mechanism of personalized pricing is. These explanations should certainly
be somewhat more detailed than a simple information that the price was calculated using
an algorithm (and therefore a simple repetition of the content of the information provided
at the pre-contractual stage). In providing this information, the trader will therefore have
to explain to some extent to the consumer what types of data are taken into account in
determining the price. This may include, for example, apparently indicating that the price
can be influenced by, for example, both information about specific financial risks related
to the consumer and general information about the market.

However, the DFCD itself does not provide a clear basis for the trader to have to explain
the more detailed elements of the architecture of the algorithm itself - especially what
specific data has been (or will be) taken into account in determining the price the consumer
is required to pay, and what “weight” the algorithm has assigned to them. Consequently, it
is difficult to see in this provision an explicit solution to the problems discussed above of
insufficient information provided to the consumer as part of pre-contractual obligations.

The EU law may also occasionally provide explicit exclusions of certain categories of
information for personalization of contract’s content, including risk assessment. In this
vein, recital CCD precludes using data on surviving cancer to establish insurance offers.
As recital 48 of the directive elucidates:

Because of their medical history, many cancer survivors in long-term remission
often experience an unfair treatment in accessing financial services. They often face
prohibitively high premiums, although they have been cured for many years, even
decades. For the purpose of giving consumers who survived cancer equal access to
insurance related to credit agreements, Member States should require that the
insurance policies are not based on personal data concerning consumers’ diagnosis
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of oncological diseases after a relevant period of time following the end of the
medical treatment of those consumers. Such period of time determined by the
Member States should not exceed 15 years starting from the end of the medical
treatment of the consumer.

4.3, Domestic law

[to be added after discussion at the workshop]

5. Remedies
5.1. EU law

The EU provisions discussed above do not provide any clear answer about the remedies
applicable in the case of unlawful (or in any other way improper) personalization of
contractual content, including price personalization.

As discussed above, UCTD directive excluded control of prices and leave it to exclusive
decision of the parties. At the same time, however, there is no formal obstacle to employ
unfair contract terms review to clauses in business-to-consumer contracts that are the basis
for operation of algorithms. At the same time, however, such clauses only scarcely provide
more insights into algorithms as such. For these reasons, in many instances protection
provided through UCTD may turn out rather ostensible.

A potential remedy for improper personalization may also be potentially found in the rules
on unfair commercial practices. As it was said earlier, the UCPD provides a provision on
price indication that may possibly apply to algorithmic pricing. Besides, it is also possible
to invoke the general UCPD rules on misleading practices — to the extent that algorithmic
personalization makes decision making process of consumers significantly more difficult.
In the event of application of UCPD the exact remedies must be determined in domestic
law. Potentially, the similar role may be played also by domestic civil law provisions on
defects of consent, including especially misrepresentation (mistake).

In the case of lack of compliance with one of the disclosure duties under various provisions
discussed in section 4.2., it is possible to apply general consequences of non-compliance
with information duties. The general array of these duties must be, however, determined
at the domestic level.

5.2. Domestic law
[to be added after discussion at the workshop]
6. Further consequences for practice

Personalization of contracts content is a mounting phenomenon in the consumer
economy. In all probability, the growth of technological potential in amassing personal data
and analyzing it with increasingly potent algorithms (including machine-learning schemes)
will make personalization practices even more widespread and strong.
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The recently introduced EU concerning various dimensions of this phenomenon aim to
address emerging risks to consumer interests associated with digital transactions. This is
particularly relevant in the context of how the contracting and execution processes have
become increasingly automated, often handled by algorithms rather than human
interaction. For instance, a notable focus of the CDFC lies in separately regulating
algorithmic price personalization and ensuring consumers have the right to seek human
clarification on contract specifics if their interactions have been solely with a machine, such
as an Al-driven customer assistant.

The current framework for regulating algorithmic price personalization in the F-RL,
alongside its broader application in the Omnibus-RL, represents merely an initial stage in
the EU's discourse on personalized contract content, including personalized pricing. This
regulation provides consumers the right to be informed when a price is determined through
algorithmic processes. However, as it stands, consumer protections are limited. Although
consumers can choose to opt out of transactions if they are uncomfortable with
personalization, they do not have the means to negotiate or adjust the pricing with the
trader. At this point, the future trajectory of the regulation surrounding algorithmic price
personalization within the EU remains uncertain. This issue is currently a significant aspect
of the preparatory efforts related to the Digital Fairness Act that the European
Commission is currently undertaking. The outcome of these discussions will likely shape
the landscape of consumer rights in relation to algorithmic pricing and may influence how
consumers engage with digital services moving forward. Consequently, monitoring the
development and implementation of these regulations will be essential for understanding
their implications on consumer autonomy and protection within the digital market.

Although the regulation of personalized contract content is at a very early stage so far, in
all likelihood, the rules on this issue will continue to develop in EU law - and will in all
likelihood become more and more detailed and segmented by consumer sector (as they
develop and new negative phenomena in their functioning are discovered).

At the same time, in all likelihood, the problem of using algorithms to personalize the
content of consumer contracts will, over time, become the subject of proceedings before
courts and administrative bodies in the EU. This may involve both individual consumer
complaints (e.g., if it is found that they were not propetly informed about price
personalization), as well as proceedings aimed at protecting collective interests or regulating
the market. There is no doubt that understanding price personalization mechanisms and
the detailed content and function of the regulations relating to them will be of great
importance to judges and officials involved in consumer protection and digital market
regulation.
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Chapter 9

Al-based Credit Scoring under the GDPR, the Artificial
Intelligence Act and the Consumer Credit Directive

Rosa Mila Rafel (Universitat Pompen Fabra)
Roger Barat i Rubio (Universitat Pompen Fabra)

SUMMARY: 1. OPPORTUNITIES AND CHALLENGES OF USING Al SYSTEMS FOR
CREDITWORTHINESS ASSESSMENTS OF NATURAL PERSONS — 2. AI-BASED CREDIT SCORING
UNDER THE GDPR — 2.1 DATA SUBJECT’S RIGHTS IN CASES OF AUTOMATED DECISION-
MAKING UNDER THE GDPR — 2.2 AI-BASED CREDIT SCORING WITHIN THE SCOPE OF
ARTICLE 22(1) GDPR: JUDGMENT OF THE CJEU, 7 DECEMBER 2023, SCHUFA HOLDING
AND OTHERS (SCORING), C-634/21 — 2.3 CONCEPT OF ‘MEANINGFUL INFORMATION
ABOUT THE ‘LOGIC INVOLVED” IN AUTOMATED DECISION-MAKING: OPINION OF
ADVOCATE GENERAL RICHARD DE LA TOUR, 12 SEPTEMBER 2024, CK (DUN &AMP;
BRADSTREET), C-203/22 — 3. Al SYSTEMS USED TO EVALUATE THE CREDIT SCORE OR
CREDITWORTHINESS OF NATURAL PERSONS UNDER THE ARTIFICIAL INTELLIGENCE ACT —
3.1 CLASSIFICATION OF Al SYSTEMS USED TO EVALUATE THE CREDIT SCORE OR
CREDITWORTHINESS AS HIGH-RISK Al SYSTEMS — 3.2 REQUIREMENTS FOR HIGH-RISK Al
SYSTEMS: IN PARTICULAR, Al SYSTEMS USED TO EVALUATE THE CREDIT SCORE OR
CREDITWORTHINESS OF NATURAL PERSONS — 3.3 RIGHT TO EXPLANATION OF INDIVIDUAL
DECISION-MAKING IN ARTICLE 86 AIA AND ITS INTERPLAY WITH ARTICLE 22 GDPR — 4.
AI-BASED CREDIT SCORING UNDER THE 2023 CONSUMER CREDIT DIRECTIVE — 4.1
INTRODUCTION — 4.2 THE CREDITOR OBLIGATION TO ASSESS THE CREDITWORTHINESS OF
THE CONSUMER (ARTICLE 18 CCD) — 4.3 INFORMATION AND SOURCES OF INFORMATION
FOR THE ASSESSMENT OF THE CREDITWORTHINESS (ARTICLE 18 CCD) — 4.4 CONSUMER
RIGHTS REGARDING CREDITWORTHINESS ASSESSMENT THAT INVOLVES THE AUTOMATED
PROCESSING OF PERSONAL DATA. THE RIGHT TO EXPLANATION IN ARTICLE 18.8 CCD —5.
INTERACTION WITH ANTIDISCRIMINATION LAW: THE FINNISH SVEA EKONOMI AB CASE
— 6. REFERENCES

Opportunities and challenges of using AI systems for creditworthiness
assessments of natural persons

In recent years, Artificial Intelligence systems have become increasingly integrated into the
functioning of financial services.>®? This trend is a notable indicator of the broader digital
transformation within the global economy. At the current stage of the FinTech (‘financial
technology’) evolution, financial institutions employ algorithms, Al (including machine
learning and natural language processing techniques) and big data analytics to enhance the
services they provide. As part of these innovative initiatives designed to improve the
behaviour of financial firms in the market, Al is now used to assess the creditworthiness

343 For an overview, see FINANCIAL STABILITY BOARD, Arsficial intelligence and machine learning in
financial  services.  Market  developments — and  financial  stability  implication, 2017  (available at:
https://www.fsb.org/2017/11 /artificial-intelligence-and-machine-learning-in-financial-service/); and
RODRIGUEZ DE LAS HERAS BALLELL, T., ‘Al in the Financial Sector. Policy Challenges and
Regulatory Needs’, in BEDNARZ, Z. and ZALNIERIUTE M. (eds.), Money, Power, and Al: Automated Banks
and Automated States, Cambridge University Press, Cambridge, 2023, pp. 18-20.
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of individuals in their capacity as consumers.>** This represents one of the specific
applications of Al in the field of contract law,>* particularly in the contract formation
phase.

The creditworthiness assessment has traditionally been done by examining consumet’s
income, credit history and a statistical analysis of credit portfolios of the bank’s customers.
This work has been generally done by the lender himself, usually relying on their own data
on the borrower or its customer data base, but also has been partially outsourced to other
agents, such as data brokers or credit scoring agencies, who hold their own methodologies
of assessing. As stated, lenders used to take loan decisions based on a mix of quantitative
and qualitative information, considering features or situations such as income, net worth,
pay-back morale, employment stability or stability of residence and data about previous
repayments. Nowadays, under the FinTech paradigm, other alternative data is also used to
achieve a more efficient score. Thus, the scoring activity involves collected information on
consumers’ performance at online platforms, contact list, GPS locations, payment
histories, e-commerce activity, social media interactions, mobile phone usage or even the
amount of spelling mistakes or the time it took the user to fill out the credit application.
Consequently, lenders’ Al systems can make a better prediction on the probability of
repayment.34

Both benefits and harms gave been identified from a consumer perspective. On the one
hand, the use of Al systems can contribute to financial inclusion, since it reduces the
operational costs and improves risk profiling capabilities, making the access to financial
products more affordable for customer groups that, otherwise, would be excluded from
contracting.>*’ For instance, in this regard digital lending can be customized to meet the
specific needs of users and streamlined through machine learning models that utilize some
of the alternative data sources abovementioned.3*8

34 GOETGHEBUER, J., ‘Al and Creditworthiness Assessments: The Tale of Credit Scoring and
Consumer Protection. A Story with a Happy Ending?’, in DE BRUYNE. J. and VANLEENHOVE, C.
(eds.), Artificial Intelligence and the Law, 204 revised ed., Intersentia, 2023, pp. 477-478. We use the Al Act
definition for ‘Al system’ (art. 3(1) AIA): ‘machine-based system that is designed to operate with varying
levels of autonomy and that may exhibit adaptiveness after deployment, and that, for explicit or implicit
objectives, infers, from the input it receives, how to generate outputs such as predictions, content,
recommendations, or decisions that can influence physical or virtual environments’.

345 See EBERS, M., ‘Artificial Intelligence, Contracting and Contract Law: An Introduction’, in EBERS,
M., PONCIBO, C. and ZOU, M. (eds.), Contracting and Contract Law in the Age of Artificial Intelligence, Hart,
2022, pp. 21-23.

346 LANGENBUCHER, K., ‘Responsible A.L.-based Credit Scoring — A Legal Framework’, Eurgpean
Business Law Review, Vol. 31, Is. 4, 2020, pp. 527-529; AGGARWAL, N., ‘Chapter 6: Machine learning,
alternative data, and the regulation of consumer credit markets’, in NYDIA, R., and GURREA
MARTINEZ, A. (eds.), Artificial Intelligence in Finance: Challenges, Opportunities and Regulatory Develgpments,
Edward Elgar Publishing, 2023, pp. 143-146; and HURLEY, M.; and ADEBAYO, J., ‘Credit scoring in the
Era of Big Data’, Yale Journal of Law & Technology, Vol. 18, 2016, pp. 157-183.

347 OSTMANN, F., and DOROBANTU C., Al in financial services, The Alan Turing Institute, 2021, pp. 34-
35.

348 PAZARBASIOGLU, C. ¢ al., Digital Financial Services, April 2020, World Bank Group, p. 7 (available at:
https://pubdocs.worldbank.org/en/230281588169110691 /Digital-Financial-Services.pdf).
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However, on the other hand, there is also a range of potential drawbacks, including
financial exclusion resulting from risk profiling or differential pricing, as well as unlawful
discrimination or others forms of unfair differential treatment. These issues may arise from
the design of the model itself, biased or incomplete input data, or unexpected associations
made by the system. Another potential risk is consumer disempowerment, stemming from
the difficulty in understanding the rationale behind a creditworthiness decision and,
ultimately, having insufficient information to challenge it. Closely related to this concern is
the issue of personal data usage, as new types of information are being utilized to make
decisions about customers —information that was historically irrelevant, such as shopping
habits or data from social media and platforms, can now influence eligibility or pricing
decisions.?¥

The obligation to evaluate the financial and personal situation of each consumer before
concluding some type of credit contracts has been a cornerstone of European legislation
for neatly two decades. Since the enactment of the Directive 2008/48/EC30 and the
Directive 2014/17/EU!, this requirement, placed on the creditor, aims to ensure that the
consumer can repay the loan while maintaining their financial stability.3>> However, the rise
of automatic credit scoring techniques —powered by advanced computer-based algorithms—
represents a significant shift in how credit decisions are made. As mentioned eatlier, the
use of these systems, that influence or entirely determine the loan approval process, interest
rates, and other terms and conditions of the loan, introduces new challenges to consumer
rights that could not have been fully anticipated by previous regulations, given the state of
the technology at that time. While many of these challenges are part of the broader

349 OSTMANN, F., and DOROBANTU C., Al in financial services, The Alan Turing Institute, 2021, pp. 34-
40; LANGENBUCHER, K., ‘Responsible A.l.-based Credit Scoring — A Legal Framework’, Eurgpean
Business Law Review, Vol. 31, Is. 4, 2020, pp. 529-532; SPINDLER, G., ‘Algorithms, credit scoring, and the
new proposals of the EU for an Al Act and on a Consumer Credit Directive’, Law and Financial Markets
Review, Vol. 15, Is. 34, 2021, pp. 240-242; and BEDNARZ, Z., and PRZHEDETSKY, L. ‘Al Opacity in
the Financial Industry and How to Break It’, in BEDNARZ, Z. and ZALNIERIUTE M. (eds.), Money,
Power, and AI: Automated Banks and Automated States, Cambridge University Press, Cambridge, 2023, pp. 70-
72.
350 Art. 8(1) Directive 2008/48/EC of the European Parliament and the Council of 23 April 2008 on credit
agreements for consumers and repealing Council Directive 87/102/ECC: ‘Member States shall ensure that,
before the conclusion of the credit agreement, the creditor assesses the consumer's creditworthiness on the
basis of sufficient information, where appropriate obtained from the consumer and, where necessary, on
the basis of a consultation of the relevant database. Member States whose legislation requires creditors to
assess the creditworthiness of consumers on the basis of a consultation of the relevant database may retain
this requirement’.
351 Art. 18(1) Ditective 2008/48/EC of the European Patliament and the Council of 23 April 2008 on credit
agreements for consumers and repealing Council Directive 87/102/ECC: ‘Member States shall ensure that,
before concluding a credit agreement, the creditor makes a thorough assessment of the consumer’s
creditworthiness. That assessment shall take appropriate account of factors relevant to verifying the
prospect of the consumer to meet his obligations under the credit agreement’.
32 GOETGHEBUER, J., ‘Al and Creditworthiness Assessments: The Tale of Credit Scoring and
Consumer Protection. A Story with a Happy Ending?’, in DE BRUYNE. J. and VANLEENHOVE, C.
(eds.), Artificial Intelligence and the Law, 27 revised edition, Intersentia, 2023, p. 478. See also AGGARWAL,
N., ‘Chapter 6: Machine learning, alternative data, and the regulation of consumer credit markets’, in
NYDIA, R., and GURREA MARTINEZ, A. (eds.), Artificial Intelligence in Finance: Challenges, Opportunities and
Regulatory Developments, Edward Elgar Publishing, 2023, pp. 142-143.
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adoption of automatic decision-making and Al across the economy, they raise concerns in
the context of consumer credit agreements and must be carefully considered within this
specific area. Moreover, certain types of credit contracts concluded with consumers may
fall outside the scope of specific consumer credit regulations, as they do not meet the
criteria required for the applicability of these specialized rules.

As highlighted in previous chapters, several legislative acts have been introduced in recent
years to address the risks associated with the use of Al systems. This new regulatory
framework, primarily consisting of the General Data Protection Regulation of 2016
(hereinafter, GDPR)*3 and the Artificial Intelligence Act of 2024 (hereinafter, AIA)3,
applies to entities providing financial services, particularly when engaging in
creditworthiness assessments through profiling, automated decision-making, personal data
and Al systems. Furthermore, the European legislature recognized the need for additional
legislation to ensure robust consumer protection within the Union and to preserve the
proper functioning of the internal market for consumer credit contracts. As a result, the
new Consumer Credit Directive of 2023 (hereinafter, CCD)35 includes specific provisions
that impose obligations on creditors regarding the assessment of consumers’
creditworthiness.

This chapter primarily examines provisions that impose obligations on lenders or credit
scoring agencies, or that grant rights to consumers concerning the assessment of
creditworthiness through algorithmic or Al systems. Other relevant legal sources not
directly addressing that issue will also be referenced where applicable. The chapter is
organized as follows: first, we explore the interaction between Articles 22 and 15 GDPR;
second, we conduct a similar analysis of the obligations under the AIA, with particular
emphasis on Article 86; third, we examine the specific framework governing contracts
covered by the CCD; and finally, we provide a case study illustrating how to approach such
situations, linking it to antidiscrimination law.

2.  Al-based Credit Scoring under the GDPR
2.1. Data subject’s rights in cases of antomated decision-making under the GDPR

The right not to be subject to a decision based solely on automated processing, including profiling (Article
22(1) GDPR)

353 Regulation (EU) 2016/679 of the European Patliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (O] L 119/1, 4.5.2016).
354 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No
167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) (O] L 2024/1689,
12.7.2024).
355 Directive (EU) 2023/2225 of the European Patliament and of the Council of 18 October 2023 on credit
agreements for consumers and repealing Directive 2008/48/EC (O] L 2023/2225, 30.10.2023).
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The assessment of an individual’s creditworthiness using Al systems involves the
automated processing of personal data to evaluate specific aspects of a natural person,
particularly analysing or predicting their economic situation, reliability or behaviour. This
process falls under the definition of profiling as outlined in Article 4(4) GDPR and may be
subject to Article 22 GDPR. This provision recognizes to the data subject ‘the right not to
be subject to a decision based solely on automated processing, including profiling, which
produces legal effects concerning him or her or similarly significantly affects him or her’3>.

Excceptions from the probibition: Article 22(2) GDPR

The prohibition®” under Article 22(1) GDPR does not apply to cases covered by Article
22(2) GDPR, which sets out three exceptions3®. The provision permits solely automated
decision-making only under the following specific conditions:

- ‘is necessary for entering into, or performance of, a contract between the data
subject and a data controller’ (point (a) performance of a contract);

- ‘is authorised by Union or Member State law to which the controller is subject and
which also lays down suitable measures to safeguard the data subject’s rights and
freedoms and legitimate interests’ (point (b) statutory authority);

- or ‘is based on the data subject’s explicit consent’ (point (c) explicit consent)3>.
Establishing appropriate safeguards (Article 22(2)(b) and (3))

Although automated individual decisions are permitted in these cases, the GDPR
establishes a series of safeguards in Article 22 GDPR, paragraphs (2)(b) (statutory
authority) and (3) (performance of a contract and explicit consent). This provision requires
that appropriate measures must be in place to safeguard the data subject’s rights, freedoms
and legitimate interests.

Specifically, in cases falling under points (a) (performance of a contract) and (c) (explicit
consent) of Article 22(2), the data controller must ensure that the data subject has, at a

356 See also Recital 71 GDPR.

37 For a discussion on the nature of the right of Article 22(1) GDPR see BYGRAVE, L.A., ‘Article 22
Automated individual decision-making, including profiling’, in KUNER/BYGRAVE/DOCKSEY (eds.),
The EU General Data Protection Regulation (GDPR). A Commentary, Oxford University Press, Oxford, 2020,
pp. 530-531.

358 Regarding how to apply these qualifications in Article 22 (2) see ARTICLE 29 DATA PROTECTION
WORKING PARTY, Guidelines on Automated individual decision-making and Profiling for the purposes of Regulation
2016/679 (wp251rev.01), 2018, pp. 23-24.

39 According to BYGRAVE, L.A,, ‘Article 22 Automated individual decision-making, including profiling’,
in KUNER/BYGRAVE/DOCKSEY (eds.), The EU General Data Protection Regulation (GDPR). A
Commentary, Oxford University Press, Oxford, 2020, p. 537, ‘when an automated decision is in the data
subject’s interest (e.g. the situation with applications for credit or insurance), it is easier to argue that consent
is freely given than when the decision is not’.
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minimum, ‘the right to obtain human intervention on the part of the controller,3® to
express his or her point of view, and to contest the decision’ (Article 22(3)). Although not
explicitly stated in the wording of Article 22(3), Recital 71 GDPR also refers to the right
to obtain an explanation of the decision reached after such assessment*!. Moreover, there
is general consensus that the GDPR grants data subjects a right to explanation.36?

Special categories of personal data (Article 22(4) GDPK)

Additionally, under Article 22(4) GDPR, automated individual decision-making that
involves special categories of personal data, as defined in Article 9(1) GDPR, is permitted
only in specific, exceptional circumstances. These circumstances arise when either point (a,
explicit consent)?® or (g, public interest, on the basis of Union or Member State law)3%4 of
Article 9(2) GDPR apply. In both cases, the controller must put in place suitable measures
to safeguard the data subject’s rights, freedoms, and legitimate interests.

Rights of the data subject: right to be informed (Articles 13(2)(f) and 14(2)(g)) and right of access (Article
15.1.h) GDPR)

In cases of automated decision-making, as described in Article 22(1) GDPR, data subjects
have specific rights. In relation to the right to be informed, the data controller must fulfil

360 Human intervention requires that: ‘Any review must be carried out by someone who has the appropriate
authority and capability to change the decision. The reviewer should undertake a thorough assessment of
all the relevant data, including any additional information provided by the data subject’. See ARTICLE 29
DATA PROTECTION WORKING PARTY, Guidelines on Automated individual decision-making and Profiling
Jor the purposes of Regulation 2016/679 (wp251tev.01), 2018, p. 27.

361 According to Recital 71 GDPR: ‘(...) In any case, such processing should be subject to suitable
safeguards, which should include specific information to the data subject and the right to obtain human
intervention, to express his or her point of view, to obtain an explanation of the decision reached after such assessment
and to challenge the decision (...).

362 For a discussion on whether the GDPR includes a right to explanation, see, among others, the following
publications: BYGRAVE, L.A., ‘Article 22 Automated individual decision-making, including profiling’, in
KUNER/BYGRAVE/DOCKSEY (eds.), The EU General Data Protection Regulation (GDPR) A Commentary,
Oxford University Press, Oxford, 2020, pp. 530-532; ZANFIR-FORTUNA, G., ‘Article 15 Right of access
by the data subject’, in KUNER/BYGRAVE/DOCKSEY (eds.), The EU General Data Protection Regulation
(GDPR): A Commentary. Oxtord University Press, Oxford, 2020, pp. 462-463; WACHTER, S.,
MITTELSTADT, B., FLORIDI, L., “‘Why a Right to Explanation of Automated Decision-Making Does
Not Exist in the General Data Protection Regulation’, International Data Privacy Law, Volume 7, Issue 2, May
2017, pp. 76-99; BINNS, R., VEALE, M., ‘Is that your final decision? Multi-stage profiling, selective
effects, and Article 22 of the GDPR’, International Data Privacy Law, Volume 11, Issue 4, November 2021,
pp. 319-332.

363 Article 9(2)(a) GDPR: ‘the data subject has given explicit consent to the processing of those personal
data for one or more specified purposes, except where Union or Member State law provide that the
prohibition referred to in paragraph 1 may not be lifted by the data subject;’.

364 Article 9(2)(g) GDPR: ‘processing is necessary for reasons of substantial public interest, on the basis of
Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the
right to data protection and provide for suitable and specific measures to safeguard the fundamental rights
and the interests of the data subject;’.
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additional information obligations under Articles 13(2)(£)%% and 14(2)(g)3°® GDPR. These
obligations include informing the data subject ‘about the existence of automated decision-
making, including profiling, and, at least in those cases, meaningful information about the
logic involved, as well as the significance and the envisaged consequences of such
processing for the data subject’.

With regard to the right of access, Article 15.1.h) GDPR37 explicitly grants the data subject
the right to obtain from the controller ‘meaningful information about the logic involved,
as well as the significance and the envisaged consequences of such processing for the data
subject’. This provision effectively establishes a genuine right to an explanation.3

2.2.  Al-based credit scoring within the scope of Article 22(1) GDPR: [udgment of the CJEU, 7
December 2023, Schufa Holding and Others (Scoring), C-634/21

Automated decisions affecting a person’s credit eligibility, such as Al-based credit scoring,
fall under the definition of profiling (Article 4(4) GDPR) and may be subject to Article 22
of the GDPR. While these decisions may not directly impact on individual’s legal rights,
they can have similarly significant effects by influencing their financial circumstances.®

owever, loan application assessments often involve automate ecision-makin
H 1 pplicati ts oft 1 tomated d king
processes with multiple stages.’” Approaches to credit scoring differ greatly across

365 Article 13(2)(f) GDPR (Information to be provided where personal data are collected from the data
subject): ‘2. In addition to the information referred to in paragraph 1, the controller shall, at the time when
personal data are obtained, provide the data subject with the following further information necessary to
ensure fair and transparent processing: (...) f) the existence of automated decision-making, including
profiling, referred to in Article 22(1) and (4) and, at least in those cases, meaningful information about the
logic involved, as well as the significance and the envisaged consequences of such processing for the data
subject.’

366 Article 14(2)(g) GDPR (Information to be provided where personal data have not been obtained from
the data subject): ‘In addition to the information referred to in paragraph 1, the controller shall provide the
data subject with the following information necessary to ensure fair and transparent processing in respect
of the data subject: (...) g) the existence of automated decision-making, including profiling, referred to in
Article 22(1) and (4) and, at least in those cases, meaningful information about the logic involved, as well
as the significance and the envisaged consequences of such processing for the data subject.’

367 Article 15(1)(h) GDPR (Right of access by the data subject): “The data subject shall have the right to
obtain from the controller confirmation as to whether or not personal data concerning him or her are being
processed, and, where that is the case, access to the personal data and the following information: h) the
existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at least
in those cases, meaningful information about the logic involved, as well as the significance and the envisaged
consequences of such processing for the data subject’.

368 In this vein, see Opinion of Advocate General Richard de la Tour, 12 September 2024, CK (Dun &
Bradstreet), C-203/22, pat. 67.

369 In this sense, see Recital 71 GDPR, which explicitly references the automatic refusal of an online credit
application; ARTICLE 29 DATA PROTECTION WORKING PARTY, Guidelines on Automated individual
decision-making and Profiling for the purposes of Regulation 2016/679 (wp251rev.01), 2018, p. 22; and Judgement
CJEU (First Chamber) of 7 December 2023, Schufa Holding (Scoring), Case C-634/21.

370 See BINNS, R., VEALE, M., ‘Is that your final decision? Multi-stage profiling, selective effects, and
Article 22 of the GDPR’, International Data Privacy Law, Volume 11, Issue 4, November 2021, p. 321, who
define ‘multi-stage profiling systems’ as follows: ‘when human intervention and/or decision’s significance
can be stratified by stages or by particular decision outcomes’.
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Europe.?’! In some countries, traditional credit providers relay on independent credit
scoring platforms, such as Schufa in Germany.’”? In these cases, the process typically
unfolds in different phases.>”? First, an external scoring agency evaluates the loan
application using an Al system; second, a human decision-maker at the credit provider
determines whether to grant the loan, relaying on the information provided by the scoring
agency.

This structure raises doubts about whether such cases fall within the scope of Article 22
GDPR for two main reasons. The first issue concerns whether the decision is ‘based solely
on automated processing.” It has been argued that if human decision-makers merely
rubber-stamp computer-generated outputs the decision remains ‘based solely’ on
automated processing.’’* The second issue concerns to the allocation of the decision:
should the decision be attributed to the external scoring agency that uses the Al-based
scoting system, or/and to the credit provider that makes the final decision based on the
information received?

These issues were analysed by the Court of Justice the European Union (CJEU) in its
Judgement (First Chamber) of 7 December 2023, Schufa Holding (Scoring), Case C-
634/21)37>, where the Court interpreted Article 22 GDPR for the first time.¢ In its ruling,
the CJEU confirmed that 22 GDPR applies to the automated creation of a credit score by
an external credit information agency if the credit provider relies strongly on the probability
score conveyed by the latter.3””

Facts of the Schufa Holding (Scoring), Case C-634/ 21, and questions referred for a preliminary ruling

371 See LANGENBUCHER, K., “The European Court of Justice Tightens the Requirements for Credit
Scoring under the GDPR’, Compliance and Enforcement at New Y ork University School of Law. December 8, 2023.
372 SPINDLER, G., ‘Algorithms, credit scoring, and the new proposals of the EU for an Al Act and on a
Consumer Credit Directive’, Law and Financial Markets Review, Vol. 15, Is. 3—4, 2021, p. 239.

33For a more detailed analysis on the procedural seps in the credit-granting process see PAAL, B., ‘Article
22 GDPR: Credit Scoring Before the CJEU’, Global Privacy Law Review, vol. 4, num. 3, 2023, p. 128.

374 See BINNS, R., VEALE, M., ‘Is that your final decision? Multi-stage profiling, selective effects, and
Article 22 of the GDPR’, International Data Privacy Law, Volume 11, Issue 4, November 2021, p. 321.

375 ECLLI:EU:C:2023:957.

376 For a critical analysis of the case see ARROYO I AMAYUELAS, E., ‘El scoring de Schufa’, InDret,
3.2024, pp. 134-160; LANGENBUCHER, K., “The European Court of Justice Tightens the Requirements
for Credit Scoring under the GDPR’, Compliance and Enforcement at New York University School of Law.
December 8, 2023; PAAL, B., ‘Article 22 GDPR: Credit Scoring Before the CJEU’, Global Privacy Law
Review, vol. 4, num. 3, 2023, pp. 127-137; HENSELER, S., ‘ECJ C-634/21: Credit score (of SCHUFA) as
an automated decision’, datenrecht.ch, 2023; and COTINO HUESO, L., ‘La primera sentencia del Tribunal
de Justicia de la Unién Europea sobre decisiones automatizadas y sus implicaciones para la proteccion de
datos y el Reglamento de inteligencia artificial’, Diario La Ley, N° 80, Seccién Ciberderecho, 17 January
2024.

377 See also, in a similar vein, BINNS, R., VEALE, M., ‘Is that your final decision? Multi-stage profiling,
selective effects, and Article 22 of the GDPR’, International Data Privacy Law, Volume 11, Issue 4, November
2021, p. 326, according to which: ‘if the decision happened only later, when the human intervened, then
Article 22 would ‘not’ apply -the decision would not be based solely on automated processing, unless there
was a case of ‘rubber-stamping’ (...)".
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Schufa, a private company under German law, provides creditworthiness information to
its contractual partners —such as credit institutions—, primarily concerning consumers.
To that end, it generates a score predicting the probability of a future behaviour of a person,
such as loan repayment, based on certain characteristics of that person, using mathematical
and statistical procedures.

OQ), an individual, was denied a loan by a credit institution due to negative information
established by Schufa. OQ requested to Schufa to give her access to the data held about
her and to erase the information which was allegedly incorrect. Schufa provided her with
her score and, in broad terms, the methods for calculating that score. However, Schufa
refused to disclose specific elements considered for the purposes of that calculation and
their weighting, referring to trade secret. Lastly, Schufa claimed that it limited itself to
sending information to its contractual partners and it was those contractual partners which
made the actual contractual decisions.

On 18 October 2018, OQ filed a complaint with the Data Protection and Freedom of
Information Commissioner for the Federal State of Hesse, Germany (HBDI)?"8, requesting
access to her information and erasure of the incorrect data. On 3 June 2020, the HBDI
rejected the complaint, stating that it was not established that Schufa did not comply with
the Federal Law on data protection of 30 June 2017 (BDSG)%” -in particular, with the
requirements set out in Article 31 BDSG3¥. OQ appealed this decision before the

378 The Hessischer Beaufiragter fiir Datenschutz und Informationsfreibeit.

379 Bundesdatenschutzgeserz.

380 Article 31 BDSG, ‘Protection of commercial transactions in the case of scoring and credit reports’ reads
as follows:

(1) For the purpose of deciding on the creation, execution or termination of a contractual relationship with
a natural person, the use of a probability value for certain future action by this person (scoring) shall be
permitted only if
1. the provisions of data protection law have been followed,;

2. the data used to calculate the probability value are demonstrably essential for calculating the probability
of the action on the basis of a scientifically recognized mathematic-statistical procedure;

3. other data in addition to address data are used to calculated the probability value; and

4. if address data are used, the data subject was notified ahead of time of the planned use of these data;
this notification shall be documented.

(2) The use of a probability value calculated by credit reporting agencies to determine a natural persons
ability and willingness to pay shall be permitted in the case of including information on claims only as far
as the conditions of subsection 1 are met and only claims concerning a performance owed which has not
been rendered on time are considered

1. which have been established by a final decision or a decision declared enforceable for the time being, or
if an executory title has been issued under Section 794 of the Code of Civil Procedures,

2. which have been established under Section 178 of the Insolvency Act and have not been disputed by
the debtor at the verification meeting,
3. which the debtor has explicitly acknowledged,
4. for which
a) the debtor has received at least two written reminders after the due date of the claim,
b) atleast four weeks have elapsed since the first reminder,
¢) the debtor was previously informed, at least in the first reminder, of possible consideration by a credit
reporting agency and
d) the debtor has not disputed the claim, or
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Administrative Court in Wiesbaden, Germany®®!, in accordance with Article 78(1)
GDPR3#2. The Administrative Court referred the matter to the CJEU, seeking an
interpretation of Article 22 GDPR, due to doubts regarding the argument that Article 22(1)
GDPR does not apply to the activities of companies like Schufa.

By its first question, the referring court seeks clarification on whether Article 22(1) GDPR
should be interpreted to mean that automated credit scoring by a credit information agency
constitutes ‘automated individual decision-making’ within the meaning of that provision,
when a credit institution heavily relies on that credit scoring to establish, implement, or
terminate a contractual relationship with the individual.

Reasoning of the deciding court

First of all, the Court finds that the three cumulative conditions of applicability of the
Article 22 GDPR governing the right of the person not to be the subject to automated
decision-making, including profiling, are met in the present case.

- As regards the first condition, relating to the existence of a decision, the Court specifies
that the concept of ‘decision’ has a broad scope, because the wording of Article 22(1)
GDPR refers not only to acts which produce legal effects concerning the person at
issue but also to acts which similarly significantly affect him or her. This may include
the calculation of a person’s creditworthiness in the form of a probability value
predicting an individual’s future payment behaviour. The broad scope of the concept
‘decision’ is confirmed by Recital 71 GDPR, which explicitly references the automatic
refusal of an online credit application.

- Concerning the second condition, which requires that the decision be ‘based solely on
automated processing, including profiling’, it is undisputed that the company’s activities
fall within the definition of ‘profiling’ as defined in Article 4(4) GDPR33.

- As for the third condition, which mandates that the decision must produce ‘Tlegal
effects’ concerning the person at issue or affect hinz or her Similarly significantly’, the Court
observes that in this case, the action of the third party —in other terms, the bank refusal
to grant the loan— relays ‘strongly’ on the credit scoring transmitted by Schufa. A low
probability value almost always results in the bank refusing to grant a loan. The Court
concludes that when the probability value established by a credit information agency
and communicated to a bank plays a decisive role in credit approval, the establishment

5. the contractual relationship on which the claim is based can be terminated without prior notice for
payment in arrears and the debtor has been informed of possible consideration by a credit reporting agency.
The lawfulness of processing, including the calculation of probability values, other data relevant for credit
reports pursuant to general data protection law shall remain unaffected.’

38 Verwaltungsgericht Wieshaden.

382 Article 78.1 GDPR regulates the ‘Right to an effective judicial remedy against a supervisory authority’.
383 According to Article 4(4) GDPR (Definitions): ‘profiling means any form of automated processing of
personal data consisting of the use of personal data to evaluate certain personal aspects relating to a natural
person, in particular to analyse or predict aspects concerning that natural persons performance at work,
economic situation, health, personal preferences, interests, reliability, behaviour, location or movements;’.
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of that value itself constitutes a decision that produces ‘legal effects concerning him or
her or similarly significantly [affecting] him or her’, within the meaning of Article 22(1)
GDPR.

The CJEU points out that this interpretation reinforces the effective protection
intended by the GDPR. Conversely, a restrictive interpretation —where the
establishment of the probability value is considered merely a preparatory act and only
the third party’s action is classified as a ‘decision’—would create a gap in legal
protection. In that situation, the establishment of a credit score would escape the
specific requirements provided for in Article 22 GDPR. Additionally, the data subject
would be unable to exercise their right under Article 15(1)(h) GDPR to access to the
specific information from the credit information agency.

Finally, the CJEU highlights that the fact that the establishment of a probability value is
covered by Article 22 GDPR means that such practice is prohibited unless one of the
exceptions —established in Article 22(2)(a), (b) or (c)— is applicable and the GDPR’s
specific requirements are met —Article 22(3) and (4) GDPR—.

In this context, the Court notes that the referring court refers to the exception allowing
decisions based solely on automated processing when authorized by national law to which
the controller is subject [Article 22(2)(b) GDPR] —in particular, the referring court cites
Paragraph 31 BDSG as possible national legal basis for the purposes of Article 22(2)(b)
GDPR—. In this respect, the CJEU states that it is for the referring court to verify whether
the relevant national legislation governing the use of a probability values for
creditworthiness constitutes a valid legal basis for such a decision and, if so, whether the
GDPR’s conditions [Article 22(2)(b), (4), (5) and (6)] are fulfilled in this case.

Conclusion of the court

The CJEU rules that Article 22(1) GDPR must be interpreted to mean that the automated
determination, by a credit information agency, of a probability score based on personal
data about an individual’s capacity to fulfil future payment obligations constitutes
‘automated individual decision-making’ under the provision. This applies when a third
party, to whom the probability score is transmitted, relies strongly on it to establish,
implement, or terminate a contractual relationship with that individual.

2.3. Concept of ‘meaningful information about the ‘logic involved” in automated decision-matking:
Opinion of Adyocate General Richard de la Tour, 12 September 2024, CK (Dun & Bradstreet),
C-203/22

Regarding the concept of ‘meaningful information about the ‘logic involved” in automated
decision-making mentioned in the cited provisions, as the Guidelines of the Article 29 Data
Protection Working Party®* recognize, ‘the growth and complexity of machine-learning
can make it challenging to understand how an automated decision-making process or

384 ARTICLE 29 DATA PROTECTION WORKING PARTY, Guidelines on Automated individual decision-
making and Profiling for the purposes of Regulation 2016/679 (wp251ren.01), 2018, p. 25.
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profiling works’. Consequently, ‘the controller should find simple ways to tell the data
subject about the rationale behind, or the criteria relied on in reaching the decision. The
GDPR requires the controller to provide meaningful information about the logic involved,
not necessarily a complex explanation of the algorithms used or disclosure of the full
algorithm. The information provided should, however, be sufficiently comprehensive for
the data subject to understand the reasons for the decision’. Importantly, ‘complexity is no
excuse for failing to provide information to the data subject’.

This thesis has been followed by the Opinion of Advocate General Richard de la Tour
delivered on 12 September 2024 in Case CK (Dun & Bradstreet), C-203/223%5, concerning
a request for a preliminary ruling from the Administrative Court of Vienna3®. The request
arose in the context of a dispute between CK and the City Council of Vienna3¥” regarding
the enforcement of a court order. The order required a credit assessment undertaking to
provide CK with ‘meaningful information about the logic involved’ in profiling her
personal data. The referring court must determine the extent and degree of detail of the
information which the credit assessment undertaking must provide in order to meet the
requirements of Article 15(1)(h) GDPR. The CJEU has not yet issued a decision in this
case. When delivered, the judgment of the CJEU will build upon the decision in Schufa
Holding and Others (Scoring), Case C-634/21, by clarifying the scope of the right to access
under Article 15(1)(h) GDPR.

The opinion of Advocate General of 12 September 2024 in Case CK (Dun & Bradstreet),
C-203/22, refers to the level of detail required of the ‘meaningful information about the
logic involved’ in automated decision-making, within the meaning of Article 15(1)(h)
GDPR. The opinion also sheds light on the interplay between the data subject’s right to
access ‘meaningful information about the logic involved’ in automated decision-making, as
provided under Article 15(1)(h) GDPR, and the controller’s right to the non-disclosure of
trade secrets under Directive 2016/943 on trade secrets3® —specifically regarding the
algorithm used in profiling—to safeguard third-party rights as outlined in Articles 15(4)3%,
23(1)(i) GDPR and Recital 63 GDPR.

385 ECLLI:EU:C:2024:745.

386 VVerwaltungsgericht Wien.

387 Magistrat der Stadt Wien.

388 Directive (EU) 2016/943 of the European Patliament and of the Council of 8 June 2016 on the

protection of undisclosed know-how and business information (trade secrets) against their unlawful

acquisition, use and disclosute (O] L 157/1, 15.6.2016). Atticle 2(1)(1) Directive 2016/943 (Definitions):

‘For the purposes of this Directive, the following definitions apply: (1) trade secret means information

which meets all of the following requirements:

(a) it is secret in the sense that it is not, as a body or in the precise configuration and assembly of its

components, generally known among or readily accessible to persons within the circles that normally deal

with the kind of information in question;

(b) it has commercial value because it is secret;

(c) it has been subject to reasonable steps under the circumstances, by the person lawfully in control of the

information, to keep it secret’.

389 Article 15(4) GDPR (Right of access by the data subject): ‘4. The right to obtain a copy referred to in

paragraph 3 shall not adversely affect the rights and freedoms of others’. See also Recital 63 GDPR

according to which: ¢ (...). Every data subject should therefore have the right to know and obtain
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Facts of the Case CK (Dun & Bradstreet), C-203/ 22, and questions referred for a preliminary ruling

CK, an Austrian citizen, was denied a mobile phone contract requiring a monthly payment
of EUR 10 due to alleged insufficient financial creditworthiness based on an automated
assessment carried out by Bisnode Austria GmbH (now Dun & Bradstreet Austria GmbH;
‘D & B’). CK filed a request to the Austrian data protection authority (DPA) to obtain
meaningful information about the logic involved in the automated decision-making under
Article 15(1)(h) GDPR. The DPA granted her request.

D & B contested the DPA’s decision before the Federal Administrative Court of Austria30,
which ruled on October 23, 2019, that D & B had infringed CK’s right of access under the
GDPR. The Court determined that D & B failed to provide meaningful information about
the logic involved in the automated decision-making or to adequately justify why such
information could not be provided. This decision became final and enforceable under
Austrian law. However, the CK’s attempt to enforce the court’s decision was rejected by
the Vienna City Council, which claimed that D & B had sufficiently fulfilled its obligations.
CK challenged this rejection before the Administrative Court of Vienna®!, the referring
coutt.

The referring court identified inconsistencies between the limited information disclosed by
D & B to CK about her processed personal data and the logic of the automated
assessment—which assigned her a particularly high credit rating—and the actual denial of
the mobile phone contract by the mobile operator on the basis of the rating actually given.
These contradictions raised doubts about the accuracy of the information provided to CK.

The referring court asks the CJEU to clarify the interpretation of Article 15(1)(h) GDPR.
Specifically, the court seeks guidance on the following points:

- Whether Article 15(1)(h) GDPR must be interpreted as meaning that ‘meaningful
information about the logic involved’ in automated decision-making includes
information which is sufficiently complete to enable the data subject to verify the
accuracy of that information and its consistency with the rating decision at issue,
including the algorithm used.

- Whether and, if so, to what extent the protection of the rights and freedoms of
others —such as the protection of a trade secret invoked by the controller—, may
limit the scope of the data subject’s right of access under that Article 15 (1)(h)
GDPR.

communication in particular with regard to the (...) the logic involved in any automatic personal data
processing and, at least when based on profiling, the consequences of such processing. (...) That right
should not adversely affect the rights or freedoms of others, including trade secrets or intellectual property
and in particular the copyright protecting the software. However, the result of those considerations should
not be a refusal to provide all information to the data subject. (...)".

390 Bundesverwaltungsgericht.

I Verwaltungsgericht Wien.
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Reasoning of the Advocate General Richard de la Tour

In relation to the first question, Advocate General Richard de la Tour considers that the
concept of ‘meaningful information about the logic involved’ in automated decision-
making serves a key purpose: to enable the data subject to understand the information
disclosed so that he or she can exercise the rights guaranteed to him or her by the GDPR
and, in particular, by Article 22 (para. 70 and 73). He argues that ‘explanations that are
accessible without requiring particular technical expertise will certainly be more
‘meaningful’ than a complex mathematical formula’ (para. 73).

Specifically, the Advocate General states that controllers are not required under Article
15(1)(h) GDPR to disclose detailed technical aspects of the algorithms used, as such
information may not be understood by persons who do not have particular technical
expertise. However, controllers must provide ‘with both accessible and sufficiently
complete information on the process that led to the automated decision in question and
the reasons for the outcome of that decision. Thus defined, ‘meaningful information about
the logic involved’ in automated decision-making should in particular describe the method
used and the criteria taken into account and their weighting. The data subject must
therefore be able to understand what information was used in the automated decision-
making and how it was taken into account and weighted’ (para. 706).

Concerning the second question, which addresses the balance between the data subject’s
right to access ‘meaningful information about the logic involved’ in automated decision-
making under Article 15(1)(h) GDPR and the controller’s right to protect trade secrets
under Directive 2016/943 on trade secrets —specifically regarding the algorithm used in
profiling—, Advocate General Richard provides the following considerations.

He asserts that ‘the right to protection of personal data is not an absolute right and must
be balanced against other fundamental rights, in accordance with the principle of
proportionality’ (para. 82). Articles 15(4), 23(1)(1) GDPR and Recital 63 GDPR support
this view by allowing for a balance to be struck between, on the one hand, the exercise of
the right of access under Article 15(1)(h) GDPR and, on the other hand, the rights or
freedoms of others (para. 90).

The Advocate General further explains that considerations related to the protection of
others’ rights and freedoms can justify a restriction of the right of access under Article
15(1)(h) GDPR, in so far as such a restriction respects the essence of the fundamental right
and is a necessary and proportionate measure in a democratic society to safeguard that
protection, as provided for in Article 23(1)(1). ‘In particular, the protection of trade secrets,
as defined in Article 2(1)(1) of Directive 2016/943, may justify a limitation on the right of
access if these conditions are met’ (para. 89).

Additionally, the Advocate General clarifies that, in his view, where the information that
must be provided is likely to infringe the rights and freedoms of others — particularly
because it includes personal data of third parties or a trade secret—, such information must
be disclosed to the competent supervisory authority or court. This allows them ‘to weigh
up, in full knowledge of the facts and in accordance with the principle of proportionality
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and the confidentiality of that information, the interests involved and determine the extent
of the right of access that must be granted to that person’ (para. 94).

Conclusions

The Advocate General Richard de la Tour proposes that the CJEU should answer the
questions referred for a preliminary ruling as follows: ‘article 15(1)(h) GDPR, read in
conjunction with recital 63 and Article 23(1)(1) GDPR, must be interpreted meaning that:

- where a data subject is the subject of automated decision-making, including
profiling, as referred to in Article 22 GDPR, the ‘meaningful information about the
logic involved’ in such automated decision-making to which that person has a right
of access relates to the method and criteria used by the controller for that purpose;

- that information must enable the data subject to exercise the rights guaranteed to
him or her by GDPR and, in particular, by Article 22 thereof. It must therefore be
concise, easily accessible and easy to understand, and formulated in clear and plain
language. In addition, the information must be sufficiently complete and
contextualised to enable that person to verify its accuracy and whether there is an
objectively verifiable consistency and causal link between, on the one hand, the
method and criteria used and, on the other hand, the result arrived at by the
automated decision at issue;

- however, the controller is not required to disclose to the data subject information
which, by reason of its technical nature, is so complex that it cannot be understood
by persons who do not have particular technical expertise, which is such as to
preclude disclosure of the algorithms used in automated decision-making;

- where the information to be provided to the data subject under the right of access
guaranteed by Article 15(1)(h) GDPR is likely to result in an infringement of the
rights and freedoms of others, in particular because it contains personal data of
third parties protected by that regulation or a trade secret within the meaning of
Atrticle 2(1)(1) of Directive (EU) 2016/943 (...), that information must be disclosed
to the competent supervisory authority or court so that the latter can weigh up, in
full knowledge of the facts and in accordance with the principle of proportionality
and the confidentiality of that information, the interests involved and determine the
extent of the right of access that must be granted to that person.’

3. Al systems used to evaluate the credit score or creditworthiness of natural
Yy
persons under the Artificial Intelligence Act

3.1.  Classification of Al systems used to evaluate the credit score or creditworthiness as high-risk Al
Systenrs
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As it is well-known, the AIA recently adopted by the European Union contains a risk-
based approach to Al systems, linking each category to specific obligations.> In this
regard, ‘Al systems intended to be used to evaluate the creditworthiness of natural persons
or establish their credit score, with the exception of those with the purpose of detecting
financial fraud’ are considered high-risk Al systems, as referred in Annex III AIA (area 5:

access to and enjoyment of essential private services and essential public services and
benefits) from the reference in Article 6(2) AIA.

Recital 58 AIA justifies the inclusion of Al systems used to evaluate the creditworthiness
into the category of high-risk Al systems. These Al systems ‘determine those persons’
access to financial resources or essential services such as housing, electricity, and
telecommunication services. Al systems used for those purposes may lead to
discrimination between persons or groups and may perpetuate historical patterns of
discrimination, such as that based on racial or ethnic origins, gender, disabilities, age or
sexual orientation, or may create new forms of discriminatory impacts.

Along with this, Art. 5(1) AIA states as a prohibited Al practice: ‘c) the placing on the
market, the putting into service or the use of Al systems for the evaluation or classification
of natural persons or groups of persons over a certain period of time based on their social
behaviour or known, inferred or predicted personal or personality characteristics, with the
social score leading to either or both of the following: (i) detrimental or unfavourable
treatment of certain natural persons or groups of persons in social contexts that are
unrelated to the contexts in which the data was originally generated or collected; (ii)
detrimental or unfavourable treatment of certain natural persons or groups of persons that
is unjustified or disproportionate to their social behaviour or its gravity’. Thus, the use of
Al for the purpose of social scoring, that subsequently could be used for analysing
creditworthiness assessments or profiling the eligibility of applicants, constitutes a banned
practice under the ATA.

3.2. Requirements for high-risk Al systems: in particular, Al systems used to evaluate the credit score
or creditworthiness of natural persons

As pointed out, high-risk Al systems must comply with the general requirements set out in
Section 2 of Chapter III AIA (Article 8 AIA). Most of them are not unfamiliar obligations
for the financial sector, that has been traditionally subject to a hard regulatory strategy of
supervision and risk management.’?? Firstly, Article 9 AIA requires the establishment,

32 WACHTER, S., ‘Limitations and Loopholes in the EU Al Act and Al Liability Directives: What This
Means for the European Union, the United States and Beyond’, Yale Journal of Law & Technology, Vol. 26,
2024, pp. 671-718.
33 RODRIGUEZ DE LAS HERAS BALLELL, T., ‘Al in the Financial Sector. Policy Challenges and
Regulatory Needs’, in BEDNARZ, Z. and ZALNIERIUTE M. (eds.), Money, Power, and Al: Automated Banks
and Antomated States, Cambridge University Press, Cambridge, 2023, p. 22, who also points out ‘the need to
avoid duplications, contradictions or ovetlaps with sectoral regulations’ (such as Directive 2013/36/EU of
the Buropean Parliament and of the Council of 26 June 2013 relating to the taking up and pursuit of the
business of credit institutions and the prudential supervision of credit institutions and investment firms,
amending Directive 2002/87/EC and repealing
Directives 2006/48/EC and 2006/49/EC; O] L 176, 27.6.2013). Indeed, this problem is addressed all
across the AIA (see Recital 158).
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implementation, documentation and maintenance of a risk management system. Article 10
AIA is a central provision for scoring applications®*, since it gathers several obligations
regarding data and data governance. In this sense, it mandates that high-risk Al systems
which make use of techniques involving the training of Al models with data shall be
developed based on training, validation and testing data sets that meet the quality criteria
laid down in the paras. 2 to 5 of the same Article (appropriate data governance and
management; relevant and representative data sets; data sets adapted to purpose and
context; processing of personal data only when necessary to detect and correct bias).

Another relevant obligation is set out is Article 13 AIA regarding the requirements of
transparency among operators, meaning that the high-risk Al system shall be designed and
developed in such a way as to ensure that their operation enables deployers to interpret a
system’s output and use it appropriately. The level of transparency (‘an appropriate type
and degree of transparency’) shall be ensured to comply with the relevant obligations that
both the provider and the deployer have under Section 3 (Articles 16 to 27 AIA). In
addition, the high-risk Al system shall be accompanied by instructions for use in an
appropriate digital formal or otherwise include concise, complete, correct and clear
information that is relevant, accessible and comprehensible to deployers. Para. 3 of Article
13 AIA states a list on the information that such instructions shall contain.

Finally, Article 14 AIA lays down the requirement of human oversight. High-risk systems
shall be designed and developed in such a way, including with appropriate human-machine
interface tools, that they can be effectively overseen by natural persons during the period
in which they are in use. This requirement aims to prevent or minimise the risks to health,
safety or fundamental rights that may emerge when a high-risk Al system is used in
accordance with its intended purpose or under conditions of reasonably foreseeable
misuse, in particular when such risks persist despite the application of the other
requirements set out in Section 2. In the activity under analysis, the main risk at stake will
be the causation of harm to fundamental rights, given the implications for rights such as
privacy or non-discrimination that the use of Al system for the purpose of assessing
creditworthiness may entail.

The requirement of implementing a proper human oversight in the activity of credit scoring
is met if some of the points listed in Article 14(4) AIA are fulfilled. Given the wording of
the statute, not all of them are applicable to the assessment of creditworthiness through Al
system, but only the following ones: a) when the high-risk system is provided to the
deployer in such a way that natural persons to whom human oversight is assigned are
enabled, as appropriate and proportionate, to propetly understand the relevant capacities
and limitations of the high-risk Al system and be able to duly monitor its operation,
including in view of detecting and addressing anomalies, dysfunctions and unexpected
performance; b) when the high-risk Al system allows to remain aware of the proper

34 LANGENBUCHER, K. and CORCORAN, P., ‘Responsible Al Credit Scoring — A Lesson from
Upstart.com’, in AVGOULEAS, E. and MARJOSOLA, H. (eds.), Digital Finance in Europe: Law, Regulation,
and Governance, De Gruyter, Berlin & Boston, 2022, p. 175.
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tendency of automatically relying or over-relying on the output produced by a high-risk Al
system (known as ‘automation bias’), given that Al credit scoring systems provide
information or recommendations for decisions to be taken finally by natural persons; and
¢) when the high-risk Al system allows to correctly interpret the high-risk Al system’s
output, taking into account, for example, the interpretation tools and methods available.
Even it shall include the chance to decide, in any particular situation, not to use the high-
risk Al system or to otherwise disregard, override or reverse the output of the high-risk Al
system.

Article 14 AIA is narrowly linked to Article 26 AIA, where additional obligations for
deployers of high-risk are set. As a previous condition, it must be stated that the ‘deployer’
means ‘a natural o legal person, public authority, agency or other body using an Al system
under its authority except where the Al system is used in the course of a personal non-
professional activity’ (Article 3(4) AIA). In this regard, for the purpose of our analysis the
deployer could be either the financial institution or credit firm receiving the application for
a credit contract by a consumer performing the credit scoring or an external provider to
the bank or financial institution providing them creditworthiness information or a
consumer credit scoring to its contractual partners (such as Schufa or D&B, as explained
in the cases referred above).

Given that, according to Article 26(2) AIA deployers of high-risk Al systems shall assign
human oversight to natural persons who have the necessary competence, training and
authority, as well as necessary support. The deployer is also responsible for ensuring that
the input data used is relevant and sufficiently representative in view of the intended
purpose of the high-risk Al system (in this case, creditworthiness assessment). And, finally,
deployers of high-risk referred to in Annex III (where credit scoring is included) that make
decisions or assist in making decisions related to natural persons shall inform the natural
persons that they are subject to the use of the high-risk Al system (Article 26(11) AIA).

This regulatory context is based on two core principles: the principle of functional
equivalence and the principle of non-discrimination and technological neutrality. These
principles allow for the use of Al systems in decision-making processes, task automation,
and general operation activities if their deployment ensures that the automated process
complies with the same rules that would apply if the process, situation, or transaction were
not automated3%.

3.3. Right to explanation of individual decision-making in Article 86 ALA and its interplay with
Article 22 GDPR

Like Article 22 GDPR (in connection with Article 15(1)(h) GDPR), Article 86(1) AIA
establishes a right to explanation of individual decision making as well, to be exercised by

35 RODRIGUEZ DE LAS HERAS BALLELL, T., ‘Al in the Financial Sector. Policy Challenges and
Regulatory Needs’, in BEDNARZ, Z. and ZALNIERIUTE M. (eds.), Money, Power, and Al: Automated Banks
and Automated States, Cambridge University Press, Cambridge, 2023, p. 23.
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the affected person subject before the deployer.?¢ This right to explanation is held against
any decision which produces legal effects or similarly significantly affects that person in a
way that they consider to have an adverse impact on their health, safety or fundamental
rights, and it consists on the right to obtain from the deployer clear and meaningful
explanation of the role of the Al system in the decision-making procedure and the main
elements of the decision taken.?7 As stated in Recital 171, the access to the information to
be provided under Article 86 AIA constitutes a necessary condition for subsequent
exercises of other rights, such as challenging the Al system decision or the human
supervision.

Even though some relevant differences between the respective wordings of Article 15
GDPR and Article 86 AIA -that we will address later-, many parts of the previous analysis
regarding Article 22 GDPR are applicable to Article 86 AIA, given the similarities between
both provisions and with the due adaptations. First, Article 86(1) AIA applies to credit
scoring activity deployed using Al systems. As stated by Advocate General in his
conclusions to the case C-203/22 (para. 70), the CJEU itself, in the Judgment of 7
December 2023, SCHUFA Holding (Discharge from remaining debt), holds that credit scoring
may entail a serious interference with some fundamental rights recognized in the Charter
of Fundamental Rights of the European Union (para. 70), specifically the right to respect
for private and family life (Article 7 CFREU) and the right to protection of personal data
(Article 8 CFREU): “The data subject’s personal data are processed with a view to assessing
the data subject’s creditworthiness and therefore constitute sensitive information about his
ot her private life. The processing of such data is likely to be considerably detrimental to
the interests of that person by preventing him or her from entering into contractual
relations likely to cover his or her day-to-day needs’.

As for Article 15(1)(h) GDPR, the concept of the explanation which the person affected
by the decision using an Al system is entitled is not developed in the AIA. From a
consumer protection perspective, the content of the explanation cannot be reduced to a
mathematical one, a general description of the structure of the Al system or its main
technical features. The demand for explainability in this context should be seen more as a
broad principle of interpretability, ensuring that those impacted by the decision can
comprehend and, where appropriate, challenge the process and criteria used by the system
to reach its conclusion. Achieving this goal requires combining the technical concepts
relevant to the specific system (such as a breakdown of the inference processes—
identifying particular issues to address, the relationship between input and output data, the
applied parameters and data structures, the system’s intended objectives, etc.) with the
characteristics of the intended audience for the explanations. In practice, for the
explanation to be deemed sufficient according to this article, it must consider factors like

36 AGUSTINOY GUILAYN, A., ‘Articulo 86. Derecho a una explicacién de decisiones tomadas
individualmente’, in BARRIO ANDRES, M. (dit.), Comentarios al Reglamento Europeo de Inteligencia Artificial,
La Ley, Madrid, 2024, p. 775.

37 According to Article 86(2) AIA, para. 1 does not apply to high-risk systems listed under point 2 of Annex
IIT (critical infrastructure: Al systems intended to be used as safety components in the management and
operation of critical digital infrastructure, road traffic, or in the supply of water, gas, heating or electricity).
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the applicant’s educational background, intellectual ability, age, or experience.’®® In a
nutshell, the explanation must be accessible and understandable to users.?”?

Nevertheless, the scope of applicability of Article 22 GDPR and Article 86 AIA is not the
same, as well as the legal regime stemming from both.#" First, the GDPR imposes
obligations on data controllers, while Article 86 AIA imposes the burden of explanation
solely to the deployer of the Al system*!, who is considered the best placed to understand
how the high-risk Al system is being used (it does not apply to providers).*? Thus, Article
22 GDPR and Article 86 AIA will only apply jointly to those who are data controllers and
providers at the time.*03

Second, both Regulations have a different material scope. In particular, Article 86 AIA only
applies to high-risk systems listed in Annex III, while Article 22 GDPR does not make any
distinction between Al systems based on risk but applies to automated decision-making in
general. Hence, the GDPR’s scope of applicability is broader. However, there is an
alternative interpretation, given a notable difference between the wording of both
provisions: Article 86 AIA does not require a decision to be based solly on automated
processing, as stated in Article 22 GDPR, but to those decisions taken by the deployer oz
the basis of the output from a high-risk Al system listed in Annex III. This means that Article
86 AIA applies even when there is human intervention.** Moreover, this difference has
been eroded by the last decisions delivered by the CJEU (see the comment on the Schufa
Holding [Scoring] judgement, case C-634/21), that stresses the influence that the
recommendation obtained through an automatic processing may have on the final
decision.*%

3% AGUSTINOY GUILAYN, A., ‘Articulo 86. Derecho a una explicacién de decisiones tomadas
individualmente’, in BARRIO ANDRES, M. (dit.), Comentarios al Reglamento Europeo de Inteligencia Artificial,
La Ley, Madrid, 2024, p. 775.
39 CUYPERS, A, NISEVIC, M. AND DE BRUYNE, J., ‘Explainable Al: Can the AI Act and the GDPR
go out for a date?’, 2024 International Joint Conference on Neural Networks (IJCNN), p. 3.
400 It seems that the European legislature has introduced modifications in the AIA in order to improve the
difficult interpretation of Articles 15 and 22 GDPR, both separately and interacting between them. These
GDPR provisions have been object of many critics since its enactment. From METIKOS, L. and
AUSLOQOS,; J., ‘The Right to an Explanation in Practice: Insights from Case Law for the GDPR and the
Al Act’, August 06, 2024. Forthcoming in Law, Innovation, and Technology, Vol 17, Is. 2 (October 2025), p.
10.
401 Article 3(4) AIA: ‘deployer’ means a natural or legal person, public authority, agency or other body using
an Al system under its authority except where the Al system is used in the course of a personal non-
professional activity.
402 CUYPERS, A, NISEVIC, M. AND DE BRUYNE, J., ‘Explainable Al: Can the AI Act and the GDPR
go out for a date?’, 2024 International Joint Conference on Neural Networks (IJCNN), p. 5.
403 CUYPERS, A, NISEVIC, M. AND DE BRUYNE, J., ‘Explainable Al: Can the AI Act and the GDPR
go out for a date?’, 2024 International Joint Conference on Neural Networks (IJCNN), p. 6.
404 CUYPERS, A, NISEVIC, M. AND DE BRUYNE, J., ‘Explainable Al: Can the AI Act and the GDPR
go out for a date?’, 2024 International Joint Conference on Neural Networks (IJCNN), p. 6.
405 JIMENEZ LOPEZ, J., ‘Bl Reglamento de inteligencia artificial y el Reglamento general de proteccion
de datos’, en COTINO HUESO, L. and SIMON CASTELLANO, P. (dit.), Tratado sobre el Reglamento de
Inteligencia Artificial de la Unién Enropea, Aranzadi, Madrid, 2024, p. 172.
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Although they differ in scope, there are many situations where the applicability of the
GDPR and the AIA overlaps. Indeed, Article 86(3) AIA states that the right to explanation
of Article 86(1) AIA does not apply when a similar provision under EU law already exists.
For the purposes of loan applications by consumers, this right is already recognized in
Article 22 GDPR in conjunction with Article 15 GDPR. This should not be an issue, since
both Regulations share the same purpose: making algorithmic decision-making transparent
and explainable. Indeed, the AIA complements the protection granted by Article 22
GDPR, particularly in situations that may not fall within the scope of applicability of the
later.4% Likewise, the right to an explanation under Article 86(1) AIA does not apply in
cases covered by Article 18(8) CCD, which also establishes a right to explanation, as
analysed below.

4.  Al-based Credit Scoring under the 2023 Consumer Credit Directive
4.1.  Introduction

The Directive 2023/2225 on credit agreements for consumers (Consumer Credit Directive,
CCD), adopted on 18 October 2023, fully harmonizes key aspects of the laws, regulations
and administrative provisions of the Member States regarding credit agreements for
consumers.*7 This new directive repeals Directive 2008/48/EC*48 and seeks to ensure
comprehensive consumer protection by addressing emerging trends in the consumer credit
market, particularly those driven by digitalization, which has facilitated significant market
developments.*” Given the topic of this chapter, we highlight the lenders’ growing reliance
on automated decision-making for creditworthiness assessments and their use of personal
data not directly provided by consumers. Notably, this includes the use of non-traditional
data sources —such as data from GPS, social media or web-browsing— to build credit
scores.*10 The CCD will not come into force until November 20, 2026, which means that
until that date, consumer credit agreements will remain subject to the provisions of

Directive 2008/48/EC.411

406 See CUYPERS, A., NISEVIC, M. AND DE BRUYNE, J., ‘Explainable Al: Can the Al Act and the
GDPR go out for a date?’, 2024 International Joint Conference on Neural Networks (IJCNN), pp. 6-7;
AGUSTINOY GUILAYN, A., ‘Articulo 86. Derecho a una explicacion de decisions tomadas
individualmente’, in BARRIO ANDRES, M. (dit.), Comentarios al Reglamento Europeo de Inteligencia Artificial,
La Ley, Madrid, 2024, pp. 776-778; ]IMENEZ LOPEZ, J., ‘El Reglamento de inteligencia artificial y el
Reglamento general de proteccion de datos’, en COTINO HUESO, L. and SIMON CASTELLANO, P.
(dir.), Tratado sobre e/ Reglamento de Inteligencia Artificial de la Union Europea, Aranzadi, Madrid, 2024, pp. 174-
175; and METIKOS, L. and AUSLOOS, J., “The Right to an Explanation in Practice: Insights from Case
Law for the GDPR and the Al Act’, August 06, 2024. Forthcoming in Law, Innovation, and Technology, Vol.
17, Is. 2 (October 2025), p. 11 {f.
407 Articles 1 and 42 CCD.
408 Directive 2008/48/EC of the European Patliament and of the Council of 23 April 2008 on credit
agreements for consumers and repealing Council Ditrective 87/102/EEC (O] L 119/1, 4.5.2016).
409 Recital 4 CCD.
40 EUROPEAN COMMISSION, Evaluation of Directive 2008/48/EC on credit agreements for consumers,
Commission Staff Working Document, Final Report, February 2021, p. 68.
41 Article 47 CCD. Member States should adopt and publish transposition regulations by 20 November
2025 (Article 48 CCD).
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The new CCD is broader in scope than the Directive 2008/48/EC, as it covers some
agreements that were excluded from the previous Directive.#? The new CCD applies to all
credit agreements up to EUR 100 000, also those whose amount is lower than the former
EUR 200 threshold [Article 2 (2)(c) and Recital 15 and 20 CCD]. The CCD also applies to
credit agreements where credit is granted free of interest and without any other charges,
such as the so called ‘Buy now, pay later’ schemes, ‘whereby the creditor grants credit to a
consumer for the exclusive purpose of purchasing goods or services provided by a supplier,
which (...) let consumers make purchases and pay them off over time [and] are often
granted free of interest and without any other charges’ (Recital 16 CCD). Finally, the CCD
also covers credit agreements in which the credit has to be repaid within three months and
only insignificant charges are payable [Article 2(8)(b) and (c)CCD].#13

4.2. The creditor obligation to assess the creditworthiness of the consumer (Article 18 CCD)

The evaluation of Directive 2008/48/EC on consumer credit agreements of 2021
highlighted significant concerns about creditors granting loans despite negative
creditworthiness assessments. In addition, the final report noted that pootly conducted
assessments are mostly common in high-risk credit products, such as short-term, high-cost
loans, particularly affecting vulnerable consumers. The report concluded that accurate
creditworthiness assessments, based on reliable data, are essential to prevent ovet-
indebtedness, especially with the growing digitalization of consumer credit.#!4

To address these issues, the CCD 2023 introduces treforms to creditworthiness
assessments, aiming to prevent irresponsible lending practices and over-indebtedness.*!
Article 18(1) CCD sets out strict conditions for the mandatory assessment of the
consumer’s creditworthiness to be conducted by the creditor, before concluding a credit
agreement. The assessment should be proportionate and done in the interest of the
consumer and should take into consideration all necessary and relevant factors that could
influence a consumer’s ability to repay the credit.*!¢ In addition, the creditor shall only
make the credit available to the consumer where the result of the creditworthiness
assessment indicates that the obligations resulting from the credit agreement are likely to

412 For a more detailed analysis of the CCD scope see ARROYO AMAYUELAS, E., ‘A Third Directive
on Consumer Credit’, European Review of Contract Law, vol. 20, no. 1, 2024, pp. 1-24.
413 However, consider that Article 2(8)(b) CCD states that ‘Member States may determine that Article 8(3),
points (d), (e) and (f), Article 10(5), Article 11(4) and Article 21(3) do not apply to one or more of the
following credit agreements:
(a) credit agreements involving a total amount of credit of less than EUR 200;
(b) credit agreements where credit is granted free of interest and without any other charges;
(c) credit agreements under the terms of which credit has to be repaid within three months and only
insignificant charges are payable’.
44 EUROPEAN COMMISSION, Evaluation of Directive 2008/48/EC on credit agreements for consumers,
Commission Staff Working Document, Final Report, February 2021, p. 10.
45 CHEREDNYCHENKO, 0O.0., ‘On the Bumpy Road to Responsible Lending in the Digital
Marketplace: The New EU Consumer Credit Directive’, Journal of Consumer Policy 47, 2024, p. 251, highlights
that ‘Payday lenders have been particulatly notorious for failing to perform thorough creditworthiness
checks and, even worse, advising consumers already experiencing repayment difficulties, to take out more
loans.’
416 Recital 54 CCD.
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be met [Article 18(6) CCD]. Member States should establish in their national legislation the
consequences of failing to consider negative creditworthiness (article 44 CCD).#”

4.3. Information and sources of information for the assessment of the creditworthiness (Article 18

CCD)

A) Types of information or categories of data

Article 18.3 CCD specifies the types of information or categories of data that lenders can
use to assess consumers’ creditworthiness. The assessment of creditworthiness shall be
carried out on the basis of ‘relevant and accurate information on the consumet’s income
and expenses and other financial and economic circumstances (...)". That information
should include at least ‘evidence of income or other sources of repayment, information on
financial assets and liabilities, or information on other financial commitments’.*18

The European Banking Authority Guidelines on loan origination and monitoring
(EBA/GL/2020/06) of 29 May 2020 provide ‘guidelines on what categoties of data may
be used for the processing of personal data for creditworthiness purposes’ (Recital 55
CCD). Those Guidelines refer, among others, to ‘evidence of income or other sources of
repayment, and information on financial assets and liabilities (e.g. savings account
statements and loan statements indicating outstanding loan balances) or on other financial
commitments, such as child maintenance, education fees and alimonies, if relevant’.1?

Regarding the type of information that lenders cannot use to assess creditworthiness,
Article 18.3 CCD explicitly states that special categories of data referred to in Article 9.1
GDPR shall not be used for assessing creditworthiness*?, such as data concerning health,
including cancer data (recital 55 CCD)+1.

Besides, the data for the creditworthiness assessment should be ‘necessary and
proportionate to the nature, duration, value and risks of the credit for the consumer’
(Article 18.3 CCD). This requirement is directly related to the principle of data
minimization set out in Article 5.1.c) GDPR (recital 55 CCD), according to which ‘personal
data shall be adequate, relevant and limited to what is necessary in relation to the purposes
for which they are processed’. According to the European Data Protection Supervisor, ‘this

417 ARROYO AMAYUELAS, E., ‘A Third Directive on Consumer Credit’, European Review of Contract Law,

vol. 20, no. 1, 2024, p. 11.

418 In similar terms, see recital 55 CCD: “(...) That information should include at least the income and

expenses of the consumer, including giving appropriate consideration to the consumers current obligations,

inter alia the living expenses of the consumer and the consumers household, as well as the consumers

financial liabilities (...)’

49 HEUROPEAN BANKING AUTHORITY, Guidelines on  loan  origination — and  monitoring

(EBA/GL/2020/06), 29 May 2020, p. 71.

420 Article 9.1 GDPR: ‘Processing of personal data revealing racial or ethnic origin, political opinions,

religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric

data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a

natural persons sex life or sexual orientation shall be prohibited’.

21 ARROYO AMAYUELAS, E., ‘A Third Directive on Consumer Credit’, European Review of Contract Law,

vol. 20, no. 1, 2024, p. 11, affirms that ‘CCD 2023 secks to align itself with the provisions of the GDPR’.
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means in practice that data for the creditworthiness assessment should have a clear
relationship with the borrower’s ability to repay the loan and not have a disproportionate
or unexpected impact on the fundamental rights to privacy and to the protection of
personal data of the person concerned’?.

B) Sources of information: relevant internal and external sources

Regarding sources of information, Article 18.3, i fine, CCD specifies both admissible and
inadmissible sources of information for assessing creditworthiness. Concerning admissible
sources, the CCD states that ‘the information shall be obtained from relevant internal or
external sources,*” including the consumer and, where necessary, on the basis of a
consultation of a database referred to in Article 19 of this Directive’ (Article 18.3, i fine,
CCD). These databases, used in the Member States to assess consumers’ creditworthiness,
contain information on credit agreements and must include, at a minimum, details about
consumers’ arrears in credit repayment, the type of credit, and the identity of the creditor
(Article 19.4 CCD). Furthermore, this information must be appropriately verified, where
necessary, by referencing independently verifiable documentation.

On the other hand, Article 18.3, 7 fine, explicitly states that ‘social networks shall not be
considered as an external source for the purpose of this Directive’. This means, as clarified
in Recital 55 CCD, that data obtained from social networks must not be used when
conducting a creditworthiness assessment (Recital 55 CCD). As mentioned in the
introduction, digitalisation has significantly increased the volume and variety of data
generated about consumers online. Some lenders—particularly online lenders and fintech
companies—use non-traditional credit data for credit-risk analysis. Non-traditional credit
data can be defined as ‘data information that goes beyond an individual’s credit history. It
can be structured (e.g. information on rent, utility bill payments and banking transactions)
or unstructured (e.g. web browsing, mobile phone use, psychometrics, social media
data)’#4,

422 EUROPEAN DATA PROTECTION SUPERVISOR, Opinion 11/2021 on the Proposal for a Directive on
Consumer Credit, 26 August 2021, p. 6.
423 The EDPS considered that ‘the Proposal should provide a clear and comprehensive indication of which
external sources should be deemed as ‘relevant’ in the context of creditworthiness assessment’. See
EUROPEAN DATA PROTECTION SUPERVISOR, Opinion 11/2021 on the Proposal for a Directive
on Consumer Credit, 26 August 2021, p. 7. See also MONTAGNANI, M. L., PAULESU, C,, “Towards an
Ecosystem for Consumer Protection in the Context of Al-based Credit Scoring’, Eurgpean Business Law
Review, Vol. 33, Is. 4, 2022, p. 578, who criticize the lack of a clear definition of what constitutes relevant
internal or external sources.
424 See EUROPEAN COMMISSION, Commission Staff Working Document, Evaluation of Directive 2008/48/ EC
on credit agreements for consumers. Final Report, February 2021, p. 137, according to which: ‘Inspired by the new
risk analysis techniques used by fintech companies, many credit providers have incorporated alternative
information in their analyses, including financial information other than that contained in credit registers,
such as payments. In contrast, the use of non-structured alternative data is still very limited and raises
important concerns among consumer associations, who point to major risks associated to it such as legal
compliance with data protection rules, information bias and issues with the quality of the data’. See also
GOETGHEBUER, J., ‘Al and Creditworthiness Assessments: The Tale of Credit Scoring and Consumer
Protection. A Story with a Happy Ending?’, in DE BRUYNE. J. and VANLEENHOVE, C. (eds.), Ar#ficial
Intelligence and the Lamw, 204 revised ed., Intersentia, 2023, pp. 482-486.
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The CCD explicitly excludes social media data, but does not address other types of non-
traditional credit data, such as search query data or online browsing activities, which is
controversial because these sources of information also raise significant concerns about
privacy, potential information bias, and issues related to data quality.*?

4.4. Consumer rights regarding creditworthiness assessment that involves the automated processing of
personal data. The right to explanation in Article 18.8 CCD

Given that Al systems used to evaluate creditworthiness of natural persons are classified
as high-risk systems in the AIA, the new CCD introduces specific consumer rights in
Article 18(8)#%6, whenever the creditworthiness assessment zzvo/ves automated processing of
personal data*?’. These rights are substantively similar to those recognized to data subjects
in Article 22 GDPR in cases concerning automated decision-making, but unlike Article 22
GDPR Article 18(8) CCD does not require the decision to be based solly on automated
processing#.

Under Article 18(8) CCD, consumers have the right to obtain human intervention from
the creditor. Specifically, and without prejudice to the GDPR, consumers are entitled to ‘a
clear and comprehensible explanation’ of the assessment and the functioning of the
automated processing employed. This explanation must include details on ‘the logic and
risks involved in the automated processing of personal data as well as its significance and
effects on the decision’ (point (a)). It is reasonable to assume that the level of detail of the
information required under Article 18(8) CCD would be similar to the one required under
the GDPR. In this context, it is important to consider the Opinion of Advocate General
Richard de la Tour delivered on 12 September 2024 in Case CK (Dun & Bradstreet), C-
203/22, as analysed above, along with the forthcoming judgment of the CJEU.#2

Consequently, Article 18(8) CCD recognises to the consumer a right to explanation, similar
to the one recognized to data subjects in Article 15(1)(h) GDPR (in connection with Article
22 GDPR) and to ‘any affected person’ in Article 86 AIA. However, unlike the GDPR and

425 In this vein see EUROPEAN DATA PROTECTION SUPERVISOR, Opinion 11/2021 on the Proposal
for a Directive on Consumer Credit, 26 August 2021, p. 7, where the ‘(EDPS recommends explicitly extending
the prohibition to search query data or online browsing activities’.

426 See also Recital 56 CCD.

427 For a further analysis of article 18(8) CCD see ARROYO AMAYUELAS, E., ‘A Third Directive on
Consumer Credit’, Eurgpean Review of Contract Law, Vol. 20, Is. 1, 2024, p. 1-24; and IZQUIERDO GRAU,
G., ‘Los derechos del consumidor en los procesos de evaluacion de solvencia mediante el tratamiento
automatizado de datos contenidos en la Directiva (UE) 2023/2225, Revista CESCO de Derecho de Consumo,
nam. 49/2024, pp. 80-106. In relation the CCD proposal, see SPINDLER, G., ‘Algorithms, credit scoring,
and the new proposals of the EU for an Al Act and on a Consumer Credit Directive’, Law and Financial
Martkets Review, Vol. 15, Is. 3—4, 2021, pp. 239-261; and MONTAGNANI, M. L., PAULESU, C., ‘Towards
an Ecosystem for Consumer Protection in the Context of Al-based Credit Scoring’, Eurgpean Business Law
Review, Vol. 33, Is. 4, 2022, pp. 557-580.

428 ARROYO I AMAYUELAS, E., ‘El scoring de Schufa’, InDret, 3.2024, p. 147.

429 However, in relation to the CCD proposal, SPINDLER, G., ‘Algorithms, credit scoring, and the new
proposals of the EU for an Al Act and on a Consumer Credit Directive’, Law and Financial Markets Review,
Vol. 15, Is. 3—4, 2021, p. 258, considered that: ‘Interestingly, the CCD proposal — and also not the
explanatory memorandum — does not contain any reference to trade secrets here so that obviously
consumers should been titled to claim more information than even under the GDPR’.
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the AIA —where the obligation falls on the controller or the deployer, respectively—
Article 18(8) CCD assigns this obligation to the creditor. The creditor is defined as the
‘natural or legal person who grants or promises to grant credit in the course of that person’s
trade, business or profession’ (Article 3(2) CCD). Therefore, under Article 18.8 CCD, the
term ‘creditor’ refers to the financial institution or credit firm that receives a consumer’s
application for a credit contract. This includes online lenders, Fintech companies and also
traditional credit providers, which relay strongly on the creditworthiness information
transmitted by external scoring agencies.*3*

In addition, under Article 18(8), the consumer should also have the right to express his or
her point of view to the creditor (point (b)); and to request a review of the creditworthiness
assessment, as well as a review of the decision to grant credit (point (c)). The consumer
should be informed of these rights after receiving proper information on the procedure to
tollow. However, as Recital 56 CCD affirms, ‘the possibility to request a review of the
initial assessment and of the decision should not necessarily lead to the granting of credit
to the consumer.’

Additionally, Article 18(9) CCD establishes the creditor’s obligation to inform the
consumer without delay if the credit application is rejected. When the assessment of
creditworthiness is based on automated data processing, the creditor must also notify the
consumer of this fact, their right to request a human assessment, and the procedure for
contesting the decision.

4.5. Interaction with Antidiscrimination Law: The Finnish Svea E konomi AB case

Before the GDPR, the AIA and the CCD of 2023 came into force, disputes over credit
scoring decisions made by credit institutions were governed by domestic legal frameworks.

When transposing the previous CCD of 2008, Member States were required to incorporate
into their legal systems the obligation to conduct an individual creditworthiness assessment
for each credit applicant, in accordance with the Directive’s requirements.**"'This obligation
can be combined with the prohibition of discrimination in the provision of the goods and
services available to the public, stated in the antidiscrimination legislation*3?, which
involves that making personal assessments about the applicant’s creditworthiness
considering his or her protected personal characteristics (such as race or sex) is forbidden.

430 In this vein see ARROYO AMAYUELAS, E., ‘A Third Directive on Consumer Credit’, Enrgpean Review
of Contract Law, vol. 20, no. 1, 2024, p. 11, who cites SPINDLER, G., ‘Algorithms, credit scoring, and the
new proposals of the EU for an Al Act and on a Consumer Credit Directive’, Law and Financial Markets
Review, Vol. 15, Is. 3—4, 2021, pp. 239-261.

431 Note that the material scope of CCD 2008 is much narrower than one of the current CCD of 2023.
432 Article 3(1)(h) of the Council Directive 2000/43/EC of 29 June 2000 implementing the principle of
equal treatment between persons irrespective of racial or ethnic origin (O] L 180, 19.7.2000, pp. 22-206)
and Article 3 of the Council Directive 2004/113/EC of 13 December 2004 implementing the principle of
equal treatment between men and women in the access to and supply of goods and services (O] L 373,
21.12.2004, pp. 37-43).
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A notable example of this joint functioning in the context of creditworthiness assessment
using an automated system is in the case decided by the Finnish Non-Discrimination and
Equality Tribunal in March 2018. This ruling followed a civil action bought by the National
Ombudsman acting on behalf of an individual, against the credit institution Svea Ekonomi
AB#3. In July 2015 a Finnish citizen applied for a loan to finance an online purchase from
the aforementioned entity. The applicant was a man who had the Finnish as his first
language and resided in a rural area. Svea Ekonomi initially communicated the refusal to
grant the credit without any justification (8.7.2015). In a second reply (16.7.2015), the
institution indicated that the decision was based on the risk rating obtained on the basis of
statistical methods, a procedure in which the creditworthiness of the individual applicant
was not considered, but the overall profile in the rating system classified him. The data on
which the final decision was made included both information obtained from Svea
Ekonomi’s internal records and that provided by the applicant, as well as the rating
provided by a scoring system supplied by an external company. There were no defaults by
the applicant in the information processed, nor did the lender inquire or request additional
data regarding the applicant’s income or financial situation. The proprietary scoring system
used by the institution scored the application based on factors such as the applicant’s place
of residence, gender, first language and age. With this data the system calculated the
percentage of the population for each group most likely to default; for instance, since men
are more likely to default than women, being a male applicant meant lower scores in the
scoring system; or speakers of Finnish as a first language received fewer points than
Swedish speakers. If ceteris paribus the applicant had been a Swedish-speaking woman, she
would have received credit.

The Finnish Ombudsman found it unlawful that the scoring procedure used by Svea
Ekonomi considered the applicant’s financial status not on the basis of personal score but
on the basis of estimations made with proxies, mainly the area of residence (rural), gender
(male), age (31-40 age group) or language (Finnish), among other relevant statistical
variables. Finally, the Court considered that there was enough evidence that “the
assessment of the solvency of the applicant was based on assumptions about the data
collected from the statistical information of other people”, which constituted the core of
the rating. It also stated that “such assumptions cannot be used to give acceptable reasons
for not granting credit to a credit applicant, particularly when the credit applicant is not
given the opportunity to present a clarification of their actual ability to pay and the factors
that affect it” and when the final decision is taken relying only on this information, that
was basically based on prohibited grounds of discrimination related to the person, such as
gender, first language, age and place of residence. Therefore, the conclusion was that credit
institution had committed direct multiple discrimination, prohibited by the Finnish Non-
Discrimination Act and Act on Equality Between Women and Men, as well as had not
comply with the obligation of conducting an individual creditworthiness assessment, in
accordance with the Finish Consumer Protection Act.

Following the entrance into force of the GDPR, the AIA and the CCD of 2023, their
provisions on the right to explanation grant the claimant access to sufficient information
to initiate civil actions against the financial institutions or credit scoring agencies. This

433 Register number 216/2017.
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access is a prerequisite for assessing whether the credit institution or credit scoring agency
has fulfilled its legal obligations regarding creditworthiness assessment, including the
prohibition of discrimination based on protected characteristics.
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Chapter 10

Non-Contractual Liability: Special consideration to damages
caused by autonomous vehicles
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SUMMARY: 1. INTRODUCTION — 2. THE NEW DIRECTIVE ON LIABILITY FOR DEFECTIVE
PRODUCTS — 2.1 GENERAL PROVISIONS — 2.2 NOTION OF PRODUCT, COMPONENT AND
RELATED SERVICE — 2.3 NOTION OF DEFECTIVENESS — 2.4 RECOVERABLE DAMAGES — 2.5
POTENTIALLY LIABLE PERSONS — 2.6 EXEMPTION FROM LIABILITY: IN PARTICULAR,
DEVELOPMENT RISK DEFENCE — 2.7 TIME RESTRICTIONS ON CLAIMS — 3. PROCEDURAL
ASPECTS — 3.1 DISCLOSURE OF EVIDENCE AND ACCESS TO INFORMATION — 3.2 BURDEN OF
PROOF — 3.2.1. PLD — 3.2.2. AILD PROPOSAL — 4. FULLY AUTOMATED VEHICLES AND EU
REGULATION ON UNIFORM PROCEDURES AND TECHNICAL SPECIFICATIONS FOR THE TYPE-
APPROVAL OF THE AUTOMATED DRIVING SYSTEM (ADS) — 4.1 ARTIFICIAL INTELLIGENCE
AND MOTOR VEHICLES — 4.2 COMMISSION IMPLEMENTING REGULATION (EU) 2022 /1426
—4.3 ARTIFICIAL INTELLIGENCE ACT

Introduction

Consumers expect the same level of safety whether or not a product or service relies on
AI** However, some features of Al such as complexity, opacity, autonomy, and limited
predictability can make the application and enforcement of EU legislation on consumer
protection, product safety and liability rules more complex*?>.

First, Al is complex because many actors are involved in the supply chain of Al systems*:
hardware manufacturers, software designers, software developers, facility owners,
fulfilment service providers and online platforms, among others. This can lead to
uncertainty as to who will be held liable*”. Second, opacity causes a serious problem of
proof, as it may be difficult, if not impossible, to prove that a specific input generated a

434 European Commission, “White Paper on Artificial Intelligence - A European approach to excellence
and trust”, Brussels, 19.2.2020 COM(2020) 65 final, pp. 32-33.
435 Expert Group on Liability and New Technologies, “Liability for Artificial Intelligence and other
emerging digital technologies”, 2019, p. 5. Also see Yeung, K. “Responsibility and AI”, Council of
Europe, study DGI(2019)05, pp. 19-25.
436 “AJ system” means a machine-based system that is designed to operate with varying levels of
autonomy and that may exhibit adaptiveness after deployment, and that, for explicit or implicit objectives,
infers, from the input it receives, how to generate outputs such as predictions, content, recommendations,
or decisions that can influence physical or virtual environments (Article 3.1 AIA). Also see OECD,
“Explanatory memorandum on the updated OECD definition of an Al system”, OECD Artificial
Intelligence Papers, March 2024 No. 8, p. 4.
437 De Bruyne, J./Dheu, O./Ducuing, C., “The European Commission’s approach to extra-contractual
liability and AI — An evaluation of the Al liability directive and the revised product liability directive,
Computer Law & Security Review, vol. 51, 2023, p. 2.
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particular output that ultimately caused the damage. Third, autonomy and limited
predictability can make it difficult to trace back outcomes to specific human actions or
omissions*3. This is problematic from the point of view of foreseeability and causation*?.

Although the harmful effects of Al systems can be compensated under existing contract
and tort laws in each Member State*¥, there is a high risk of legal fragmentation and internal
market barriers for businesses, including small and medium-sized enterprises (SMEs), that
develop or provide Al-enabled products or services. Clear liability rules dissuade actors
from engaging in activities with excessive risk, facilitate the correct pricing of a product or
service, promote innovation investment by mitigating uncertainty over the litigation
process, and enhance consumer trust*!.

In connection with the latter, the “Behavioural study on the link between challenges of
Artificial Intelligence for Member States’ civil liability rules and consumer attitudes towards
Al-enabled products and services” concluded that: ““The perceived likelihood of receiving
compensation in the case of damage caused by Al applications shapes not only the degree
of trust consumers have in Al applications, but also the societal acceptance of those
applications and consumers’ likelihood to buy or to use Al-driven products or services: the
higher the perceived likelihood, the higher the levels of acceptance, trust and, implicitly,
the willingness to take up such products or services”+2.

To support the roll-out of Al in the EU, on 28 September 2022 the European Commission
published a legislative package comprising a proposal for a Directive on adapting non-
contractual civil liability rules to artificial intelligence (hereafter AILD proposal)*3, and a
proposal for a Directive on liability for defective products (hereafter PLD)*+. Both
directives, especially the first, seek to integrate the Artificial Intelligence Act (hereafter
AIA) into civil liability*. As the explanatory memorandum of the AILD proposal
highlights: “Safety and liability are two sides of the same coin: they apply at different

438 Buiten, M., de Streel, A., Peitz, M., “The law and economics of Al liability”, Computer Law & Security

Review, vol. 48, 2023, p. 6.

439 Ebers, M., “Regulating AT and Robotics” in Ebers, M./Navas, S. (eds), Alorithms and Law, Cambridge

University Press, 2020, p. 44.

440 Karner, E./Koch, B.A., in “Comparative Law Study on Civil Liability for Artificial Intelligence”,

Directorate-General for Justice and Consumers, 2021, pp. 23-64, analyse how current tort law regimes

would apply to damages caused by Al systems.

441 Evas, T., “Civil liability regime for artificial intelligence. European added value assessment”, European

Parliamentary Research Service, 2020, p. 5.

442 The study was carried out for the European Commission (DG JUST) on December 2021 by

KANTAR (Mosoreanu, M.; Ulicna, D.; Paetz, S.; Podobea, V.), BEHAVIA (Schubert, M.; Stauf, J.), and

CEPS (Renda, A.; Sipiczki, A.). It is available in: https://op.europa.eu/en/publication-detail /-
publication/0f738be1-5911-11ed-92ed-01aa75ed71al.

443 Proposal for a Directive on adapting non-contractual civil liability rules to artificial intelligence,

Brussels, 28.9.2022, COM(2022) 496 final, 2022/0303(COD).

444 Proposal for a Directive on liability for defective products, Brussels, 28.9.2022, COM(2022) 495 final,

2022/0302(COD).

445 Regulation (EU) 2024/1689, of 13 June 2024, laying down harmonised rules on artificial intelligence

and amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858,

(EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828

(Artificial Intelligence Act).
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moments and reinforce each other. While rules to ensure safety and protect fundamental
rights will reduce risks, they do not eliminate those risks entirely. Where such a risk
materialises, the liability rules of both proposals may apply”.

On the one hand, the PLD establishes a general update of classical product liability in light
of Al-related developments. On the other hand, the purpose of the AILD proposal is to
harmonise procedural questions, particularly the disclosure of evidence and burden of
proof, across national non-contractual fault-based liability rules for damage caused by Al
systems*¢. The key differences between the PLD and the AILD are summarised in the
following table*7:

PLD AILD proposal
Scope Material and procedural Only procedural aspects of
aspects of product liability non-contractual civil liability
(including IA systems) for Al systems
Type of Strict liability based on Fault-based liability
liability defective product
Potential Manufacturers and other Any tortfeasor (manufacturers,
defendants economic operators liable professional users,
for defective products consumers...)
(importers, authorised
representatives of the
manufacturer, fulfilment
service providers,
distributors, and online
platforms)
Eligible Death or personal injury All kinds of damage (including
damage (including damage to damage to business goods,
psychological health), fundamental rights and primary
damage to goods of private financial loss)
use and data loss
Level of Full harmonisation Minimum harmonisation
harmonisation

The PLD was approved on 23 October 202448  whereas the legislative process on the

AILD still needs to be completed.

446 Art. 1 and Recital 7 AILD proposal.

447 The table is adapted from Hacker, P., “The European Al Liability Directives - Critique of a Half-
Hearted Approach and Lessons for the Future”, Computer Law & Security Review, vol. 51, art. 105871, 2023,
.
E‘g Directive (EU) 2024/2853 of the European Patliament and of the Council of 23 October 2024 on
liability for defective products and repealing Council Directive 85/374/EEC (O] L, 2024/2853,
18.11.2024).
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In this chapter, we focus mainly on the new PLD (section 2), although we also compare
the procedural aspects addressed by both the PLD and the AILD proposal (section 3).
Finally, in section 4 we analyse the application of existing product safety and liability rules
to one case study: fully automated vehicles.

2. The new Directive (UE) 2024 /2853 on liability for defective products
2.1. General provisions

The new PDL lays down common rules on the liability of economic operators for damage
suffered by consumers and other natural persons and caused by defective products (Article
1 PLD), placed on the market or put into services after 9 December 2026 (Article 2.1
PLD)*.

The PLD provides for full harmonization — except for matters in which the Directive
expressly refers to national law —, in the sense that Member States cannot deviate from its
rules to achieve a different level of protection for consumers and other natural persons,
including provisions affording greater protection, unless otherwise provided for in the
directive (Article 3 PLD)#%. It does not affect any right which an injured person has under
national rules concerning contractual or non-contractual liability on grounds other than the
defectiveness of a product (Article 2.4 PLD)#1

Unlike Directive 85/374/EEC*2, the new PLD only addresses the compensation of
damages caused to natural persons (Article 5.1 PLD). The term “natural person” should
not be confused with the term “consumer”, as in some national legal systems the latter may
include legal entities acting on a non-profit-making basis*?. Therefore, damages suffered
by legal entities will be compensated in accordance with national laws, although Member
States may choose to extend to them the liability regime provided for in the PLD. As the
CJEU held in Dutruens: and Caisse primaire d assurance maladie du [ura: “Nothing in the wording
of Directive 85/374 gives grounds for concluding that the EU legislature, in establishing
producer liability for defective products, intended, so as to ensure undistorted competition
and to facilitate the free movement of goods, to deny the Member States the power (...)

449 Recitals 1-5 PLD.
450 Recital 8 PLD. The Council Directive 85/374/EEC of 25 July 1985 on the approximation of the laws,
regulations and administrative provisions of the Member States concerning liability for defective products
(OJ L 210, 7.8.1985) was also to be interpreted as introducing maximum harmonization within its scope
of application. See: Case C-183/00, 25.4.2002, Maria Victoria Gonzdlez Sdnchez, v. Medicina Asturiana,
ECLLEU:C:2002:255, pars. 23-30; Case C-52/00, 25.4.2002, Commeission of the European Communities v French
Republic, ECLI:EU:C:2002:252, pars. 14-21; C-154/00, 25.4.2002, Comumission of the European Communities v.
Greece, ECLI:EU:C:2002:254, pars. 10-17.
451 Recitals 9-11 PLD.
452 Article 21 PLD sets forth that: “Directive 85/374/EEC is repealed with effect from 9 December 2026.
However, it shall continue to apply with regard to products placed on the market or put into service
before that date”.
453 For example, see Article 3 of the Spanish Royal Legislative Dectee 1/2007, of November 16,
approving the consolidated text of the General Law for the Defence of Consumers and Users and other
complementary laws (BOE n°® 287, 30.11.2007).
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to provide for a system of liability on the part of the service provider corresponding to that
established by Directive 85/374454,

2.2. Notion of product, component and related service

One of the aims of the new PLD is to clarify the concept of product concerning
software®>. Article 4.1 PLD defines products as: “all movables, even if integrated into, or
inter-connected with, another movable or an immovable; it includes electricity, digital
manufacturing files¥, raw materials and software”#7.

Software can be placed on the market as a standalone product or can subsequently be
integrated into other products as a component. Recital 13 PLD clarifies that: “[S]oftware
is a product for the purposes of applying no-fault liability, irrespective of the mode of its
supply or usage, and therefore irrespective of whether the software is stored on a device,
accessed through a communication network or cloud technologies, or supplied through a
software-as-a-service model*®”.

For example, a video chat software program or a mobile app would be considered
standalone products. In the case of autonomous vehicles, the software that, jointly
with the hardware, is capable of performing the entire dynamic driving task would
be considered a component of the vehicle*.

The PLD does not distinguish between different types of software, e.g. whether it performs
functions of a tangible product or whether it is used solely to provide information. The
first scenario would include, for example, the driving system of a fully autonomous vehicle
or the software integrated into, or inter-connected with, a cleaning robot that controls its
functioning. The latter scenario would include an app that provides users with information
to find parking, or software that interprets medical imaging tests and provides

454 CJEU (Grand Chamber), C-495/10, 21.12.2011, Dutrueux and Caisse primaire d’assurance maladie du Jura,
ECLLEU:C:2011:869, par. 32.
455 Recital 3 PLD. A reference work on the notion of product in the Directive 85/374 and its application
to software is: Stapleton, J., “Software, Information and the Concept of Product”, Products Liability
Symposium, Tel Aviv U. Stud. L. 9, 1989, pp. 147-163.
456 “Digital manufacturing file” means a digital version of, or digital template for, a movable which
contains the functional information necessary to produce a tangible item by enabling the automated
control of machinery or tools (Article 4.2 PLD). For example, a defective computer-assisted-design file
used to create a 3D-printed good that causes harm should give rise to liability under the Directive, where
such a file is developed or supplied in the course of a commercial activity (Recital 16 PLD).
457 Recital 6 PLD.
458 As the ELI remarked in its Feedback on the European Commission’s Proposal for a Revised Product
Liability Directive (2023, p. 11): “The fact that some parts of the SaaS may remain in the cloud and will
not be locally installed is equally true for software packages bought as such, where certain components
acquired may only be available as downloads. There is no justifiable distinction between software as a
one-time acquired product and SaaS from the perspective of the concerns addressed by the PLD,
particularly in light of the fact that ‘related digital services’ are expressly included”.
459 Article 2.1 of the Commission Implementing Regulation (EU) 2022/1426 of 5 August 2022 laying
down rules for the application of Regulation (EU) 2019/2144 of the European Parliament and of the
Council as regards uniform procedures and technical specifications for the type-approval of the
automated driving system (ADS) of fully automated vehicles (O] L 221, 26.8.2022, p. 1-064).
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recommendations to doctors who have to make diagnostic decisions. The problem with
software that solely provides information lies in the fact that it may not trigger civil liability
under the Directive, as the mere source code of software cannot cause any of the covered
damages*®. This exclusion seems to ensure the applicability of product liability to software
once its source code has been compiled into executable code.

Thus, any software, including operating systems, firmware, computer programs,
applications or Al systems, is brought within the scope of product liability. However, it
remains unclear whether other digital products that do not qualify as software, such as
“digital content” as defined by both Directive 2019/770%! and Directive 2019/77142, are
also included. Presumably, information even provided in digital form is not*%3. Recital 13
PLD clarifies that information is not a product**, and therefore, product liability rules do
not apply to the content of digital files. Another new aspect of the PLD is the definition
of “component” and “related service”. Under Article 4.4 PLD a “component” is: “any
item, whether tangible or intangible, raw material or related service, that is integrated into,
or inter-connected with, a product”. The PLD extends for the first time the non-fault
liability regime to related services “as they determine the safety of the product just as much
as physical or digital components” (Recital 17 PLD). Many digital services are inherently
information services (Art. 2(2) of Directive 2009/770 in combination with Art. 2(1) of the
Data Regulation) and the question arises as to whether all of them are subject to the
Directive or under what conditions. The Directive includes as examples of related services
the supply of traffic data from a navigation system or voice assistance services to control a
product, as well as others related to the Internet of Things, but it can be questioned, e.g.
whether the defect in the navigation map is covered or not.

Examples of related services could also include a health monitoring service that
relies on a physical product’s sensors to track the user’s physical activity or health
metrics or a temperature control service that monitors and regulates the
temperature of a smart fridge4o>.

460 However, personal injury, damage to property or the destruction or corruption of data resulting from
the hacking of a software due to a cybersecurity defect would be compensable under the Directive.

461 Article 2.1 of Directive (EU) 2019/770 of the European Parliament and of the Council of 20 May
2019 on certain aspects concerning contracts for the supply of digital content and digital services (O] L
136, 22.5.2019, p. 1-27).

462 Article 2.6 of Directive (EU) 2019/771 of the European Parliament and of the Council of 20 May
2019 on certain aspects concerning contracts for the sale of goods, amending Regulation (EU) 2017/2394
and Directive 2009/22/EC, and repealing Directive 1999/44/EC (O] L 136, 22.5.2019, p. 28-50).

463 Borghetti, J.S., “Adapting product liability to digitalization: trying not to put new wine into old
wineskins”, in Lohsse, S./Schulze, R./Staudenmayer, D. (eds.), Liability for Al. Miinster Colloguia on EU
Law and the Digital Economy 11l Nomos/Hart, Baden-Baden, 2023, pp. 138-139.

464 Garcia-Micé concludes - following the reasoning of CJEU, C-65/20, 10.6.2021, KRONE — Verlag,
ECLLI:EU:C:2021:471, par. 36 - that information may render the product into which it is incorporated
defective because of its inaccuracy if the specific piece of information is essential for the functionality of
the product (hardware). See Garcia-Mico, T.G., “Software in surgical robots: When information might be
a product”, E.Tec Yearbook Legal Challenges of Technology, 2023, p. 107.

465 Internet access services should not be treated as related services, since they cannot be considered as
part of a product within a manufacturer’s control. Nevertheless, a product that relies on internet access
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Article 4.3 PLD defines “related service” as “a digital service that is integrated into, or
inter-connected with, a product in such a way that its absence would prevent the product
from performing one or more of its functions”. Therefore, two requirements must be met:
a) that the absence of the service prevents the product from performing its functions, and

b) that the service is within the control of the manufacturer of the product (Recital 17
PLD).

It should be noted that control over a component should lie with the manufacturer of the
final product, not with the manufacturer of the component. The concept of
“manufacturer’s control” is defined in Article 4.5 PLD and means that: “a) the
manufacturer of a product performs or, with regard to actions of a third party, authorises
or consents to: i) the integration, inter-connection or supply of a component, including
software updates or upgrades; or ii) the modification of the product, including substantial
modifications; b) the manufacturer of a product has the ability to supply software updates
or upgrades, themselves or via a third party”#. According to this definition, the
manufacturer of the product retains control over the component even if it does not itself
perform the integration, inter-connection or supply of the component, or does not itself
supply software updates or upgrades.*o’

Finally, the PLD excludes from its scope of application free and open-source software
developed or supplied outside the course of a commercial activity (Article 2.2 PLD). The
exclusion of this type of software is justified for two reasons: first, to avoid hampering
innovation and research, and second, because such products, by definition, are not placed
on the market*8: “Developing or contributing to such software should not be understood
as making it available on the market. Providing such software on open repositories should
not be considered as making it available on the market unless that occurs in the course of
a commercial activity*®?” (Recital 14 PLD).

There are two situations where the Directive will apply to free and open-source software:

a) Where software is supplied in exchange for a price, or for personal data used other
than exclusively for improving the security, compatibility or interoperability of the
software (Recital 14 PLD).

b) Where software supplied outside the course of a commercial activity is subsequently
integrated by a manufacturer as a component into a product in the course of a
commercial activity (Recital 15 PLD).

services and fails to maintain safety in the event of a loss of connectivity could be found to be defective
under the Directive (Recital 17 PLD).
466 Recital 18 PLD.
467 Recital 19 PLD.
468 “Placing on the market” means the first making available of a product on the Union market (Article
4.8 PLD).
469 “Making available on the market” means any supply of a product for distribution, consumption or use
on the Union market in the course of a commercial activity, whether in return for payment or free of
charge (Article 4.7 PLD).
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In this last situation, it should be possible to hold that manufacturer liable for damage
caused by the defectiveness of such software but not the manufacturer of the software
because he or she would not have fulfilled the conditions of placing a product or
component on the market. For instance, Tesla, Inc., a vehicle manufacturer, incorporates
various open-source software components into the systems of its Model S, Model X, and
Model 3 vehicles. If an accident arises due to a malfunction in this software, the victim can
sue Tesla’s EU importer or its authorized representative in the EU market, but not the
manufacturer of the open-source software.

2.3. Notion of defectiveness

A product is defective where it does not provide the safety that a person is entitled to
expect or that is required under Union or national law. It follows that the defectiveness of
a product should be determined by its safety, not by reference to its fitness for use which
belongs to the rules concerning contracts for the sale of goods.

The assessment of defectiveness should involve an objective analysis of the safety that the
public at large is entitled to expect by taking into account, inter alia (Article 7 PLD):

a) The presentation and the characteristics of the product, including its labelling,
design, technical features, composition and packaging and the instructions for its
assembly, installation, use and maintenance. Liability under PLLD cannot be avoided
simply by listing all conceivable side effects of a product*”°.

b) Reasonably foreseeable use of the product. It also encompasses misuse that is not
unreasonable under the circumstances, such as the foreseeable behaviour of a user
of machinery resulting from a lack of concentration or the foreseeable behaviour of
certain user groups such as children*’!.

¢) The effect on the product of any ability to continue to learn or acquire new features
after it is placed on the market or put into service. According to Recital 32 PLD, a
manufacturer that designs a product with the ability to develop unexpected
behaviour should remain liable for behaviour that causes harm*2. Many of the
unexpected failures will be a consequence of the autonomous learning capability of
products that integrate Al systems, which in turn is one of the factors which the
Directive takes into account when assessing the defectiveness of a product. The
unexpected failure of the Al system, moreover, is difficult to fit into one of the

470 Recital 31 PLD.

471 Recital 31 PLD.

472 Against this approach see: Atienza Navarro, M.L., “sUna nueva responsabilidad por productos
defectuosos? Notas a la Propuesta de Directiva del Parlamento Europeo y del Consejo sobre
responsabilidad por dafios causados por productos defectuosos de 28 de septiembre de 2022
(COM/2022/495)”, InDret, n° 2, 2023, pp. 17-18 (Implicit in the design of Al systems is the possibility of
making erroneous decisions, which are in fact necessary for the learning of these systems. Therefore,
rather than being a defect, it could be said that this is one of their main characteristics. Paradoxically,
systems become more secure as they make more errors and learn from them).
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traditional categories of defect and, in particular, to be qualified as a design or
manufacturing defect.

This strong statement should be considered in relation to the development risks
exception provided by Article 11.1(e) PLD.

d) The reasonably foreseeable effect on the product of other products that can be
expected to be used together with the product, including by means of inter-
connection. The scenario involving the transmission of incorrect data from a server
connected to a fully autonomous vehicle could fall within the scope of this
provision.

¢) The moment in time when the product was placed on the market or put into service
ot, where the manufacturer retains control over the product after that moment, the
moment in time when the product left the control of the manufacturer. A key
innovation of the PLD is its coverage of defects arising from updates or
improvements to a product’s software, whether introduced by the manufacturer
after the product is placed on the market or authorized by the manufacturer but
implemented by a third party. These updates or improvements may include adding
new functions, adapting the software to evolving technical advancements, or
enhancing protection against emerging third-party threats to software safety.
However, this shift to a point in time after the product was placed on the market
should only apply to the security features of the last update or upgrade itself, but
not to the whole product, ie., the unchanged hardware must continue to be
measured against the standard that was relevant when it was placed on the market*7.

Similarly, the PLD also addresses situations where a defect results from the absence
of necessary updates or improvements to software required to maintain a product’s
safety. In this context, Article 4 extends the concept of ‘manufacturer’s control’ to
cover cases where the manufacturer either implements software updates or
improvements (or authorizes a third party to do so) or possesses the ability to
implement them. This issue directly relates to Article 11 (liability exemption), which
specifies that an operator cannot claim exemption from liability if a defect arises
due to updates or improvements to the software —or their absence— while the
product remains under the manufacturer’s control.

f) The relevant product safety requirements, including safety-relevant cybersecurity
requirements*’*. For highly regulated products, such as prescription drugs or
automated driving systems in fully autonomous vehicles, it is reasonable to align

473 Wagner, G., “Liability Rules for the Digital Age”, JETL, vol. 13, n°® 3, 2022, p. 206.
474 See Regulation (EU) 2024/2847 of the European Patliament and of the Council of 23 October 2024
on horizontal cybersecurity requirements for products with digital elements and amending Regulations
(EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber Resilience Act), OJ L,
2024/2847, 20.11.2024.
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consumers’ legitimate safety expectations with the safety standards established by
regulations*?.

It seems that the Directive provides for liability for damage resulting from
manipulation of software by a third party, because, on the one hand, it considers
cybersecurity requirements as a factor in assessing the defect and, on the other hand,
it maintains the rule that if the damage results from jointly from the defect and an
act or omission of a third party, the liability of the manufacturer cannot be reduced
or excluded (Art. 13). Cybersecurity problems are, for instance, poisoning attacks
launched by a third party, which aim to alter or manipulate features of the AI model
such as training data or its architecture itself.

@) Any recall of the product or any other relevant intervention relating to product
safety by a competent authority or by an economic operator as referred to in Article
8. Such interventions should, however, not in themselves create a presumption of
defectiveness*®.

h) The specific needs of the group of users for whose use the product is intended*””.

1) In the case of a product whose very purpose is to prevent damage, any failure of
the product to fulfil that purpose*7s.

Finally, a product shall not be considered to be defective for the sole reason that a better
product, including updates or upgrades for a product, has already been or is subsequently
placed on the market or put into service (art. 7.3 PLD)#®. This rule, already established in
Directive 85/374, is essential for promoting innovation, advancing research, and ensuring
easy access to new technologies.

After outlining the content of Article 7, it is worth considering the circumstances under
which an Al system might be deemed defective. To explore this, we will once again turn
to the example of fully autonomous vehicles. For instance, is the Autonomous Driving
System (ADS) defective if it makes a risky decision, resulting in harm to third parties, that
a reasonable human driver would not have made? Is it defective if it takes an unforeseeable
and risky action in a critical traffic scenario? Or is it defective in the event of a hacking
incident?

475 Ulfbeck, V., “Product Liability Law and Al Revival or Death of Product Liability Law”, in Lim,
E./Motgan, P. (eds.), The Canbridge Handbook of Private Law and Artificial Intelligence, Cambridge University
Press, 2024, p. 211.
476 Recital 34 PLD.
477 CJUE, C-503/13 and C-504/13, 5.3.2015, Boston Scientific Medizintechnik, ECLI:EU:C:2015:148, para. 39
(“With regard to medical devices such as the pacemakers and implantable cardioverter defibrillators at
issue in the main proceedings, it is clear that, in the light of their function and the particularly vulnerable
situation of patients using such devices, the safety requirements for those devices which such patients are
entitled to expect are particularly high”).
478 Recital 33 PLD.
479 Recital 35 PLD.
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A key consideration when applying the concept of defect under the Directive to Al systems
is the reasonable expectation that ordinary consumers will have high safety standards for
such technologies. This is particularly true in sectors like fully autonomous vehicles, where
Al systems are often presented as technologies designed to reduce the failures, errors, and
negligence typically associated with human behaviour#,

A clear example of defectiveness is the manifest malfunctioning of software under normal
conditions, for instance, a vehicle accelerating instead of braking in a dangerous situation
or running a red light. In such cases, the victim is not required to identify the specific cause
of the defect but only to demonstrate that the product did not function as intended by the
manufacturer, despite the traffic scenario being one that the system was designed to handle.

More challenging are cases where a fully autonomous vehicle makes an unexpected
decision in response to extreme events (unexpected conditions with exceptionally low
probabilities of occurrence) or abnormal circumstances. These may arise from factors such
as unusual traffic conditions, adverse environmental factors, human behaviour,
connectivity issues, or communication failures. Regarding the Commission Implementing
Regulation 2022/1426, discussed in the last section, the system is required to detect and
respond not to every critical traffic scenario but to those that are reasonably foreseeable.
Additionally, manufacturers must ensure that the ADS does not introduce excessive risk,
considered in global terms as an overall level of risk to vehicle occupants and other road
users that is higher than that of a manually driven vehicle in comparable situations.

Comparing the software’s decision to that of a hypothetical diligent driver is somewhat
misleading*!; as the key factor in determining whether the product is defectively designed
is not its behaviour in a specific situation but whether the system, in general, poses an
excessive accident risk compared to conventional vehicles. A more effective criterion
would be to compare the software in question with other software on the market that has
a lower margin of error or a reduced accident rate.

24.  Recoverable damages

The right to compensation covers all material losses as well as non-material losses, in so
far as they can be compensated for under national law*2, in respect of the following types
of damage (Article 6 PLD):

480 Navarro Michel, M., “Vehiculos automatizados y responsabilidad por producto», Revista de Derecho Civil,
vol. 7,n° 5, 2020, pp. 186-187.
481 Similarly see Hacker, P., “The European Al Liability Directives - Critique of a Half-Hearted Approach
and Lessons for the Future”, Computer Law & Security Review, vol. 51, art. 105871, 2023, p. 16 (“Equating
defectiveness with infra-human performance eliminates all incentives from product liability law to
improve the system any further than the breakeven point with human performance. Conversely, even Al
models performing less well than humans on average might be socially highly advantageous, and
ultimately not defective: they may make solutions, such as medical treatment, available where otherwise
there would simply be none. Even imperfect solutions might be preferable to the status quo. Hence, in
my view, an Al-specific approach cannot be restricted to a comparison with human performance”).
482 The rules on calculating compensation should be laid down by Member States (Recital 23 PLD).
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a) Death or personal injury, including medically recognised damage to psychological
health*3.

b) Damage to, or destruction of, any property, including mixed-use property*s,
except: 1) the defective product itself; i) a product damaged by a defective
component that is integrated into, or inter-connected with, that product by the
manufacturer of that product or within that manufacturer’s control*®; and iii)
property used exclusively for professional purpose*®. Note that the €500 threshold
applicable to property damage under Article 9(b) of Directive 85/374/EEC is
abolished.

¢) Destruction or corruption of data that are not used for professional purposes,
including the cost of recovering or restoring those data, except if the victim is able
to retrieve the data at no cost*’. However, data leakage is not covered because it
will normally cause immaterial primary harm, such as a violation of privacy. In
contrast, loss or corruption of data is much closer to property harm*38.

The revised PLD explicitly does not trigger liability or create a right to compensation for
an expanded range of non-material losses, such as pure economic loss*®, privacy
infringements or discrimination (Recital 24 PLD). These limitations are especially
problematic in relation to Al given that so many of its harms will be immaterial. Such
harms include inaccurately generated credit scores, sexually exploitative and reputation-
damaging outputs of generative models, biased advertising, price discrimination, and
privacy-invasive inferential analytics*".

483 Recital 21 PLD.
484 Recital 25 PLD.
485 As the ELI criticized in its Feedback on the European Commission’s Proposal for a Revised Product
Liability Directive (2023, p. 13): “For its owner, the final product is a separate product from the
component part, and it is difficult to see why they should not be compensated for the damage caused to
their product by a separate product. The rule in the PLD may furthermore lead to absurd results. If a car
is damaged because it is equipped with a defective set of tyres, the owner of the car will be able to seek
compensation from the manufacturer of the tyres if they purchased them themselves (either at the same
time as they purchased the car or as a replacement for a previous set of tyres), but not if the tyres were
part of the car’s original equipment”.
486 Recital 22 PLD.
487 Recital 20 PLD.
488 Borghetti, |.S., “Adapting product liability to digitalization: trying not to put new wine into old
wineskins”, in Lohsse, S./Schulze, R./Staudenmayer, D. (eds.), Liability for Al. Miinster Colloguia on EU
Law and the Digital Economy 111, Nomos/Hart, Baden-Baden, 2023, p. 142.
489 Hacker argues that this restriction is entirely at odds with the main types of high-risk Al systems
operative in economic applications: employment, credit scoring, and insurance pricing. In all of these
areas, injury will typically not involve damage to property or health — but cause direct financial losses, see
Hacker, P., “The European Al Liability Directives - Critique of a Half-Hearted Approach and Lessons
for the Future”, Computer Law & Security Review, vol. 51, art. 105871, 2023, p. 28.
490 Wachter, S., “Limitations and Loopholes in the EU AI Act and Al Liability Directives: What This
Means for the European Union, the United States, and Beyond”, Yale Journal of Law & Technology, Volume
206, Issue 3, 2024, pp. 705-706.
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The European legislator has not taken the opportunity to unify the protection regime for
consumers and professionals in relation to damage to their property. The recitals do not
give good reasons to exclude damage to the property of natural persons used solely for
professional purposes and the destruction or corruption of data for professional purposes.

In so far as national law provides, the right to compensation for injured persons should
apply both to direct victims and to indirect victims, who suffer damage as a result of the
direct victim’s damage®!. Claims for compensation may also be brought by a person that
succeeded, or was subrogated, to the right of the injured person by virtue of Union or
national law or contract; or a person acting on behalf of one or more injured persons by
virtue of Union or national law (Article 5.2 PLD).

Another new provision relates to non-material damage, which is considered compensable
to the extent that it is compensable under national law. The Directive uses confusing
wording, which may bring to different transposition solutions.

2.5.  Potentially liable persons

The new PLD maintains the definition of a manufacturer as any natural or legal person
who (Article 4.10 PLD): a) develops, manufactures or produces a product; b) presents
themselves as the manufacturer by putting, or authorising a third party to put, their name,
trademark or other distinguishing feature on a product, since by doing so that person gives
the impression of being involved in the production process or of assuming responsibility
for it492; and c) develops, manufactures or produces a product for their own use493.
Recital 13 PLD clarifies that a developer or producer of software, including Al system
providers within the meaning of the Artificial Intelligence Act, should be treated as a
manufacturer.

Three key issues should be examined concerning the parties potentially liable for damages
caused by Al systems:

First, under Article 8.1 of the PLD, when a manufacturer incorporates a defective Al
system, produced by another party, as a component in their product, the injured party
should be entitled to seek compensation for the same damage from both the manufacturer
of the final product (Article 8.1(a)) and the manufacturer of the component (art. 8.1.b))494.
In this regard, paragraph (b) of Article 8 stipulates that the manufacturer of a defective
component is liable for damages when the component is integrated into, or interconnected
with, a product under the manufacturer’s control and causes the product to be defective.
The same idea is reiterated in the final clause of Article 8.1, which clarifies that the
manufacturer of a defective product is also responsible for any damage caused by a
defective component when it is integrated into, or interconnected with, a product under

491 Recital 27 PLD.
92 CJEU, C-264/21, 7.7.2022, Keskindinen V akuntusyhtio Fennia, ECLI:EU:C:2022:5306, pat. 38.
493 CJEU, C-203/99, 10.5.2001, IVeedfald, ECLI:EU:C:2001:258, pat. 17.
494 However, where a component is integrated into a product outside the control of the manufacturer of
that product, an injured person should only be able to seek compensation from the component
manufacturer where the component itself is a product under the PLD (Recital 36 PLD).
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the manufacturer’s control. Therefore, the manufacturer of the final product can be jointly
and severally liable for a defective component alongside the manufacturer of the
component (Article 12.1 PLD).

Let’s consider again the example of the autonomous vehicle, which is likely to
receive traffic data from digital services managed by a third party (e.g., a public
administration). If an accident occurs during the use of this interconnected service
due to the transmission of erroneous traffic data from the third party’s backend, the
vehicle manufacturer would still be jointly and severally liable alongside the data
traffic provider®>.

The Directive introduces a new rule that exempts the component’s manufacturer from
being sued by the final product’s manufacturer if: a) the manufacturer of the defective
software component was, at the time of the placing on the market of that software
component, a microenterprise or a small enterprise; and b) the manufacturer that integrated
the defective software component in the product contractually agreed with the

manufacturer of the defective software component to waive that right (Article 12.2.
PLD)#9,

Second, in the case of a manufacturer of an Al system established outside the EU, and
without prejudice to the liability of that manufacturer, the following economic operators
shall also be liable*”: a) the importer of the defective Al system product or component*$,
b) the authorised representative of the manufacturer*”; and, c) where there is no importer
established within the Union or authorised representative, the fulfilment service provider
(art. 8.1.c))™. The inclusion of fulfilment service providers is justified because they
perform many of the same functions as importers and they play an increasingly significant
role as economic operators, enabling and facilitating access to the Union market for
products from third countries (Recital 37 PLD).

Third, any person who substantially modifies a product outside the manufacturer’s control
and thereafter makes it available on the market or puts it into service shall be considered
to be a manufacturer of that product (Article 8.2 PLD). ‘Substantial modification’ means a
modification of a product after it has been placed on the market or put into service: a) that
is considered substantial under relevant Union or national rules on product safety; or b)
where relevant Union or national rules on product safety lay down no threshold on what

495 Against this opinion see Ebers, M., “Civil Liability for Autonomous Vehicles in Germany” (February
5, 2022), p. 22. Available at
SSRN: https://sstn.com/abstract=4027594 or http://dx.doi.org/10.2139/ssrn.4027594.
496 Recital 54 PLD.
497 Recital 37 PLD.
498 Article 4.12 PLD.
499 Article 4.11 PLD.
500 “Fulfilment service provider” means any natural or legal person offering, in the course of a commercial
activity, at least two of the following services: warechousing, packaging, addressing and dispatching of a
product, without having ownership of that product, excluding postal services as defined in Article 2, point
(1), of Ditective 97/67/EC of the European Patliament and of the Council (19), patcel delivery services
as defined in Article 2, point (2), of Regulation (EU) 2018/644 of the European Patliament and of the
Council (20), and any other postal services or freight transport services (Article 4.13 PLD).
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is to be considered a substantial modification, that: i) changes the product’s original
performance, purpose or type, without that change having been foreseen in the
manufacturer’s initial risk assessment; and ii) changes the nature of the hazard, creates a
new hazard or increases the level of risk (Article 4.18 PLD).

Such substantial modifications might include those that change the original intended
functions of the product or affect its compliance with applicable safety requirements or
change its risk profile®l; as well as software updates or upgrades or continuous learning of
an Al system>02. Refurbishment does not appear to fall under the concept of “substantial
modification” outlined in Article 4.18 PLD, as this provision specifically pertains to
modifications that impact product safety>.

Among the problems raised by this issue, it is worth analysing the scope of the substantial
modification, as well as the distinction between the different forms of modification of a
product and the mere performance of a service®. These problems will be intensified in Al
systems by the involvement of multiple parties in their value chain.

As in the previous Directive, the distributor of the Al system should be subsidiary liable
when none of the above-mentioned economic operators (manufacturer of a defective
product or component, importer, authorised representative or fulfilment service provider)
can be identified, and only if: a) the injured person requests that distributor to identify an
economic operator established in the Union, or its own distributor that supplied it with
that product; and b) that distributor fails to identify an economic operator or its own
distributor within one month of receiving the request (Article 8.3 PLD).

Some other provisions outlined in Article 8 PLD are not specifically applicable to damages
caused by Al systems. For instance, where online platforms present the product or
otherwise enable the specific transaction in question in a way that would lead an average
consumer to believe that the product is provided either by the online platform itself or by
a trader acting under its authority or control®”, it should be possible to hold them liable in
the same way as distributors (Article 8.4 PLD)>0.

2.6.  Exemption from liability: in particular, the development risk defence

An economic operator shall not be liable for damage caused by a defective product if that
economic operator proves any of the following (Article 11.1 PLD):

501 Recital 39 PLD.
502 Recital 40 PLD.
503 Martin-Casals, M., “General lines of the new European directive on liability for defective products”,
Actualidad Juridica, n® 50, 2024, p. 52.
504 Idem.
505 Article 6(3) of Regulation (EU) 2022/2065 of the Eutropean Parliament and of the Council of 19
October 2022 on a Single Market For Digital Setvices and amending Directive 2000/31/EC (Digital
Services Act), OJ L 277, 27.10.2022. Also see Hofmann, F., “Article 6. Hosting”, in Hofmann, F./Raue,
B. (dirs.), Digital Services Act: Article-by-article commentary, Nomos, Baden-Baden, 2024, pp. 165-166.
506 Recital 38 PLD.
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a) In the case of a manufacturer or importer, that it did not place the product on the
market or put it into service.

b) In the case of a distributor, that it did not make the product available on the market.

¢) Thatitis probable that the defectiveness that caused the damage did not exist at the
time the product was placed on the market, put into service or, made available on
the market, or that that defectiveness came into being after that moment.

d) That the defectiveness that caused the damage is due to compliance of the product
with legal requirements.

e) That the objective state of scientific and technical knowledge at the time the product
was placed on the market or put into service or during the period in which the
product was within the manufacturer’s control was not such that the defectiveness
could be discovered. The state of scientific and technical knowledge must be
determined with reference to the most advanced level of objective knowledge
accessible and not to the actual knowledge of the economic operator in question>"”.

f) In the case of a manufacturer of a defective component, that the defectiveness of
the product in which that component has been integrated is attributable to the
design of that product or to the instructions given by the manufacturer of that
product to the manufacturer of that component.

@) In the case of a person that modifies a product, that the defectiveness that caused
the damage is related to a part of the product not affected by the modification.

Despite the above, an economic operator shall not be exempted from liability where the
defectiveness of a product is due to a related service, software, a lack of software updates
or upgrades necessary to maintain safety, and a substantial modification of the product,
provided that all of them are within the manufacturer’s control (Article 11.2 PLD).

For example, if a smart television is presented as including a video application, but
the user is required to download the application from a third party’s website after
the purchase of the television, the television manufacturer should remain liable,
alongside the manufacturer of the video application, for damage caused by any
defectiveness of the video application, even though the defectiveness came into
being only after the television was placed on the market (Recital 50 PLD).

In particular, Recital 51 clarifies that such updates may be necessary, for instance,
“to address those products’ vulnerabilities in response to evolving cybersecurity
risks”.

At the same time, it clarifies that: “Such liability should not apply where the supply
or installation of such software is beyond the manufacturer’s control, for example
where the owner of the product does not install an update or upgrade supplied for
the purpose of ensuring or maintaining the level of safety of the product” and that:

507 Recital 52 PLD.
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“This Directive does not impose any obligation to provide updates or upgrades for
a product”. This last sentence should be understood as meaning that the existence
of such duties must be assessed on the basis of legislation other than the Directive
itself.

As discussed above, the new Directive introduces the concept of the manufacturer's
continuing control over the final product integrated by software or interconnected with
digital services. So, the time when the product was put into the market is no longer the
unique temporal reference to be considered. This new approach covers new types of
defects, resulting from updates or upgrades of the software or the lack of them.

Regarding the development risk defence, the European Commission’s draft Directive
(COM 2022 495 final) established the development risks exception as a maximum
provision in Article 10(f). This was problematic as the development risk exception had
been excluded by Member States such as Finland and Luxembourg, in general, and France
and Spain for certain products. In contrast, Article 18 PLD now allows Member States to
maintain, introduce or amend in their legal systems liability rules for development risks>%,
For Member States intending to introduce this liability rules into their national law for the
first time, Article 18.3 imposes three conditions: a) it must be limited to specific categories
of products, b) it must be justified by public interest objectives, and ¢) it must be
proportionate and do not go beyond what is necessary to attain those objectives.

National legislators will have to decide whether to waive the exemption for development
risks for some products, in particular Al systems, as has been suggested in legislative
proposals (Proposal for a Regulation of the European Parliament on civil liability and
artificial intelligence of 20.10.2020) and by some authors®”. The non-application of the
exemption is a legislative policy decision that will have to take into account the negative
effects that it could have on the development of this type of technology. It will also raise
the question of determining the meaning of “public interest objective”, in particular,
whether favouring the compensation of the victims is a sufficient justification when the
Directive itself has introduced substantive and procedural rules aimed at this end. In the
particular case of Al, a non-exoneration rule should define very well the concept of an Al
system and, where appropriate, the risk threshold or the sectors of activity to which it
would apply.

One way to ensure compensation of victims without negatively affecting the confidence of
users in Al systems and Al technology’s development and innovation could be to set up
compensation funds for Al products.

2.7. Time restrictions on claims

508 Recital 59 PLD.
509 Buropean Law Institute, Guiding Principles for Updating the Product Liability Directive for the Digital Age,
2021. See, for a general approach, Izquierdo Grau, G., “The Development Risks Defence in the Digital
Age”, European Journal of Risk Regulation, 2024, pp. 1-20.
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The system of time restriction provided for in the PLD, as in Directive 85/374, consists
of a prescription period and an extinction period.

On the one hand, Article 16.1 PLD provides a compulsory limitation period of 3 years for
proceedings for the recovery of damages falling within the scope of the directive. This
limitation period begins to run (dies a guo) from the day on which the injured person became
aware, or should reasonably have become aware, of the damage, the defectiveness, and the
identity of the relevant economic operator. The limitation period therefore does not begin
with the damage (objective criteria), but rather potentially much later due to the link to
subjective criteria.

Article 16.2 PLD leaves suspension and interruption of the limitation period to national
law. This can somewhat limit the practical significance of the harmonisation, as Member
States can provide stronger or weaker protection through expanding or restricting the
catalogue of events resulting in suspension or interruption of the running of the limitation
period>!0.

On the other hand, Article 17.1 PLD provides that the right to compensation granted
under the directive will be extinguished upon the expiry of a period of 10 years from the
date on which the defective product was placed on the market or put into service; or in the
case of a substantially modified product, the date on which that product was made available
on the market or put into service following its substantial modification. Updates or
upgrades that do not amount to a substantial modification of the product should not affect
the expiry period>!!. Recital 57 PLD justifies this expiry period alleging that products age
over time and higher safety standards are developed as the state of science and technology
progresses. Therefore, the extinction of the claim after 10 years prevents the evidentiary
burden for the economic operators liable for defective products.

In contrast to the prescription period, the judge is to consider the expiry period ex officio,
and this period can neither be suspended nor interrupted. The only exception is when the
injured person has, in the meantime, initiated proceedings against an economic operator
that can be held liable under Article 8 PLD.

Finally, Article 17.2 PLD establishes a new expiry period of 25 years in case of latency of
a personal injury. This provision is inspired by the case law of the ECtHR: in Howald Moor
and others v. Switgerland the Court notes that where it is scientifically proven that a person is
unable to know that he or she is suffering from a certain disease, such a circumstance
should be taken into account in calculating the prescription or expiry period, and concluded

510 Janssen, A./Schulze, R./Machnikowski, P., “Time restriction on claims”, in Machnikowski, P. (ed.),
European Product Liability. An analysis of the state of the art in the era of new technologies, Intersentia, Cambridge,
2016, p. 90.
511 Recital 58 PLD. Against this approach see ELI Draft of a Revised Product Liability Directive, 2022, p.
30 (“Itis necessary to focus not only on the moment when the defective product was first made available
on the market, but also on any subsequent updates the producer themself made available or which were
made available with his consent. If they failed to make such updates available despite a legal obligation to
do so, the hypothetical date when such updates would have been due shall be used instead”).
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that the application of a limitation period of 10 years to victims of asbestos exposure
violates Article 6.1 ECHR>12,

3.  Procedural aspects
3.1. Disclosure of evidence and access to information

Claimants are usually at a significant disadvantage in terms of access to, and understanding
of, information on how a product was produced and how it operates. For this reason, upon
a request of a claimant who has presented facts and evidence sufficient to support the
plausibility of a claim for compensation, national courts are empowered to require the
defendant to disclose any relevant evidence at their disposal (Article 9.1 PLD). Defendants
might also need access to evidence at the disposal of the claimant to counter a
compensation claim. Therefore, they should also have the possibility of accessing evidence
if they presented facts and evidence sufficient to demonstrate the need for it (Article 9.2
PLD)>13,

The disclosure procedure is only available to claimants, even though potential claimants
also need information to identify the person potentially liable for damage, to prove the
conditions for a claim for damages and, in general, to ascertain whether a claim for damages
is well-founded. In this sense, it would have been preferable to follow the approach
adopted by the AILD proposal.

Article 3 AILD proposal contains a similar mechanism for the disclosure of evidence>4,
but its scope of application is significantly narrower than that of Article 9 PLD>". Under
Articles 3.1 and 3.2 AILD, national courts should be empowered to order a provider5, a
person subject to the obligations of a provider’!’, or a deployer’!8, the disclosure of
evidence about a specific high-risk Al system that is suspected of having caused damage>1?,
cither upon the request of a claimant or a potential claimant. Courts shall order the
disclosure of evidence for claimants only if they have undertaken all proportionate attempts

512 ECtHR, Howald Moor and others v. Switzerland, application n® 52067/10 and 41072/11, 11.3.2014, pars.
77-79.
513 Recital 44 PLD. Article 3 AILD proposal allows claimants and potential claimants to request a
disclosure of evidence, but not defendants.
514 Both Article 9 PLD and 3 AILD proposal follow the model of Article 5 of Ditective 2014/104/EU of
the European Parliament and of the Council of 26 November 2014 on certain rules governing actions for
damages under national law for infringements of the competition law provisions of the Member States
and of the European Union (O] L 349, 5.12.2014); and Articles 6-8 of Directive 2004/48/EC of the
European Parliament and of the Council of 29 April 2004, on the enforcement of intellectual property
rights (O] L 157, 30.4.2004).
515 Recitals 16 and 18 AILD proposal justify the limitation of disclosure of evidence as regards high-risk
Al systems because it is consistent with Section 3 of AIA which provides for certain specific
documentation, record keeping and information obligations for providers and deployers of high-risk Al
systems and other parties.
516 Article 3.3 AIA.
517 Article 25 AIA.
518 Article 3.4 AIA. Note that the AILD Proposal uses the term “user” instead of “deployer”. The former
was substituted by the latter in the final text of the AIA.
519 For a definition of “high-risk Al system” see Article 6 AIA.
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at gathering the relevant evidence from the defendant>. For potential claimants, courts
shall order disclosure only if they have previously requested the above-mentioned parties
the disclosure of relevant evidence, but it was refused, and they provide sufficient facts and
evidence to demonstrate the plausibility of a claim for damages>!.

Evidence might include documents that have to be created ex novo by the defendant by
compiling or classifying the available evidence®?2. It should also be possible to require
evidence to be presented in an easily accessible and easily understandable manner if such
presentation is deemed proportionate by the court in terms of costs and effort for the
required party (Article 9.6 PLD)>?. Finally, an extensive interpretation of the expression
“disclosure of evidence” would allow for the inclusion not only of documentary evidence
but also other types of evidence, such as the interrogation of the defendant®.

In assessing the request for disclosure of evidence, national courts should ensure that such
access is limited to that which is necessary and proportionate (Article 9.3 PLD), taking into
account the protection of confidential information and trade secrets®> (Article 9.4 PLD).
Where a defendant is required to disclose information that is a trade secret or an alleged
trade secret, national courts are empowered, upon a duly reasoned request of a party or on
their own initiative, to take specific measures necessary to preserve the confidentiality of
that information during or after the legal proceedings (Article 9.5 PLD). Such measures
should include restricting access to documents or hearings, or allowing access only to
redacted documents or transcripts of hearings>%. For instance, in-camera proceedings aim
to preserve the confidentiality of sensitive information by limiting its disclosure to the
judges involved as well as experts or lawyers for the other side, working under a legal duty
to keep information confidential>?’.

A specific provision empowering courts to order evidence preservation measures is also
lacking in the PLD and should have been added. Following Article 3.3 AILD proposal
national courts can order specific measures to preserve the evidence after considering the
legitimate interests of all parties. The order of disclosure or preservation of evidence may

520 Article 2.6 AILD.
521 Article 2.7 and Recital 17 AILD.
522 Recital 42 PLD. Also see CJEU, C-163/21, 10.11.2022, PACCAR and Others, ECLI:EU:C:2022:863,
para. 69.
523 Bertolini, A., “Artificial Intelligence and Civil Liability”, Policy Department for Citizens’ Rights and
Constitutional Affairs, Directorate-General for Internal Policies, PE 621.926, 2020, p. 84 (“The fact that
data is logged and eventually made available to the claimant per se does not appear to be sufficient. To the
contrary, it could simplify the position of the producer or operator who could give access to an immense
amount of information, leaving the counterparty the task of identifying the relevant portion (if it exists)
and providing an interpretation of it”).
524 Ormazabal Sanchez, G., “La prueba en los procesos de responsabilidad civil por dafios causados por
sistemas de inteligencia artificial. Analisis del Derecho vigente y de las propuestas normativas de la UE”,
InDret, n° 3. 2024, p. 429.
525 Directive (EU) 2016/943 of the European Patliament and of the Council of 8 June 2016 on the
protection of undisclosed know-how and business information (trade secrets) against their unlawful
acquisition, use and disclosure (O L 157, 15.6.2016). In a similar vein see Article 3.4 and Recital 20 AILD
proposal.
526 Recital 45 PLD.
527 Wagner, G., “Liability Rules for the Digital Age”, JETL, vol. 13, n° 3, 2022, p. 216.
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be directed to the defendant or third parties, provided that they are under an obligation to
document or record information under Section 3 of AIA5%8,

Finally, the PLD leaves to national law the following aspects>*: i) evidence regarding pre-
trial procedures®®, i) how specific a request for evidence must be, iii) third parties, iv) cases
of declaratory actions, and v) sanctions for non-compliance with the obligation to disclose
evidence.

3.2. Burden of proof

3.2.1. PI.D

A person who claims compensation for damage caused by a defective product bears the
burden of proving the defectiveness of the product, the damage suffered and the causal
link between the two (Article 10.1 PLD). In general, it is for the national law of each
Member State to establish how evidence is to be elicited, what evidence is to be admissible,
or the principles governing that court’s assessment of the probative value of the evidence
adduced before it and also the level of proof required!.

Nonetheless, the PLD lays down a presumption of defectiveness to alleviate the claimant’s
burden of proof where any of the following three conditions are met (Article 10.2 PLD):

a) The defendant fails to disclose relevant evidence pursuant to Article 9.1 PLD.
However, the applicability of this presumption is subject to several practical
limitations. Firstly, it is costly to verify whether the obligated party has provided all
relevant information at their disposal (moral hazard)>*2. Secondly, Al systems based
on machine learning can change considerably between the time of the damage
occurring and the time of information disclosure. Thirdly, there is no obligation to
retain data indefinitely. For instance, according to Article 19.1 AIA: “the logs shall
be kept for a period appropriate to the intended purpose of the high-risk Al system,
of at least six months”.

b) The claimant demonstrates that the product does not comply with mandatory
product safety requirements laid down in Union or national law that are intended
to protect against the risk of damage suffered by the injured person. For example,
a manufacturer has reason to believe that a product which it has placed on the
market is dangerous, but it fails to take the corrective measures necessary to bring
the product into conformity>3.

528 Recital 19 AILD.

529 Recital 43 PLD.

530 Article 9.7 PLD.

531 CJUE, C-621/15, 21.6.2017, Sanofi Pasteur, ECLI:EU:C:2017:484, pat. 25.

532 Rubi Puig, A., “Responsabilidad civil e Inteligencia artificial. Un examen critico de la propuesta de

Directiva de 28 de septiembre de 2022”7, in Peguera Poch, M. (coord.), Perspectivas regulatorias de la

inteligencia artificial en la Unidn Europea, Editorial Reus, Madrid, 2023, p. 280-286.

533 Article 9.8 of Regulation (EU) 2023/988 of the European Parliament and of the Council of 10 May

2023 on general product safety, amending Regulation (EU) No 1025/2012 of the European Patliament
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¢) The claimant demonstrates that the damage was caused by an obvious malfunction
of the product during reasonably foreseeable use or under ordinary circumstances
(Res gpsa loguitur rule). For example, an autonomous vehicle that, while driving on a
highway, suddenly turns to the right and collides with a vehicle>**. Reasonably
foreseeable use covers the use for which a product is intended in accordance with
the information provided by the manufacturer or economic operator placing it on
the market, the ordinary use as determined by the design and construction of the
product, and use which can be reasonably foreseen where such use could result
from lawful and readily predictable human behaviour>%.

Likewise, in relation to the defectiveness of a product Recital 30 PLD clarifies that: “It
should be possible for a court to find that a product is defective without establishing its
actual defectiveness, where it belongs to the same production series as a product already
proven to be defective”.

The causal link between the defectiveness of the product and the damage shall also be
presumed where it has been established that the product is defective and that the damage
caused is of a kind typically consistent with the defect in question (Article 10.3 PLD)>%.

Finally, national courts shall presume defectiveness and causation, or both (Article 10.4
PLD), where despite the disclosure of evidence following Article 9 PLD and taking into
account all the relevant circumstances of the case:

a) The claimant faces excessive difficulties due to technical or scientific complexity in
proving the defectiveness of the product or the causal link between its defectiveness
and the damage, or both. The assessment of complexity and excessive difficulties
should be determined by national courts on a case-by-case basis, taking into account
various factors: i) the complex nature of the product, such as an innovative medical
device; ii) the complex nature of the technology used, such as machine learning; iii)
the complex nature of the information and data to be analysed by the claimant; and
iv) the complex nature of the causal link, such as a link between a pharmaceutical
or food product and the onset of a health condition or a link that, in order to be

proven, would require the claimant to explain the inner workings of an Al system>’.
And,

and of the Council and Directive (EU) 2020/1828 of the European Parliament and the Council, and
repealing Directive 2001/95/EC of the European Parliament and of the Council and Council Directive
87/357/EEC (O] L 135, 23.5.2023, p. 1-51).
534 Recital 47 PLD includes the example of a glass bottle that explodes in the course of reasonably
foreseeable use, inspired by the BGH, Case VI ZR 91/87, Soda Bottle; and BGH, Case VI ZR 158/94,
Mineral Water Bottle II.
535 Recital 46 PLD.
530 Recital 47 PLD.
537 Recital 48 PLD.
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b) The claimant demonstrates that it is likely that the product is defective or that there

is a causal link between the defectiveness of the product and the damage, or both>3.
In common law countries, the applicable standard of proof is the “balance of
probabilities” and is met if the judge is convinced that the relevant facts are more
probable than not. By contrast, most continental European legal systems apply a
higher standard that is sometimes expressed as a “probability bordering
certainty”>¥. In this case, the term “likely” implies a relaxation of the standard of
proof, so proof beyond any reasonable doubt should not be required.

The defendant shall have the right to rebut any of the presumptions referred to in
paragraphs 2, 3 and 4 of Article 10 (Article 10.5 PLD).

3.2.2. AILD

Article 4.1 AILD proposal establishes a rebuttable presumption of the causal link between
the defendant’s fault and the Al system’s output or the failure of the Al system to produce
an output, where three conditions are met:

a)

b)

The claimant has demonstrated or the court has presumed, due to the failure to
comply with an order to disclose or to preserve evidence®’, the fault of the
defendant consisting in the non-compliance with a duty of carelaid down
in Union or national law directly intended to protect against the damage that
occurred (negligence per se). This presumption can apply, for example, in a claim for
damages for physical injury when the defendant does not comply with the
instructions of use which are meant to prevent harm to natural persons. On the
contrary, the defendant’s failure to file required documentation with competent
authorities would not lead to the application of the presumption in claims for
damages due to physical injury>4.

It can be considered reasonably likely that the fault has influenced the output
produced by the Al system or the failure of the Al system to produce an output. It
is reasonably likely that the fault has influenced the output or failure to produce an
output, for example, when that fault consists in breaching a duty of care in respect
of limiting the perimeter of operation of the Al system and the damage occurred
outside the perimeter of operation>*.

The claimant has demonstrated that the output produced by the Al system or
the failure of the Al system to produce an output gave rise to the damage.

538 CJUE, C-621/15, 21.6.2017, Sanofi Pasteur, ECLI:EU:C:2017:484, pat. 43.

539 Martin-Casals, M., “Causation and scope of liability in the Internet of Things (IoT)”, in Lohsse,
S./Schulze, R./Staudenmayer, D. (eds.), Liability for Artificial Intelligence and the Internet of Things,
Minster Colloquia on EU Law and the Digital Economy IV, Nomos/Hart, Baden-Baden, 2019, p. 214.
540 Recital 21 AILD proposal.

541 Recital 22 AILD proposal.

542 Recital 25 AILD.
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Therefore, the presumption establishes neither the breach of the duty of care by the
defendant, nor the causal link between this breach and the damage.

Where the defendant is a provider of a high-risk Al system or a person subject to the
provider’s obligations, the condition of Article 4.1, letter a), shall be met only where the
complainant has demonstrated that the provider or the person subject to the provider’s
obligations failed to comply with any of the following requirements laid down in the AIA
(Article 4.2 AILD), taking into account the steps undertaken in and the results of the risk
management system pursuant to Article 9 and Article 16 a) AIA:

a) The Al system makes use of techniques involving the training of models with
data and which was not developed on the basis of training, validation and testing
data sets that meet the quality criteria referred to in Article 10 (2) to (4) AIA.

b) The Al system was not designed and developed in a way that meets the transparency
requirements laid down in Article 13 AIA.

¢) The Al system was not designed and developed in a way that allows for an effective
oversight by natural persons during the period in which the Al system is in use
pursuant to Article 14 AIA.

d) The Al system was not designed and developed so as to achieve, in the light of its
intended purpose, an appropriate level of accuracy, robustness and cybersecurity
pursuant to Article 15 and Article 16 (a) AIA.

e) The necessary corrective actions were not immediately taken to bring the Al system
in conformity with the obligations laid down in Chapter 2 of the AIA, or to

withdraw or recall the system, as appropriate, pursuant to Article 16 j), and Article
20 AIA.

Where the defendant is a user of a high-risk Al system, the condition of Article 4.1, letter
a), shall be met only where the claimant proves that the user (Article 4.3 AILD)>*:

a) Did not comply with its obligations to use or monitor the Al system in accordance
with the accompanying instructions of use or, where appropriate, suspend its use
pursuant to Article 26.5 AIA; or

b) Exposed the Al system to input data under its control which is not relevant in view
of the system’s intended purpose pursuant to Article 26.4 AIA.

543 Recital 26 AILD.
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Claimants can benefit from the rebuttable presumption solely in case of a violation of the
listed Al Act requirements, therefore Articles 4.2 and 4.3 exclude any other potentially
relevant legal ground for tort law, whether in EU or national law>#4.

Finally, Article 4 AILD proposal lays down 3 exceptions of the rebuttable presumption of
causality:

)

b)

In the case of high-risk AI systems, national courts shall not apply the
presumption of causal link where the defendant demonstrates that the claimant has
sufficient evidence and expertise (Article 4.4 AILD). For example, through
documentation and logging requirements pursuant to Articles 11 and 12 ATA>,

In the case of an Al system that is not a high-risk Al system, national courts shall
only apply the presumption of causal link where it is excessively difficult for the
claimant to prove it (Article 4.5 AILD). The claimant should neither be required to
explain the characteristics of the Al system concerned nor how these characteristics
make it harder to establish the causal link>#.

In the case of a claim for damages against a defendant who used the Al system in
the course of a personal, non-professional activity, i.e. consumers, national courts
shall only apply the presumption of causal link where the defendant materially
interfered with the conditions of the operation of the Al system or if the defendant
was required and able to determine the conditions of operation of the Al system
and failed to do so (Article 4.6 AILD). This could be the case when a consumer
does not comply with the instructions of use when choosing the area of operation,
or when setting performance conditions of the Al system, for example, the
consumer might know and be contractually obliged to use an Al system only in
certain weather conditions but decided to use it in adverse weather conditions

anyway>*’.

4.  Fully automated vehicles and EU regulation on uniform procedures and

technical specifications for the type-approval of the automated driving system
(ADS)

4.1.

Artificial intelligence and motor vebicles

The vehicle equipped with an automated driving system (ADS) has hardware (sensors,
cameras, lasers, etc.) and software that are jointly capable of performing the entire dynamic
driving task on a continuous basis. These tasks include all operational and tactical driving

544 De Bruyne, J./Dheu, O./Ducuing, C., “The European Commission’s approach to extra-contractual
liability and AI — An evaluation of the Al liability directive and the revised product liability directive,
Computer Law & Security Review, vol. 51, 2023, p. 8.

545 Recital 27 AILD.

546 Recital 28 AILD.

547 Recital 29 AILD. Also see: Hacker, P., “The European Al Liability Directives - Critique of a Half-
Hearted Approach and Lessons for the Future”, Computer Law & Security Review, vol. 51, art. 105871, 2023,

p. 24.
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tasks, except for route planning and destination selection: controlling the lateral and
longitudinal movement of the vehicle, acceleration, braking, lane selection, accepting the
safety distance, overtaking, as well as monitoring the environment by detecting and
recognising objects and events and executing a response. The vehicle recognises and
interprets the traffic situation and makes corresponding decisions.

The Society of Automotive Engineers (SAE) defines 5 levels of driving automation from
level O (no driving automation) to level 5 (full driving automation) in the context of motor
vehicles and their operation on roadways. Level 3 represents the lowest level of automation,
where the driver does not need to supervise the driving but must be ready to take control
if necessary or if a dangerous situation arises. At level 4, no such intervention is required,
and vehicle users would not need a driving license.

In the EU, automated vehicles generally fall under levels 1 or 2 of automation, where
systems like vehicle speed control or autonomous lane-keeping assist the driver but do not
tully replace them. However, some Mercedes car models have been authorized in Germany
as level 3 from 2022, but only within specific operating environments (e.g., speed limits,
motorways, traffic conditions, and daylight). In contrast, China and the USA have
authorized robotaxis, which operate at level 4 automation.

To enable autonomous driving, manufacturers use systems based on artificial intelligence,
particularly machine learning (ML), which develops algorithms that allow machines to learn
from data. However, traditional machine learning methods have certain limitations. They
require large amounts of specific, preclassified data (labeled data), perform well only in
predefined scenarios, and struggle to adapt to unexpected changes or new environments.
This is where Reinforcement Learning (RL) excels, as it can adapt and perform in dynamic,
complex environments. RL allows vehicles to learn how to navigate and make driving
decisions by continuously gaining knowledge from real-world experiences. For example,
Tesla vehicles use RL alongside other machine learning techniques to enhance their
autonomous driving system. These vehicles gather data from millions of miles driven by
users, enabling the system to learn from numerous real traffic situations and adjust its
algorithms in real time.

It is widely accepted among academic experts that the introduction of fully autonomous
vehicles will shift civil liability from the driver and their automobile insurance to the
manufacturer. While this thesis is valid, it is also important to recognize that accidents will
still occur that are not caused by vehicle defects, such as rare accidents in atypical risk
scenarios that are unforeseeable even with the best software design. In such cases, it is
crucial to maintain an insurance system that covers damages resulting from traffic risks,
ensuring that the commercialization of autonomous vehicles does not diminish the current
protections for victims of traffic accidents.

As noted above, compliance or non-compliance with product safety regulatory law is an
important factor in assessing the existence of a product defect (art. 7.1.f) PLD). Therefore,
understanding the safety requirements that an ADS must meet is essential. Alongside the
Artificial Intelligence Act, the EU has issued a special regulation on the safety requirements
that the ADS of fully automated vehicles must meet in order to receive the type approval:
the Commission Implementing Regulation (EU) 2022/1426, of 5 August 2022, laying
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down rules for the application of Regulation (EU) 2019/2144 of the European Patliament
and of the Council as regards uniform procedures and technical specifications for the type-
approval of the automated driving system (ADS) of fully automated vehicles>*®

Following art. 11 of Regulation 2019/2144, the fully automated vehicle, unlike the
automated vehicle, is characterized by the fact that it does not have driver availability
monitoring systems.

4.2. Commission Implementing Regulation (EU) 2022/ 1426

Among other important aspects, Annex I of the Commission Implementing Regulation
requires manufacturers to include the following in the ADS information document:

a) A description of the operational design domain (ODD) or boundary conditions>¥.

b) A statement which affirms that the ADS is free from unreasonable risks for the
vehicle occupants and other road user>™.

c) Conditions for triggering a request to the on-board operator or the remote
intervention operator>!.

d) Protection of the ADS against unauthorised access and configuration of the ADS
to support software updates.

548 In Spain, a draft royal decree is being processed by the Ministry of the Interior and the Ministry of
Industry, which amends the General Traffic Regulation and the General Vehicle Regulation and
incorporates part of the content of the Commission’s Implementing Regulation. Its purpose is fully
automated vehicles that must operate within a specific operational domain. While the automated driving
system is active, it will be considered the driver for the purposes of complying with the traffic rules set
out in Spanish Royal Dectree 1428/2003 on the General Traffic Regulations.
549 ‘Operational design Domain’ means operating conditions under which a given ADS is specifically
designed to function, including, but not limited to, environmental, geographical, and time-of-day
restrictions, and/or the requisite presence or absence of certain traffic or roadway characteristics (Article
2.10).
550 ‘Unreasonable risk” means the overall level of risk for the vehicle occupants and other road users
which is increased compared to a manually driven vehicle in comparable transportation services and
situations within the operational design domain (Article 2.28).
551 ‘On-board operator’ means a person located inside the fully automated vehicle who may: (a) activate,
re-initialise, deactivate the ADS, (b) request the ADS to start an MRM, (c) confirm a manoeuvre
proposed by the ADS while the vehicle is at standstill, (d) after an MRM, while the fully automated
vehicle is at standstill, request the ADS to petform safely a low speed manoeuvre limited to 6 km/h with
the remaining performance to evacuate the fully automated vehicle to a nearby preferable location. (e)
select or modify the planning of an itinerary or stopping points for the users; or (f) provides assistance in
duly identified situations to the passengers of the fully automated vehicle. In the above situations, the on-
board operator shall not drive the fully automated vehicle and the ADS shall continue to perform the
DDT (Article 2.24).
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e) General explanation of the main design provisions built into the ADS so as to
generate safe operation under fault conditions, under operational disturbances and
the occurrence of conditions that would exceed the ODID?332,

f) Selection of nominal, critical and failure traffic scenarios®3.

Annex II of the Implementing Regulation, which addresses performance requirements,
specifies what is expected of dynamic driving capabilities of the ADS in various traffic
scenarios.

In nominal traffic scenarios the system shall, among other requirements:

a) Demonstrate anticipatory behaviour in interaction with other road users, in order
to ensure stable, low-dynamic, longitudinal behaviour and risk minimising
behaviour when critical situations could become imminent, e.g. with unobstructed
and obstructed vulnerable road users (pedestrians, cyclist, etc.).

b) Detect and respond appropriately to objects and events relevant to the driving task,
which may include, but are not limited to, vehicles and road users, accidents,
congestion, road works, safety officers, environmental conditions, etc.

¢) Comply with traffic regulations.
In critical scenarios the ADS shall be able to:

a) Perform the driving task for all reasonably foreseeable critical traffic scenarios in
the operational design domain.

b) Detect the risk of collision with other road users, or a suddenly appearing obstacle
(debris, lost load) and shall be able to automatically perform appropriate emergency
operation (braking, evasive steering) to avoid reasonably foreseeable collisions and
minimise risks to safety of the vehicle occupants and other road users.

552 Fault means “an abnormal condition that can cause a failure”, and this can concern hardware or
software (Article 2.7). Failure of the ADS means “the termination of an intended behaviour of a
component or a system of the ADS due to a fault manifestation” (Article 2.8). And malfunctioning
behaviour means a “failure or unintended behaviour of a component or a system of the ADS with respect
to its design intent” (Article 2.13).

553 ‘Nominal traffic scenarios’ means “reasonably foreseeable situations encountered by the ADS when
operating within its ODD” (Article 2.19). ‘Critical scenarios’ means “scenarios related to edge-cases (e.g.
unexpected conditions with an exceptionally low probability of occurrence) and operational
insufficiencies, not limited to traffic conditions but also including environmental conditions (e.g. heavy
rain or low sunlight glaring cameras), human factors, connectivity and miscommunication leading to
emergency operation of the ADS” (Article 2.20). ‘Failure scenarios’ means “the scenarios related to ADS
and/or vehicle components failure which may lead to normal or emetgency operation of the ADS
depending on whether or not the minimum safety level is preserved” (Article 2.21).
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¢) In the event of an unavoidable alternative risk to human life, not provide for any
weighting on the basis of personal characteristics of humans.

d) Guarantee that the protection of other human life outside the fully automated
vehicle is not subordinated to the protection of human life inside the fully
automated vehicle.

e) Take into account the vulnerability of road wusers involved by the
avoidance/mitigation strategy.

f) Stop the fully automated vehicle and aim to perform a Minimal risk Manoeuvre to
reach the Minimal risk Condition in the event of a traffic accident.

Under failure scenarios the ADS shall, among other requirements, detect and respond to
vehicle malfunction behaviour by executing a minimum risk manoeuvre.

Annex IT of the Implementing Regulation addresses two additional aspects that are relevant
to the analysis of the potential civil liability of the manufacturer. On one hand, the
manufacturer must demonstrate that the functional and operational safety of the ADS has
been adequately considered>*. On the other hand, the manufacturer shall draw up an
operating manual with instructions to ensure the safe operation of the fully automated
vehicle by means of detailed instructions to the owner, vehicle occupants, transport service
operator, on-board operator, remote intervention operator and any relevant national
authorities. The operating manual shall include the technical measures (e.g. checks and
maintenance works of vehicle), operational restrictions (e.g. speed limit, dedicated lane,
physical separation with oncoming traffic), environmental conditions (e.g. no snow) and
operational measures (e.g. on-board operator or remote intervention operator needed)
necessary to ensure safety during the fully automated vehicle operation.

Finally, the manufacturer must provide a data recorder for events and incidents, whether
critical or non-critical, related to the vehicle’s safety, and submit a service report on these
to the homologation authorities.

4.3. Artificial Intelligence Act

The ADS of fully automated vehicles can be considered a high-risk Al system because both
of the conditions set out in Article 6.1 of the Artificial Intelligence Act are fulfilled: The
automated driving system is covered by Regulation 2019/2144 listed in Annex I, Section
B, and the ADS is required to undergo a third-party conformity assessment required by
Regulation 2018/858 and further developed by Implementing Regulation 2022/1426.

554 ‘Functional safety’ means “absence of unreasonable risks under the occurrence of hazards caused by
malfunctioning behaviour” (Article 2.29). ‘Operational safety’ means “the absence of unreasonable risk
under the occurrence of hazards resulting from functional insufficiencies of the intended functionality
(e.g. false/missed detection), operational disturbances (e.g. environmental conditions like fog, rain,
shadows, sunlight, infrastructure) or by reasonably foreseeable misuse/errors by the vehicle occupants
and other road users” (Article 2.30).
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It is important to examine the compatibility between the safety requirements outlined in
the Artificial Intelligence Act and those established in sector-specific legislation. However,
this analysis will not be undertaken at this time. For now, it is sufficient to note that the
obligations imposed on manufacturers by sectoral regulations align with those set forth in
the Artificial Intelligence Act. These include the establishment of a system for managing
foreseeable risks, human oversight of the Al system during its operation, ensuring the
system’s capacity to respond to errors or failures, and protecting the Al system against
unauthorized third-party interference.
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