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Introduction 

Paola Iamiceli 

Artificial Intelligence in healthcare and a possible role for lawyers and 
judges: the main questions addressed in this Handbook 
 
The enormous potential of Artificial Intelligence (hereinafter AI) in healthcare has 

been widely acknowledged by scientists and policy makers alike. At the same time a 
compelling need has emerged to make individuals and institutions fully aware of the 
risks and responsibilities stemming from its use. In fact, the World Health 
Organization has recently recognised the potential of AI to strengthen health service 
delivery to underserved populations, to enhance public health surveillance, advance 
health research and the development of medicines, and to support health systems 
management and enable clinical professionals to improve patient care as well as 
perform complex medical diagnoses, while at the same time it has called for a deeper  
“understanding of how such AI systems may perform - potentially either benefitting 
or harming end-users, including health-care professionals and patients.”1 Together 
with the ability to improve healthcare and to enable the better prevention, diagnosis, 
and cure of diseases, the European Commission has highlighted a number of potential 
risks underlying the use of AI, such as opaque decision-making, gender-based or other 
kinds of discrimination, and intrusion into our private lives.2 

The link between opportunities, risks, and liabilities is at the core of a responsible 
use of AI in healthcare. It calls for a fully interdisciplinary approach to innovation: 
not only health scientists, but healthcare professionals, and computer scientists should 
team up to properly design, create, validate, and implement AI systems in healthcare, 
along with social scientists, decision-making theorists, and different types of legal 
experts, from legal scholars and regulation theorists to lawyers and judges. They 
should all be involved in order to arrive at a full understanding of the many 
implications linked to AI in this sector. The role of lawyers and judges in particular 
should not be confined to dealing only with existing or forthcoming litigation.3 They 
can make a strong contribution to creating awareness about the impacts AI can have 
on fundamental rights along with the urge to balance the search for innovation with 
the need to ensure the effective protection of rights and freedoms, specifically 

                                                           
1 WHO, Regulatory considerations on artificial intelligence for health, 2023, 
https://iris.who.int/bitstream/handle/10665/373421/9789240078871-
eng.pdf?sequence=1&isAllowed=y, p. V. 
2 White Paper on Artificial Intelligence - A European approach to excellence and trust, Brussels, 
19.2.2020, COM(2020) 65 final. 
3 See, among several, the Tribunal of Pordenone (Italy), October 13, 2023, 
https://www.gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/9940829, setting aside 
the challenged Decision of the Italian Data Protection Authority, December 15, 2022, 
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9844989, in 
a proceeding against the University Hospital of Western Friuli in a data protection case concerning 
an AI-system disposed by the Region to manage preventive measures (COVID-19 priority 
administration) for fragile patients.  

https://www.gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/9940829
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9844989
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regarding those relating to human dignity, private life, and access to essential services 
like healthcare. 

While, thanks to AI-driven innovation, medical research is growing fast and AI 
experts are continuously developing new solutions to improve diagnostics, therapies, 
surgical techniques, healthcare facility management, etc., the question arises (among 
many) whether AI will set a new standard of care for healthcare professionals and 
institutions and, if so, who will benefit and who will bear the costs and risks linked to 
such a transformation.    

To what extent and under which conditions might a judge ever declare a hospital 
liable for failing to ensure adequate access to emergency healthcare through a properly 
designed AI system commonly used in a majority of similar hospitals? To what extent 
and under which conditions will such a judge be able to challenge the decision of 
another hospital to use an AI system for managing access to emergency healthcare, if 
the AI-system has been trained in such a way that it prioritizes access to emergency 
care for male patients over female patients or for those that hold a complementary 
insurance policy over those without one? And, if a certain AI system is available for 
supporting a healthcare professional in diagnostics and improving the accuracy of 
their performance, might a judge ever find that same professional liable for not using 
that system or for not informing the patient of its availability? Does a patient’s right 
to care include the right to an AI-standard form of healthcare or is it within the 
professional’s freedom to trust and identify the appropriate medical approach? By 
contrast, can a patient refuse the use of AI-support due to a lack of trust or a 
preference for limiting interference in their private life or protect their data? And, 
more generally, which limitations are placed on the use of AI in healthcare by EU 
data protection law?  

Whereas general regulatory instruments are being discussed or adopted at the EU 
and national levels at the time this Handbook is being drafted,4 principles-based 
guidelines and recommendations are being provided by international institutions that 
are specifically applicable to the health sector.5 It remains an open question whether 
the latter will offer sufficient guidance to judges who are dealing with the questions 
listed above or whether existing and forthcoming legislation will strike the proper 
balance between innovation and fundamental rights protection in order to ensure the 
responsible use of AI in the healthcare sector. 

Lawyers and judges in particular will soon address the issue of whether certain AI-
applications used in the healthcare sector shall be classified as high or medium-low 

4 In particular, at the EU level, see Regulation (EU) 2025/327 of the European Parliament and of the 
Council of February 11, 2025 on the European Health Data Space and amending Directive 
2011/24/EU and Regulation (EU) 2024/2847 (hereinafter, EHDS); at the national level, see, e.g. in 
France: the Health Data Hub (HDH), established by the Ministry of Solidarity and Health and the 
Ministry of Research by Decree 29 November 2019; in Italy, the setting up and regulation of the 
Health Data System is under scrutiny in light of a critical Decision by the Data Protection Authority 
(June 8, 2023 [9900433]). 
5 See, in particular, WHO, Regulatory considerations on artificial intelligence for health, cit.; Council 
of Europe, Recommendation No. 2185 of 2020, Artificial intelligence in health care: medical, legal and ethical 
challenges ahead, available at: https://pace.coe.int/en/files/28813/html. 

https://pace.coe.int/en/files/28813/html
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risk systems under the AI Act and Medical Device Regulation (2017/745/EU) and 
whether there are any applicable consequences in terms of requirements for entering 
the market and use by hospitals and healthcare professionals. Application of the 
General Data Protection Regulation to medical AI will pose new challenges, 
concerning e.g. the necesary legal basis for personal data (and, more specifically, 
health data), the means and effects of anonymization, the role of a patient’s consent, 
the granularity and finality of processing, and the relevance of secondary use of health 
data, e.g. in the field of medical research. In this last regard, the proposal for a 
Regulation on the European Health Data Space6 currently being discussed aims to 
provide rules, common standards and practices, infrastructures, and a governance 
framework for the primary and secondary use of electronic health data.7 

The issue of liability will be particularly challenging for lawyers and judges. An 
assessment of medical care will lead courts to investigate the decision-making process 
engaged in by professionals when they are supported by AI-systems and to compare 
that with human performance, when not assisted by AI, in similar tasks.8 While it is 
often acknowledged that AI systems outperform their counterparts when compared 
to purely human conduct, errors may occur and human oversight is critical.9  There 
is broad consensus that AI systems should help physicians without replacing them in 
the decision-making process, so physicians must have control and knowledge over a 

6 EHDS, cit.; negotiation with the European Parliament was mandated on December 7, 2023. 
7 Art. 2(2)(d) and (e), EHDS, cit.: “ ‘primary use’ means the processing of electronic health data for 
the provision of healthcare, in order to assess, maintain or restore the state of health of the natural 
person to whom those data relate, including the prescription, dispensation and provision of medicinal 
products and medical devices, as well as for relevant social, administrative or reimbursement services; 
(e) ‘secondary use’ means the processing of electronic health data for the purposes set out in Chapter
IV of this Regulation, other than the initial purposes for which they were collected or produced.”
Among the purposes set out in Chapter IV of the Proposal are: activities for reasons of public interest
in the area of public and occupational health, such as protection against serious cross-border threats
to health, public health surveillance, or ensuring high levels of quality and the safety of healthcare
and of medicinal products or medical devices; scientific research related to health or care sectors;
development and innovation activities for products or services contributing to public health or social
security, or ensuring high levels of quality and the safety of health care, of medicinal products, or of
medical devices.
8 WHO, Regulatory considerations on artificial intelligence for health, cit., p. 40: “In order to
understand the performance of an AI system, evaluation against an accepted standard should be
made. The most appropriate standard for comparison may differ by intended use but commonly-
used standards are human performance in a similar task or other models (e.g. derived from logistic
regression) with strong evidence-based or mandated standards of accuracy, sensitivity, and specificity
(such as for screening tools). Depending on the intended use case, the requirement for comparative
performance may be more or less stringent (e.g. when used as a triage or screening tool, a different
level of comparative performance may be acceptable compared to a tool used for diagnosis).”
9 See Art. 14, AI Act: “High-risk AI systems shall be designed and developed in such a way, including
with appropriate human-machine interface tools, that they can be effectively overseen by natural
persons during the period in which the AI system is in use. Human oversight shall aim at preventing
or minimising the risks to health, safety or fundamental rights that may emerge when a high-risk AI
system is used in accordance with its intended purpose or under conditions of reasonably foreseeable
misuse, in particular when such risks persist notwithstanding the application of other requirements
set out in [Chapter III, Section 2]”.



 

IV 
 

selection made by AI. However, as often occurs in other cases in which professionals 
rely on specific devices or technologies, errors can be linked to defects in the design 
or construction of a given device or technology,10 and therefore involve both the 
hospital, as a responsible party in the healthcare infrastructure,11 and the AI-system 
provider itself, as potentially liable for damages caused by or through the use of an 
AI system. Here is where courts will be required to deal with the interaction between 
AI liability and product liability, especially once the EU proposal to enlarge the scope 
of Directive 85/374/EEC (to be repealed) is approved in order to render it clearly 
applicable to AI technologies.12 Finally, an important issue to be addressed is whether 
tort law is the appropriate instrument for compensating patients when an error of an 
AI system is qualified as an unforeseeable or unavoidable risk of the technology or, if 
not, whether the creation of an ad hoc non-fault compensation system would be more 
appropriate to offer fair compensation to potential victims.  

Whereas similar joint liability issues might be familiar to lawyers and judges, new 
challenges are emerging in AI medical litigation. More specifically, to properly 
compare AI-assisted and purely human conduct and to examine any possible defect 
in an AI-system, judges will need to consider the technical features of highly complex 
technologies, whose concrete functioning may be difficult to explain even by experts 
despite a clear call for further transparency launched by forthcoming legislation and 
existing guidelines (the so called ‘black box’ feature). The burden of proof concerning 
a possible occurrence of errors and deviation from any given standard then becomes 
the turning point of AI medical litigation: who shall provide such evidence? The 
patient as plaintiff? To what extent can this burden be shifted to the professional, to 
the hospital, or to the AI-system provider? Are national courts ready to apply existing 
rules on contractual or extra-contractual liability to ensure the effective protection of 
patients in such cases?13 Will upcoming legislation provide the needed guidance and 
a fair allocation of the burden of proof?14 Similar issues concern proof of a causal link 
between an AI error (if any) and any damages that might occur: may damages be 
reasonably linked to the use (or non-use) of AI? Would damages have equally 
occurred if the medical conduct had (not) been supported by an AI-system? On these 

                                                           
10 CJEU, 5 March 2015, Boston Scientific, C-503-504/13, ECLI:EU:C:2015:148. 
11 CJEU, December 21, 2011, Centre hospitalier universitaire de Besançon, C-495/10, 
ECLI:EU:C:2015:148, on the joint liability of a hospital and producer of a defective surgery bed 
under French law. Interestingly, Spanish Tort Law exempts public hospitals from strict liability, 
Supreme Court decision 232/2022, February 23, 2022. 
12 Proposal for a Directive on liability for defective products, 28.9.2022, COM (2022) 495, 
2022/0302(COD). See, more extensively, section 4 in this Handbook. 
13 Besides tort regimes (generally applicable to an AI-system provider’s liability), contractual liability 
may be at stake when considering the relationship between patients and hospitals and, depending on 
applicable law and given circumstances, that between patients and healthcare professionals. 
Depending on applicable law, the allocation of the burden of proof concerning medical negligence 
may change depending on whether contractual liability or tort law applies. 
14 Whereas the proposal for a reformed Product Liability Directive is currently soon to be approved, 
the Proposal for a new Directive on adapting non-contractual civil liability rules to artificial 
intelligence (AI Liability Directive, COM/2022/496 final) is still under discussion. See, more 
extensively, section 4 in this Handbook. 
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matters, both proposed EU legislation on AI liability and EU caselaw on product 
liability might definitively guide judges towards adjudicating liability in light of the 
principle of effective judicial protection.15 

Methodology & structure of the Handbook 

Handbook objectives and methodological approach 

At a time in which both technology and the law are evolving at a fast pace (the 
former much faster than the latter), this Handbook seeks to identify questions more 
than to provide answers and to inspire judges and other legal experts rather than to 
provide a complete set of information or knowledge on the use of AI in the healthcare 
domain.  

Building on previous experience in the field of judicial training, this training tool is 
presented to actual and prospective trainees as guidance and a source of stimuli for 
participation in training events and as the starting point for future consideration in 
daily practice. 

Although the use of artificial intelligence in the field of healthcare has generated 
limited litigation in EU countries so far,16 its impact in daily medical practice is real 
and both lawyers and judges must prepare themselves for the challenges brought by 
this digital revolution to their courtroom. As identified above (par. 1.1), the use of AI 
in healthcare could lead to possible violations of fundamental rights, such as the right 
to health (affected by possible medical errors due to a malfunctioning of AI), the right 
to non-discrimination (e.g. of access to healthcare), the rights to private life and data 
protection, the right to self-determination (e.g. to make an informed decision about a 
therapy or surgery when such a decision is [also] based on the outputs of an AI-
system).  

Departing from such considerations, this Handbook seeks to stimulate an open 
discussion about the role of legal professionals, and of judges in particular, in ensuring 
the effective protection of fundamental rights that may be affected by the use of AI 
in the healthcare sector. As seen above, and more extensively examined later, the 
complexity of the questions addressed is increased by pending developments within 
the EU legal framework from many respects: from health data governance and 
medical device regulation to AI general regulation and new related liability regimes.   

The methodological approach adopted in this Handbook is interdisciplinary by 
necessity. Legal analysis is complemented with essential elements of computer science 
in order to enable an initial understanding of the core technological features of AI 
instruments in healthcare and to help lawyers and judges become aware of both the 
principal strengths and limitations of AI in this context. The emergence of biases, 
their impact on decision-making, and their possible elimination, for example, may be 
fully considered only by dealing with the technical design of AI tools themselves.  

15 See CJEU, June 21, 2017, Sanofi Pasteur, C-621/15, ECLI:EU:C:2017:484, on the use of 
presumptions in product liability concerning defective vaccines. The current proposal surrounding 
AI liability provides for a rebuttable presumption of the causal link once fault is established. See, 
more extensively, section 4 in this Handbook. 
16 See fn *3 above. 
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As it is directed at judges and other legal practitioners, this Handbook focuses on 
practices and on general principles capable of steering the assessment of such 
practices towards a more effective protection of fundamental rights. A practical 
approach is favoured over a more theoretical perspective. However, a list of essential 
bibliographic references is provided at the end of this Handbook to stimulate further 
analysis. 

The presentation of a selection of AI-tools in the healthcare field provides a basis 
for discussion for both judges and legal practitioners regardless of whether they have 
already addressed a case in this field. In some instances, this ‘hands-on’ approach will 
enable trainees to more actively participate in JuLIA training events, offering the 
possibility to discuss the impact of these tools on fundamental rights in practical 
sessions held in small groups (Justice Laboratories). Both the strengths and limits of 
these techniques will be considered together with a case-based examination of the 
possible challenges generated by the use of AI in the healthcare field. Lacking a 
material stream of litigation in this field, at least in the EU, (with judgments 
adjudicating cases surrounding the misuse of AI by hospitals and medical practitioners 
for example), examined cases are primarily hypothetical. However, guidance for 
training is offered based upon existing case law as it has emerged, both at the EU and 
national levels, in other contexts (such as in public administrations or markets). 

As part of the JuLIA Project on “Justice, fundamental rights, and artificial 
intelligence,” this Handbook is meant to establish connections and complementarities 
with the first JuLIA Handbook on AI and justice as well as those forthcoming on AI 
and public administration, and on AI, markets, and consumer protection. Following 
a common methodological approach (interdisciplinary, practice-oriented, focused on 
the emerging EU legal framework in dialogue with national approaches), these 
Handbooks address several horizontal issues such as: the impact of AI on decision-
making (by individuals and organisations) and its impact on fundamental rights. 
Among the latter, special attention is given to data protection and non-discrimination 
as the main fundamental rights concerned by the use of AI in all relevant contexts. 
With regard to data protection, an ad hoc Handbook will build on the data protection 
modules of the sectoral Handbooks to provide horizontal and more comprehensive 
guidance on one of the pillars of fundamental rights protection as it relates to AI.  

As a tool for active training, this Handbook is meant to grow alongside the training 
experience. It not only benefits from the contributions of judges participating in 
training events but is due to be integrated with and complemented by contributions 
developed during and after training events: as in previous judicial training projects 
(see Re-Jus, FRICoRe), mutual learning is critical. Based upon this collaboration, this 
first set of materials (still in draft format and not – yet – due to circulate outside the 
group of workshop participants) will be integrated in forthcoming months. Users of 
this Handbook, both trainers and trainees, are warmly invited to share their feedback 
and possible contributions with Project leaders. 
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The Handbook structure 

This Handbook is divided into five sections, preceded by this introduction and 
followed by a set of annexes (including lists of relevant regulatory instruments, case 
law and opinions, and essential bibliographic references).  

The first section seeks to provide an interdisciplinary overview of the use of AI tools 
in the healthcare domain. An introductory analysis discusses the main applications 
that are today available in diagnostics, therapy and surgery, patient self-monitoring, 
and emergency medicine; their advantages and benefits within an increasingly 
personalized and participatory approach to medicine; their main technical features in 
relation to the type and quality of data feeding the AI system, the learning methods, 
the role of the ‘person in the loop,’ as well as the explainability of AI-output, and the 
validation mechanisms; and finally the main risks from a technical point of view with 
special regard to data quality, security, errors and biases.    

The second section provides an overview of the evolving legal framework. Analysis 
begins from a soft law perspective and the role played by the EU and national 
institutions in this regard, as well as by international organizations such as the OECD, 
the WHO and UNESCO, in addition to international groups of experts, such as the 
EU High-Level Expert Group developing “Ethics Guidelines for Trustworthy AI” 
and the expert groups created within the Institute of Electrical and Electronics 
Engineers (IEEE) as well as setting up a global initiative on Ethics of Autonomous 
intelligent systems. The section then continues with a brief overview of the EU 
Regulation laying down harmonised rules on artificial intelligence (Artificial 
Intelligence Act, COM/2021/206 final), presenting its general architecture and 
highlighting the aspects that are of major interest when AI is used in the healthcare 
context. The latter is also examined in light of existing EU legislation on the 
production and commercialisation of medical devices (Regulation 2017/745/EU), 
which already sets relevant applicable standards for software intended by 
manufacturers to be used for medical purposes. 

The third section explores the impact of using AI in healthcare upon fundamental 
rights and the general principles that must be respected to ensure the effective 
protection of said rights. More specifically, it examines whether, and to what extent, 
the use of AI may interfere with the effective protection of health as a fundamental 
right both in its individual and collective dimensions, which would thus allow for 
limitations to the economic freedoms pertaining to such technologies with the aim of 
ensuring a high level of protection of health under Art. 35 of the Charter of 
Fundamental Rights (hereinafter, CFR), and Art. 168 of the Treaty on the Functioning 
of the European Union (hereinafter, TFEU). This section also examines to what 
extent the use of AI in healthcare may be limited by the right to private life and self-
determination, as distinct from (though connected with) the right to health, so that a 
person may be entitled to make a free and informed decision concerning their health, 
including the choice of being subject to healthcare that implies the use of AI-systems, 
as well as whether healthcare professional should inform and involve patients 
accordingly. The impact of AI upon non-discrimination is also examined with due 
regard to the possible flaws of data and machine learning techniques which are 
capable of generating errors and discriminatory biases, which may, for example, affect 
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the access of certain categories of patients to healthcare and emergency services. Last 
but not least, this section additionally discusses whether, and to what extent, data 
protection limits the use of AI in the healthcare field, which legal bases are available 
under the General Data Protection Regulation (hereinafter, GDPR), for the lawful 
processing of personal data within AI-systems in healthcare, which principles should 
be complied with to this end, which role anonymization plays, and how rules and 
principles differ depending on the use of AI-systems for individual healthcare, public 
health policy interventions, and health research. 

The fourth section of this Handbook is devoted to the discussion of liability issues in 
cases in which errors cause damages to a patient when health decisions or actions 
have been assisted and supported by AI-systems. Developing across tort and 
contractual liability regimes (depending on applicable law and affected relationships), 
this analysis distinctively examines the grounds for liability of professionals, hospitals 
and AI providers, taking existing legislation at the national and EU levels into account 
as well as forthcoming EU legislation, with a specific focus on the Proposal for a 
Directive on AI Liability as well as that for reforming the existing Product Liability 
Directive. Special attention is paid to the assessment of fault, that of causal links, and 
to the allocation of the burden of proof of the parties involved. Due to the differently 
uncertain outcomes of current legislative procedures, this analysis contributes to 
anticipating further questions rather than to provide answers in such complex 
scenarios.  

The fifth section instead proposes a set of hypothetical cases to be discussed during 
training workshops concerning three different areas: (i) informed consent and self-
determination in AI healthcare; (ii) AI-supported healthcare and data protection; (iii) 
AI-supported healthcare and liability litigation. Cases may be inspired by real practices 
and litigation but the envisaged discussion is independent from the existence and 
contents of existing cases and decisions, if any. As part of a long-standing training 
experience, case descriptions are complemented by a set of questions meant to 
stimulate discussion and to enable participants to share interpretative practices from 
different jurisdictions.  



 

1 
 

1. The Use of AI Tools in Healthcare 

Roberto Carbone17, Tommaso De Mari Casareto dal Verme18, Ana Elisabete Ferreira19, Eleonora 

Marchesini20, Majid Mollaeefar21, Laura Piva22, Silvio Ranise23, Diana Sousa24 

1.1. Introduction 

In recent years, the healthcare sector has been increasingly making use of Artificial 
Intelligence (AI) in many capacities that concern medical treatment. Although the 
intersection between AI and the medical field began as early as the 1960s,25 the 
features of “modern” AI enable today’s medical applications to fulfil expectations 
surrounding state-of-the-art of technology that was not possible in the past. From the 
1990s onwards, the combination of the global development of the Internet, the 
increased power of processors, and the advent of new phenomena like Big Data have 
made it possible for well-known techniques, such as machine learning (ML), to find 
renewed growth. Modern AI strongly relies on data and can collect and process 
information at a speed and accuracy that is unthinkable for a human being, thanks to 
its capacity to extract patterns and make inferences from the analysis of a plethora of 
unstructured data.26 This generates forms of higher-order knowledge from raw data 
and self-generated experience, without relying on human expertise.27 

As of now, Artificial Intelligence in Medicine (AIM) is of aid in both virtual 
(e.g., diagnoses and drug design) and physical environments (e.g., surgical robots), 
using heterogeneous methodologies and techniques. AIM can be a useful tool for 
improving clinical practice at various stages, including emergency interventions, 
diagnosis, clinical decision-making, medical treatment per se, and patient monitoring. 

Besides optimizing clinical decision-making by using data related to patients’ health 
in order to provide information and patterns for improving individual healthcare, AI 
also has the potential to change current approaches to medicine for the better. This 

                                                           
17 Subsections 1.3, 1.6. 
18 Subsections 1.1, 1.2, 1.4, 1.5. 
19 Subsection 1.7. 
20 Subsections 1.3, 1.6. 
21 Subsections 1.3, 1.6. 
22 Subsections 1.2, 1.5, 1.6, 1.7. 
23 Subsections 1.3, 1.6 
24 Subsection 1.7. 
25 The history of AI being applied to medicine began in the 1960s, with significant growth in the 
1970s as digitization laid the groundwork. The focus shifted to creating datasets and platforms, 
connecting professionals to enhance diagnostic accuracy and treatment efficacy. Examples include 
the 1973 Stanford University Medical Experimental-Artificial Intelligence in Medicine and programs 
like MYCIN and INTERNIST-1 in the mid-70s. DXplain, a decision support system, emerged in 
1986, using symptoms for differential diagnoses. For further insights, see V. Kaul et al., History of 
Artificial Intelligence in Medicine, 92(4) Gastrointestinal Endoscopy, 2020, p. 807 ff. 
26 Unstructured data mostly refers to images, videos, audio, and unclassified texts that reflect the 
heterogeneity of reality. 
27 A. De Bruyn et al., Artificial Intelligence and Marketing: Pitfalls and Opportunities, 51 Journal of Interactive 
Marketing, 2020, p. 102. 
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will be discussed below, by diving into the “4P medicine” paradigm, with its focus on 
predictive, preventive, personalized and participatory medicine. 

At the same time, however, AI shows many complex technical aspects, which can 
make its implementation in the medical field particularly challenging. This section will 
thus present current AIM applications in the clinical field (section 1.4), their potential 
benefits (section 1.5), as well as their risks (section 1.6). 

The last portion of this section is dedicated to the use of AI in public health. 
Beginning with the experience with COVID-19, we will examine how AI applications 
can be used to develop better public health policies and to manage health crises 
such as pandemics (section 1.7). At the same time, we will reflect upon some concerns 
arising from the use of such technologies, which will further be examined in section 
3 of the Handbook. 

1.2. The definition of AI 

The definition of AI is not univocal.28 Over time, several institutions have tried to 
define it, departing from its primary characteristics and the developing techniques that 
can be used. For this reason, further study and reflection on the technical features and 
capabilities of AI have led to the further refining of its definitions. For instance, the 
European Union has moved from a broad conception of AI, which included almost 
any type of software, towards a narrower definition, currently adopted in Regulation 
No. 2024/1689 on artificial intelligence (the “AI Act”).29 

In the table below we present some definitions, highlighting similar elements by 
making use of the same colour text.  

 

Table 1: AI definitions 

2018 

 

European Commission30 

“Artificial intelligence (AI) refers to systems that 
display intelligent behaviour by analysing their 
environment and taking actions – with some degree of 
autonomy – to achieve specific goals. 
AI-based systems can be purely software-based, acting 
in the virtual world (e.g. voice assistants, image analysis 
software, search engines, speech and face recognition 
systems) or AI can be embedded in hardware devices 

                                                           
28 Samoili, S., López Cobo, M., Gómez, E., De Prato, G., Martínez-Plumed, F., and Delipetrev, B., 
AI Watch. Defining Artificial Intelligence. Towards an operational definition and taxonomy of artificial intelligence, 
EUR 30117 EN, Publications Office of the European Union, Luxembourg, 2020, ISBN 978-92-76-
17045-7, doi:10.2760/382730, JRC118163. 
29 Regulation (EU) No. 2024/1689 of the European Parliament and of the Council of June 13, 2024 
laying down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, 
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and 
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act): 
https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A32024R1689&qid=1729690544660. 
30 Communication from the Commission to the European Parliament, the European Council, the 
Council, the European Economic and Social Committee and the Committee of the Regions on 
Artificial Intelligence for Europe, Brussels, 25.4.2018 COM(2018) 237 final. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R1689&qid=1729690544660
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R1689&qid=1729690544660
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R1689&qid=1729690544660
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(e.g. advanced robots, autonomous cars, drones or 
Internet of Things applications).” 

2019 

 

High-Level Expert Group 
on Artificial Intelligence 

(EC)31 

“AI systems are software (and possibly also hardware) 
systems designed by humans that, given a complex 
goal, act in the physical or digital dimension by 
perceiving their environment through data acquisition, 
interpreting the collected structured or unstructured 
data, reasoning on the knowledge, or processing the 
information, derived from this data and deciding the 
best action(s) to take to achieve the given goal. AI 
systems can either use symbolic rules or learn a 
numeric model, and they can also adapt their 
behaviour by analysing how the environment is 
affected by their previous actions.  
As a scientific discipline, AI includes several 
approaches and techniques, such as machine learning 
(of which deep learning and reinforcement learning are 
specific examples), machine reasoning (which includes 
planning, scheduling, knowledge representation and 
reasoning, search, and optimization), and robotics 
(which includes control, perception, sensors and 
actuators, as well as the integration of all other 
techniques into cyber-physical systems).” 

2021 
AI Act proposal (EC 

draft)32 

“AI system means software that is developed with one 
or more of the techniques and approaches listed in 
Annex I and can, for a given set of human-defined 
objectives, generate outputs such as content, 
predictions, recommendations, or decisions 
influencing the environments they interact with” (Art. 
3.1). 
The approaches described in Annex I include: “(a) 
Machine learning approaches, including supervised, 
unsupervised and reinforcement learning, using a wide 
variety of methods including deep learning; (b) Logic- 
and knowledge-based approaches, including 
knowledge representation, inductive (logic) 
programming, knowledge bases, inference and 
deductive engines, (symbolic) reasoning and expert 
systems; (c) Statistical approaches, Bayesian 
estimation, search and optimization methods.” 
 

2023  

“An AI system is a machine-based system that, for 
defined explicit or implicit objectives, infers, from the 
input it receives, how to generate outputs such as 
predictions, content, recommendations, or decisions 

                                                           
31 HLEG, A definition of AI: main capabilities and scientific disciplines, 2019, available at: 
https://ec.europa.eu/futurium/en/ai-alliance-consultation.1.html  
32 European Commission, Proposal for a Regulation of the European Parliament and of the Council 
laying down harmonized rules on artificial intelligence (artificial intelligence act) and amending certain 
Union legislative acts, 2021, available at: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=celex:52021PC0206 

https://ec.europa.eu/futurium/en/ai-alliance-consultation.1.html
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OECD33 

 

that can influence physical or virtual environments. 
Different AI systems vary in their levels of autonomy 
and adaptiveness after deployment.” 

2024 AI Act, Art. 3(1)34 

“‘AI system means a machine-based system that is 
designed to operate with varying levels of autonomy 
and that may exhibit adaptiveness after deployment, 
and that, for explicit or implicit objectives, infers, from 
the input it receives, how to generate outputs such as 
predictions, content, recommendations, or decisions 
that can influence physical or virtual environments.” 

 
The importance of distinguishing between AI and other types of algorithms has 

been underlined by recent national case law as well. For instance, the Italian 
Council of State had to investigate the extent of this distinction in order to resolve 
a dispute arising from a call for tender. The judges found the type of learning method 
utilized played a central role (for further indications on the matter see the box below). 

 

 Italian Council of State, section III – Judgment No. 7891/2021 

The call concerned a contract to supply pacemakers. Pacemakers containing algorithms to predict 
and treat atrial arrhythmia received higher scores. 
The company that came in second place contested the final ranking, claiming that the winner had 
received extra points for providing an AI solution. The call, however, referred to “algorithms” – 
not AI –, so this choice was illegitimate. The claim, upheld by the first instance court, was based 
on the idea that algorithms with a higher degree of automation are equivalent to AI. 
The Council of State, however, recognised that traditional algorithms can operate with varying 
degrees of autonomy depending on their complexity. What distinguishes such algorithms from 
modern AI is the fact that the latter uses techniques (e.g., machine learning) that do not apply 
predefined rules but “constantly develop new criteria of inference between data and make efficient 
decisions based on such developments, through a process of automatic learning.” To the contrary, 
the winner’s solution reflected a traditional “input-elaboration-result” scheme, which had nothing 
to do with techniques like ML. 

 

1.3. Technical features of AI 

Although identifying a clear definition of Artificial Intelligence is a major challenge 
even within the scientific community, it is possible to understand the modern 
approach to AI research in opposition to what is to being referred to as “traditional 
AI.”  Russel and Norvig, the main modern AI researchers, start from a central 
question: “why would we want an agent to learn?” They give three answers: 

1. Designers cannot anticipate all possible situations in which an agent might find 
itself; 

2. Designers cannot anticipate all changes over time; 

                                                           
33 This is the latest OECD definition, which has also been endorsed in the Trilogue phase of the AI 
Act adoption. For more information on the OECD’s journey elaborating this definition see: 
https://oecd.ai/en/wonk/ai-system-definition-update.   
34 Regulation (EU) No. 2024/1689 of the European Parliament and of the Council of June 13, 2024 
laying down harmonised rules on artificial intelligence, cit. 

https://oecd.ai/en/wonk/ai-system-definition-update
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3. Sometimes human programmers have no idea how to program a solution 
themselves.   

 
Learning techniques represent the main features of “modern AI,” which is 

capable of acting autonomously, learning from its own experience, evolving and 
improving its performance over time. This is possible today thanks to the 
implementation of machine learning (ML) and deep learning (DL) techniques 
combined with the huge development of computing power and the global diffusion 
of the Internet. 

 
Machine learning 
Machine learning (ML) focuses on the development of algorithms and models 

that enable computers to learn from data and make predictions or decisions without 
explicit programming. The core idea is to allow machines to improve their 
performance on a specific task over time by learning from experience. It employs 
statistical theories in constructing mathematical models since the main task of the 
learning algorithm is to create deductions and conclusions from examples. To this 
end, the use of data is central to machine learning. 

In ML a sufficiently large dataset – each data point representing a problem 
instance – is used to define a set of rules capable of producing some output, 
representing the solution to the problem instance encoded by the data point. This 
process is called training and uses optimization techniques to select the best 
element, with regard to one or more criteria, from a set of available alternatives.  

A concrete example is the definition of an algorithm to classify images of pets: a 
sufficiently large number of pictures should be available labelled by one among, for 
example, two possible alternatives, namely a dog and a cat. 

Using optimization techniques, such as the descent gradient method, training can 
define a sequence of instructions to classify the subject of a picture as a dog or a cat. 
Afterwards, the resulting set of instructions is used to classify images that do not 
belong to the training set, this process is called deployment. 

This approach makes it possible to achieve complicated tasks without the necessity 
of translating vast amounts of data into mathematical/logical functions as with 
machine-based approaches. Thus, a clear advantage of the modern view of building 
algorithms is that it does not require a high degree of ingenuity to solve complex 
problems and instead uses powerful, off-the-shelf optimization techniques. 

A disadvantage is that the algorithm produced by training may be imprecise, for 
instance, classifying the subject of a picture as a dog when it is a cat or vice versa, 
especially when the training data set is not large enough or contains bias. Another 
disadvantage is that the algorithms produced by training are difficult to understand 
by humans as they consider too many features to produce a solution. There are 
approaches to mitigating these disadvantages such as monitoring the performance 
and adjusting the algorithm if necessary, filtering the dataset used for training to 
eliminate biases and improve precision, or devising techniques to help humans predict 
the results produced by algorithms that result from training. 
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There are different ML techniques according to the type of learning and the 
nature of the input-output relationships within the training data. In supervised 
learning, the human being directly teaches the computer system how to perform 
certain operations: a set of labelled data (training set) is provided to the system, which 
contains both input and output data, and from this set of data the algorithm builds a 
model capable of predicting the response values for a new set of input data. 
Classification tasks (assigning inputs to predefined categories) and regression tasks 
(predicting a continuous value) are common applications of supervised learning. 
Unsupervised learning deals with unlabeled data, where the algorithm tries to 
discover patterns, structures, or relationships within the data without explicit guidance 
in the form of labeled outputs. Clustering algorithms (grouping similar data points) 
and dimensionality reduction techniques (simplifying the representation of data) are 
common applications of unsupervised learning. Reinforcement learning involves an 
agent interacting with an environment and learning to make decisions by receiving 
feedback in the form of rewards or penalties. Applications include game playing (e.g., 
AlphaGo), robotic control, and autonomous systems.  
 

Deep learning 
Deep learning (DL) employs so-called neural networks, or computational 

models inspired by the composition of biological neural networks and tries to simulate 
the decision processes of the human brain. They consist of interconnected nodes, also 
known as neurons or units, organized in one or more layers. In the case of more 
layers, each layer is connected only with those immediately below and above it. The 
three main types of layers are input, hidden, and output layers.  

In the input layers, neurons receive the initial data or features of the input. Each 
neuron represents a feature, and the input layer acts as the starting point for 
information processing. The hidden layers come between the input and output 
layers. The term ‘hidden’ arises because here neurons do not directly interact with the 
external environment or the final output, but they apply weights to the input data and 
use activation functions to introduce non-linearities to the model, enabling it to learn 
complex patterns. In output layers, neurons produce the final result or prediction 
based on the processed information from the hidden layers. The number of neurons 
in the output layer depends on the nature of the task (e.g., classification or regression). 

There are two key aspects common to various deep learning techniques: (i) the 
elaboration of models consisting of several levels or stages of non-linear information 
processing; and (ii) methods for learning representation at progressively higher and 
more abstract levels. Accordingly, in DL the inner layers of neural networks are not 
designed by human engineers but are learned by the system autonomously through 
data collection and processing, employing general learning methods. 
 

Traditional v. Modern AI 
Models that fall under the “traditional” label are model-based systems, which 

follow rules that were predefined by a developer. “Traditional AI” is mainly based 
on a symbolic approach. Symbolic systems, in contrast with neural networks, rely on 
explicit rules and representations of knowledge. These systems manipulate symbols 
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and use logical operations to process information. In order to further understand the 
difference between the two approaches, it is important to underline that symbolic 
systems follow a top-down approach, where knowledge is introduced by the 
developer into the knowledge base and the machine translates it into data and 
symbols. From a set of knowledge, the system deduces certain effects.  

Neural networks, instead, follow a bottom-up approach, where the process of 
constructing a model or system starts with the most basic elements and gradually 
builds up to more complex structures. This involves designing models that learn 
hierarchical representations of data from raw input. Accordingly, it is assumed that 
neural networks are capable of more complex representations starting with basic 
sensory input and progressively forming more abstract and sophisticated concepts, 
while symbolic systems can solve problems in more limited domains. As a 
consequence, traditional models are explainable but often less accurate or suited to 
accomplishing simpler tasks than ML algorithms. For instance, expert systems are a 
classic example of symbolic systems and use knowledge bases of rules and logical 
inference engines to make decisions or solve problems in specific domains. Neural 
networks, on the contrary, can face changing, uncertain, incomplete and dynamic 
situations; at the same time, the peculiar feature of neural networks is their opacity 
and poor explainability. Nevertheless, hybrid approaches are widely used today, which 
aim to combine the symbolic reasoning of traditional AI with the learning and pattern 
recognition capabilities of neural networks. 

In recent years, there has been an exponential growth of generative AI, which are 
deep learning algorithms capable of drawing inferences from large amounts of data 
to generate novel outputs such as images, texts, sounds, and codes (an example of 
this is the well-known Chat GPT). Text-based generative AI systems are also known 
as large language models (LLMs). LLMs are probabilistic models which are frequently 
integrated into chatbots. They can perform several language-related tasks such as 
summarising and translating content, processing natural language, and generating new 
texts. 

Figure 1: Types of AI35 

                                                           
35 Zhuhadar, Lily Popova & Lytras, Miltiadis, The Application of AutoML Techniques in Diabetes Diagnosis: 
Current Approaches, Performance, and Future Directions, in Sustainability, 2023 n. 15, p. 13484. 
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1.4. Artificial Intelligence and clinical practice36 

 What are the main applications of AI in clinical practice? 

 In what stages is it used and with what functions? 
 

AI can be employed in several stages of clinical practice, from emergency 
interventions, to diagnosis, therapeutic decision-making, and patient monitoring. 
Although many of the latest AIM systems and tools crosscut more than one clinical 
stage, in the name of simplification we will divide this section according to the phases 
of medical treatment mentioned.  

 

AIM in emergency interventions 
Since patients are normally assessed with limited information in the emergency 

department, AI can improve emergency medicine, particularly in triage and in 
analyzing clinical history, and has the potential to enhance patient prioritization and 
optimize resource allocation in emergency departments. The majority of interventions 
are centered on: (i) the predictive capabilities of AI; (ii) improving diagnosis within 
the emergency department; (iii) studies focused on the triage of emergency conditions; 
and (iv) studies demonstrating that AI can assist with organizational planning and 
management within the emergency department.37 So-called ‘e-triage’ based on ML has 
demonstrated equivalent or improved identification of patient outcomes compared 
with the Emergency Severity Index.38 For instance, during the COVID outbreak, deep 
learning techniques were used to “sort the patients, in accordance of their emergency level, by 
using the patient’s details such as their symptoms like breathing issues, drowsiness, chest pain, body 
temperature and age, and pre-existing diseases like diabetes of the patient and traveling history, etc,”39 
in order to optimize limited resources. 

 

 

 

                                                           
36 For an overall analysis, see the study by K. Lekadir et al., Artificial Intelligence in Healthcare. Applications, 
Risks, and Ethical and Societal Impacts, commissioned by the Panel for the Future of Science and 
Technology (STOA) and managed by the Scientific Foresight Unit, within the Directorate-General 
for Parliamentary Research Services (EPRS) of the Secretariat of the European Parliament, available 
at https://www.europarl.europa.eu/thinktank/en/document/EPRS_STU(2022)729512.  
37 A. Kirubarajan et al., Artificial Intelligence in Emergency Medicine: A Scoping Review, 1(6) J. Am. Coll. 
Emerg. Physicians Open., 2020, p. 1691 ff.; K. Lekadir et al., above n*26, p. 7. 
38 S. Levin et al., Machine-Learning-Based Electronic Triage More Accurately Differentiates Patients with Respect 
to Clinical Outcomes Compared with the Emergency Severity Index, 71 Ann. Emerg. Med., 2018, p. 565 ff.; J. 
Stewart et al., Artificial Intelligence and Machine Learning in Emergency Medicine, 30 Emergency 
Medicine Australasia, 2018, p. 871. The Emergency Severity Index (ESI) is a five-level emergency 
department (ED) triage algorithm that provides clinically relevant stratification of patients into five 
groups from 1 (most urgent) to 5 (least urgent) on the basis of acuity and resource needs 
(https://www.ahrq.gov/patient-safety/settings/emergency-dept/esi.html).  
39 H. Kaur, et al. COVID-19 Patient Management and Triaging Using Machine Learning Techniques. In: 
CHANG, Vitor et al. Artificial Intelligence and Machine Learning Methods in COVID-19 and Related 
Health Diseases. https://doi.org/10.1007/978-3-031-04597-4, P. 212-214. 

https://www.europarl.europa.eu/thinktank/en/document/EPRS_STU(2022)729512
https://www.ahrq.gov/patient-safety/settings/emergency-dept/esi.html


 

9 
 

AIM in diagnosis 
Diagnosis appears to be the most significant function of AI, since the purpose of 

using advanced ML and DL algorithms is to reduce medical error rates and provide 
for early diagnosis in order to improve the effectiveness of healthcare services and 
the accuracy of personalized medical treatment, as well as cost reduction by enhancing 
prevention rather than care.  

Radiology represents one of the medical specialties with the most significant 
development of AIM in recent years. AI in medical imaging holds the potential for 
supporting radiologists in quantifying medical images. In radiology practice usually 
trained physicians visually assess medical images for the detection, characterization, 
and monitoring of diseases. AI methods can automatically recognize complex 
patterns in imaging data and provide quantitative, rather than qualitative, assessments 
of radiographic characteristics.40 Deep network models have achieved segmentation 
with minimal human supervision, automatically localizing and delineating anatomical 
structures or lesions. These tools can also prioritize and monitor critical findings that 
require early attention, allowing radiologists to focus on potentially abnormal images.  

Furthermore, AIM and ML have been used as tools to reduce the time consumed 
in blood analysis and to help hematology experts perform faster and more 
accurately.41 

Another promising purpose of AIM is cancer detection/prognosis/prevention. 
The symptoms of cancer are often misleading which delays the process of diagnosis 
and treatment. ML algorithms can strongly contribute to detecting many common 
types of cancer – such as liver, prostate, and breast cancer – at an early stage, long 
before the development of any visible symptoms. Using huge repositories of cancer 
data generated for clinical research, ML tools and techniques are being used to predict 
the precise progression state and valid treatment of cancers.42 With this in mind, AI 
applied to digital pathology can also be very useful. Digital pathology involves the 
digitization of traditional glass slides containing tissue samples for microscopic 
examination. In digital pathology, algorithms have the potential to either perform 
routine tasks which are currently undertaken by pathologists or provide new 
insights into diseases, which are not possible by a human observer (see below).43  

The ability of AI to process a significant volume of data has also found its 
application in cardiology for risk prediction, cardiovascular imaging, and 
electrophysiology. In fact, cardiac imaging techniques like cardiac ultrasounds, cardiac 
computer tomography, and cardiovascular magnetic resonance imaging generate 
intricate spatiotemporal data that cardiologists often find challenging and time-
consuming to process. AI shows promise in both preventive cardiology – where data-

                                                           
40 A. Hosny et al., Artificial Intelligence in Radiology, 18 Nature Reviews Cancer, 2018, p. 500. 
41 P. Verma et al., COVID-19 Origin, Detection, and Impact Analysis Using Artificial Intelligence 
Computational Techniques. CRC Press, 2022, p. 285. 
42 A. Sharma, S. Jain, and S. Chatterjee, Applications of Machine Learning Algorithms in Cancer Diagnosis, 
in A. Saxena and S. Chandra (eds.), Artificial Intelligence and Machine Learning in Healthcare, Springer, 
2021, p. 147 ff. 
43 R. Collong et al., Artificial Intelligence in Digital Pathology: A Roadmap to Routine Use in Clinical Practice, 
249 J. Pathol., 2019, p. 143 
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driven approaches can identify patients who are at high risk of complications – and 
in diagnosis, where deep learning algorithms can help analyse echocardiograms, 
cardiac computed tomograms (CT), and cardiac magnetic resonance imaging 
(CMR).44 

Furthermore, ML models have been used to facilitate the diagnosis of multiple 
types of liver disease, most of which are life-threatening, such as the detection of 
non-alcoholic fatty liver disease (NAFLD), where most patients remain asymptomatic 
until the development of liver cirrhosis.45  

AI systems were also employed to adjunct medical teams on the analysis of chest 
radiography, especially in resource-constrained healthcare settings or in places where 
a radiological expert was not available. This was a useful resource in tuberculosis 
diagnosis and, later, during the COVID outbreak.46 As has been pointed out: “a 
clinician is more valuable investing time in their patients rather than evaluating chest x-rays in order 
to diagnose pneumonia or Covid-19.”47 

 

 AIM in therapeutic decisions  
AI is additionally employed in delivering medical treatments per se, that is, in the 

clinical decisions made by physicians. One of the main AIM applications in 
therapeutic decisions is drug treatment, where AI deals with matching patients to 
their optimal drug or combination of drugs, predicting drug-target or drug-drug 
interactions, and optimizing treatment protocols using all the relevant medical 
information of a patient, including genomics and/or proteomics data, integrated with 
features describing drug properties.48 For instance, during the COVID crisis, while 
there were no tested or approved drugs for its treatment, researchers used ML 
algorithms to predict the efficacy of already designed drugs in its treatment.49 

The use of AI in medical treatments often meets robotics in various ways.50 The 
field of robotics that has had the most success is in surgery and surgical robots come 
in diverse forms. They can be teleoperated devices, for example, that enable surgeons 
to perform intricate procedures without hand tremor concerns: these are 
sophisticated but not at all autonomous, since they are fully controlled by human 
surgeons. Nevertheless, substantial progress has been made in surgical robots with 
‘supervised autonomy,’ where specific subtasks (like suturing and debridement) are 

                                                           
44 M.D. Gupta et al., Artificial Intelligence in Cardiology: The Past, Present, and Future, 74 Indian Heart 
Journal, 2022, p. 265.  
45 K. Lekadir et al., above n*26, p. 10. 
46 P. Verma et al., COVID-19 Origin, Detection, and Impact Analysis Using Artificial Intelligence 
Computational Techniques. CRC Press, 2022, p. 241. 
47 I. Rodríguez-García et al., Uncertainty Propagation and Salient Features Maps in Deep Learning 
Architectures for Supporting Covid-19 Diagnosis.CHANG, Vitor et al (eds). Artificial Intelligence 
and Machine Learning Methods in COVID-19 and Related Health Diseases. 
https://doi.org/10.1007/978-3-031-04597-4, P. 11. 
48 E.L. Romm and I.F. Tsigelny, Artificial Intelligence in Drug Treatment, 60 Annu. Rev. Pharmacol. 
Toxicol., 2020, p. 353 ff. 
49 S. Nayak, et al. “A Review of Machine Learning Techniques to Detect and Treat COVID-19 Using 
EHR Data”. Chang, Vitor et al (eds). Artificial Intelligence and Machine Learning Methods in 
COVID-19 and Related Health Diseases. https://doi.org/10.1007/978-3-031-04597-4. P. 39. 
50 M. Yip and S. Salcudean, Artificial Intelligence Meets Medical Robotics, 381 Science, 2023, p. 141 ff. 
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performed by a robot under the close supervision of a human, ready to take over 
when necessary. Furthermore, soft robotics offers haptic feedback and safe 
manipulation in minimally invasive surgeries. AI and robotics research also extends 
to prosthetics.  Cutting-edge robotic prosthetics, including highly versatile prosthetic 
hands and motorized prosthetic legs, have triggered a significant transformation in 
restoring mobility for individuals with limb loss. These advanced prostheses 
incorporate AI to enhance machine operation, allowing adaptation to user intent, 
diverse environments, and the user’s physical condition. This integration is crucial for 
achieving a harmonious human-prosthesis symbiosis, where an intelligent prosthesis 
and a human user seamlessly operate as a unified system in daily life.  

AI in surgery is not limited to robotic surgeons, but is often used as a surgical 
decision-support tool. In fact, time constraints and uncertainty about a patient’s 
diagnosis and treatment response during surgery can lead to reliance on cognitive 
shortcuts, potentially causing bias and errors. Traditional decision-support tools may 
not adequately address these challenges, but AI models offer a solution by providing 
diverse information sources, thus enhancing surgical decision-making.51 

 

AIM in patient monitoring 
Remote patient monitoring (RPM) is a widely used healthcare application that aids 

physicians in overseeing patients with chronic or acute illnesses, individuals receiving 
in-home care, and even those that are hospitalized. So-called ‘telehealth’ monitoring 
allows patients to contact their doctors via audio call or video call using smart devices. 
In this context, AI methods are capable of monitoring patients’ vital signs such as 
heart rate, respiratory rate, oxygen saturation (SpO2), cough analysis, and blood 
pressure.52  

Addionally, wearable devices are electronics-equipped tools with sensors that can 
be worn on the body to collect different kinds of health data by sensing movement, 
pulse rate, heart rate, etc.53 AI applied to such technologies allows for a strong 
improvement in home care, especially for the elderly, since it can play a significant 
role in the self-management of chronic diseases and those that typically affect this 
category of patient, where self-management tasks range from taking medications to 
adjusting a patient’s diet and managing health devices. Accordingly, home 
monitoring also has the potential to increase independence and improve ageing at 
home by keeping track of physical space and falls through technological tools, 
software, smartphones, and mobile applications that enable patients to manage a large 
part of their own healthcare and facilitate their interactions with the healthcare system, 
as well as provide for adaptive interventions that deliver the right type and level of 
support at the right time adapted to the individual’s specific needs.54 
 

                                                           
51 K. Lekadir et al., above n*26, p. 7. 
52 T. Shaik et al., Remote Patient Monitoring Using Artificial Intelligence: Current state, Applications, and 
Challenges, 13 WIREs Data Mining Knowl. Discov., 2023, p. 6. 
53 K. Sharma et al., Smart Devices in Healthcare Sector: Applications, in C.M. Hussain and P. Di Sia (eds.), 
Handbook of Smart Materials, Technologies, and Devices, Springer, 2022, p. 1029. 
54 K. Lekadir et al., above n*26, p. 8. 
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Practical examples of AIM applications 
There are several AIM systems and tools being used currently and many hospitals 

have already started forms of partnerships with renowned tech businesses in order to 
integrate advanced AIM tools into their daily clinical operations.  

In diagnosis, IBM Watson appears to be the most developed system for cancer 
diagnosis and prognosis. Google DeepMind’s Health is also committed in 
healthcare, cooperating with companies and hospitals. For instance, DeepMind made 
a partnership with London’s Royal Free Hospital to create the healthcare app 
Streams, an alert, diagnosis, and detection system for acute kidney injury. Moreover, 
Moorfields Eye Hospital NHS Foundation Trust in London, one of the leading eye 
hospitals globally, has been working with DeepMind for four years to explore and 
implement solutions addressing two causes of vision loss: diabetic retinopathy and 
age-related macular degeneration. The Moorfields Eye Hospital-DeepMind 
project aims to investigate how ML can assist in analyzing eye scans efficiently and 
effectively, leading to timely diagnosis and intervention for patients. At the same time, 
it aims to reduce the number of cases of vision deterioration for those already 
affected.55 

PathAI develops machine learning technology to assist pathologists in making 
more accurate diagnoses and reducing errors in cancer diagnosis, as well as developing 
methods for individualized medical treatment. PathAI has worked with drug 
developers like Bristol-Myers Squibb and organizations like the Bill & Melinda Gates 
Foundation to expand its AI technology into other healthcare industries.56  

Linus Health57 aims to revolutionize brain health through its early-detection 
platform for cognitive assessment. The proprietary assessment technology, 
DCTclock, transforms the traditional pen-and-paper clock drawing test for early signs 
of cognitive impairment. By digitizing the test, Linus Health integrates the latest 
advancements in neuroscience and AI to analyze over 50 metrics, providing a 
comprehensive evaluation of patient cognitive function. In radiology, the Canadian 
company Circle CVI has commercialized cvi42, an AI tool for medical image 
segmentation that has been adopted in over 40 countries.58  

A team out of Harvard Medical School implemented Buoy Health,59 an AI-based 
chatbot that listens to patients’ symptoms and guides them to the correct treatment 
based on its diagnosis. In Norway, the Bayer Group-acquired company Algeta has 
developed an AI-powered system capable of identifying optimal treatment options 
for prostate cancer patients, widely implemented in hospitals across the country. In 
Sweden and Finland, AI solutions are already aiding healthcare providers in early 
cancer detection, with similar applications emerging in Germany. In the UK, Imperial 
College London utilizes AI to develop a diagnostic tool for tuberculosis. Researchers 

                                                           
55 https://www.moorfields.nhs.uk/content/excited-announce-new-medical-research-partnership-
deepmind-health.  
56 https://builtin.com/artificial-intelligence/artificial-intelligence-healthcare.  
57 https://builtin.com/company/linus-health.  
58 K. Lekadir et al., above n*26, p. 6. 
59 https://www.buoyhealth.com/.  

https://www.moorfields.nhs.uk/content/excited-announce-new-medical-research-partnership-deepmind-health
https://www.moorfields.nhs.uk/content/excited-announce-new-medical-research-partnership-deepmind-health
https://builtin.com/artificial-intelligence/artificial-intelligence-healthcare
https://builtin.com/company/linus-health
https://www.buoyhealth.com/


 

13 
 

in London are also training an AI system to analyze chest X-rays and identify potential 
signs of the disease.60 Since 2022 in Portugal, a private health system uses a tool aimed 
at assessing described symptoms in order to help physicians in their diagnosis.61 The 
public health system has also started negotiations with developers of AIM in the 
dermatology field, to acquire AI systems to diminish waiting times for patients and 
contribute to a more efficient health care system which are expected to be over by 
the end of the first semester of 2024.62 Furthermore, the Recovery and Resilience Plan 
(RRP) has invested about three million euros on an AI system to detect lung cancer 
since 2023.63 All these initiatives seek to improve Portuguese healthcare, in a context 
of an aging population and scarce clinical human resources. 

In surgery, the first robotic assistant surgeon approved by the US Food and Drug 
Administration (FDA)64 was Intuitive’s da Vinci with cameras, robotic arms, and 
surgical tools to aid in minimally invasive procedures. So far Da Vinci has assisted in 
over 10 million operations. MUSA is also a robot developed by Microsure in the 
Netherlands that can be controlled via joysticks for performing microsurgery. The 
Accuray CyberKnife system employs AI and robotics for precise cancerous tumor 
treatment, enabling personalized stereotactic radiosurgery and stereotactic body 
radiation therapy and tailoring the approach to each patient. With the robot’s real-
time tumor tracking capabilities, doctors can target affected areas specifically, 
avoiding unnecessary treatment of the entire body. The Danish startup Robo-Doc is 
also in the process of creating AI-powered robots designed to assist surgeons in 
complex procedures, including spinal surgeries.65 

Israeli company CLEW Medical has also implemented a real-time AI analysis 
platform to predict life-threatening complications in various healthcare settings. It 
aids providers in making better clinical decisions, enhancing patient safety, managing 

                                                           
60 https://www.computerweekly.com/feature/AI-in-healthcare-in-northern-Europe-suggests-
future-pathways. 
61 “We are starting a very disruptive movement” - Artificial Inteligence is changing Health in 
Portugal”: https://cnnportugal.iol.pt/chatgpt/inteligencia-artificial/estamos-a-entrar-num-
movimento-muito-disruptivo-inteligencia-artificial-ja-esta-a-mudar-a-saude-em-
portugal/20230408/641b4e670cf2665294db70f0 
62 “Public Health System wants to use Artificial Inteligence on dermatology for faster and more 
accurate diagnosis”: https://sicnoticias.pt/saude-e-bem-estar/2024-02-12-SNS-quer-usar-
Inteligencia-Artificial-na-dermatologia-para-diagnosticos-mais-rapidos-e-precisos-
d0c1b0fc?fbclid=IwAR0ruV-
qZoTASfCIYX2m_BWgN5b839SXW5qqjv70hJgp9zspxJkJNC9AF1M 
63 “Can AI help to detect cancer? At Saint John´s Hospital there is a team preparing it”. 
https://sicnoticias.pt/especiais/inteligencia-artificial/2024-04-07-Pode-a-IA-ajudar-a-detetar-
cancro--No-Sao-Joao-ha-uma-equipa-a-prepara-la-para-isso-
375e3aad?fbclid=PAAaZlTaRKYdfCy5mJ6Sf6euyb1IQBG1k2WTZd051Zg3rIkwU_nVSGHfkKU
zQ_aem_AeHMCDBoZ_27LOIP7AnJDEkDoMQIntg89s8XXkMmrEaPBXS5RB-
NAxYsjROyw9j3d40 
64 FDA approved a plethora of Artificial Intelligence and Machine Learning (AI/ML)-Enabled 
Medical Devices: https://www.fda.gov/medical-devices/software-medical-device-samd/artificial-
intelligence-and-machine-learning-aiml-enabled-medical-devices.  
65 https://www.computerweekly.com/feature/AI-in-healthcare-in-northern-Europe-suggests-
future-pathways.  
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costs efficiently, and complying with regulations, including privacy. CLEW’s platform 
utilizes Machine Learning to create personalized physiological and predictive models 
for individual patients, providing predictive alerts throughout their hospital stay. In 
2018, CLEW partnered with the UMass Memorial Medical Center in Massachusetts, 
analyzing vast amounts of patient data to assist in timely clinical, operational, and 
financial decisions. CLEW’s AI platform enhances patient care and reduces costs by 
predicting deterioration in real-time and providing alerts throughout the patient’s 
stay.66  

In the UK, Nuance Healthcare and Microsoft’s ICT company are reshaping 
the hospital environment, seeking to create a ‘clinic of the future’ where health 
documentation ‘writes itself.’ The system, capable of distinguishing individual voices, 
listens to conversation between doctor and patient before inputting it into the 
patient’s electronic health record as a clinical note (voice).67 

Furthermore, the UK government has decided to endorse the use of Babylon’s GP 
at Hand, an app which provides remote healthcare assistance 24/7.68 Beyond 
allowing teleconsultations, GP at Hand includes algorithms that guide healthcare 
professionals in formulating diagnoses, possible treatments, and even questions to ask 
patients in order to rule out certain options. This is possible thanks to AI modules 
which analyse a patient’s symptoms and clinical history, as well as their answers. The 
app also shows a digital twin of the patient and interprets other parameters such as 
their facial expressions. Thanks to the latter, doctors are made aware of whether their 
interlocutor is anxious, confused, or scared, which allows them to adapt and improve 
their communication style. 

 

1.5. Potential benefits of AIM 

 Why use AI in clinical practice? 

 Should using AIM become part of the medical duty of care? 

 

The examples above demonstrate that one of the main advantages of AIM lies in the 
possibility of its use to enhance medical decision-making and expand doctors’ and 
patients’ medical knowledge, thus supporting them in making complex decisions.  

Indeed, physicians can resort to AI as a first and immediate source of medical 
knowledge which, combined with other elements, can facilitate their coming to a 
decision. This is what happens with clinical decision support systems (CDSS), 
which are used to combine the information regarding a patient with specific clinical 
knowledge derived from a system’s training. Among CDSS, there are also diagnostic 
decision support systems (DDSS). A practical example of a DDSS is Babylon’s GP 

                                                           
66 https://www.prnewswire.com/news-releases/clew-collaborates-with-umass-memorial-medical-
center-to-bring-predictive-analytics-to-tele-icus-300757529.html.  
67 https://news.nuance.com/2023-03-20-Nuance-and-Microsoft-Announce-the-First-Fully-AI-
Automated-Clinical-Documentation-Application-for-Healthcare.  
68 https://www.gpathand.nhs.uk/.  
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at Hand, as it features an algorithm which uses data shared by patients to refine a 
proposed diagnosis or treatment.69 

At the same time, AI can support patients in making decisions about their health, 
providing them with understandabe medical information in a timely fashion.70 For 
instance, patients could chat with bots powered by Large Language Models (LLMs)71 
in order to receive medical information and health tips in real-time. AI can thus fill a 
patient’s “natural” information gap and serve as an assistive decision-making tool.  

In these cases, AI can be considered an immediate source of knowledge that the 
doctor (or patient) can use and combine with other sources of information to make 
medical decisions.  

In some cases, however, AI is capable of not only assisting human decision-making 
but replacing it. This could happen when a user (either a physician or a patient) 
decides to rely on an AI output without questioning it, for reasons explained below 
(section 1.6). 

A distinction must therefore be made between (a) algorithm-based decisions, which are 
entirely made by humans but based (totally or in part) on AI output; (b) algorithm-driven 
decisions, mainly human decisions that are primarily determined by AI output and (c) 
algorithm-determined decisions, where decisions are made by the machine with no human 
intervention needed.72 

Moreover, the ability of AI to combine different sources of information can be 
exploited to discover new patterns and correlations among health-related data as 
well. This proves useful in certain fields such as drug discovery and biomedical 
research, where algorithms can analyze vast datasets to identify potential drug 
candidates and predict their effectiveness which accelerates the drug discovery 
process and reduces costs. In this area of pharmaceutical development, “in silico” 
computer simulation mimics the reactions of human tissues to contact with 
products.73 Its use is increasingly widespread, and presents great advantages over 
animal experimentation, in addition to the basic ethical issue: it does not involve 
storage, feeding, and maintenance costs, and the dynamics of procedures are more 
easily controlled.74 

                                                           
69 R. T. Sutton et Al., An overview of clinical decision support systems: benefits, risks, and strategies for success, in 
npj Digital Medicine, 2020. 
70 Will ChatGPT transform healthcare?, in Nature Medicine, vol. 29, 2023, pp. 505–506. 
71 An example would be general purpose ChatGPT (OpenAI), but we can also find LLMs specifically 
trained on medical literature with the aim of providing health recommendations, such as Med-Palm 
2 (Google), DxGPT (Foundation 29), PMC-LLaMA and ChatDoctor. On the latter see: Y. Li, Z. Li, 
K. Zhang et Al., ChatDoctor: A Medical Chat Model Fine-Tuned on a Large Language Model Meta-AI 
(LLaMA) Using Medical Domain Knowledge, in Cureus, vol. 15, n. 6, 2023. 
72 Ministero della Salute – Consiglio Superiore di Sanità, I sistemi di intelligenza artificiale come strumento di 
supporto alla diagnostica, 2021. 
73 For more clarifications about “in silico” method, see EKINS, S et al. In silico pharmacology for drug 
discovery: methods for virtual ligand screening and profiling. Br J Pharmacol. 2007 Sep;152(1):9-20. 
doi: 10.1038/sj.bjp.0707305. Epub 2007 Jun 4. PMID: 17549047; PMCID: PMC1978274. 
74 S. Ekins et al., “In silico pharmacology for drug discovery: applications to targets and beyond” in 
British Journal of Pharmacology, 2007, Sep. 152 (1), pp. 21-37. 
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Pharmaceutical development “in silico” was also used during the COVID 
outbreak, when no FDA-approved drugs were available.75 

Virtual screening and predictive modelling can also help researchers prioritize and 
optimize drug candidates before entering clinical trials. 

The ability of AI to discover new patterns is key for early diagnosis and prevention 
as well. For instance, when describing AI advancement in diagnostics, we saw how 
algorithms might notice early symptoms or other aspects from medical images or 
health parameters that might otherwise go undetected and use them to estimate the 
risk of developing certain complications.  

In these cases, algorithms are then used to perform tasks which humans would, 
otherwise, not be able to do (or would do with a higher error rate). This consideration 
leads to the question of whether using AI should then become part of the medical 
duty of care. 

At the same time, it should be noted that, in such cases, the degree of autonomy 
of the machine is much higher, which leads to more ethical and legal problems (see 
infra). 

In fact, clinicians are no longer using the information derived from AI systems to 
expand their medical knowledge but to perform tasks that, otherwise, they might not 
be able to do. 

Finally, AI can also be used to perform routine tasks, even substituting humans. 
For example, AI tools can be used to streamline documentation, organise patient 
health records, and fill medical records. In this way, the stress levels and burden on 
healthcare personnel could be reduced, with positive outcomes for both them and 
their patients. In this way, doctors relieved from routine tasks could dedicate more 
time to their patients, strengthening the care relationship.76 

Health facilities would also benefit from AIM as well. They can cut costs, save 
time, and better allocate resources thanks to systems that can streamline procedures 
and administrative tasks as well as manage waiting lists, both in everyday situations 
and emergency interventions as explained above. AI algorithms can assist in 
optimizing resource allocation within healthcare systems, helping governments and 
organizations distribute resources efficiently based on predicted needs. AI has already, 
in fact, a significant impact on various aspects of health financing, governance, 
revenue and strategic purchasing.77 This can be crucial when dealing with resource 
constraints, particularly during public health emergencies.  

 
 

 

                                                           
75 D. Mitra et al, Computational Intelligence in Identification of Some FDA Approved Drug 
Compounds for Treatment of COVID-19. Chang, Vitor et al (eds). Artificial Intelligence and Machine 
Learning Methods in COVID-19 and Related Health Diseases. https://doi.org/10.1007/978-3-031-
04597-4. P. 115. 
76 E. J. Topol, Deep Medicine. How Artificial Intelligence can make healthcare human again, New York, 2019. 
77 M. Ramezani et al., “The application of artificial intelligence in health financing: a scoping review” 
in Cost Effectiveness and Resource Allocation, vol. 21, Article 83, 2023, pp. 1-13.  
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AIM benefits: the “P4” medicine paradigm 
P4 medicine is a new paradigm introduced more than a decade ago by pioneers of 

so-called ‘systems medicine,’ or the application of systems biology to the challenge of 
human disease.78 These researchers argued that over the next 5-20 years medicine 
would move from being largely reactive to being predictive, preventive, personalized, 
and participatory (P4) thanks to new and emerging technologies and powerful 
computational tools that would open new windows for the investigation of diseases.79 
The advent of AIM can make a significant contribution to realizing the expectations 
posed by the P4 medicine paradigm in clinical practice.80 

 

Predictive AIM 

Automated diagnostic tools powered by AI can enhance the speed and precision 
of disease detection, leading to early intervention and improved outcomes. Predictive 
medicine seeks to identify individuals at risk of developing diseases, enabling early 
prevention or treatment. The goal is to analyze individual patient characteristics, 
predict risks, determine effective treatments, and intervene before events occur. While 
genetics-based risk prediction has proven to be limited, recent advancements in 
machine learning show promise in healthcare predictive modelling since AI assists 
doctors in clinical decision-making. In this view, many clinical trials focus on training 
algorithms to predict certain outcomes, thus unlocking relevant information from vast 
healthcare data and overcoming the limits posed by the multiple variables of disease 
affecting today’s populations, such as demographics, psychological data, eating habits, 
stress levels, etc. Applications include assessing hospital readmissions,81 predicting 
adverse effects of medication,82 and managing chronic conditions like diabetes83 and 
hypertension.84  

 

Preventive AIM 

With rising healthcare costs, early disease prevention has become crucial, thus 
preventive medicine, which focuses on averting and avoiding diseases, has gained 
further significance.85 Digital health has already made an important contribution to 
prevention, thanks to new technological tools – such as apps, wearables, and 

                                                           
78 M. Flores et al., P4 Medicine: How Systems Medicine Will Transform the Healthcare Sector and Society, 10(6) 
Personalized Medicine, 2013, p. 565. 
79 D.J. Galas and L. Hood, Systems Biology and Emerging Technologies Will Catalyze the Transition from Reactive 
Medicine to Predictive, Personalized, Preventive and Participatory (P4) Medicine, IBC, 2009, 1(2):6, p. 2. 
80 For the following reconstruction, see R.B. Ruiz and J.D. Velásquez, above n*4, p. 9 ff.  
81 Y. Xue, D. Klabjan, and Y. Luo, Y., Predicting ICU Readmission Using Grouped Physiological and 
Medication Trends, 95 Artif. Intell. Med., 2019, p. 27 ff. 
82 H. Yang and C.C. Yang, Using Health-Consumer-Contributed Data to Detect Adverse Drug Reactions by 
Association Mining with Temporal Analysis, 6(4) ACM Trans. Intell. Syst. Technol., 2015, p. 1 ff. 
83 S.J. Krieg et al., Higher-Order Networks of Diabetes Comorbidities: Disease Trajectories that Matter, 2020 
IEEE International Conference on Healthcare Informatics (ICHI), p. 1 ff. 
84 E. Martinez-Ríos et al., A Review of Machine Learning in Hypertension Detection and Blood Pressure 
Estimation Based on Clinical and Physiological Data, 68 Biomed. Signal Process. Control, 2021, p. 1 ff. 
85 E.A. Clarke, What is preventive medicine?, 20(11) Can. Fam. Phys., 1974, p. 65 ff. 
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telemedicine devices – that make data available and help in detection, prediction, and 
support for diagnosis and decision-making, optimizing patient care and enabling 
timely responses. Since successful interventions rely on understanding the causes of 
disease, risk factors, early detection, and continuous evaluation, AI-driven healthcare, 
which spans diagnosis, risk assessment, and outbreak prediction, uses huge amounts 
of data derived from different sources that can be interpreted to facilitate early 
initiatives and disease prevention.86 AI applications in disease prevention include 
breast cancer risk evaluation,87 heart disease diagnosis,88 prognosis in liver disorders,89 
outcomes prediction in intensive care units (ICU),90 and so on. 

 

Personalized AIM 

Personalized medicine seeks to tailor therapies to specific patient subsets based on 
their likely response or the risk of adverse events.91 By utilizing an individuals’ genetic 
profile for decisions on prevention, diagnosis, and treatment, this approach enables 
clinicians to select the right drug, dosage, and regimen, ensuring better patient care.92 
This approach allows for more effective and targeted therapies, minimizing adverse 
effects and improving overall patient outcomes. 

Personalized medicine focuses on effective approaches based on genetic, 
environmental, and lifestyle factors, enhancing early diagnosis, risk assessment, and 
treatment.  

In fact, information collected from different sources for the same individual helps 
generate a specific profile of the subject, in which sensitivity to certain risk factors can 
be accurately determined. This leads to evidence-based recommendations for 
different outcomes,93 including historical data. Artificial Intelligence in personalized 
medicine aids disease detection, precise diagnosis, and optimal treatment. Examples 
include cardiac imaging for personalized diagnosis94 and AI applications in early 

                                                           
86 N. Schwalbe, B. Wahl, Artificial Intelligence and the Future of Global Health, 395 Lancet, 2020, p. 1579 
ff. 
87 A. Gastounioti et al., Artificial Intelligence in Mammographic Phenotyping of Breast Cancer Risk: A Narrative 
Review, 24(1) Breast Cancer Res., 2022, p. 1 ff. 
88 K.W. Johnson et al., Artificial Intelligence in Cardiology, 71(23) J. Am. Col. Cardiol., 2018, p. 2668 
ff. 
89 G. Shaheamlung, A Survey on Machine Learning Techniques for the Diagnosis of Liver Disease, 2020 
International Conference on Intelligent Engineering and Management (ICIEM), p. 337 ff. 
90 M. Greco, P.F. Caruso, and M. Cecconi, Artificial Intelligence in the Intensive Care Unit, 42(1) Seminars 
Respirat. Crit. Care Med., 2021, p. 2 ff. 
91 S. Bates, Progress Towards Personalized Medicine, 15(3-4) Drug Discovery Today, 2010, p. 115 ff. 
92 N.J. Schork, Personalized Medicine: Time for One-Person Trials, 520(7549) Nature, 2015, p. 609 ff. 
93 V. Bollati, L. Ferrari, V. Leso, I. Iavicoli, Personalised Medicine: Implication and Perspectives in the Field of 
Occupational Health, La Medicina del Lavoro, 2020, 111(6), p. 425 ff. 
94 S.E. Dilsizian and E.L. Siegel, Artificial Intelligence in Medicine and Cardiac Imaging: Harnessing Big Data 
and Advanced Computing to Provide Personalized Medical Diagnosis and Treatment, 16(1) Curr. Cardiol. Rep., 
2014, p. 1 ff. 
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cancer detection.95 Furthermore, the pandemic spurred research into personalized 
medicine for timely COVID-19 diagnoses and effective treatment.96 

 

Participatory AIM 

While the first three Ps were already outlined in the early 2000s, participatory 
medicine was added later together with a close integration with systems medicine and 
Big Data.97 Following a recent change in the role of patients in managing their own 
health from mere observers to more active actors together with health teams, 
participatory medicine focuses on the patient in order to enable people to make more 
informed decisions about their health. Various informatics tools support participatory 
health activities, including social media, mobile health apps, personal health records, 
social health networks, consumer genomics, and crowdsourced health studies, but AI 
is adding another dimension to such technologies by replicating or supplementing 
personalized medical advice from health professionals, diagnosing rare and complex 
conditions, informing us how diseases or outbreaks develop and spread, predicting 
adverse health events, and so on.98 

Moreover, today people now have access to several types of devices that monitor 
their health conditions, and apps that read this data. There is a very positive side to 
this self-monitoring carried out by each citizen: the collection of such data allows for 
self-knowledge of one's own health status and provides early warnings about disease. 
This can also encourage self-care and the adoption of healthy behaviors. 

At the same time, AI-driven chatbots and virtual assistants can provide instant and 
accurate information to individuals seeking health-related advice. 

Additionally, AI enhances patient empowerment and participation not only by 
making them more informed and aware of their health. As seen above, using AI could 
lead healthcare professionals to dedicate more time to their patients. Meaningful 
communication between doctors and patients and increased awareness of individuals 
can thus foster patient autonomy and a shared decision-making paradigm.99 
 

1.6. Potential risks of AIM 
 

● Which risks must be considered when using an AI system in medicine? 

 

The examples illustrated above show that AIM has the potential to change 
medicine for the better, improving the quality of care and saving time and resources.  
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99 G. Lorenzini et. Al., Artificial intelligence and the doctor–patient relationship expanding the paradigm of shared 
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In addition to considering the potential benefits of AI, we should also examine the 
potential risks of using ML. As discussed above, there are diverse critical points that 
use sufficiently large datasets so it is therefore important to assess the quality and the 
type of data. We can divide the potential risks into two main categories: (i) technical 
risks, related to the algorithm and model used during training, and (ii) user risks, 
related to the usage of the technology itself. 

 

1.6.1. Technical risks 

AI can significantly enhance medicine in activities such as providing user diagnoses 
or personalized treatment plans, along with performing routine tasks, and doing 
research. However, these promising results cannot be achieved without challenges, as 
the integration of AI in medicine poses some technical risks that must be dealt with. 

As stated above, to improve the outcome of AI applications, analyzing large 
amounts of data is crucial and its development involves at least three datasets: (i) a 
training dataset, usually comprised of 70% of the total data, which is used to train 
the algorithm to learn a concept and produce results, (ii) a test dataset, which is used 
to evaluate its accuracy, and (iii) a validation set, taken from the training set, which 
is used to evaluate its performance. The validation dataset must be carefully chosen 
to ensure a representative set is used or AI performance might not reflect the target 
population. For example, if a tool used to detect melanoma is capable of achieving 
99% accuracy, but is validated only on a single skin tone, it can not be used with high 
confidence if on a different skin tone it is only 10% accurate. 

The collected data can be processed and categorized, depending on the chosen 
learning method, of which there are three primary methods in AI.  

One is supervised learning, which uses labelled data, i.e., the input and output are 
mapped, which is mainly used for classification problems, e.g., when classifying fruits 
we tell the algorithm, from color and shape, the name of the fruit. With this method, 
the validation set cannot be taken from the training set as all the results are known. It 
typically returns highly accurate predictions, but there is a higher risk of overfitting 
the training data, i.e., when the model performs well on training data, but fails on 
unseen new data.  

By contrast, unsupervised learning uses unlabeled data, which mainly identifies 
patterns and trends and must work out by itself how to categorize them. With this 
method, there is a risk of a misinterpretation of patterns.  

Finally, with reinforcement learning, the algorithm learns directly by interacting with 
the environment, through trial and error, by adapting to a situation and learning, for 
example, which might be the next move in a game of chess. With this method, there 
is a risk of potentially exploiting the reward signal in unintended ways. For instance, 
when users manage to remove restrictions and limits from ChatGPT.100 

The different learning methods are all influenced by the data used for training. 
The type and quality of the data are important for the accuracy and reliability of the 

                                                           
100 M. Gupta, C. Akiri, K. Aryal, E. Parker and L. Praharaj, "From ChatGPT to ThreatGPT: Impact of 
Generative AI in Cybersecurity and Privacy," in IEEE Access, vol. 11, pp. 80218-80245, 2023, doi: 
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application, as a model trained with limited or biased data can generate twisted or 
unfair results. In AIM there is a lot of data from medical imaging, X-rays, electronic 
health records, a patient's medical history, etc. A wide variety of sensitive data is key 
to enhancing the AI tools but, without standardization, data analysis and sharing are 
challenging. Furthermore, as this includes sensitive data, it is important to protect a 
patient’s privacy by applying anonymization. The anonymization method must be 
carefully chosen, as there is also a risk of re-identification by combining data (see 
section 3.5). For example, there was a famous case where a researcher, by combining 
anonymized patient data given to researchers and industries, as well as a voter list of 
the state, managed to re-identify the Governor of Massachusetts.101  

Another important aspect regards the quality of collected data. For example, data 
collection may be intentionally or unintentionally biased, advantaging or 
disadvantaging certain groups of people. As a real-world example, in the context of 
mental health applications, a machine learning model trained on clinical psychiatry 
data102 showed an unexpected gender bias in its predictions, which constituted 
significant bias. In this study, researchers used the AI Fairness 360 package to 
implement a reweighting and discrimination-aware regularization as a bias mitigation 
strategy.  

Here there are three types of bias mitigation techniques: pre-processing, in-
processing, and post-processing.103 Pre-processing techniques mitigate bias by 
removing the underlying discrimination from the dataset. In-processing techniques 
are modifications to the machine learning algorithms themselves to mitigate bias 
during model training. Instead, post-processing techniques seek to mitigate bias by 
equalizing the odds post-training. 

 

1.6.2. User risk 

User risk refers to how this technology can influence the decision-making process 
(and its degree of persuasion) and how it affects trust and public perception by a lack 
of explainability and transparency. 

 

User conditioning 

One of the reasons AI can influence users is by presenting itself as a neutral and 
accurate technology capable of outperforming human judgment. Although this has 
proven to be incorrect,104 such an assumption can encourage users to place excessive 
trust in algorithms, exposing themselves or others to undesired consequences.  In 
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fact, there is a consistent risk that physicians will show “algorithmic appreciation” by 
over-relying on the results of AIM and blindly endorsing them.105 This could 
especially be the case when black box algorithms are used, as doctors likely lack the 
capacity to understand how an output was determined and, consequently, are less 
likely to challenge it.  

Due to a reliance on AIM, doctors may then suffer deskilling and be unable to 
preserve and improve their own clinical judgment and confidence, effectively 
becoming dependent on the technology.106 They may then feel the need to conform 
to an AI decision because they believe it to be trustworthy and/or because they do 
not understand it. In the medical field, such an attitude can determine significant 
consequences for a patient’s right to express their informed consent, the physician-
patient relationship, as well as the doctor’s role and accountability. 

However, healthcare professionals are not the only ones who might be persuaded 
by AI to the point of disregarding other sources. For instance, there are patients who 
have consulted AI chatbots not only to expand their medical awareness but also, 
sometimes,  in substitution of medical advice. This can be particularly problematic as 
AI and LLMs have proven to be capable of both informing and disinforming users 
better than humans can.107 

There is also an opposite scenario, in which users lack trust for AI completely. 
Research shows that people have mixed opinions about automated decision-making, 
even if they tend to believe it is either as good as or more accurate than human 
decision making.108 The risk of developing a distrust towards AIM is thus concrete 
as well, especially when models have proved to act in a discriminatory way or have 
made significant errors (“algorithmic aversion”).109 Narratives that suggest human 
replacement by machines fuel scepticism as well and may lead people not to want to 
use these helpful tools. 

These problems are mainly related to the influence of the technology on users, but 
the lack of transparency of these systems can undermine user trust as well.  

 

Lack of explainability 

One of the main reasons for a lack of explainability lies in the black-box nature 
of many AI systems.110 Such an issue can have profound repercussions on the doctor-
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cities al tempo della resilienza, Mimesis Edizioni, Milano-Udine, 2021, pp. 553 ss.; L. Scaffardi, La medicina 
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patient relationship, especially in cases where a doctor chooses to uncritically follow 
what an AI program suggests due to an appreciation bias (see above). This can 
compromise a patient's right to express informed consent since dialogue with the 
doctor allows patients to fill information gaps which might preclude them from 
making certain choices regarding their health. In this way, patients risk finding 
themselves excluded from such decisions once again (see section 2.3). There is thus a 
risk of returning to an impositional model, albeit in the new guise of “algorithmic 
paternalism.” 

The phenomenon of black boxes also undermines trust, which has always been the 
cornerstone of the physician-patient relationship, even in paternalistic models. 
Distrust is thus likely to spread, especially in situations where the life of a patient may 
rest on such a decision.111 

To foster trust in AIM, one proposed solution is that doctors use AI as decision-
making support only, maintaining their role as “humans in the loop.”112 The 
underlying idea being that AI should be seen as one of the sources that a physician 
can consult and combine with others to arrive at a decision. In practice, however, it 
is hard to understand what degree of autonomy is left to a human agent, due to the 
AI characteristics discussed above. For these reasons, it may be worth considering a 
change in health education to provide physicians with the necessary skills to avoid 
such risks: they should know how AIM systems work and be aware of possible 
incorrect results in order to critically assess possible outcomes.113  

                                                           
Available at SSRN: https://ssrn.com/abstract=3187513 or 
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111 Distrust is a potentially relevant matter in life or death decisions, especially before sample 
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commissioned by the Committee on Bioethics (DH-BIO) of the Council of Europe – now replaced 
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113 Amann J, Blasimme A, Vayena E, Frey D, Madai VI; Precise4Q consortium. Explainability for 
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A further solution might also be to opt for more intelligible models. For 
example, transparency and explainability may require providing information on things 
like: 

- the construction of an AI model, including the data used to train and validate it 
and the type of algorithm used (ante-hoc explanation) 

- how an output was produced (post-hoc explanation) 

- the fact that an AI system has been or will be used in a decision-making process 
and in which role. 

In any case, there is a problem of defining which kind of explainability should be 
sought in healthcare. 

For the reasons illustrated above, it appears critical that doctors and patients are 
able not only to access technical information about the model but that they 
understand the model’s clinical implications (context-dependent explanation).114  

In fact, for a physician, it might be more valuable to know which factors an AI 
device has considered and how they were weighed rather than the structure of the 
algorithm itself. Other useful information might include the type of data used for 
training and validation (including which populations they represent), the context in 
which the model is designed to operate, and the bias, risks, and limits of the system. 
In this way, doctors should be able to better assess an AI’s output and decide whether 
to confirm or disregard it. Moreover, they shoul also be able to explain outputs to 
patients and engage them in medical choices.115 

Explainablility is a means to addressing fairness, helps in auditing and oversight, 
and increases trust and supports recourse for decisions that have been made.116 
However, there have been cases, even before the advent of AIM, where medical 
procedures have been performed without proper justification.117  

In addition, the concept of considering accuracy over explainability has also gained 
popularity recently (Nussberger et al. 2022, Veer et al. 2021). For example, the deep 
learning algorithm, DeepPatient, is able to predict the development of disease such as 
schizophrenia, a task that is difficult even for experts, with great accuracy but without 
an actual explanation.118 Even if the outcome is correct, it is necessary to understand 
to what extent explainability is relevant.  
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The importance of explainability cannot be overestimated, but it should be 
analyzed case-by-case according to the resources available. As a result, trying to 
maximize both accuracy and explainability is an open challenge: “While accuracy is a 
fundamental value of outcome-oriented justice, explainability is an indispensable 
requirement of procedural fairness.” 119 

 

 Council of Europe, The impact of Artificial Intelligence on the doctor-
patient relationship 

In 2022, the Council of Europe (CoE) published the report “The impact of Artificial 
Intelligence on the doctor-patient relationship.” This document, which was commissioned by 
CoE’s Committee on Bioethics (DH-BIO), focuses on how AI systems can affect the doctor-
patient relationship and the human rights principles contained in the Oviedo Convention. In 
particular, the report presents the following six key concerns: (1) inequality of access to high-quality 
healthcare; (2) transparency for health professionals and patients; (3) risk of social bias in AI 
systems; (4) weakening of the consideration for patient welfare; (5) risk of automation bias, de-
skilling, and displacement of responsibility, and (6) the impact on the right to privacy. To face such 
challenges, the report recommends identifying which information doctors should give patients 
when using AI systems in their clinical pathway and how they should do it, eventually with the 
help of the system itself. However, defining the concept of explainability in healthcare is critical.  
Additionally, a public register of AI-powered medical devices should be instituted to ensure 
transparency and public awareness. Above all, there should be an effort to fight discrimination, 
not only by using sensitive data to build more representative datasets but also by adopting policies 
that reduce inequalities. In 2022, the DH-BIO was replaced by the Steering Committee for Human 
Rights in the fields of Biomedicine and Health (CDBIO). The CDBIO has continued to work on 
this topic, publishing a further report on AI’s impact on the patient-doctor relationship in 
September 2024 (for a summary of this report, see the dedicated box contained in section 3.3.2 
on AI, Health, and Self-determination). 

 
Source: Council of Europe, The impact of Artificial Intelligence on the doctor-patient relationship, June 7, 
2022, available at: https://www.coe.int/it/web/bioethics/developing-a-report-on-the-
application-of-ai-in-healthcare-in-particular-regarding-its-impact-on-the-doctor-patient-
relationship. 

 

 

Spurious correlations  

As mentioned above, AI extracts patterns and makes inference from data, but this 
can also lead to spurious correlation, which is the risk of erroneously identifying 
relationships and bringing us to misleading decisions. Indeed, there is a consistent risk 
of correlating the wrong symptoms, causes or images, and thus being given to 
misguided interventions. For instance, in a cross-sectional study in Indiana (US), a 
deep learning model used to detect pneumonia in chest radiographs was analyzed. 
The data used for training were images and the disease-related majority of these 
images contained a metal token, which was placed on patients during the radiograph. 
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The model, instead of searching for symptoms in the lungs, learned to detect this 
token, and incorrectly linked the information.120  

This problem is further enhanced by the “black box” nature of many models, 
where a lack of explainability can make it challenging to understand whether the result 
is clinically meaningful. If in the previous example, the model provided only the result 
as being positive or negative, without further explanation, it would have never been 
associated with the token. Thanks to explainability, researchers were able to check 
whether the AIM tool had analyzed the lungs or the token. 

 

Lack of trustworthiness 

One of the main concerns when using AI in sensitive scenarios, including the 
medical field, is the potential for errors that have potentially critical consequences 
(e.g., for the health and wellbeing of patients) without a clear understanding of the 
liability aspects. Besides the fuzziness of a decision made between a physician and an 
AI system, problems with liability also stem from a lack of transparency and 
explainability, making it more difficuilt to trust recommendations despite the 
significant increase of precision in some tasks such as those related to analysing 
medical images. Due to these problems, there are many concerns about using AI in 
sensitive scenarios and, in particular, healthcare use cases. 

A promising approach for managing these problems is to develop trustworthy AI 
systems by adopting a risk-based approach, i.e. by identifying threats to accuracy and 
deploying appropriate mitigations (e.g., analyzing data sets used for training in order 
to eliminating any biases) to reduce the likelihood of errors in the results computed 
by AI systems, thereby increasing transparency and liability. This not only helps to 
address concerns related to the ethical, legal, and technical aspects but also fosters 
trust among users, including patients and physicians.  

Trustworthiness in AI is a relatively new concept, for which frameworks 
(encompassing a variety of methodologies and approaches, mostly based on risk 
management) are being developed and adopted by many organizations, such as NIST, 
ISO, and the EU.121 It encompasses a set of principles, such as explainability, fairness, 
and privacy, that aim to ensure the expected behavior of a system while complying 
with fundamental principles (such as respecting human rights, among which the right 
to health) and reducing technical problems. The adoption of risk-based frameworks 
and guidelines can ensure consistent and reliable practices in building trustworthy 
AIM, which, in turn, can increase its adoption by supporting stakeholder trust in its 
capabilities. To complement these frameworks, there are regulations that assess the 
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correctness of AI products released, the Medical Device Regulation and AI Act in 
Europe for example. 

The application of frameworks and regulations is crucial to determining who is 
responsible in case of errors with negative consequences as it lays the groundwork for 
fair evaluation. Indeed, the current liability framework is considered to be inadequate 
in the context of AIM as these systems cannot be held accountable for their decisions 
since the software is obtained by processing large quantities of data. This problem is 
made even worse by the complex and evolving nature of AI systems that may change 
their behavior over time as a consequence of the application of various techniques 
which aim to improve their precision (such as reinforcement learning). Therefore, in 
sensitive scenarios such as the medical field, monitoring becomes crucial to ensuring 
fairness and transparency. This, in turn, may facilitate a solution to the attribution 
problem in cases of failure and help to discover who is responsible for harm caused 
by an algorithm.122 

 

1.7. AI and public health: the pandemic experience 

Artificial Intelligence can significantly improve public health, as shown by the 
experience of COVID-19.  

This section first describes the use of artificial intelligence – including systems 
based on mathematical models, machine learning, and deep learning – in addressing 
certain health issues during COVID-19. The pandemic strongly pushed the 
development and adoption of new technologies in order to fight the health crisis and 
future pandemics. Below we describe the numerous ways in which AI-powered tools 
were used during the pandemic, including undertaking epidemiological surveillance 
and social control, supporting healthcare systems, conducting diagnoses and 
prognoses, addressing environmental issues, and detecting fake news. 

The second part of the section will analyse case law related to the use of 
technological devices during the pandemic. Although most of the judgments do not 
address problems related to the use of AI, the principles indicated therein might be 
useful for future litigation concerning AI systems as well. 

 

1.7.1. The use of AI to fight the COVID-19 pandemic 

Pandemics are hazards related to large-scale outbreaks of infectious diseases that 
can greatly increase morbidity and mortality over a large geographic area and cause 
significant economic, social, and political disruption.123  

In December 2019, a novel coronavirus (SARS-CoV-2) was observed in three 
patients with pneumonia connected to the cluster of acute respiratory illness cases 
from Wuhan, China. The infection spread mainly between individuals who were in 
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4648-0527-1_ch17.  

https://doi.org/10.1596/978-1-4648-0527-1_ch17
https://doi.org/10.1596/978-1-4648-0527-1_ch17


 

28 
 

close contact. Symptoms included fever, cough, chills, loss of hunger and in cut-off 
conditions, respiratory issues or even death.124 On January 30, 2020, the World Health 
Organization declared the COVID-19 outbreak a Public Health Emergency of 
International Concern (PHEIC).125-126 On March 11, 2020, the WHO Director-
General proclaimed COVID-19 to be a destructive infection that acquired its 
underlying foundations across the globe and seriously influenced 114 nations, killing 
4.291 people around the world. It was then declared a pandemic,127 pushing 
humankind into a global crisis, unique in recent history, at least by its spatial extent, 
rapid onset, and the complexity of its consequences.  

By the end of March 2020, the virus had spread all over the globe and caused a 
large global outbreak.128 By April 3, 2020, with over one million confirmed cases 
worldwide, Governments reacted to the outbreak by restricting people’s movements. 
Many countries implemented lockdowns, self-quarantine, and social distancing 
measures, and three billion people were asked to stay in their homes.129 

 
AI tools for epidemiological surveillance and social control 
AI (particularly machine learning algorithms) has become essential in healthcare 

systems. By analysing data from various sources, AI mathematical models can classify 
data and provide early indications of potential new diseases. Further, widespread 
genomic sequencing of individuals with similar symptoms can help detect new viruses 
or mutations.130  

During the COVID-19 emergency, the ability of AI to gather and analyse vast 
amounts of data was used to collect and combine information coming from different 
sources – such as electronic health records, news articles, social media, etc. – to 
anticipate or counteract the spread of the SARS-CoV virus.131  

One of the most useful applications of AI during the COVID-19 emergency was 
epidemiological surveillance. According to the WHO, epidemiological surveillance 
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consists of the “continuous, systematic collection, analysis, and interpretation of 
health-related data.”132  

These data can predict the outbreak of a public health crisis enabling prompt 
governmental response. As the COVID-19 pandemic demonstrated, early detection 
of health crises, especially new pandemics, is crucial, whereas late action can scale 
the diseases up to a worldwide pandemic. Thus quick response and critical mitigation 
strategies are key to preventing the spread of a virus in its initial stages and stopping 
its global spread. 

Moreover, epidemiological surveillance data offer public authorities powerful 
support in planning, implementing, and evaluating public health practices  
during crises. During the pandemic, public authorities needed this kind of information 
to elaborate evidence-based public health policies directed at containing the risk of 
contagion. Such data also served to evaluate whether the measures put in place for 
flattening the epidemiological curve were effective. Another promising field of 
application during the pandemic was social control, where artificial intelligence was 
used to enforce measures such as social distancing, the use of protection devices and 
lockdowns in order to prevent further contagion. For instance, China’s authorities 
used facial recognition systems and tools that were able to measure body temperature 
in order to identify people who could be infected.133 

For these reasons, after the outbreak of COVID-19, researchers developed several 
AI-based mathematical models to analyse these datasets and estimate and predict the 
progression of the disease. The results of these analyses helped apply effective 
prevention and control measures. 

One of the most important AI-based mathematical models used during the 
pandemic was the SIR model (Susceptible, Infected, and Recovered individuals 
model). The SIR model is a classically adopted mathematical model used to analyse 
and predict the evolution of the spread of a disease in a population.   

During the COVID-19 outbreak, some AI-based SIR models were developed 
using the SARS (Severe Acute Respiratory Syndrome) dataset, as well as social media 
and news information, suggesting that there was hope for managing the COVID-19 
pandemic.134-135-136 

In an effort to predict the evolution and spread of COVID-19, developments of 
this model were adopted during the pandemic involving population compartments 
for socially distanced, quarantined, infection-aware, asymptomatic infected, and other 
individuals, e.g., Susceptible Infected Quarantine Recovered model (SIQR 
model), Susceptible Exposed Infectious Recovered model (SEIR model), 
Susceptible Exposed Infectious Recovered Susceptible model (SEIRS model).  
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The Susceptible Infected Quarantine Recovered model (SIQR model) considers 
susceptible individuals, those at risk of being infected; infected individuals, who were 
susceptible to the virus and become infected; quarantined individuals, who developed 
symptoms and were isolated; and recovered individuals, who were infected or 
quarantined and either recovered or died from the disease.137 

Instead, the Susceptible Exposed Infectious Recovered model (SEIR model) 
describes the dynamics of infectious diseases in the population and has played an 
important role in better understanding epidemiological patterns and disease control. 
The differential equations that govern this model consider a long incubation (the 
exposed category), that is the period when an individual is infected but not yet 
infectious.138 Some of these AI-based models, as previously explained, utilised an 
artificial intelligence approach, trained on 2003 SARS data, to predict the COVID-19 
pandemic.139 An advanced version of the SEIR model is the Susceptible Exposed 
Infectious Recovered Susceptible model (SEIRS model). This model accounts for the 
possibility that recovered individuals may become susceptible again, which indicates 
that recovery does not provide lifelong immunity. Therefore, individuals who have 
recovered from an infection are capable of reverting to a susceptible state.140 

It is important to highlight the development of AI-based mathematical models that 
incorporate vaccination and lockdown measures in response to the pandemic, 
although these models were initially limited in use, due to factors such as vaccination 
rates and the time-consuming process of vaccine development. The numerical results 
of these models provided insights into the potential of governmental interventions 
based on vaccination rates and quarantine measures.141 

With regard to social control, AI-based mathematical models were developed to 
predict the spread of the virus based on the location of face mask wearing as 
scientists proved that wearing a mask was a viable way to limit contamination from 
COVID-19. In places where masks were required, the wearing of masks was typically 
physically checked. Nonetheless, monitoring compliance manually can be inefficient 
and resource-intensive. To address this issue, a model was developed, using facial 
recognition technology, to automatically detect whether individuals were correctly 
wearing their masks. Deep learning techniques were employed to train a classifier to 
distinguish between images of people wearing masks and those without masks. 
However, this model faced challenges in accurately identifying whether masks were 
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being worn properly, which impacted its performance and required further 
refinement.142 

 
The use of AI in support of healthcare systems 
Some key artificial intelligence applications were also created to deliver medical 

supplies by drone and to disinfect patient rooms, in support of the healthcare 
system, especially in constrained areas.143 Healthcare inequity in underserved areas is 
often connected to challenges in accessing essential services and supplies. Drones 
present a cost-effective solution to addressing this issue by eliminating geographic 
barriers, reducing delivery times, and enhancing the availability of medical supplies, 
equipment, and remote care. 

In response to the COVID-19 outbreak, governments collaborated with major 
tech companies to implement drone delivery of medical supplies.144 Similarly, some 
researchers utilised drones to transport diagnostic test kits and other medical supplies 
to remote communities. Tests conducted showed that COVID-19 test swabs 
transported by drone maintained their integrity, and drones successfully delivered 
personal protective equipment.145  

Conventional disinfection methods can be time-consuming, resource-intensive, 
and face challenges which involve reliance on an operator to ensure proper work, 
which is prone to human error and/or high concentrations of microbial load in hard-
to-reach places. In an outbreak scenario, such as during the COVID-19 pandemic, 
automated room disinfection systems have the potential to improve the time and 
efficacy of disinfection, thereby reducing the possible spread of a virus. With this in 
mind, some researchers have investigated automated room disinfection systems to 
determine the circumstances in which they should or should not be utilized.146 Others 
have conducted experiments using an autonomous robotic platform to disinfect CT 
and X-ray rooms in less than fifteen minutes, which is estimated to be two to four 
times faster than human-conducted work, with an 84% to 95% accuracy in 
immobilizing microbes.147 

 
Artificial intelligence tools in the diagnosis phase 

Artificial intelligence and deep learning technology have been successfully used in 
medical image processing, as mentioned above.  
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Chest X-Rays (CXR) are a fast and relatively inexpensive imaging modality, which 
are available in many resource-constrained healthcare settings. However, in some 
places, there is either a severe shortage of radiological expertise available for 
interpreting results,148 or it may be more valuable that clinicians invest their time in 
their patients, rather than evaluating CXRs.149 The more sophisticated technology, 
Computed Tomography Scans (CT Scans) produce tomographic images, which allow 
users to see an object of interest from inside, without cutting. This technique is 
broadly used for medical diagnostics in many different situations. However, it requires 
a specialist for identifying and segmenting an area of interest. CT Scans were widely 
used for COVID-19 lung analysis, though manually contouring lung lesions proved 
to be a labour-intensive task.150  

During the outbreak of COVID-19, the results of CXRs and CT Scans of patients 
suspected of being infected with COVID-19 were streamed into a deep neural 
network model. This model classified which respiratory condition patients were 
suffering from. Heat maps and saliency maps were also used to display and highlight 
infected areas in patients’ lungs, pinpointing the locations of infection.151 Machine 
learning was also used for various image processing applications, including image 
analysis,152 classification,153 segmentation,154 and to effectively address image 
classification parameters,155 enabling the rapid detection of COVID-19.156 

Later, as a result of former research, a mathematical model was built in order to 
predict whether CXRs and CT Scan images were from an individual infected with 
COVID-19 or not. Additionally, the model was capable of determining the severity 
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of a patient's condition based on their symptoms, such as breathing difficulties, 
drowsiness, chest pain, body temperature, and pre-existing medical conditions.157  

Furthermore, machine learning was successfully used as a tool to reduce the time 
necessary for blood analysis and to allow haematology experts to increase the speed 
of their performance as well as their accuracy. This technology supported quick and 
effective detection of COVID-19 infections.158 It was also used to predict COVID-
19 PCR (Polymerase Chain Reaction) positivity based on patients’ Electronic Medical 
Records (EMR).159 

Artificial intelligence was also used during the pandemic to analyse the impact of 
COVID-19 on the psychological health of individuals. Researchers developed 
models to analyse Twitter data, specifically for identifying sentiments, keyword 
associations, and trends in crisis scenarios, and to predict psychological issues and 
monitor individuals’ psychological health. This technology involved identifying not 
only the most frequently used words but also word pairs and word chains. Researchers 
transformed the “Tweets” variable, containing the text of tweets in the data, into a 
text corpus and identified the most frequent words in bigrams (two-word sequences), 
trigrams (three-word sequences), and quadragrams (four-word sequences, also called 
four-grams). The research also explored longer sequences, which proved  
unsuccessful, since longer sequences did not allow for identifying words with a 
sufficient frequency or relevance threshold. This mechanism can be considered a 
useful application of artificial intelligence for predicting psychological issues caused 
by the pandemic and for monitoring psychological health.160  

 

Artificial intelligence tools in the prognosis phase 
During COVID-19, prediction algorithms were also developed to assess the 

likelihood of individuals experiencing serious clinical outcomes due to an 
infection. These algorithms assisted doctors in prioritising patients when allocating 
limited healthcare resources. In this field, both simpler prognostic models and more 
sophisticated machine learning models were suggested, developed, and published by 
researchers worldwide to guide the public health response to the COVID-19 crisis 
and potentially save lives.161  

                                                           
157 Kaur, Harleen, et al. COVID-19 Patients Management and Triaging Using Machine Learning 
Techniques In: Chang, Vitor et alii (Org). Artificial Intelligence and Machine Learning Methods in 
COVID-19 and Related Health Diseases. https://doi.org/10.1007/978-3-031-04597-4, p. 212-214. 
158 In: Verma, Parag et al. COVID-19 Origin, Detection, and Impact Analysis Using Artificial 
Intelligence Computational Techniques. Boca Raton: CRC Press, 2022, p. 285) 
159 Nayak, Sagnik et al. A Review of Machine Learning Techniques to Detect and Treat COVID-19 
Using EHR Data. In: Chang, Vitor et al (Org). Artificial Intelligence and Machine Learning Methods 
in COVID-19 and Related Health Diseases. https://doi.org/10.1007/978-3-031-04597-4, p. 31. 
160 In: Verma, Parag et alii. COVID-19 Origin, Detection, and Impact Analysis Using Artificial 
Intelligence Computational Techniques. Boca Raton: CRC Press, 2022, p. 477-486. 
161 Nayak, Sagnik et alii. A Review of Machine Learning Techniques to Detect and Treat COVID-19 
Using EHR Data. In: CHANG, Vitor et alii (Org). Artificial Intelligence and Machine Learning 
Methods in COVID-19 and Related Health Diseases. https://doi.org/10.1007/978-3-031-04597-4, 
p. 36 



 

34 
 

Additionally, a model was developed that could predict mortality or serious 
clinical consequences, improve the provision of healthcare through quick response 
techniques, be of service during patient triage, and improve healthcare resource 
allocation. This model employed publicly accessible data from a Disease Control 
Center that included demographic and exposure parameters such as age, sex, 
province, and exposure, and was used to develop an open-source online decision-
making tool.162 

AI tools were further used in the prediction of possible mutations of the virus 
and to stop their spread. This technology was developed through analysis of 
prognostic and symptom patterns from the clinical data of patients, by looking for a 
significant pattern of changes from the symptoms observed in a particular locality, 
which could, thereby, indicate the possibility of a mutation.  These patterns were 
demonstrated to be crucial to tracking mutations at their very inception, and, so, to 
stop their spread. They also helped to direct more resources towards some localities, 
potentially resulting in better therapeutic outcomes, as well as to instruct governments 
to establish travel restrictions in some areas to further limit the spread of concerning 
variants.163-164 

During the pandemic, machine learning and Electronic Record Health data (ERH 
data) were used for COVID-19 treatment. Artificial intelligence, machine learning, 
and deep learning techniques were developed to evaluate the efficacy of already 
designed drugs in treating COVID. At the beginning of the COVID-19 outbreak 
there were no tested or approved drugs for the disease. Drug design and testing 
protocols are very complex and time-consuming processes. Many researchers 
therefore used machine learning tools to predict the efficacy of already designed and 
commercially available drugs, which were initially created for treating other 
diseases.165-166  

Furthermore, the development of COVID-19 vaccines raised crucial issues, such 
as vaccine allocation in order to optimise protection for the population, especially 
when there was a limited supply of vaccine doses. Governments thus had to organise 
vaccination campaigns to minimise deaths, prevent the spread of the virus, and avoid 
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new waves of infections. Key concerns included data collection and storage, logistics 
monitoring, defining an allocation strategy, privacy protection, and transparency. 

To address these challenges, researchers developed a Vaccine Allocation 
Algorithm (VAA)167 to determine an optimal vaccination strategy.  

The algorithm considered three main constraints: regional fairness, age and health 
criteria, and essential needs. Regional fairness was included to ensure an equitable 
distribution of vaccine doses among regions or departments within a country based 
on population size. Age and health criteria aimed to distribute vaccine doses fairly 
across different age groups, considering the impact of the pandemic on each 
generation. Vaccinating a significant portion of the younger generation, for example, 
could help restart the economy and increase the acceptance of public health measures. 
Essential needs prioritised vaccination for individuals in key sectors such as education, 
healthcare, security, and essential services that could not be done remotely, such as 
supermarket employees and emergency responders. By considering these factors, the 
VAA intended to help governments optimise their vaccination strategies to protect 
their populations efficiently. 

 
AI tools for environmental issues 
Artificial intelligence tools were also developed during the COVID-19 outbreak 

for one important environmental issue: air quality. Such tools were also used to 
analyse the impact of lockdown measures on this factor.  

This technology used Time Series Analysis, a statistical technique that deals with 
time series data, or trend analysis, using a sequence of observations collected at 
constant time intervals, whether they were daily, weekly, monthly, quarterly, or yearly. 
This technique encompasses the development of models used to describe the 
observed time series and understand the “why” behind their dataset. 

To assess the impact of lockdown measures on air quality, researchers employed 
this statistical technique with the following objectives: comparing atmospheric 
pollutant concentrations before and during lockdown periods in a specific location, 
quantifying the overall air quality changes resulting from lockdown regulations, and 
examining the levels of major pollutant concentrations over recent years during 
similar time periods. 

Researchers gathered data from air quality monitoring stations across various 
regions in the study area and observed significant changes in the concentrations of 
major pollutants between the pre-lockdown and lockdown periods. This research 
could be valuable for controlling the environmental spread of viruses during future 
outbreaks, as the relationship between weather conditions and virus transmission 
remains unclear and requires further investigation to draw meaningful conclusions.168 
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AI, information, and fake news detection 
Some artificial intelligence applications were also developed to detect fake news 

about COVID-19, by using machine-learning techniques to analyse social media data 
and identify sensational or alarming content. Major technology companies, like 
Facebook, Google, Twitter and Tik-Tok collaborated with the World Health 
Organisation to combat misinformation about COVID-19.169 170 

Beyond targeting misinformation, AI also played a great role in keeping the 
population informed during the pandemic as well. For instance, data collected was 
often made available to the population by public authorities through the creation of 
data dashboards and interactive maps showing trends and patterns. These tools, 
together with ad hoc chatbots, helped in disseminating public health information and 
providing support during the crisis. 

 
1.7.2. Potential risks: COVID-19 litigation concerning new technologies and the role of 

courts during the pandemic 

Thus far, we have highlighted the positive aspects of using AI technologies during 
health crises.  

However, when AI is used by State authorities for public health purposes, many 
concerns for fundamental rights arise, especially when authoritarian States are 
involved. It is thus important to balance the protection of individual and collective 
health with other fundamental rights and freedoms, as will be further detailed in 
section 3.2. 

This has been underscored by case-law related to the use of technological 
devices to tackle the pandemic.171 Here below are but a few examples that primarily 
relate to the balancing of individual privacy (see section 3.5) with the right to health. 

For instance, the Supreme Court of Israel had to decide whether mobile phone 
tracking by the Israeli government to contain the contagion was lawful.172 In this case, 
the government had instructed the Israel Security Agency (Shin Bet) to geolocate 
individuals who had tested positive during the previous 14 days – as well as those who 
had been in contact with them – through mobile phone tracing systems. The 
Association for Civil Rights filed a claim holding that this constituted a violation of 
citizens’ right to privacy. The Court held that such a measure, although restrictive of 
individuals’ privacy, was justified by the aim of preserving public health. Moreover, 
emergency regulations enabling mobile tracking were deemed proportional due to 
their limited temporal and personal scope.  
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Similarly, the Slovakian Constitutional Court addressed the constitutionality of 
a provision obliging telecom providers to collect data in order to identify those 
individuals who were to be notified of special measures adopted by the Public Health 
Authority.173 Such an operation was challenged on the grounds that it represented a 
“blanket collection of personal data” without the consent of the data subjects. The 
Court held that the right to privacy is not absolute and may be restricted according to 
circumstances. Thus, the interest in protecting the life and health of persons during 
the pandemic justified the measure, and was not considered unconstitutional. At the 
same time, however, the Court also sought to preserve the right to privacy by 
impeding the Public Health Authority from accessing the sensitive information 
collected by telecom providers. 

 Social control in the form of drone surveillance was also the subject of two 
decisions made by the French Council of State.174 These concerned the legitimacy 
of the use of drones by the Paris police to enforce quarantine measures. Though 
police authorities argued the drones were not used to identify individuals but only to 
verify whether public gatherings were occurring, decision No. 440442 of the 18 th of 
December 2022 denied permission to use them, unless compliance with the French 
Data Protection Act was ensured. This decision was based on the consideration that, 
due to technical features, drones were in fact capable of identifying the citizens being 
recorded. Since the police department continued to use drones – with a blurred face 
function – the Council of State once again suspended their use, considering that the 
blurring still fell under the processing of personal data. 

Other cases concerned privacy issues related to the introduction of covid passes. 
Covid passes were adopted in many States as a mean to ensure that people at higher 
risk of contracting and spreading the virus – such as those that had not undergone 
vaccination or recently recovered from the virus – could not access public spaces such 
as offices, schools, hospitals, etc., and put the public health at stake. 

Covid certificates were highly contested due to public fears about unlawful data 
processing by public authorities. Some of these challenges were addressed by 
Constitutional and Higher Courts. 

For instance, the Constitutional Court of Slovenia held that governmental 
decrees imposing covid certificates were unconstitutional because they violated the 
privacy of citizens. In judgment No. 126/2021,175 the Court held that the GDPR did 
not provide any valid grounds for such data processing. 

                                                           
173 Constitutional Court of the Slovak Republic, May 13, 2020, No. PL.ÚS 13/2020-103, available at: 
https://www.covid19litigation.org/case-index/slovakia-constitutional-court-slovak-republic-no-
plus-132020-103-2020-05-13.  
174 Council of State, May 18, 2020, No. 440442 (https://www.covid19litigation.org/case-
index/france-council-state-no-440442-2020-05-18) and Council of State, December 22, 2020, No. 
446155 (https://www.covid19litigation.org/case-index/france-council-state-no-446155-2020-12-
22). 
175 Judgment available at: Slovenia – Government decrees imposing health passes not constitutional, 
court holds | Covid-19 Litigation (covid19litigation.org). 

https://www.covid19litigation.org/case-index/slovakia-constitutional-court-slovak-republic-no-plus-132020-103-2020-05-13
https://www.covid19litigation.org/case-index/slovakia-constitutional-court-slovak-republic-no-plus-132020-103-2020-05-13
https://www.covid19litigation.org/case-index/france-council-state-no-440442-2020-05-18
https://www.covid19litigation.org/case-index/france-council-state-no-440442-2020-05-18
https://www.covid19litigation.org/case-index/france-council-state-no-446155-2020-12-22
https://www.covid19litigation.org/case-index/france-council-state-no-446155-2020-12-22
https://www.covid19litigation.org/news/2022/05/slovenia-government-decrees-imposing-health-passes-not-constitutional-court-holds
https://www.covid19litigation.org/news/2022/05/slovenia-government-decrees-imposing-health-passes-not-constitutional-court-holds
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On the other hand, the Italian Council of State held that Italian decrees 
authorising the use of a “Green Pass” were legitimate due to the necessity of applying 
the precautionary principle.176 

Other cases are further analysed in Section 3.5 of this Handbook, which 
specifically addresses data protection. 

Although such judgments do not concern AI systems, the principles set out therein 
may be relevant for future case law concerning artificial intelligence. As this section 
has highlighted, the fact that AI appears to be promising in fighting health crises 
together with its massive collection and interpretation of data in order to function, 
makes it likely that we will see similar disputes in the future. The case law illustrated 
(and further detailed in section 3 of this Handbook) might therefore serve as further 
guidance for balancing the right to collective health with the right to privacy. 

 

                                                           
176 Council of State, September 17, 2021, No. 5130, available at: 
https://www.covid19litigation.org/case-index/italy-council-state-no-5130-2021-09-17. 

https://www.covid19litigation.org/case-index/italy-council-state-no-5130-2021-09-17
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2. AI and Health: The Regulatory Framework at the Global, 

EU, and National Level 

Laura Piva177, Giulia Olivato178, Tommaso De Mari Casareto dal Verme179 

2.1.      Introduction 

As seen in the previous section, AI is a rapidly advancing technology with the 
potential to significantly transform numerous sectors. However, it also poses risks of 
adversely impacting citizens and their fundamental rights. 

As a consequence, the necessity for global regulation of this technology has been 
widely recognised, despite its inherent challenges, partly stemming from the unique 
characteristics of AI (see section 1.2 of this Handbook). In fact, legislative processes 
often lag behind technological advances, due to the different paces of legal and 
innovation cycles (the so-called “pacing problem”). This phenomenon is exacerbated 
in the case of AI systems, as AI is a pervasive technology that not only aids in human 
decision-making but can also autonomously generate decisions, which are often 
opaque. Moreover, the more complex systems can also evolve based on their own 
experience and act in unpredictable ways, which makes it difficult to identify and 
address issues and harms as well as allocate responsibility and ensure accountability 
among the different actors involved. Despite these obstacles, there is consensus on 
the need to bridge gaps in the protection of fundamental rights through effective 
regulation. 

In this section, current soft law and legislation on AI will be discussed, paying 
particular attention to the regulatory instruments which focus on healthcare 
applications. 

2.2. Soft law in the field of AI and health 
 

 What is the role of soft law in the field of AI? 

 To what extent has international cooperation contributed to setting general principles for the 
responsible use of AI in the health field ? 

 How do private regulators contribute to the development of AI soft law? 

 To what extent has soft law paved the way for hard law preparation? 
 

AI governance and soft law 
In recent years, several soft law instruments relating to AI have been published by 

either public authorities or private actors.180 These are non-binding instruments 

                                                           
177 Subsections 2.2, 2.3, 2.4. 
178 Subsections 2.1, 2.2., 2.3. 
179 Subsection 2.5. 
180 See R. Bin, Soft Law, no law, in Soft law e hard law nelle società postmoderne, a cura di A. Somma, Torino, 
2009, pp. 7-8, describing soft law and governance as words signaling the blurring of the 

private/public divide in the digital sphere. 
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(e.g., recommendations, guidelines, principles, and codes of conduct) that guide best 
practices in AI development and use.181 They often address ethical considerations 
such as the OECD Principles on AI,182 the UNESCO Recommendations on the 
Ethics of AI,183 the EU High-Level Experts Group (hereinafter HLEG) Ethics 
Guidelines for Trustworthy AI,184 the Montreal Declaration185 and the Asilomar 
principles.186  

Furthermore, in October 2023, the G7 published Guiding Principles187 and a Code 
of Conduct188 for the most advanced AI systems. 

The role of soft law instruments are also becoming increasingly significant, as they 
offer a flexible, adaptable framework that can be rapidly developed and implemented 
across different jurisdictions to address the ethical challenges posed by rapidly 
evolving AI technologies. They can be particularly effective in areas where regulation 
is challenging to adopt or to enforce.189 

At the same time, most of these instruments can only be adopted on a voluntary 
basis, either by Member States that are part of international organizations or by 
businesses. Thus while their adoption can quickly respond to emerging challenges and 
trends, their uneven and non-binding implementation can produce discrepancies in 
rights protection across the industry. 

The use of soft law instruments can facilitate international cooperation and 
foster a more consistent global approach in influencing future national or 

                                                           
181 Indeed, soft law is mostly identified in contraposition with so-called hard law. See O. STEFAN, M. 

Avbelj, M.Eliantonio, M. Hartlapp, E. Korkea‐aho, N. Rubio, EU Soft Law in the EU Legal Order: A 
Literature Review, in King's College London Law School Research Paper, 2019, pp. 6-7. 
182 OECD, Recommendation of the Council on Artificial Intelligence, 2019, available at 
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449 (last access November 

14, 2023). 
183 UNESCO, Recommendation on the Ethics of Artificial Intelligence, 2022, available at 
https://unesdoc.unesco.org/ark:/48223/pf0000381137 (last access November 14, 2023). 
184 High Level Expert Group, Ethics Guidelines for Trustworthy AI, 2019, available at https://digital-
strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai (last access November 14, 2023). 
185 Montreal Declaration for a Responsible Development of Artificial Intelligence, 2017, available at 
https://www.montrealdeclaration-responsibleai.com/the-declaration (last access November 14, 
2023). 
186 Asilomar AI Principles, 2017, available at https://futureoflife.org/ai-principles (last access 
November 14, 2023). 
187 G7, International Guiding Principles for Advanced AI systems, October 30, 2023, available at 
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_5379 (last access November 14, 

2023). 
188 G7, Code of Conduct for Organizations Developing Advanced AI Systems, October 30, 2023, available at 
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_5379 (last access November 14, 
2023). 
189 For a typology of soft law instruments and an analysis of its legitimacy deficit, see -inter alia- D. 
Petropoulou Ionescu M. Eliantonio, Democratic Legitimacy and Soft Law in the EU Legal Order: A 
Theoretical Perspective, in Journal of Contemporary European Research, vol. 1/2021, p.7 and 15-21, 

respectively. 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://unesdoc.unesco.org/ark:/48223/pf0000381137
https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai
https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai
https://futureoflife.org/ai-principles
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_5379
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_5379
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supranational legislative efforts190 as well as promoting closer private-public 
cooperation, thus facilitating international trade and cooperation in AI development 
and deployment. For instance, in January 2023, the EU issued the “European 
Declaration on Digital Rights and Principles for the Digital Decade,”191 a 
political document which aims to align digital transformation with EU values such as 
human-centredness (Chapter I), solidarity and inclusion (Chapter II), freedom of 
choice (Chapter III), participation and democracy (Chapter IV), privacy, safety and 
security (Chapter V), and sustainability (Chapter VI). The Declaration is intended to 
guide policymakers and “serve as a reference point for businesses and other relevant 
actors when developing and deploying new technologies.”192 Furthermore, the EU 
and its Member States commit to promoting its principles in their relationships with 
other international organisations and third countries. 
As noted, AI governance  is a public/private partnership in which the private sector 
supports (albeit with clear dangers of regulatory capture) public authorities’ efforts to 
regulate the AI phenomenon (e.g. proposing feedback and working with public 
authorities on different proposals) with its technical expertise. For instance, the US 
Government and seven leading AI companies agreed in July 2023 on voluntary 
commitments to “Ensuring Safe, Secure, and Trustworthy AI.”193  

Moreover, soft law guidelines and soft law initiatives have also been developed by 
the private sector (e.g. the documents published by the IEEE in the context of its 
Global Initiative on Ethics of Autonomous and Intelligent Systems194) and are 
sometimes referred to by regulations, assuming in some instances quasi-binding or 
de facto binding efficacy.195 

                                                           
190 For instance, it was recently reported that the European Parliament would like to align the 
definition of Artificial Intelligence in the AI Act to the OECD’s definition in order to enhance the 
proposed act’s so-called “Brussels effect.” See as a recent example, 
https://www.euractiv.com/section/artificial-intelligence/news/oecd-updates-definition-of-
artificial-intelligence-to-inform-eus-ai-act/ (last access November 14, 2023). 
191 European Parliament, Council, and Commission, European Declaration on Digital Rights and Principles 
for the Digital Decade 2023/C 23/01, available at: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=OJ:JOC_2023_023_R_0001.  
192 As stated in point 8 of the Preable of the Declaration,  
193 See: https://www.whitehouse.gov/briefing-room/statements-releases/2023/07/21/fact-sheet-
biden-harris-administration-secures-voluntary-commitments-from-leading-artificial-intelligence-
companies-to-manage-the-risks-posed-by-ai/.   
194 The IEEE Global Initiative on the Ethics of Autonomous and Intelligent Systems, Ethically Aligned 
Design:  A Vision for Prioritizing Human Well-being with Autonomous and Intelligent Systems, First Edition. 
IEEE, 2019, available at: https://standards.ieee.org/content/ieee-standards/en/industry-
connections/ec/ autonomous-systems.html. 
195 On the different typologies of the legal effects of soft law, see. L.A. Jiménez, Beyond ‘Bindingness’. 
A Typology of EU Soft Law legal Effects, in REALaw.blog, September 29, 2023, available at 
https://wp.me/pcQ0x2-Jz (last access November 14, 2023). On the “osmosis” between National 
legislation and soft law instruments by private actors, see R.Bin, cited. On the particularly strong de 
facto legal effects of harmonized standards see A. Volpato, The Legal Effects of Harmonised Standards in 
EU law, in REALaw.blog, available at https://realaw.blog/2023/10/27/the-legal-effects-of-

harmonised-standards-in-eu-law-by-annalisa-volpato/ (last access November 14, 2023). 

https://www.euractiv.com/section/artificial-intelligence/news/oecd-updates-definition-of-artificial-intelligence-to-inform-eus-ai-act/
https://www.euractiv.com/section/artificial-intelligence/news/oecd-updates-definition-of-artificial-intelligence-to-inform-eus-ai-act/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:JOC_2023_023_R_0001
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:JOC_2023_023_R_0001
https://www.whitehouse.gov/briefing-room/statements-releases/2023/07/21/fact-sheet-biden-harris-administration-secures-voluntary-commitments-from-leading-artificial-intelligence-companies-to-manage-the-risks-posed-by-ai/
https://www.whitehouse.gov/briefing-room/statements-releases/2023/07/21/fact-sheet-biden-harris-administration-secures-voluntary-commitments-from-leading-artificial-intelligence-companies-to-manage-the-risks-posed-by-ai/
https://www.whitehouse.gov/briefing-room/statements-releases/2023/07/21/fact-sheet-biden-harris-administration-secures-voluntary-commitments-from-leading-artificial-intelligence-companies-to-manage-the-risks-posed-by-ai/
https://wp.me/pcQ0x2-Jz
https://realaw.blog/2023/10/27/the-legal-effects-of-harmonised-standards-in-eu-law-by-annalisa-volpato/
https://realaw.blog/2023/10/27/the-legal-effects-of-harmonised-standards-in-eu-law-by-annalisa-volpato/
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Though the documents mentioned thus far have addressed the use of AI systems 
in general, healthcare is often mentioned as a notable sector of application because 
of its relevance to both the fundamental rights at stake and the potential impact of 
the utilization of AI systems. The HLEG Ethics Guidelines for Trustworthy AI 
(2019) for instance, consider healthcare as a promising field for AI applications.  

Similarly, healthcare is mentioned multiple times in the Montreal Declaration 
(2017). Its first principle (Well-being) requires that all AI systems (AIS) are used to 
enhance the well-being of all sentient beings, while the fourth (Solidarity) states that 
“healthcare systems that use AIS must take into consideration the importance of a patient’s 
relationships with family and health care staff.” 

Once more, in the Recommendation on the Ethics of Artificial Intelligence 
(2021), UNESCO identifies health and social well-being as its 11th policy area. 
According to UNESCO, “Member States should endeavour to employ effective AI systems for 
improving human health and protecting the right to life, including mitigating disease 
outbreaks, while building and maintaining international solidarity to tackle global health 
risks and uncertainties, and ensure that their deployment of AI systems in health care be consistent 
with international law and their human rights law obligations.”196 Moreover, it is 
recommended that AI systems are designed and developed with the involvement of 
patients and their representatives and, where necessary, that they are reviewed by an 
ethical research committee prior to clinical use. Member States shall also safeguard 
privacy and ask for informed consent to use health data. 

Furthermore, according to UNESCO recommendations, Member States should 
develop guidelines on human-robot interactions to ensure that fundamental rights are 
protected, especially when vulnerable people (e.g., elderly, children, young people) are 
involved.  In any case, users must be aware that they are interacting with an AI system. 
At the same time, studies on the effects of long-term interaction with AI systems 
should be encouraged. Central importance should be given to both the physical and 
mental health of people using such systems. 

Finally, Member States must ensure human oversight and that “the human care and 
final decision of diagnosis and treatment are taken always by humans while acknowledging that AI 
systems can also assist in their work.”197 

In addition, given the relevance of potential applications of AI systems in the 
healthcare sector, a plethora of health-related documents have been published in 
recent years at the international, European, and national levels. 

 

Soft law on AI and healthcare: international documents 
Among international organisations, the World Health Organisation (WHO) has 

been particularly active on the matter, publishing three relevant documents: the 
Guidelines on Ethics and Governance of Artificial Intelligence for Health 
(2021),198 the Regulatory Considerations on Artificial Intelligence for Health (2023), 
and the Guidance on large multi-modal models (2024).  

                                                           
196 UNESCO, Recommendation on the Ethics of Artificial Intelligence, p. 37, par. 121. 
197 Ibidem, p. 37, par. 122, lett. e).  
198 Guidelines available at: https://www.who.int/publications/i/item/9789240029200.   

https://www.who.int/publications/i/item/9789240029200
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The 2021 Guidelines give indications on the ethical development and deployment 
of AI systems in medicine. After having illustrated the potential applications of AI in 
the health sector (section 3 of the Guidelines), the WHO lists 6 key ethical 
principles (section 5 of the Guidelines) to guide the development and use of AI for 
health. Such principles, which are further detailed in the table below, are: 

1. protection of autonomy; 
2. promotion of human well-being, human safety and the public interest; 
3. ensuring transparency, explainability and intelligibility; 
4. fostering responsibility and accountability; 
5. ensuring inclusiveness and equity; and 
6. promotion of artificial intelligence that is responsive and sustainable. 

 
 

Table 2: 6 key ethical principles of the WHO  

 
Ethical 
principle 

Meaning in healthcare 

Respect for 
Autonomy 

Humans should remain in full control of healthcare systems and medical 
decisions. AI systems should be designed to assist humans (medical providers 
or patients) in making informed decisions. 
Human oversight includes deciding whether to use an AI system for a 
healthcare decision or not and the possibility for the healthcare professional 
to override the system’s decision. 

Promotion of 
Human well-
being, human 
safety and 
public interest 

AI must not cause physical or psychological harm to people. 
AI technologies that provide a diagnosis that an individual cannot address 
because of a lack of appropriate, accessible, or affordable health care should 
be carefully managed and balanced against any “duty to warn” that might arise 
from incidental and other findings. 
People must not be stigmatized or discriminated against due to their health 
status. 

Transparency, 
explainability, 
intelligibility 

AI should be intelligible to developers, users, and providers. 
Transparency requires the publication of sufficient information about the 
system regarding its assumptions and limitations, operating protocols, the data 
used and the development of the algorithmic model. It protects patients and 
public health safety. 
Explainability should be achieved to the extent possible (there might be trade-
offs between the full explainability of the model and its accuracy) and tailored 
to the capacity of those who require the explanation.  
Healthcare institutions, health systems, and public health agencies should 
regularly publish information about whether they chose to adopt AI 
technologies and with which functions. They should also disclose how the 
system will be periodically evaluated, its known limitations, and the role of 
decision-making, in order to facilitate oversight. 

Responsibility 
and 
accountability 

Responsibility is achieved by involving patients and clinicians in the 
development and deployment of AI systems. Discussion between them and 
developers should lead to ethical and medically effective systems. 
When damage arises, there should be accountability so that any individuals or 
groups adversely affected have access to effective remedies. In the healthcare 
context, a faultless responsibility model might encourage all actors to act 
responsibly to minimize harm. 
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Inclusiveness 
and equity 

AIM should be available in all countries regardless of their income, thus 
reducing the “digital divide” phenomenon. 
AI developers should be aware of the possible bias of their systems and the 
potential harm they can cause to individuals and society (e.g. introducing or 
exacerbating healthcare disparities). Data used for training and validation 
should not include bias but be accurate, complete, and diverse. Diversity 
within development teams and public participation should also be achieved. 
Patients, healthcare providers, and healthcare systems should all benefit from 
AI technology. 

Responsiveness 
and 
sustainability 

AI should be a tool for answering health needs and achieving the public 
interest in health protection and promotion. 
AI technologies should be introduced only if they can be fully integrated and 
sustained in the healthcare system. 
AI systems must be sustainable for the environment and for workplaces. 

 
These indications were also welcomed by the Council of Europe, which claimed 

to support the work of the WHO in Recommendation No. 2185(2020) “Artificial 
Intelligence in health care: medical, legal, and ethical challenges ahead.”199 

The promotion of these principles should help face the challenges posed by AI. 
According to the WHO, they comprise assessing whether AI should be used, 
overcoming the digital divide, the collection and use of data, assigning responsibility 
and accountability, handling autonomous decision-making, addressing bias and 
discrimination, dealing with risks related to safety and cybersecurity, determining the 
impact of AI on employment in health and medicine, as well as on markets and 
climate change.200 

The seventh section of the WHO Guidelines explores possible actions for 
developing good practices such as: promoting an ethical and transparent design of AI 
technologies; engaging the public (especially providers and patients), and 
demonstrating the reliability of the technologies used to better foster trust; providing 
adequate and appropriate impact assessment systems; and implementing research 
programmes concerning the ethical use of AI for healthcare. 

The eighth section addresses the issue of liability regimes for AIM, while the ninth 
deals with governance in AI for health. Furthermore, it advances some regulatory 
considerations, which were further developed in the 2023 Regulatory 
Considerations on Artificial Intelligence for Health.201 This document is meant 
to be a list of relevant regulatory concerns in six key areas and is addressed to different 
stakeholders (developers, producers, regulators, policymakers, and healthcare 
professionals). 

The first key area concerns documentation and transparency issues. The 
intended medical purpose of the AI system should be clearly documented as it is 
important to describe the medical context in which the system will be deployed as 

                                                           
199 Council of Europe, Recommendation No. 2185 of 2020, Artificial intelligence in health care: medical, 
legal, and ethical challenges ahead, available at: https://pace.coe.int/en/files/28813/html.  
200 The ethical challenges surrounding the use of AI in healthcare are addressed in the 6th section of 
the Guidelines. 
201 Available at: https://iris.who.int/handle/10665/373421.  

https://pace.coe.int/en/files/28813/html
https://iris.who.int/handle/10665/373421
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well as its expected functioning. The problem of under-representative datasets is also 
addressed, and it is suggested that “careful deployment plans and justification for 
targeting different end-users” be considered. 202 

Second, regulation should consider the entire lifecycle of the system and adopt a 
holistic risk management strategy. To evaluate the level of risk of a system, 
developers need to consider both the intended use of the AI system and the clinical 
context. The International Medical Device Regulators Forum’s (IMDRF) risk 
framework for Software as a Medical Device203 (hereinafter: SaMD) is cited as a good 
example. The IMDRF is a voluntary group of global medical device regulators (e.g., 
FDA, EC Directorate-General for Health and Food Safety, etc.) which aims to 
accelerate international medical device regulatory harmonization and convergence. Its 
risk framework for SaMD establishes the level of risk of devices considering (a) the 
significance of the information provided by the software to the healthcare decision 
and (b) the state of the healthcare situation or patient condition. 

Moreover, the WHO requires transparent documentation on the intended use of 
a system, the composition of the datasets used for training and validating it, and the 
clinical validation procedures followed (see Section 2.4 of the Handbook). With 
regard to the latter, the document reiterates that randomised clinical trials are to be 
the gold standard for the evaluation of comparative clinical performance and could, 
therefore, “be appropriate for the highest risk tools or where the highest standard of 
evidence is required.”204 

The fourth area concerns data quality. Developers should consider whether the 
data available are of sufficient quality to support the development of an AI system 
that can achieve the intended purpose. Working with stakeholders is recommended 
to create data ecosystems that can facilitate the sharing of good-quality data sources. 
Privacy and data protection should also be taken into account while designing and 
developing an AI system. Finally, as in other documents, stakeholder engagement 
and collaboration is highly recommended. 

Finally, in January 2024, the WHO published the “Ethics and governance of 
artificial intelligence for health: Guidance on large multi-modal models” 
(LMMs).205 LMMs are a subset of generative AI which “can accept one or more type 
of data input and generate diverse outputs that are not limited to the type of data fed 
into the algorithm,”206 mimicking human communication. The document draws upon 
the ethical principles outlined in the 2021 Guidelines and provides guidance on 
implementing them in relation to LMMs used in healthcare. First, it highlights how 

                                                           
202 WHO, Regulatory Considerations on Artificial Intelligence for Health, 2023, p. 10. 
203 See: IMDRF/SaMD WG/N12FINAL:2014, available at:  
https://www.imdrf.org/sites/default/files/docs/imdrf/final/technical/imdrf-tech-140918-samd-
framework-risk-categorization-141013.pdf. The IMDRF (International Medical Device Regulators 
Forum) is a voluntary group of global medical device regulators (e.g., FDA, EC Directorate-General 
for Health and Food Safety, etc.) which aims to accelerate international medical device regulatory 
harmonization and convergence. 
204 WHO, Regulatory Considerations on Artificial Intelligence for Health, cit., p. 48. 
205 The document can be found at: https://www.who.int/publications/i/item/9789240084759.   
206 WHO, Ethics and governance of artificial intelligence for health: Guidance on large multi-modal models, 2024, 
p. 7. 

https://www.imdrf.org/sites/default/files/docs/imdrf/final/technical/imdrf-tech-140918-samd-framework-risk-categorization-141013.pdf
https://www.imdrf.org/sites/default/files/docs/imdrf/final/technical/imdrf-tech-140918-samd-framework-risk-categorization-141013.pdf
https://www.who.int/publications/i/item/9789240084759
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LMMs can improve clinical practice and organisation, patient participation and 
information, medical education, and scientific research. At the same time, it highlights 
how LMMs pose both individual and systemic risks, the latter of which include 
challenges for healthcare systems, regulatory compliance, and society.  

The document provides guidelines for distinct actors that operate alongside three 
fundamental stages of the AI value chain, namely: (1) the design and development 
of the model, (2) the provision of a service, and (3) the deployment of a healthcare 
service or application. To avoid risks during the development phase, developers 
should certify their products and conduct data protection impact assessments, ensure 
data quality and transparency, and involve diverse stakeholders in the design. 
Moreover, governments are responsible for enforcing data protection laws, 
mandating outcomes (e.g., predictability, interpretability, corrigibility, safety, 
cybersecurity), conducting audits, requiring developers to address issues like 
environmental impact and transparency, investing in public or not-for-profit 
infrastructure, and funding open-source LLMs. During the provision phase, 
governments must – among other things – assign a regulatory agency to assess and 
approve LMMs for health, mandate ethical and human rights standards, require proof 
of performance and compliance with medical device regulations, apply consumer 
protection frameworks, and encourage regulatory sandboxes. Developers and 
providers still hold responsibilities in the deployment phase, alongside with 
governments which must introduce mandatory post-release auditing and impact 
assessments. Moreover, governments, universities and healthcare providers (e.g., 
hospitals) must ensure that healthcare professionals receive proper training on LMMs 
and their limits. Deployers must avoid using these models in inappropriate settings 
communicate known risks, adopt measures to prevent them and foster fair access 
through fair prices and language inclusivity.   

Finally, the document stresses the importance of establishing liability regimes to 
ensure that damaged individuals can claim compensation and international 
governance. 
 

Table 3: Nature and scope of soft law instruments on AI 
 

Year Name Body Type of 
instrument 

Object Addressees 

2017 Montreal 
Declaration for a 
Responsible 
Development of 
Artificial 
Intelligence 

University of 
Montreal + 
several 
stakeholders 
(citizens, 
experts, 
public 
officials, 
industry 
stakeholders, 
civil 
organizations 
and 

Declaration of 
principles 

The Declaration 
establishes ten 
core ethical 
principles to 
guide responsible 
AI development 

Individuals, 
organizations, 
companies, 
professional 
orders, 
political 
representatives 
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professional 
associations)  

2017 Ethically Aligned 
Design 1 edition 
(EAD1e) 

Institute of 
Electrical 
and 
Electronics 
Engineers 
(IEEE)’s 
Global 
Initiative on 
Ethics of 
Autonomous 
and 
Intelligent 
Systems 

Guidelines Ethically Aligned 
Design identifies 
general principles 
for the ethical 
and values-based 
design and 
implementation 
of AI systems. It 
also offers 
specific guidance 
for standards, 
certification, 
regulation or 
legislation for 
design, 
manufacture, and 
use of AI. 

Guidance for 
governments, 
businesses, 
and the 
general public 

2019 Recommendation 
of the Council  
on Artificial 
Intelligence 

OECD 
Council 

Recommendation The 
Recommendation 
indicates five 
complementary 
principles for 
responsible 
stewardship of 
trustworthy AI 
and provides 
indications to 
develop national 
AI policies and 
foster 
international 
cooperation for 
trustworthy AI 

Adherents 
(OECD 
Members 
and non-
Members) 

2019 Ethics Guidelines 
for Trustworthy 
AI 

High-Level 
Expert 
Group on AI 

Guidelines 
developed by 
independent 
expert group, 
later welcomed 
by the European 
Commission 

Individuation of 
seven key 
requirements for 
developing 
trustworthy and 
human-centric AI 

All relevant 
stakeholders, 
especially 
policy makers 

2020 Recommendation 
Artificial 
Intelligence in 
healthcare: 
medical, legal and 
ethical challenges 
ahead 

Council of 
Europe 

Recommendation It presents the 
benefits and risks 
of AI in 
healthcare and 
encourages policy 
makers, national 
public healthcare 
authorities and 
Member States to 
adopt approaches 
that respect the 

Policy makers, 
national public 
healthcare 
authorities and 
Member 
States 
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WHO ethical 
principles on AI. 

2021 Guidelines on 
Ethics and 
Governance of 
Artificial 
Intelligence for 
Health 

WHO Ethical guidelines Guidelines and 
indications on the 
ethical 
development and 
deployment of AI 
in healthcare 

AI developers, 
public health 
authorities, 
and healthcare 
providers 

2022 Recommendation 
on the Ethics of 
Artificial 
Intelligence 

UNESCO Recommendation Establishing 
global ethical 
principles on AI 
and encouraging 
Member States 
policies to 
implement them 

Member 
States and 
private actors 

2023 Regulatory 
Considerations 
on Artificial 
Intelligence for 
Health 

WHO Guidelines Presenting 6 key 
regulatory 
concerns and 
providing 
recommendations 
on how to 
address them 

Developers, 
producers, 
regulators, 
policymakers, 
healthcare 
professionals 

2023 European 
Declaration on 
Digital Rights 
and Principles for 
the Digital 
Decade 

EU Political 
Declaration 

Specifies 
European Union 
commitments 
and guidelines to 
create a digital 
transformation 
which is 
consistent with 
EU rights and 
shared values 

Member 
States, 
policymakers, 
businesses and 
other relevant 
actors who 
develop and 
deploy new 
technologies 

2023 International 
Guiding 
Principles for 
Advanced AI 
systems 

G7 Guidelines Establishes 11 
guiding principles 
for AI design, 
development, and 
deployment 

All 
organisations 
developing 
and using 
advanced AI 
systems such 
as entities 
from 
academia, civil 
society, the 
private sector, 
and the public 
sector 

2023 Code of Conduct 
for Organizations 
Developing 
Advanced AI 
Systems 

G7 Code of conduct Includes a non-
exhaustive list of 
actions to 
implement the 
G7 principles 

Entities from 
academia, civil 
society, the 
private sector, 
and the public 
sector 

2024 Ethics and 
governance of 

WHO Guidelines Gives guidelines 
to actors 

Developers, 
providers, 
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artificial 
intelligence for 
health: Guidance 
on large multi-
modal models 

operating in the 
AI value chain to 
avoid and 
mitigate risks 
arising from 
LMMs in 
healthcare 

deployers, 
governments 

 
European Union soft law on AI and healthcare 
In the last decade, the EU has dedicated great attention to AI, developing a series 

of non-binding related documents.207 
The first examples are from 2018 when the EU Commission released two 

communications presenting the EU strategy on AI208 and the EU Coordinated 
Plan on AI.209 

That same year, the HLEG set up by the EU Commission (EC) published the 
“Ethics Guidelines for Trustworthy AI,” indicating the following seven key 
requirements for building a “trustworthy AI system”: (1) Human agency and 
oversight; (2) Technical robustness and safety; (3) Privacy and data governance; (4) 
Transparency; (5) Diversity, non-discrimination and fairness; (6) Societal and 
environmental well-being and (7) Accountability.210  

These principles were adopted in the 2019 Communication “Building trust in 
human-centric Artificial Intelligence,”211 which affirmed that the goal of 
developing a human-centric AI can only be reached if trust is ensured. Moreover, the 
HLEG principles have influenced the European Union’s Regulation on artificial 
intelligence (“AI Act”).212-213  

In 2020, the EC published its White Paper on AI,214 confirming the importance 
of trustworthy and human-centric AI that respects the values of the Union and the 
rights of citizens, especially those recognised by the EU Fundamental Rights Charter. 

                                                           
207 For the complete timeline see: A European approach to artificial intelligence | Shaping Europe’s 
digital future (europa.eu).  
208 European Commission, Artificial Intelligence for Europe, COM(2018) 237. 
209 European Commission, Coordinated Plan on Artificial Intelligence, COM(2018) 795. 
210 High Level Expert Group, Ethics Guidelines for Trustworthy AI, cit. 
211 European Commission, Building trust in human-centric Artificial Intelligence, COM(2019) 168final, 2019. 
212 EU Regulation no. 2024/1689 of the European Parliament and of the Council of June 13, 2024 
laying down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, 
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and 
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act), available 
at: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A32024R1689&qid=1729690544660.  
213 Such principles have been recognised by many soft-law documents from non-EU bodies as well, 
even if they’ve sometimes been formulated in slightly different ways (see the previous paragraph). 
214 European Commission, White Paper on Artificial Intelligence - A European approach to excellence and trust, 
COM(2020) 65 final. 

https://digital-strategy.ec.europa.eu/en/policies/european-approach-artificial-intelligence
https://digital-strategy.ec.europa.eu/en/policies/european-approach-artificial-intelligence
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R1689&qid=1729690544660
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R1689&qid=1729690544660


 

50 

Moreover, the EU Parliament has published three resolutions concerning artificial 
intelligence and robotics that concern market, ethical, and liability issues.215 

This journey led to the proposal of AI regulation through the AI Act (see infra). 
A European document specifically addressing the medical sector is the study 

“Artificial Intelligence in healthcare: Applications, risks, and ethical and 
societal impacts” (2022)216 published by the European Parliamentary Research 
Service (EPRS). It recognises the need to tailor existing AI frameworks to the medical 
field, introducing a multi-faceted and domain-specific risk assessment, which should 
be part of the medical AI development and certification process. Notably, the 
document encourages the introduction of education programmes and campaigns 
to enhance the skills of healthcare professionals and the general public’s literacy on 
medical AI. At the same time, disparities in medical AI development and 
implementation between EU Member States is to be reduced by implementing an 
effective strategy. 

 

National soft law on AI and healthcare 
Most EU Member States have published policy papers describing their national 

strategies on AI, where they recognise healthcare as being a key sector. Moreover, 
some Member States have issued AI-specific medical documents as well. 

In Italy, the Superior Council of Health published a document on the use of AI 
systems to support diagnoses.217 Besides defining what AI systems are and giving 
an overview of the use of such systems in diagnosis settings and their corresponding 
risks, the document focuses on the different degrees of autonomy of such systems 
and the type of decisions they are capable of determining. In particular, a distinction 
is made between (a) algorithm-based decisions, which are entirely made by humans but 
based (totally or in part) on AI output; (b) algorithm-driven decisions, mainly human but 
mostly determined by AI output and (c) algorithm-determined decisions, where a given 
decision is made by a machine with no human intervention needed (see section 1 of 
the Handbook). The more a system acts autonomously, the deeper the implications 
for the doctor-patient relationship and informed consent.  

Before being deployed in the field of healthcare, AI systems need rigorous 
scientific validation to prove their superiority (non-inferiority), accuracy, and cost-
effectiveness compared to the conventional diagnosis and decision-making path. 

More recently, the Italian Data Protection Authority (GPDP) released 
guidelines on the matter, with the Decalogue for the realisation of national health 
services through Artificial Intelligence systems218 (see section 3.4).  

Regarding algorithmic decisions, the GPDP affirms three main principles: (1) 
explainability, according to which an interested person has the right to know an 

                                                           
215 EP, Resolution P9_TA(2020)0032; EP, Resolution P9_TA(2020)0275 and EP, Resolution 
P9_TA(2020)0276. 
216 ERPS, Artificial Intelligence in healthcare: Applications, risks, and ethical and societal impacts, 2022. 
217 Ministero della Salute – Consiglio Superiore di Sanità, I sistemi di intelligenza artificiale come strumento 
di supporto alla diagnostica, 2021. 
218 Garante per la Protezione dei Dati Personali, Decalogo per la realizzazione di servizi sanitari nazionali 
attraverso sistemi di Intelligenza Artificiale, 2023. 
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automated decision was made along with its underlying logic; (2) non-exclusivity, 
indicating the need to keep a human in the loop, and (3) non-discrimination, which 
requires the use of reliable AI systems to reduce errors, bias, and algorithmic 
discrimination (see section 3.3).  

In France, the Ministry of Health has also published recommendations on AI and 
healthcare. The “Good Practice Recommendations to Integrate Ethics in the 
Development of AI Solutions in Healthcare: implementing ethics by design”219 
illustrates how to integrate ethical AI principles into systems, from their design to 
their implementation. Furthermore, it advocates for establishing a positive ethical 
regulation of AI in healthcare. 

In Greece, the Hellenic National Bioethics Commission has issued opinions 
and reports on topics related to eHealth, such as the use of big data in medicine and 
the ethical issues of electronic health records.220 

 

2.3.  EU Legislation on AI and health 

Against the backdrop of the widespread development and diffusion of AI systems, 
the European Union has released several advisory recommendations and guidelines 
over the past decade,221 prioritizing a human-focused approach. After this process, 
EU Institutions have decided to intervene with a risk-based approach Regulation, the 
AI Act, which was proposed by the Commission in April 2021 and approved on 
March 13, 2024. In this way, the EU aims to guarantee a uniform level of protection 
within Member States as well as allow people to demand compliance before national 
and international Courts.222 The AI Act is a world-first attempt at horizontal 

                                                           
219 Document available at: 
https://esante.gouv.fr/sites/default/files/media_entity/documents/ethic_by_design_guide_vf.pdf
. 
220 The documents can be consulted at the Commission’s website: 
https://archive.bioethics.gr/index.php/en.  
221 The most notable of which are arguably the White paper on artificial intelligence and the HLEG 
Ethics Guidelines, see European Commission, White Paper on Artificial Intelligence - A European approach 
to excellence and trust, COM(2020) 65 final, 2020 and High Level Expert Group, Ethics Guidelines for 
Trustworthy AI, 2019, available at https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-
trustworthy-ai. The institutional background of the AI Act is also laid out in G. Taddei Elmi e S. 
Marchiafava, Sviluppi recenti in tema di Intelligenza Artificiale e diritto: una rassegna di legislazione, giurisprudenza 
e dottrina, in Rivista Italiana di Informatica e Diritto, 2/222, pp. 123-139. 
222 “(…) the AIA is a “regulation,” not a “directive,” so, like the GDPR, it will enter into force on a set date in all 
27 Member States, and it will have binding legal force throughout the EU (a directive only indicates goals that each 
Member State must achieve but does not indicate how to transpose the goals into national laws). Moreover, AIA 
provisions conferring rights upon individuals and having a sufficiently clear, precise, and unconditional content will enjoy 
a direct effect, meaning that natural or legal persons will have the possibility to invoke those rights before national courts 
and tribunals”. (Floridi, Luciano, The European Legislation on AI: A Brief Analysis of its Philosophical 
Approach (June 1, 2021). Available at SSRN: https://ssrn.com/abstract=3873273 or 
http://dx.doi.org/10.2139/ssrn.3873273). 

https://esante.gouv.fr/sites/default/files/media_entity/documents/ethic_by_design_guide_vf.pdf
https://esante.gouv.fr/sites/default/files/media_entity/documents/ethic_by_design_guide_vf.pdf
https://archive.bioethics.gr/index.php/en
https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai
https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai
https://ssrn.com/abstract=3873273
https://dx.doi.org/10.2139/ssrn.3873273
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regulation of AI systems, as other States had previously decided to approach AI with 
sector-specific legislation.223 

The AI Act is part of the European Union’s digital strategy package, which 
consists of several proposals and regulations aimed at regulating the issues posed by 
different technologies. Generally speaking, they target either digital platforms (e.g. the 
Platform-to-business Regulation or the Digital Markets Act) or the flow of data within 
the EU (e.g. General Data Protection Regulation, Data Governance Act, Data Act). 

Among the first group, is the Digital Service Act (DSA), which lays down 
harmonised rules on online intermediaries and platforms (e.g., marketplaces, social 
networks, content-sharing platforms, app stores) to create a safer online environment, 
which is respectful of users’ rights and which targets disinformation and harmful 
activities. In particular, it establishes rules on specific due diligence obligations 
tailored to certain specific categories of providers of intermediary services.224  

Another important piece of legislation regarding the flow of data within the EU is 
the European Health Data Space Regulation (EHDS), aimed at facilitating the 
digitalisation and circulation of health data across the EU. The idea behind it is to 
empower citizens by granting them better digital access to information regarding their 
health and to facilitate their free movement within the EU. The EHDS should bring 
benefits to European healthcare systems, as data can inspire better diagnoses and 
treatment, foster medical research, and inform health policies. At the same time, the 
EHDS safeguards individuals’ right to privacy by laying down strict rules on 
anonymisation and pseudonymisation (see Section 3.5 of the Handbook for more 
details on the EHDS). 

Besides the AI Act, other regulatory instruments come into play when we consider 
the development or deployment of AI systems in the medical field. The second part 
of this section thus presents a brief overview of the Medical Device Regulation 
(MDR).  

The role of the General Data Protection Regulation (GDPR) is addressed in 
section 3.5 of this Handbook, while legislation on liability can be found in Section 4.  

 
 

                                                           
223 Some examples include bills by several USA States, e.g. on autonomous driving. However, in May 

2024 the Governor of Colorado signed Act SB 24/205 into law “Concerning consumer protections in 

interactions with artificial intelligence systems,” which can be seen as a horizontal regulation. For more on 

the AI Act proposal see M. Vaele, F. Zuiderveen Borgesius, Demystifying the Draft EU Artificial 

Intelligence Act Analysing the good, the bad, and the unclear elements of the proposed approach, in Computer Law 

Review International, 4/2021. 
224 According to Article 3, g) of the DSA, intermediary service is “an information society service, that 
might include (i) ‘mere conduit’ service, consisting of the transmission in a communication network 
of information provided by a recipient of the service, or the provision of access to a communication 
network; (ii) a ‘caching’ service, consisting of the transmission in a communication network of 
information provided by a recipient of the service, involving the automatic, intermediate and 
temporary storage of that information, performed for the sole purpose of making more efficient the 
information's onward transmission to other recipients upon their request; (iii) a ‘hosting’ service, 
consisting of the storage of information provided by, and at the request of, a recipient of the service.” 
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2.3.1. EU Regulation No. 2024/1689 (“AI Act”) and its impact on health 

 What is the relationship between the requirements of the AI Act and the protection of health? 

 What role will judges play in the enforcement of the AI Act? 
 
In April 2021, the European Commission unveiled a draft for the Artificial 

Intelligence Act225 (hereinafter the “AI Act”). 
The AI Act is a horizontal Regulation that applies across various sectors226 

designed to provide a legal framework for market placement, and the service and use 
of AI systems within the EU. The Act employs a risk-based approach, 
distinguishing between AI systems that present an unacceptable, high, limited, or 
low/minimal level of risk. It also regulates general-purpose AI systems.227 

On March 13, 2024, the AI Act was approved by the EU Parliament with a large 
majority228 and the Regulation was published in the EU Gazette on June 13, 2024.229 
The Act will be largely applicable beginning two years after its entry into force, with 
some exceptions. In fact, the rules on bans and prohibited practices will apply six 
months after it enters into force, general-purpose AI provisions after one year, and 
obligations for high-risk systems indicated in Annex I after three years.230 

 
Healthcare in high-risk systems 
Although one of the objectives of the AI Act is to “ensure a high level of protection of 

health, safety, and fundamental rights” of EU citizens,231 only a few provisions are expressly 
dedicated to the healthcare sector. In fact, only two paragraphs explicitly refer to 
healthcare, both in relation to high-risk systems. Indeed, the Act includes two main 
groups of high-risk AI systems (Art. 6). The first group comprises systems that serve 
as safety components of a product or which are themselves products covered by the 
EU harmonization legislation listed in Annex I of the AI Act and which require a 
third-party conformity assessment. Among such products are medical or in vitro 
diagnostic devices covered by EU Regulations no. 745/2017 (Medical Device 
Regulation, hereinafter: MDR) and no. 746/2017 (In Vitro Diagnostic Device 

                                                           
225 European Commission, Proposal for a regulation of the European Parliament and of the Council laying down 
harmonised rules on artificial intelligence (artificial intelligence act) and amending certain union legislative acts, 
COM/2021/206 final, April 2021.  
226 Except for sectors specifically exempted, such as AI systems designed or utilized solely for military 
objectives or by governmental bodies in non-EU countries (Art. 3, para 3 and 4). 
227 EU Reg. 2024/1689, Art. 3(1)(66): “‘general-purpose AI system means an AI system which is 
based on a general-purpose AI model and which has the capability to serve a variety of purposes, 
both for direct use as well as for integration in other AI systems.” 
228 See: https://www.europarl.europa.eu/news/en/press-room/20240308IPR19015/artificial-
intelligence-act-meps-adopt-landmark-law  
229 EU Regulation no. 2024/1689, available at: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A32024R1689&qid=1729690544660#d1e2090-1-1.  
230 The last residual provisions will enter into force in 2030. On the website mentioned below, there 
is an interesting AI Act consultation tool (AI Act Explorer), that enables the user to explore the 
contents of the Act. For more information see: https://artificialintelligenceact.eu/ai-act-explorer/. 
231 AI Act, Art. 1. 

https://www.europarl.europa.eu/news/en/press-room/20240308IPR19015/artificial-intelligence-act-meps-adopt-landmark-law
https://www.europarl.europa.eu/news/en/press-room/20240308IPR19015/artificial-intelligence-act-meps-adopt-landmark-law
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R1689&qid=1729690544660#d1e2090-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R1689&qid=1729690544660#d1e2090-1-1
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Regulation, hereinafter: IVDR), whose content will be briefly discussed in the 
following sub-section 2.3.2. 

 Example: High-risk AIM under Annex I of the AI Act 

An AI-powered Central Nervous System (CNS) App measures neurological variables and 
combines them with information about patients (including their electronic health records) for 
diagnosing neurological diseases, monitoring their progression, and proposing treatment. The 
device would contain software within the definition of the AI Act and its intended purpose would 
match the scope of the Medical Device Regulation (see section 2.3.2). 
Source: This example was taken from the International Coalition of Medicines Regulatory 
Authorities (ICMRA)’s Horizon Scanning Assessment Report on Artificial Intelligence published 
on August 6, 2021 and available at the following link: 
https://www.icmra.info/drupal/sites/default/files/2021-

08/horizon_scanning_report_artificial_intelligence.pdf. 

 
The second category of high-risk AI systems addresses systems used in specific use 

cases within eight specified areas listed in Annex III.232  
In particular, point 5 states that AI systems used to determine the access and 

enjoyment of essential public services, such as systems used by public authorities 
or on their behalf to evaluate eligibility for public healthcare services (lett. a) and 
to dispatch or establish priorities in the dispatching of emergency first response 
systems, including medical aid (lett. d), are to be considered “high-risk.” An example 
of the latter use case could be an AI system used by a hospital to classify patient 
emergencies during triage. 

However, the final version of the AI Act introduced some exceptions to the 
“Annex III rule.” In particular, updated paragraph 3 of Art. 6 states that “by 
derogation from paragraph 2, AI systems shall not be considered as high risk if they 
do not pose a significant risk of harm to the health, safety, or fundamental rights 
of natural persons, including by not materially influencing the outcome of decision 
making. This shall be the case if one or more of the following criteria are fulfilled:  

(a) the AI system is intended to perform a narrow procedural task;  
(b) the AI system is intended to improve the result of a previously completed 

human activity;  
(c) the AI system is intended to detect decision-making patterns or deviations from 

prior decision-making patterns and is not meant to replace or influence the 
previously completed human assessment, without proper human review; or  

(d) the AI system is intended to perform a preparatory task to an assessment 
relevant for the purpose of the use cases listed in Annex III.” 

                                                           
232 I.e. biometric identification and categorization of individuals; management of critical 
infrastructure; education and vocational training; employment, workforce management, and access 
to self-employment; essential private and public services, including their benefits; law enforcement 
activities; management of migration, asylum, and border control; judicial administration and 
democratic processes. 

https://www.icmra.info/drupal/sites/default/files/2021-08/horizon_scanning_report_artificial_intelligence.pdf
https://www.icmra.info/drupal/sites/default/files/2021-08/horizon_scanning_report_artificial_intelligence.pdf


 

55 

This second approach is more flexible as Annex III does not refer to specific 
regulations for identifying high-risk AI systems: it relies on use cases considered 
particularly sensitive.  Moreover, the Commission can adjust use cases and their 
derogations in the future using delegated acts, thus indicating new use cases that pose 
a risk of harm to health, safety, or risk adversly impacting fundamental rights.233 

 
Requirements for high-risk systems 
High-risk AI systems can enter the EU market only when they comply with certain 

requirements and undergo a conformity assessment (through internal controls or 
external audits, depending on the system).234  

For AI products and services already covered by sectoral safety legislation, existing 
third-party conformity assessments will apply and include the requirements set by the 
AI Act as well.235 This is the case for Medical Device Software (MDSW) covered by 
both the AI Act and the Medical Device Regulation (MDR). 

Stand-alone high-risk AI systems referred to in Annex III, will require a new 
compliance and enforcement system which follows the model of the New Legislative 
Framework legislation.236 The NLF establishes mandatory minimum safety 
requirements while delegating the task of providing necessary specifications to 
harmonized standards, developed by private Standard Setting Organizations. 
Accordingly, AI systems adhering to forthcoming EU harmonized standards would 
presumably meet the requirements of the AI Act (Art. 40). As such, harmonized 
standards are soft law instruments which will take on enormous relevance through 
the NLF framework as, in the future, harmonized standards may become de facto 
binding. In fact, they not only specify safety requirements for horizontal regulation 
positing broadly worded requirements for a wide range of application sectors, but also 
ensure legal certainty through a presumption of conformity. 

A brief examination of the mandatory requirements for high-risk systems and 
how they might foster the protection of health is therefore necessary. 

Providers of high-risk AI systems must ensure their systems comply with the 
following requirements set by Chapter III, section 2 of the AI Act: 

1. The establishment and maintenance of a risk management system (Art. 9) 
and a quality management system (Art.17). In this way, health and safety are 
preserved by monitoring system performance during its entire lifecycle and 
addressing the risks that may arise. 

2. Quality standards concerning data and data governance (Art. 10). In 
particular, “training, validation, and testing data sets shall be relevant, sufficiently 
representative and, to the best extent possible, free of errors and complete in view of the intended 
purpose” (par. 3). This could be a relevant challenge, as healthcare data are often 

                                                           
233 Further regarding Article 7 of the AI Act, the risk of harm should be “equivalent to or greater 
than the risk of harm posed by the high-risk AI systems already referred to.”  
234 Later on, providers can draft a declaration of conformity, affix the CE marking, and register the 
system in the AI Database. 
235 Conformity assessment of high-risk systems will take place under relevant New Legislative 
Framework (NLF) legislation. See: the explanatory memorandum, point 1.2, of the AI Act. 
236 Explanatory memorandum point 5.2.3 of the AI Act.  
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under-representative of certain populations, as will be discussed in the AI, 
health, and non-discrimination section of this Handbook (section 3.4). 

3. Technical documentation availability (Art. 11) and record-keeping of 
events or “logs” (Art. 12). 

4. Sufficient transparency (Art. 13) to “enable deployers to interpret the system’s output 
and use it appropriately.” System transparency is extremely important in healthcare 
due to the consequences on physician-patient relationships, the patient’s 
capacity to express informed consent (Handbook’s section 3.5), and doctors’ 
autonomy and responsibility (Handbook’s section 4). However, it must be 
noted that this article refers to deployers, who will likely be identified with 
doctors and hospitals rather than patients. This is because the notion of a 
deployer encompasses “any natural or legal person, including a public authority, 
agency or other body, using an AI system under its authority, except where the 
AI system is used in the course of a personal non-professional activity.”237 

5. Human oversight (Art. 14), means human intervention shall always be 
possible for preventing or minimising risks to health, safety, and fundamental 
rights. Among other things, this requirement presupposes that a human 
controller is “able to correctly interpret the high-risk AI system’s output, taking into 
account in particular the characteristics of the system and the interpretation tools and methods 
available” (lett. c), remaining aware of the tendency toward “automation bias” 
(lett. b). Moreover, human oversight must “be able to decide, in any particular 
situation, not to use the high-risk AI system or otherwise disregard, override, or reverse the 
output of the high-risk AI system” (lett. d). 

6. Accuracy, robustness, and cybersecurity (Art. 15). Incorporating these 
requirements should prevent AI system errors and malfunctioning that could 
provoke serious damage to patients’ health and lives. 
 

Moreover, before deployment of a high-risk system in the provision of public 
services,238 such as healthcare, deployers239 must carry out a fundamental rights 
impact assessment (Art. 27). Notably, this must include the: (i) description of the 
process within which the system will be implemented, (ii) frequency and period of 
time for use, (iii) categories of possibly affected people and the specific risks of harm, 
(iv) description of human oversight measures, (iv) countermeasures in case risks 
might materialize (including internal governance and complaint mechanisms).  

Besides the requirements explained above, Section 3 details other obligations for 
different operators, i.e. providers, importers, distributors, and users. Non-EU 

                                                           
237 This choice leads to questions as to what extent a patient is entitled to receive information about 
the AI system according to the AI Act (see section 3.3.2. of the Handbook on AI and self 
determination). 
238 The article regards “deployers that are bodies governed by public law or private operators providing public services 
and operators deploying high-risk systems referred to in Annex III, point 5, (b) and (ca)” (Art. 29a para 1). The 
provision excludes AI systems intended for use in the area listed in point 2 of Annex III (i.e. critical 
infrastructure). 
239 “Deployer” means a natural or legal person, public authority, agency or other body using an AI system 

under its authority except where the AI system is used in the course of personal, non-professional activity. It 
may not be the same entity that developed the system itself. 



 

57 

providers must have an EU-based authorized representative to ensure conformity 
assessments, maintain post-market monitoring, and execute any necessary corrective 
measures. Providers must also set up a quality management system and a post-market 
monitoring system. The latter is designed to proactively and methodically record and 
assess data regarding the performance of high-risk AI systems over their entire 
lifecycle in order to enable providers to regularly evaluate and ensure AI systems 
consistently comply with the required standards. Accordingly, providers shall report 
any serious incident or malfunctioning (Arts. 26 and 73, AI Act).  

The overview of the requirements highlights how many of them assume peculiar 
relevance in healthcare. The AI Act, however, does not provide domain-specific 
indications on how to implement obligations set by Sections 2 and 3 in healthcare. 
Therefore, we should seek guidance from other sources, such as soft-law instruments 
expressly dedicated to this field.  

 
Beyond high-risk systems 
Besides the health-related high-risk applications mentioned in Annexes I and III, 

there are no other indications or recommendations specifically addressing AI systems 
used in the healthcare context, which implies two things. 

First, if an AI system is used in healthcare but does not fall under the MDR/IVDR 
nor under the use cases of Annex III point 5, it will be included under the AI Act 
“limited/minimal risk240” umbrella, unless it is included in the “unacceptable 
risk” category. As already explained, the latter are prohibited and, therefore, they 
cannot be placed on the market, put into service, or used within the EU.241 For 
instance, the European Commission has recently published guidelines on prohibited 
artificial intelligence practices, where the example of a lifestyle chatbot that exploits 
individual vulnerabilities to adopt unhealthy habits or to engage in dangerous activities 

should be banned according to Art. 5(1)(a) of the AI Act.242 

                                                           
240 AI systems that pose low or minimal risk could be designed and utilized within the EU without 
the need for extra legal requirements. Some examples of low or minimal risk AI systems are spam 
filters and videogames. In Article 69, the AI Act encourages providers of low-risk AI systems to 
voluntarily adopt the requirements for high-risk AI systems. In particular, adoption would take place 
through adherence to codes of conduct that could be established by the providers themselves, 
relevant associations, or other involved organizations, potentially including a range of stakeholders. 
241 Prohibited practices (Art. 5) include: 

- AI systems that deploy harmful manipulative 'subliminal techniques'; 
- AI systems that exploit specific vulnerable groups (due to age, physical, or mental disability); 
- AI systems used by public authorities for social scoring purposes (or on their behalf); and 
- 'Real-time' remote biometric identification systems in publicly accessible spaces for law 

enforcement purposes (with exceptions); 
- AI systems assessing or predicting the risk of a natural person of commiting a criminal 

offence; 
- AI systems generating or expanding facial recognition databases through the untargeted 

scraping of facial images from CCTV footage or the Web; and 
- AI systems inferring emotions from education or employment areas. 

242 European Commission, Commission Guidelines on prohibited artificial intelligence practices established by 
Regulation (EU) 2024/1689 (AI Act), February 4, 2025. The guidelines can be found at: https://digital-

https://digital-strategy.ec.europa.eu/en/library/commission-publishes-guidelines-prohibited-artificial-intelligence-ai-practices-defined-ai-act
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Second, the way the AI Act gives relevance to health and protects it, together with 
safety and fundamental rights, is by mandating that developers and deployers 
incorporate certain requirements into their systems. According to the risk-based 
approach, most requirements are mandatory for high-risk systems only. However, 
some of the AI systems used in the medical context might be classified as “limited” 
or “minimal risk” (see below).243  

In any case, AI systems with a limited risk level need to adhere to specific 
transparency requirements (Art. 50), even if they are not as extensive as the 
transparency for high-risk systems. Specifically: 

- individuals engaging with AI designed for interaction, such as chatbots, should 
be clearly informed that they are communicating with an AI system (unless it 
is already evident from the context or circumstances); 

- individuals should be notified when they are subject to emotion recognition 
or biometric categorization systems (unless these systems are employed for 
criminal offence detection, prevention, investigation, and prosecution); and 

- users of deepfakes244 must disclose the artificial origin of the content they have 
generated. 

An example of such a system is a chatbot that gives health recommendations and 
tips that is not a medical device (or is not a class I medical device245). 

Chapter V also sets specific requirements for general-purpose AI models, which 
are AI models suitable for integration into various systems or applications, with broad 
applicability and capabilities across a wide range of tasks (such as generative AI 
models).246 General-purpose AI models could be designed either specifically for 
healthcare applications247 or be implemented in a high-risk system deployed in 
medicine. 

 
Enforcement 
The AI Act establishes a multi-level governance system. At the EU level,248 the AI 

Office has centralised responsibility for monitoring general-purpose AI models and 

                                                           
strategy.ec.europa.eu/en/library/commission-publishes-guidelines-prohibited-artificial-intelligence-
ai-practices-defined-ai-act.  
243 S. Palmieri, T. Goffin, A Blanket That Leaves the Feet Cold: Exploring the AI Act Safety Framework for 
Medical AI, in Eur J Health Law, 2023; H. van Kolfschooten, EU regulation of Artificial Intelligence: 
challenges for patients’ rights, in Common Market Law Review, 2022. 
244 Deep fakes are an “AI system that generates or manipulates image, audio or video content that 

appreciably resembles existing persons, objects, places or other entities or events and would falsely 

appear to a person to be authentic or truthful”, Art. 52, para 3. 
245 Indeed, class I MD do not require third-party conformity assessment and, thus, do not meet the 
criteria of Art. 6.1 of the AI Act. 
246 Art. 3 para 1 point 44b. 
247 See, for instance, C. Peng, et al., A Study of Generative Large Language Model for Medical Research and 
Healthcare, Nature, npj Digital Medicine, November 2023, available at: 
https://www.nature.com/articles/s41746-023-00958-w.  
248 Other notable entities at the EU level are the AI database (Art. 71), and two consulting bodies: 
the Advisory forum (Art. 67) and the Scientific panel of independent experts (Art. 68). 

https://digital-strategy.ec.europa.eu/en/library/commission-publishes-guidelines-prohibited-artificial-intelligence-ai-practices-defined-ai-act
https://digital-strategy.ec.europa.eu/en/library/commission-publishes-guidelines-prohibited-artificial-intelligence-ai-practices-defined-ai-act
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enforcing the relevant provisions, while the European Artificial Intelligence Board 
provides guidance and coordination between the competent national authorities. At 
the national level, market surveillance authorities249 may impose corrective measures 
to ban, limit, withdraw, or recall non-compliant AI systems (Art. 79, 80, and 83) or 
those that, even if compliant, pose a risk to health, safety, or fundamental rights (Art. 
82). 

Moreover, non-compliance with the AI Act’s requirements or obligations will 
result in fines for companies (Art. 99). 

Enforcement of obligations prospectively imposed by the AI Act is of course 
critical. It will first engage national administrative authorities but also, concurrently, 
judges, at least as far as judicial review of administrative decisions is concerned or 
when the power to impose fines for breach of legal requirements is assigned to courts 
(see Art. 99, AI Act). 

As a result, judges throughout the EU may soon be called upon to interpret and 
apply the AI Act, thus playing a vital role in its implementation and the safeguarding 
of the values protected therein. Indeed, the existence of an enforcement structure is 
bound to ensure the presence of the AI Act in judicial dockets for possible appeals 
to a decision of national and EU administrative authorities. 

In this respect, it is worth noting that the final text includes the right of natural 
persons to lodge a complaint with the competent authority (Art. 85), as well as the 
right to an explanation of an individual decision, i.e. of the role of the system in 
the decision-making process and of the main elements of the decision (Art. 86). 

These amendments are in line with the effort made by the European Parliament to 
include more rights-oriented provisions in the AI Act.250 In fact, there are worries that 
this framework may not adequately protect fundamental rights. For example, AI 
systems that carry residual risks, such as those deemed to create low or minimal risk, 
are permitted to enter the EU market. Furthermore, providers themselves must 
identify the risk level of their AI systems and determine the relevant applicable legal 
discipline: they may not therefore be objective in their evaluation or may not 
adequately identify and assess potential risks. There is a concern that the rules for 
banning certain AI practices or managing high-risk systems may thus fall short. 

With regard to AI applications in the healthcare field, there are specific worries 
about a lack of consideration for patients’ rights due to the EU Commission’s market-
oriented approach and, more generally, the absence of specific provisions dedicated 
to AI systems deployed in the medical sector. 

2.3.2. Medical Device Regulation and its potential interplay with the AI Act 
 

 What role does the MDR play in AIM regulation? 
 
 

                                                           
249 The original proposal referred to “national market surveillance authorities.” 
250 Even though the final text – compared to that of the Parliament – does not require a timely answer 
and, in case of inaction, the right to an effective judicial remedy (Articles 68a and 68b). 
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Applicability of MDR to AI systems 
The AI applications explored in the first section of this Handbook will most likely 

qualify as medical devices under EU Regulation No. 745/2017 (hereinafter referred 
to as MDR).251  

In fact, according to the MDR, a medical device (MD) is “any instrument, 
apparatus, appliance, software, implant, reagent, material or other article intended by 
the manufacturer to be used, alone or in combination, for human beings for one or 
more of the following specific medical purposes:  

1. Diagnosis, prevention, monitoring, prediction, prognosis, treatment or 
alleviation of disease;  

2. Diagnosis, monitoring, treatment, alleviation of, or compensation for, an injury 
or disability;  

3. Investigation, replacement, or modification of the anatomy or of a 
physiological or pathological process or state;  

4. Providing information by means of in vitro examination of specimens derived 
from the human body, including organ, blood and tissue donations and which 
does not achieve its principal intended action by pharmacological, 
immunological or metabolic means, in or on the human body, but which may 
be assisted in its function by such means” (Art. 2.1 MDR).  

 
Thus, those who want to produce and/or market an AI system which is also a 

medical device will have to meet the obligations set by the MDR. The AI Act’s 
requirements will be incorporated into the conformity assessment procedure 
established by the MDR (see the box below).  

 MDR at a glance 

According to the Medical Device Regulation, medical devices must undergo a conformity 
assessment to demonstrate that they meet performance and safety standards before accessing the 
EU common market.  
Conformity assessment procedures vary depending on the risk level of the device. The MDR 
adopts a risk-based approach, classifying medical devices into four categories: from the lowest risk 
(Class I) to medium risk (Classes IIa and IIb), to highest risk (Class III). A Class I MD is the only 
device that does not require a third-party conformity assessment by Notified Bodies. In fact, 
conformity assessment is to be carried out under the sole responsibility of manufacturers. 
After passing the assessment, devices will receive the CE mark and can be placed on the EU 
market.  
Manufacturers must establish a post-market surveillance system and report to competent 
authorities any serious accidents involving the device and corrective actions (Art. 87, MDR). 
Moreover, competent authorities must check that devices remain compliant with the conformity 
assessment requirements during their entire lifecycle, drawing up annual surveillance activity plans 
(Art. 93, MDR). 
Member States were required to lay down proportionate and dissuasive penalties for infringements 
of the MDR provisions and present them to the Commission (Art. 113, MDR). 

 

                                                           
251 Regulation (EU) No. 2017/745 of the European Parliament and the Council on medical devices 
(MDR), April 5, 2017, available at: https://eur-lex.europa.eu/legal-
content/IT/TXT/?uri=CELEX%3A32017R0745.  

https://eur-lex.europa.eu/legal-content/IT/TXT/?uri=CELEX%3A32017R0745
https://eur-lex.europa.eu/legal-content/IT/TXT/?uri=CELEX%3A32017R0745
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Both the AI Act and the MDR establish pre-market procedures (e.g., conformity 

assessment) and post-market surveillance mechanisms to ensure product safety and 
performance. There is therefore a risk of duplicating procedures, as the original AI 
Act does not include a hierarchy clause which clarifies which of the overlapping 
regulations must prevail when both apply.252 

 
Are all AI medical devices “high-risk systems” according to the AI Act? 
As noted above (section 2.3.1), AI products which are regulated by the MDR, and 

must undergo a third-party conformity assessment are to be considered “high-risk.” 
Consequently, Class I MD do not classify as “high-risk systems” under the proposed 
AI Act and will thus need to undergo “simplified” procedures under both the AI Act 
and the MDR. 

The risk classification under the MDR253 will therefore determine the risk 
classification under the AI Act.  

 
Is all Medical Device Software under the MDR classified as an “AI system” under the AI Act? 
As noted above, the MDR explicitly mentions “software” among medical devices 

(see also: CJEU, Snitem v. Premier Ministre, Case C-329/16, 7 December 2017).254 
However, not all Medical Device Software (MDSW) is considered an “AI system” 

pursuant to the AI Act, even if the first draft adopted a very broad definition of AI 
systems.255 However, this broad definition of AI has been greatly criticised, which is 
why the EU Parliament has proposed further refining it (see section 1.2).  

                                                           
252 For this reason, the EP proposed inserting Art. 5b which states “This Regulation is without 
prejudice to the rules laid down by other Union legal acts related to consumer protection and product 
safety,” thus including legislation on medical and in vitro diagnostic medical devices. 
253 It should be noted that, when the medical device is software, special rules to establish the device’s 

risk class under the MDR apply. In fact, Rule 11 of the MDR states: “Software intended to provide 

information which is used to take decisions with diagnosis or therapeutic purposes is classified as 

class IIa, except if such decisions have an impact that may cause:  

- death or an irreversible deterioration of a person's state of health, in which case it is in class 
III; or  

- a serious deterioration of a person's state of health or a surgical intervention, in which case 
it is classified as class IIb.  

Software intended to monitor physiological processes is classified as class IIa, except if it is intended 

for monitoring vital physiological parameters, where the nature of variations of those parameters is 

such that it could result in immediate danger to the patient, in which case it is classified as class IIb. 

All other software is classified as class I.” 
254 A box can be found in section 4. 
255 According to the original Commission text, “AI system” means “software that is developed with 
one or more of the techniques and approaches listed in Annex I and can, for a given set of human-
defined objectives, generate outputs such as content, predictions, recommendations, or decisions 
influencing the environments they interact with” (Art. 3.1). The approaches described in Annex I 
include: “(a) Machine learning approaches, including supervised, unsupervised and reinforcement 
learning, using a wide variety of methods including deep learning; (b) Logic- and knowledge-based 
approaches, including knowledge representation, inductive (logic) programming, knowledge bases, 
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It will thus be important to distinguish between MDSW which are also AI systems 
(thus regulated by the AI Act in addition to the MDR) and those which are not. 

Within EU Regulation no. 746/2017 (In Vitro Diagnostic Device Regulation, 
hereinafter: IVDR), it is important to notice that recently “the European Commission 
is proposing more time for companies to apply (...), under certain conditions,” aiming 
“to ensure patient care by improving the availability of these essential healthcare 
products.” Towards this purpose, “the Commission is also proposing measures to 
enhance transparency in the Medical Device sector including by speeding up the 
launch of some elements of the European Database on Medical Devices – 
EUDAMED.”256 

 

2.4. The Council of Europe’s “Framework Convention on Artificial 
Intelligence and Human Rights, Democracy, and the Rule of 
Law” 

On May 17, 2024, the Council of Europe adopted the “Framework Convention 
on Artificial Intelligence and Human Rights, Democracy, and the Rule of Law.”257 
The document, which counts the EU as one of the signatory parties, is the first 
international legally binding document on Artificial Intelligence.  

The aim of the Convention is to ensure that all activities within the lifecycle of AI 
systems are fully respectful of human rights, democracy, and the rule of law (Art. 1). 
The “Framework Convention” does not specifically refer to the healthcare sector, yet 
it establishes general common principles that each Party will have to implement for 
AI systems according to the laws of their domestic systems (Chapter II). In fact, no 
new obligations are explicitly imposed on contracting parties, who can adapt to its 
content even while maintaining existing national or supranational measures as long as 
they are suitable for ensuring respect for human rights (Article 4). 

Such general principles, which appear in line with those recognised by previous 
soft law instruments and by the EU AI Act, are: human dignity and autonomy (Art. 
7), transparency and oversight (Art. 8), accountability and responsibility (Art. 9), 
equality and non-discrimination (Art. 10), privacy and data protection (Art. 11), 
reliability (Art. 12) and safe innovation (Art. 13). 

Particular attention is given to “vulnerable” subjects as well, for example in Art. 18 
that recognises the need to consider the rights of people with disabilities and children. 
Likewise, the Convention sought to ensure that the implementation of its provisions 
occurs without discrimination on any grounds (Art. 17). 

Signatories of the Convention must guarantee that citizens have access to effective 
remedies for violations of human rights connected to the activities within the lifecycle 

                                                           
inference and deductive engines, (symbolic) reasoning and expert systems; (c) Statistical approaches, 
Bayesian estimation, search and optimization methods.” 
256 For more information about the measures proposed see: 
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_346 
257 Council of Europe, Framework Convention on Artificial Intelligence and Human Rights, Democracy and the 
Rule of Law, 2024 available at: https://rm.coe.int/1680afae3c.  

https://rm.coe.int/1680afae3c


 

63 

of artificial intelligence systems (Art. 14) and to procedural guarantees and safeguards 
when their human rights are significantly affected by AI systems (Art. 15). 

 

2.5. The national level: The Italian case 

In May 2024, the Italian government adopted Bill No. 1146/2024 and submitted 
it to Parliament, setting forth a legal framework and conferring delegated powers in 
the area of AI.258 The timing of the bill’s introduction closely preceded the Council 
of the European Union’s formal adoption of the AI Act on May 21, 2024. Rather 
than replicating the EU regulation, the national bill sought to complement it by 
ensuring its effective implementation within the Italian legal system. The bill was 
approved by the Senate on March 20, 2025 and transmitted to the other chamber.   

The bill sought to establish a normative foundation for the ethical, transparent, 
and human-centred development and deployment of AI technologies, as stated in 
Article 1. The legislation proposed intended to strike a balance between risk 
mitigation and innovation, aiming to protect fundamental rights, democratic values, 
the rule of law, and environmental sustainability, while also promoting technological 
advancement for the public good. 

The bill is comprised of 26 Articles, organised into six distinct parts: (i) general 
principles and foundational guidelines; (ii) sector-specific regulatory provisions; (iii) 
governance structures, competent authorities, and policy initiatives; (iv) measures 
concerning intellectual property and copyright; (v) provisions on criminal liability; (vi) 
financial regulations and budgetary measures. 

Articles 1–6 establish the core principles of the bill, ensuring alignment with the 
EU AI Act. These include promoting responsible, human-centred AI and addressing 
risks through context-specific oversight mechanisms. Key values such as 
transparency, safety, data protection, non-discrimination, and sustainability guide the 
development and use of AI in all the specific sectors listed in part (ii). The bill also 
encourages AI-driven economic growth and highlights cybersecurity as a strategic 
national priority. 

Instead, Article 7 sets out rules applicable to the healthcare sector. According to 
the bill, the use of AI systems in healthcare are specifically to support prevention, 
diagnosis, and treatment while respecting individual rights, freedoms, and personal 
data protection. It states that AI must not be used to restrict or condition access to 
healthcare services based on discriminatory criteria and that individuals have the right 
to be informed when AI technologies are used in their care. It also promotes the 

                                                           
258 For deeper insights, including on the use of AI in the field of justice, see T. De Mari Casareto dal 
Verme, ‘The Italian Proposal for a Law on Artificial Intelligence’, in M. Artigot i Golobardes, G. 
Grasso, P. Iamiceli, M.R. Maugeri  (eds.), Artificial Intelligence, Judicial Decision-Making, and Fundamental 
Rights (JuLIA Handbook), Rome, 2024, 141 ff., available at 
https://www.scuolamagistratura.it/web/portalessm/studi-e-
pubblicazioni?p_p_id=P_GESTIONEDOCUMENTIWEB&p_p_state=normal&p_p_mode=vie
w&_P_GESTIONEDOCUMENTIWEB_javax.portlet.action=Loadgestionedocumenti&p_r_p_c
omefrom=homepage&p_r_p_tipologia=dts010&p_auth=ulTK5ND9&p_p_lifecycle=0.   
 

https://www.scuolamagistratura.it/web/portalessm/studi-e-pubblicazioni?p_p_id=P_GESTIONEDOCUMENTIWEB&p_p_state=normal&p_p_mode=view&_P_GESTIONEDOCUMENTIWEB_javax.portlet.action=Loadgestionedocumenti&p_r_p_comefrom=homepage&p_r_p_tipologia=dts010&p_auth=ulTK5ND9&p_p_lifecycle=0
https://www.scuolamagistratura.it/web/portalessm/studi-e-pubblicazioni?p_p_id=P_GESTIONEDOCUMENTIWEB&p_p_state=normal&p_p_mode=view&_P_GESTIONEDOCUMENTIWEB_javax.portlet.action=Loadgestionedocumenti&p_r_p_comefrom=homepage&p_r_p_tipologia=dts010&p_auth=ulTK5ND9&p_p_lifecycle=0
https://www.scuolamagistratura.it/web/portalessm/studi-e-pubblicazioni?p_p_id=P_GESTIONEDOCUMENTIWEB&p_p_state=normal&p_p_mode=view&_P_GESTIONEDOCUMENTIWEB_javax.portlet.action=Loadgestionedocumenti&p_r_p_comefrom=homepage&p_r_p_tipologia=dts010&p_auth=ulTK5ND9&p_p_lifecycle=0
https://www.scuolamagistratura.it/web/portalessm/studi-e-pubblicazioni?p_p_id=P_GESTIONEDOCUMENTIWEB&p_p_state=normal&p_p_mode=view&_P_GESTIONEDOCUMENTIWEB_javax.portlet.action=Loadgestionedocumenti&p_r_p_comefrom=homepage&p_r_p_tipologia=dts010&p_auth=ulTK5ND9&p_p_lifecycle=0
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development and use of AI to improve the lives of persons with disabilities, 
enhancing accessibility, independent mobility, autonomy, safety, and social inclusion, 
including the design of personalized life plans. 

Emphasis is also given to the supportive role of AI systems as tools to assist in 
prevention, diagnosis, treatment, and therapeutic decisions, which all remain the sole 
responsibility of medical professionals.
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3. The impact of AI on Fundamental Rights 

Marta Fasan259, Laura Piva260, Simone Franca261, Fabienne Jault-Seseke262 

 

3.1. Introduction 

Artificial intelligence can have a deep impact on people’s fundamental rights, 
putting them at risk. This could be particularly problematic in a sensitive field such as 
healthcare. At the same time, AI could be used to expand people’s fundamental rights 
or to make them more effective. 

In this section, we analyze the potential impact of AI on four rights which are key 
to medicine: the right to health (3.2), the right to self-determination and informed 
consent (3.3), the right to non-discrimination (3.4), and the right to privacy (3.5). 

Though interesting, we do not focus on the relationship between AI and the right 
to information and freedom of expression. On this matter, we just briefly 
underscore that AI can be used to monitor content and strike down fake news, thus 
fostering people’s right to access correct information. Moreover, the ability of AI to 
detect misinformation can be useful for preserving individual and public health as 
well (see section 1.7 of the Handbook). On the other hand, AI applications such as 
deepfakes can distort information, thus creating a negative impact on the right to 
information and freedom of expression. This is but another example of how this 
technology can enhance rights while putting them at risk at the same time, as is 
discussed in the sections that follow. 

 

3.2. AI, health, and the protection of health as a fundamental right. 
An introduction 

The described deployment of AI in the medical field, in addition to having a 
pervasive impact on clinical practice by changing how it is carried out, is also affecting 
the related legal dimension. Among several consequences we face, AI systems are also 
capable of significantly affecting fundamental rights. In fact, the use of intelligent 
technologies to promote the paradigm shift towards a more precise, preventive, 
participatory and personalized model of medicine263 is also reshaping both the 

                                                           
259 Subsections 3.1, 3.2 (3.2.1-3.2.4). 
260 Subsections 3.3, 3.4. 
261 Subsections 3.5, 3.5 (3.5.1 – 3.5.8.). 
262 Subsection 3.5.9. 
263 The importance of AI in realising this new P4 medicine model, as described and analysed in the 
previous chapter, is affirmed also in COMMITTEE ON SOCIAL AFFAIRS, HEALTH, AND SUBSTANTIVE 

DEVELOPMENT (COE), Artificial intelligence in health care: medical, legal, and ethical challenges ahead, 
September 22, 2020, in 
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implementation and protection of the fundamental rights involved, especially the 
right to health. 

 

3.2.1. Which supranational, EU, and national sources recognize health as a 
fundamental right? 

Health, generally conceived as “a state of complete physical, mental and social well-
being and not merely the absence of disease or infirmity”264 is recognized as a 
fundamental right at different regulatory levels. It was qualified this way for the first 
time by the World Health Organization within its Constitution Act, which states 
that “the enjoyment of the highest attainable standard of health is one of the 
fundamental rights of every human being without distinction of race, religion, political 
belief, economic or social condition.”265 A similar ruling can also be found in the 
United Nations Declaration of Human Rights, which affirms that people have 
the right to a standard of living adequate for their health and well-being, including 
medical care and social services.266  

The importance of health as a fundamental right is also underlined by the 
Convention on Human Rights and Biomedicine (also known as the Oviedo 
Convention),267 declaring that “Parties, taking into account health needs and 
available resources, shall take appropriate measures with a view to providing, within 
their jurisdiction, equitable access to health care of appropriate quality.”268 

In the region of Europe, the protection of the right to health has also been 
recognized in light of the European Convention on Human Rights, even if not 
explicitly mentioned in the Convention text, through case law of the European Court 
of Human Rights. For example, in Center of Legal Resources on behalf of 
Valentin Câmpeanu v. Romania the Court affirmed that failure to provide medical 
institutions equipped to offer proper diagnoses and to supply adequate care and 
appropriate treatment with antiretroviral medication to a HIV-positive person is a 
violation of Article 2 (right to life) of the Convention.269 In Jalloh v. Germany the 
Court recognized that the forcible administration of emetics, without any therapeutic 
reason, to a dug-trafficker in order to retrieve evidence of criminal conduct, was 
inhuman and degrading treatment contrary to Article 3 (prohibition of inhuman and 
degrading treatment) of the Convention, also due to the risks entailed to their 
health.270 In Mayboroda v. Ukraine the Court stated that failure to verify the 

                                                           
http://www.assembly.coe.int/LifeRay/SOC/Pdf/TextesProvisoires/2020/20200922-
HealthCareAI-EN.pdf. 
264 World Health Organization Constitution Act (1946). 
265 Ibidem. 
266 Art. 25, UN Declaration of Human Rights (1948). For a general overview  
267 The complete name of the Convention is “Convention for the Protection of Human Rights and 
Dignity of the Human Being with regard to the Application of Biology and Medicine: Convention 
on Human Rights and Biomedicine.” 
268 Art. 3, Convention on Human Rights and Biomedicine (1997). 
269 Center of Legal Resources on behalf of Valentin Câmpeanu v. Romania, app. n° 47848/08, 17 
July 2014. 
270 Jalloh v. Germany, app. n° 54810/00, July 11, 2006. 

http://www.assembly.coe.int/LifeRay/SOC/Pdf/TextesProvisoires/2020/20200922-HealthCareAI-EN.pdf
http://www.assembly.coe.int/LifeRay/SOC/Pdf/TextesProvisoires/2020/20200922-HealthCareAI-EN.pdf
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possibility of gaining consent to kidney removal, either by the patient before an 
operation or by their relative, and the lack of an appropriate regulatory framework to 
protect the right to informed consent, was a violation of Article 8 (right to respect 
for private life) of the Convention regarding failure to protect a patient’s right to 
informed consent.271 In Open Door and Dublin Well Woman v. Ireland the Court 
affirmed that prohibiting the provision of information about abortion abroad to 
pregnant women creates a risk to the health of women without the resources or 
education to seek and use alternative measures for obtaining information about 
abortion and violates Article 10 (freedom of expression) of the Convention.272 In 
Verein Klimaseniorinnen Schweiz and others v. Switzerland the Court affirmed 
that Swiss authorities did not take sufficient action to mitigate the effects of climate 
change in violation of Article 8 of the Convention, which encompasses a right to 
effective protection, by State authorities, from the effects of climate change on lives, 
health, well-being and quality of life. According to the Court, although four individual 
applicants did not fulfil the victim-status criteria (Article 34 of the Convention) and 
their complaints were declared inadmissible, the applicant association did have the 
right to bring a complaint before the Court on their behalf.273 

In these terms, the right to health is covered by the protection ensured by other 
fundamental rights in the European Convention on Human Rights.274 

Beyond the international level, the right to health finds legitimacy and protection 
within the European Union's legal framework as well. Both the Treaty on the 
Functioning of the European Union and the Charter of Fundamental Rights of 
the European Union affirm the duty to promote the protection and the 
implementation of human health, both from individual and public perspectives. More 
precisely, Article 168(1), TFEU declares, “A high level of human health protection 
shall be ensured in the definition and implementation of all Union policies and 
activities. Union action, which shall complement national policies, shall be directed 
towards improving public health, preventing physical and mental illness and diseases, 
and obviating sources of danger to physical and mental health. Such action shall cover 
the fight against the major health scourges, by promoting research into their causes, 
their transmission, and their prevention, as well as health information and education, 
and monitoring, early warning of and combating serious cross-border threats to 
health.”  

The right to health is then expressly mentioned by Article 35 of the Charter of 
Fundamental Rights of the European Union which states that “everyone has the 
right of access to preventive health care and the right to benefit from medical 

                                                           
271 Mayboroda v. Ukraine, app. n° 14709/07, July 13, 2023. 
272 Open Door and Dublin Well Woman v. Ireland, app. n° 14234/88; 14235/88, October 29, 1992. 
273 Verein Klimaseniorinnen Schweiz and others v. Switzerland, app. n° 53600/20. 
274 For a further general overview on the protection of the right to health within the European 
Convention on Human Rights see: Council of Europe, Thematic Report, Health-related issues in the case-
law of the European Court of Human Rights, June 2015, available at 
https://www.echr.coe.int/Documents/Research_report_health.pdf; L. BUSATTA, Health as a 
Fundamental Right: a European Union Law Perspective, in P. IAMICELI, F. CAFAGGI, C. ANGIOLINI (eds.), 
Judicial protection of health as a fundamental right, Rome, 2022, 19 ss. 
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treatment under the conditions established by national laws and practices. A high level 
of human health protection shall be ensured in defining and implementing all Union 
policies and activities.” Other provisions of the CFREU are related to protecting the 
fundamental right to health, like Article 1 (human dignity), Article 2 (right to life), 
Article 3 (right to physical and mental integrity), and Article 7 (respect for private 
and family life). These provisions are therefore concretely implemented through the 
adoption of specific EU legal acts concerning the different areas where the right to 
health may be expressed.275 

Moreover, health is recognised as a fundamental right at the national regulatory 
level where, a majority of the time, it is included in the catalogue of social rights 
granted by national Constitutions. This is the case in Italy and Spain, where both 
explicitly grant the protection of the right to health in their constitutional frameworks, 
which provide that “the Republic safeguards health as a fundamental right of the 
individual and as a collective interest, and guarantees free medical care to the indigent. 
No one shall be obliged to undergo particular health treatment except under the 
provisions of the law. The law cannot under any circumstance violate the limits 
imposed by respect for the human person”276 and “the right to health protection is 
recognised. The public authorities shall be responsible for organising and protecting 
public health through preventive measures and the necessary benefits and services. 
The law shall establish the rights and duties of all in this respect. The public authorities 
shall promote health education, physical education and sport. They shall likewise 
facilitate the appropriate use of leisure.”277 In the French legal system as well, the right 
to health has a constitutional status,278 though its concrete implementation has been 
realised by adopting the Loi Kouchner.279 In Portugal, Article 64 of the Constitution280 
guarantees the right to health and to a public healthcare system.281 It also guarantees: 
the protection of childhood, young and senior citizens, as well as the improvement 
of living and working conditions and the promotion of healthy living practices. 
Furthermore, it provides that the Portuguese State shall be responsible to “guarantee 

                                                           
275 A general overview of the main EU legal acts regulating the healthcare field is available at 
https://www.europarl.europa.eu/factsheets/en/sheet/49/public-health. Generally, on the 
protection of the fundamental right to health within European Union legal frameworks see L. 
BUSATTA, op. cit., 14 ss. 
276 Art. 32, Italian Constitution. 
277 Art. 43, Spanish Constitution. 
278 The constitutional relevance of health is affirmed by the Preamble of the French Constitution of 
1946, affirming “[the Nation] guarantees everyone, in particular children, mothers and elderly 
workers, protection of health, material security and leisure.” 
279 This legislative act has modified the code de la santé publique, inserting the new Art. L. 1110-1 which 
sets out “the fundamental right to health protection must be implemented by all available means for 
the benefit of everyone. Health professionals, health establishments and networks, health insurance 
organisations or any other organisations involved in prevention and care, and the health authorities 
shall contribute, together with users, to developing prevention, guaranteeing equal access for all 
persons to the care required by their state of health and ensuring continuity of care and the best 
possible health safety.” 
280https://diariodarepublica.pt/dr/legislacao-consolidada/decreto-aprovacao-constituicao/1976-
34520775-43894075. 
281 https://www.sns24.gov.pt/. 
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access for all citizens, regardless of their economic condition, to preventive, curative and rehabilitation 
medical care;” “ensure rational and efficient coverage of the entire country in human resources and 
health units;” “guide its action towards the socialization of the costs of medical and pharmaceutical 
care;” “discipline and supervise business and private forms of medicine, coordinating them with the 
national health service, in order to ensure, in public and private health institutions, adequate 
standards of efficiency and quality;” “discipline and control the production, distribution, 
commercialization and use of chemical, biological and pharmaceutical products and other means of 
treatment and diagnosis” and “establish drug addiction prevention and treatment policies.” Under 
the Portuguese constitutional framework, the right to health is also vested as a social 
and economic right.  Article 59, 1, c renders employers responsible for providing a 
hygienic, safe, and healthy workplace to their employees, and Article 60, 1 guarantees 
to consumers the right to the protection of health, safety, and economic interests, as 
well as to compensation for damages.  

 

3.2.2. What are the individual and collective dimensions of the right to health? 

The legal framework clearly outlines the double and coexisting nature of the right 
to health. 

On one hand, it must be conceived of as an individual right, giving everyone the 
right to be healed and to access effective medical care and treatments without 
discrimination. One of the typical legal tools for ensuring the implementation of the 
right to health in its individual dimension is the creation of a National Healthcare 
Service, which can provide the necessary facilities and utilities to offer medical care. 
In these terms, it is important to notice that within the European Union legal 
framework the protection of the fundamental right to health is ensured by recognizing 
people’s right to cross-border healthcare provisions. Thus, in Kohll v. Unione de 
caisses de maladie, the European Court of Justice affirmed that EU citizens have 
the right to access medical care in another member State and be refunded as an 
expression of the right to free movement and of the freedom to provide service.282 
Generally, protecting the fundamental right to health in its individual dimension 
entails a universal provision of healthcare services even to the indigent. To ensure 
this, the Italian Constitutional Court affirmed that providing access to medical 
treatment to people who cannot afford it is a component of the essential core of the 
fundamental right to health.283 For these reasons, although this right is financially 
conditional, the Italian Constitutional Court stated that it was the State’s duty to 
ensure the essential level of medical services.284 

The provision of adequate medical treatment, as an expression of the fundamental 
right to health in its individual dimension, is safeguarded by another right recognized 
by the European common constitutional tradition: the right to express informed 

                                                           
282 C-158/96 Kohll [1998] ECR I-01931. ECLI:EU:C:1998:171. 
283 Corte cost., sent. 309/1999. 
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consent to a therapeutic path and decisions.285 This means no one can be obliged to 
undergo medical treatment without his/her consent. For example, in Y.P. v. Russia 
the European Court of Human Rights ruled that undergoing a sterilization procedure 
without consent violated Article 8 of the Convention.286 

On the other hand, the right to health must be intended as a collective and public 
interest, pursuing the aim of fostering and protecting the health of society even in all 
those cases in which this specific objective requires a burden on people’s individual 
right to health or other fundamental rights, like, for example, the right to free 
movement, the right to work, or the right to education. Typical legal measures 
implemented for achieving this goal are mandatory medical treatments, like vaccines, 
or quarantine and lockdown actions.287  

However, this kind of limitation of people’s individual right to health or another 
fundamental right can be lawfully realized only when it is necessary, proportionate, 
and based on the need to pursue a legitimate goal. The importance of ensuring these 
specific safeguards has been emphasized by both supranational and national case law. 

For example, in Vavřic ̌ka and Others v. Czech Republic the European Court of 
Human Rights excluded a violation of Article 8 of the Convention for a mandatory 
vaccination that pursued the aim of protecting people’s health, had a flexible 
application depending on the epidemiological situation, was an unenforceable 
obligation, and when the State guaranteed proper compensation for any damages 
resulting from vaccination.288 In Léger v. Ministre des Affaires sociales, de la 
Santé et des Droits des femmes et Établissement français du sang the European 
Court of Justice ruled that the adoption of national measures prohibiting blood 
donation by persons that have had a same-sex sexual relationship must be a 
proportionate tool for pursuing the goal of protecting public health (e.g., this kind of 
permanent deferral should be of last possible resort ). At the national level, the Italian 
Constitutional Court recently stated that mandatory Covid-19 vaccination of 
healthcare professionals and the suspension from work of non-compliant 
professionals entailed a legitimate and proportionate restriction of the right to work 
for protecting people’s health, especially that of the most vulnerable patients.289  

On the other hand, the German Federal Administrative Court rejected an air 
force soldier's claim against the general regulation on the implementation of COVID-
19 vaccination issued by the Federal Ministry of Defence. The claimant alleged that 
the mRNA vaccination would infringe upon his right to physical integrity. The Court 
ruled that the Minister of Defence was legally entitled to issue the rule being 

                                                           
285 For a comparative overview of the protection of this fundamental right in its individual dimension 
see L. Busatta, La salute sostenibile. La complessa determinazione del diritto ad accedere alle prestazioni sanitarie, 
Turin, 2018. 
286 Vavřic ̌ka and Others v. Czech Republic, app. n° 47621/13, April 8, 2021. 
287 E. Weeks Leonard, The public’s right to health: when patient rights threaten the commons, in Washington 
University Law Review, n. 6, 2009, 1335-1396. 
288 C-528/13, Léger, April 29, 2015, ECLI:EU:C:2015:288. 
289 Corte cost., sent. 14/2023; Corte cost., sent. 15/2023; Corte cost., sent. 16/2023. See: 
https://www.covid19litigation.org/news/2023/02/italy-constitutional-court-upholds-law-
mandating-vaccination-healthcare-professionals.  
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challenged and did not exceed its powers. With regard to the alleged infringement of 
the physical integrity of the claimant, the Court recognized that soldiers could choose 
which vaccine they preferred.290 

 

3.2.3. What might be the positive and negative effects of AI on individual health? 

When applied to the medical field,291 AI systems can affect the both sides of the 
fundamental right to health due to the abilities discussed earlier, producing both 
benefits and risks to the protection and implementation of this right. The following 
paragraphs will briefly examine how the right to health, as an individual right and a 
collective interest, might be challenged by the deployment of AI.  

 

The impact of AI on the fundamental right to health as an individual right: benefits 

AI systems may be relevant instruments for fostering the promotion and 
protection of the individual right to health, taking all the profiles that contribute to 
determining its content into consideration.  

First, AI applications can improve the provisions of healthcare services, making 
them more efficient and more responsive to people’s needs. The demonstrated 
abilities of AI to enhance the organization of healthcare facilities, by improving 
coordination and management of emergency interventions292 and the interoperability 
of clinical information and communications among different healthcare structures,293 
can ensure a more successful implementation of the right to access medical care. 

Second, AI systems can ensure a more efficacious and personalized diagnosis. 
Intelligent technologies are proving their capacity to provide more precise and 
personalized diagnoses, rapidly predict the presence or emergence of diseases,294 and 
take into account the specific characteristics of each individual that may determine 
the state of their health.295 In this way, AI may play an essential role in fostering 
people’s right to health and their reception of effective and proper treatments even 
when standard therapies display limits in the face of specific health conditions.296 

Third, AI technologies can be useful in the promotion of patients’ awareness of 
their health status and related therapeutic choices. Through the deployment of 
intelligent systems capable of providing proper clinical information on demand and 

                                                           
290 https://www.covid19litigation.org/case-index/germany-federal-administrative-court-bverwg-1-
wb-222-2022-07-07.  
291 These aspects have been further examined in Chapter 2 of this Handbook. 
292 N. Liu et al., Artificial intelligence in emergency medicine, in Journal of Emergency and Critical Care Medicine, 
n. 2, 2018, p. 82 ff. 
293 E. Harwich, K. Laycock, Thinking on its own: AI in the NHS, 2018, p. 21, in 
https://www.wiltonpark.org.uk/wp-content/uploads/Thinking-on-its-own-AI-in-the-NHS.pdf. 
294 F. Molnár-Gábor, Artificial Intelligence in Healthcare: Doctors, Patients and Liabilities, in T. Wischmeyer, 
T. Rademacher (eds.), Regulating Artificial Intelligence, Cham, 2020, p. 346 ff. 
295 C. Lequillerier, L’impact de l’intelligence artificielle sur la relation de soin, in Journal de Droit de la Santé et de 
l’Assurance Maladie, n. 17, 2017, p. 18 ff. 
296 The significant role of modern technologies in achieving more personalized medicine is outlined 
in M. Tomasi, Il volto umano della salute digitale nelle città intelligenti, in G.F. Ferrari (ed.), Le smart cities al 
tempo della resilienza, Milano-Udine, 2021, pp. 519-551. 
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to support patients in dealing with chronic conditions,297 it is possible to fill in the 
knowledge gap that traditionally characterizes the relationship between healthcare 
professionals and patients, guaranteeing a more complete implementation of people’s 
right to informed consent and self-determination in medical treatments.298 At the 
same time, AI systems may also be significant tools to support healthcare 
professionals in their activities, increasing their competencies, and allowing them 
more time to focus on the needs of patients, concretely increasing the time spent 
speaking and dialoguing with them during care.299 

All the benefits described above would suggest that the fundamental right to health 
can be positively affected by the deployment of AI systems, improving its efficacy 
and concrete application. Consequently, it is possible to assume that the right to 
health could face further transformation, recognizing the existence of a right to AI, 
in terms of its use in clinical practice, as a new fundamental right that could contribute 
to the implementation of people’s fundamental right to health.300 

 

The impact of AI on the fundamental right to health as an individual right: risks 

Besides the benefits that might be achieved by using AI in the medical field, 
intelligent systems can also raise significant issues which may negatively affect the 
fundamental right to health. 

First, the massive and excessive spread of AI within clinical practice could cause 
new forms of a digital divide. The deployment of AI systems without proper 
technological education and literacy concerning their functioning and without 
ensuring the necessary economic resources to bear the new costs due to this 
innovation, risks hampering access to healthcare because of people’s inability to enjoy 
its economic or educational benefits.301 This risk may have negative consequences on 
both healthcare professionals and patients, depending on the possible application of 
AI. Taking the practical applications described in the previous Chapter into 
consideration, this risk concerns the side of healthcare professionals when faced with 
the diagnostic use of AI systems, and concerns the patients’ side when faced with an 
AI application in the context of telehealth and patient monitoring. 

Second, the possible presence of bias and error in datasets may negatively affect 
the clinical outputs produced by AI systems. A similar circumstance may entail a 
significant decrease in healthcare provisions, resulting in fewer precise or wrong 

                                                           
297 For example, foundational models (like GPT) can have an important role in achieving this goal, 
as described in I. Khan, R. Agarwal, Can ChatGPT Help in the Awareness of Diabetes?, in Annals of 
Biomedical Engineering, n. 51, 2023, pp. 2125-2129. 
298 K. Denecke et al., Artificial Intelligence for Participatory Health: Applications, Impact, and Future 
Implications, in Yearbook of Medical Informatics, n. 1, 2019, pp. 165-173. 
299 E. J. Topol, Deep Medicine. How Artificial Intelligence can make healthcare human again, in Journal of 
Computer and Communications, Vol.12, No.6, June 25, 2024. 
300 On the existence of a possible right to AI see C. Casonato, Unlocking the Synergy: Artificial Intelligence 
and (old and new) Human Rights, in BioLaw Journal – Rivista di BioDiritto, n. 3, 2023, 233-240. 
301 World Health Organization, Ethics and Governance of Artificial Intelligence for Health. WHO Guidance, 
2021, 34, in https://apps.who.int/iris/bitstream/handle/10665/341996/9789240029200-eng.pdf. 
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diagnoses or discriminatory medical treatments.302 In these terms, AI can end up 
reducing the right to be healed by providing ineffective treatments that could harm 
people’s health. 

Third, AI technical mechanisms and the way it functions may cause transparency 
issues and automation biases. On one hand, the so-called black box problem,303 or 
inability to follow the logic of an AI system in processing and elaborating data may 
restrict people’s awareness of effective AI capabilities and limits when applied to the 
therapeutic dimension and undermine their right to make informed decisions about 
therapeutic paths and choices.304 On the other hand, the overconfidence healthcare 
professionals may place on AI abilities can result in professional deskilling that could 
render doctors unable to depart from technological outcomes instead of using their 
own competencies and knowledge in clinical practice.305 

The risks described display the existence of problematic issues that, if not 
mitigated, can lead to the improper development and use of AI systems and a reduced 
protection of the fundamental right to health. In this scenario, the application of AI 
within clinical practice would not be the best solution for guaranteeing the 
implementation of this fundamental right, assuming measures were not taken to 
reduce the envisaged risks (e.g., a duty to disclose relevant information concerning AI 
capabilities and limits; obligations on the use of a representative dataset during the 
entire lifecycle of an AI system; the introduction of a fundamental rights impact 
assessment and of a risk management system aimed at minimizing possible risks), it 
would be necessary to grant the right to refuse the use of AI as an expression of 
people’s right to health.306 

 

3.2.4. What might be the impact of AI on collective health? 

AI systems may also have a significant role in promoting and protecting the 
fundamental right to health in its public dimension as a collective interest. 

In fact, AI could make it possible to develop critical predictive models on the 
spread of highly infectious diseases within the population to identify and isolate 
possible epidemic outbreaks quickly and so contain eventual opportunities for contact 

                                                           
302 D. Schönberger, Artificial Intelligence in healthcare: a critical analysis of the legal and ethical implications, in 
International Journal of Law and Information Technology, n. 27, 2019, pp. 171-203. 
303 On the use of this term to identify the opacity characterizing AI systems see F. Pasquale, The Black 
Box Society. The Secret Algorithms That Control Money and Information, Cambridge (MA)-London, 2015. In 
this regard, see also supra paragraph 5.2, Chapter 2. 
304 M. Kiener, Artificial intelligence in medicine and the disclosure of risks, in AI & Society, n. 3, 2021, pp. 705-
713. This topic will be deepened infra paragraph 2 and the following ones. 
305 B. Mittelstadt (Steering Committee for Human Rights in the fields of Biomedicine and Health, 
Council of Europe), The impact of artificial intelligence on the doctor-patient relationship, Strasburg, 2021, p. 
51 ff. On the relationship between the use of AI and the protection of people’s professionalism, see 
F. Pasquale, New Laws of Robotics. Defending Human Expertise in the Age of AI, Cambridge (MA)-London, 
2020. 
306 T. Ploug, S. Holm, The right to refuse diagnostic and treatment planning by artificial intelligence, in Medicine, 
Health Care and Philosophy, n. 1, 2020, pp. 107-114. 
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between people, which would facilitate the spread of contagion (see section 1.7).307 
Additionally, AI technologies can be important tools for assessing the incidence of 
even non-communicable diseases, which often affect the health of the population 
more pervasively and for longer periods than do epidemics and pandemics.308 

As such, AI can benefit, and consequently foster, public health by limiting the 
spread of dangerous diseases while avoiding the adoption of measures that could 
entail burdens on individual health or on other relevant fundamental rights. 

However, the application of AI in the field of public health could also have 
negative consequences. First, the problematic issues described supra paragraph 2.2.2 
may also lower the protection of the right to public health by negatively impacting 
the effectiveness of provided medical treatments and measures. Second, a deployment 
of intelligent systems to predict and oversee the spread of diseases, contagious or not, 
may result in surveillance practices which would entail excessive restrictions or 
burdens on other fundamental rights other than health.309 For example, the use of AI 
to monitor and predict the spread of contagion could become a way to control 
people’s movement and collect personal information more than is necessary for the 
purposes of public health. This would therefore risk violating people’s rights to 
privacy, freedom of movement, and respect for their private life. 

AI may therefore be a desirable solution for promoting and protecting the 
fundamental right to health as a collective interest. Yet, its application must not lead 
to an undue limitation on all the other fundamental rights protected by contemporary 
legal frameworks. In these terms, it is necessary to ensure that the deployment of AI 
is always based on legitimate purposes and that any due limitation on other rights 
(e.g., the right to freedom of movement, the right to privacy; the right to respect for 
private life) is proportionate to the pursued goal. In this case, the Covid-19 pandemic 
offered a significant example of how to act appropriately when applying AI for the 
purposes described. For example, in Décision n° 2022-835 the Conseil constitutionnel 
(French Constitutional Court) recognized the constitutional legitimacy of introducing 
Covid-passes and related provisions, except the measure which conditioned access to 
political meetings on the basis of a health pass, which was not considered adequate. 
Indeed, these measures were based on a legitimate purpose (the protection of public 
health), they were applied in proportional terms only when there was a concrete risk 

                                                           
307 B. M. Sundram et al., Utilizing Artificial Intelligence as a Dengue Surveillance and Prediction Tool, in Journal 
of Applied Bioinformatics & Computational Biology, n. 1, 2019, pp. 1-8; B. Jacobsmeyer, Tracking Down an 
Epidemic’s Source, in Physics, 2019, in https://physics.aps.org/articles/v5/89; D. Zeng, Z. Cao, D.B. 
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Clinical Applications, London, 2021, pp. 437-453. 
308 For example, AI systems have demonstrated their capabilities in predicting the rise of opioid 
dependence among people using them. See S. Fouladvand et al., A Comparative Effectiveness Study on 
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of contagion (workplace), and as long as necessary (for a limited time).310 Otherwise, 
and without the provision of proper guarantees, AI systems would be illegitimate 
tools for pursuing the protection of the right to health in its public dimension, thereby 
undermining all the benefits AI could conceivably provide in this context. 

 

3.3. AI, Health, and Self-determination 
 

 Which supranational and EU sources recognize self-determination and informed consent? 

 How can AI impact these rights? 

3.3.1. Self-determination and informed consent in healthcare 

Patients’ self-determination is a keystone principle of modern medicine from 
both an ethical and legal point of view.311 When this principle is considered in the 
medical context, it envisages patients’ right to make choices regarding their health.312 

Recognising this principle has led to a paradigm shift from medical paternalism to 
a participative model.313 For centuries, in fact, the physician was the only one who 
could decide what was good for a patient. The doctor presented himself as a patient’s 
guardian and promoted their health according to objective criteria. Patients, on the 
other hand, played a passive role and could only rely on a doctor's professionalism.  

This way of understanding doctor-patient relationships, however, entered a crisis 
with the liberal revolution, which attributed central importance to the self-
determination of individuals. 

In this new care model, a patient’s values and preferences matter and can be 
manifested through informed consent.314 In order for consent to be informed, 
physicians have the duty to provide patients with certain information, which varies 
according to the legal system. 

The importance of informed consent and the previous information necessary to 
form it has been recognised by supranational documents specifically dedicated to 
medical rights as well. 

In fact, Art. 5 of the Convention on Human Rights and Biomedicine (“Oviedo 
Convention,” 1997) states that medical interventions “may only be carried out after 
                                                           
310 Conseil constitutionnel, Décision n° 2022-835 DC du 21 janvier 2022. The full text of the decision 
is available, together with an analysis, at the website www.covid19litigation.org: 
https://www.covid19litigation.org/case-index/france-constitutional-court-constitutional-court-
judgement-no-2022-835-2022-01-21.  
311 M. Pallocci et al., Informed Consent: Legal Obligation or Cornerstone of the Care Relationship?, 20 Int. J. 
Environ. Res. Public Health, 2023, p. 2118 ff. 
312 The underling ethical principle resides in the respect for patients’ autonomy, which is one of the 
fundamental principles of bioethics as theorised by Beauchamp and Childress. See: T. Beauchamp, J. 
Childress, Principles of Biomedical Ethics, 8° ed., Oxford University.  
Press, New York-Oxford, 2019 
313 E.J. Emanuel, L.L. Emanuel, Four Models of the Physician-Patient Relationship, in JAMA, vol. 267, n. 
16, 1992, pp. 2221 – 2226. 
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the person concerned has given free and informed consent to it.” For consent to be 
informed, healthcare professionals must give patients appropriate information 
regarding the purpose and nature of the intervention as well as its consequences and 
risks. 

Similarly, the European Charter of Patients' Rights (2002) recognises that 
“every individual has the right of access to all information that might enable him or 
her to actively participate in the decisions regarding his or her health.” Thus, 
informing a patient is a prerequisite for any procedure and treatment, including 
participation in scientific research.” 

Recognition of the principle of self-determination exists at the EU, supranational, 
and national levels, although not always explicitly. 

In fact, while Art. 3 of the Charter of Fundamental Rights of the European 
Union (right to integrity of the person)315 states that informed consent of a patient 
must be respected, we do not find an analogue provision in the European Convention 
of Human Rights (ECHR, 1950).316 However, jurisprudence of the ECtHR has 
affirmed that the right to private and family life established by Art. 8 of the 
Convention encompasses the right to self-determination. This was affirmed for the 
first time in the ECtHR’s judgment No. 2346/02, Pretty v. United Kingdom, in the 
context of end-of-life choices.  

 

 ECtHR judgment No. 2346/02, Pretty v. United Kingdom 

“Although no previous case has established as such any right to self-determination as being 
contained in this provision [Art. 8 ECHR], the notion of personal autonomy is an important 
principle underlying the interpretation of its guarantees. The ability to conduct one’s life in a 
manner of one’s own choosing may also include the opportunity to pursue activities perceived to 
be of a physically or morally harmful or dangerous nature for the individual concerned and even 
where the conduct poses a danger to health or, arguably, life, the case-law of the Convention 
institutions has regarded the State’s imposition of compulsory or criminal measures as impinging 
on private life. In the sphere of medical treatment, the refusal to accept a particular treatment 
might, inevitably, lead to a fatal outcome, yet the imposition of medical treatment without consent 
would interfere with a person’s physical integrity in a manner capable of engaging the rights 
protected by Article 8”.  

 

 

According to the Court, if a patient is subject to medical treatment without their 
previous free and informed consent, then a breach of their right to self-determination 
(which is protected by Art. 8 of the ECHR) might have occured. 

                                                           
315 European Parliament, Council and Commission, Charter of Fundamental Rights of the European Union, 
C 303/02, December 14, 2007, available at: https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=OJ:C:2007:303:FULL.  
316 Council of Europe, European Convention on Human Rights, 1950, available at: 
echr.coe.int/documents/d/echr/Convention_ENG. 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:C:2007:303:FULL
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:C:2007:303:FULL
https://www.echr.coe.int/documents/d/echr/Convention_ENG
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The Court has underlined the importance of informed consent in several 
judgements concerning the violation of Art. 8.317  

For instance, in the case Mayboroda v. Ukraine of 2023 (application no. 
14708/07)318 the Court found that a medical procedure performed on the applicant 
had breached her right to informed consent. The patient had expressed her oral 
consent to undergoing a surgical procedure due to internal bleeding. During the 
intervention however, her left kidney was removed. The patient had not previously 
been informed of this possibility (to the contrary, her kidney had been deemed 
healthy). Moreover, doctors had not sought consent concerning kidney removal from 
her family during the operation itself. 

In light of the judgements examined thus far, previous free and informed consent 
is necessary for legitimate medical treatment. 

Regarding the kind of information that patients must receive in order to be 
considered informed, the ECtHR determined that Art. 8 protects patients’ right to 
access information and enables them to assess health risks to which they are 
exposed (ECtHR, Trocellier v. France, 2006;319 ECtHR, Csoma v. Romania, 2013320). 

 

 ECtHR, Csoma v. Romania, January 15, 2013 

In this case, the Court referenced the general principles it established concerning the State’s 
responsibility for medical negligence under Articles 2 and 8 of the Convention. In particular, it 
reiterated that Contracting States are under an obligation to introduce regulations compelling both 
public and private hospitals to adopt appropriate measures for the protection of their patients’ 
lives. Moreover, the Court underlined that it is important for individuals facing risks to their health 
to have access to information enabling them to assess those risks. It considered it reasonable to 
infer from this that Contracting States are bound, by virtue of this obligation, to adopt the 
necessary regulatory measures to ensure that doctors consider the foreseeable consequences of 
a planned medical procedure on their patients’ physical integrity and to inform patients of these 
consequences beforehand, in such a way that the latter are able to give informed consent. In 
particular, as a corollary to this, if a foreseeable risk of this nature materialises without a patient 
being duly informed in advance by doctors, the State Party concerned may be directly liable under 
Article 8 for this lack of information (Trocellier v. France, § 4; Vo v. France, § 89; Codarcea v. Romania, 
§ 105; and Pretty v. The United Kingdom, § 63). 

 

 

                                                           
317 See, among others, V.C. v. Slovakia on non-consensual sterilisation of a Roma woman, available 
at: https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-107364%22]}; Reyes Jimenez v. Spain, 
on the failure to obtain written consent before a surgical operation, judgment available at: Judgment 
Reyes Jimenez v. Spain - Failure to obtain written consent before a surgical operation led to a breach 
of the Convention (coe.int); Mayboroda v. Ukraine, where the applicant was not informed about kidney 
removal, judgment available at: Judgment Mayboroda v. Ukraine - Patient not informed of kidney 
removal (coe.int). 
318 Mayboroda v. Ukraine, app. n° 14709/07, 13 July 2023. 
319 In this case, the Court found that Art. 8 of the ECHR hadn’t been violated, as the risk that occurred 
(a paralysis) was not considered foreseeable. Judgment available at: TROCELLIER v. FRANCE 
(coe.int) 
320 Judgment available at: CSOMA v. ROMANIA (coe.int).  

https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-107364%22]}
https://hudoc.echr.coe.int/fre-press#{%22itemid%22:[%22003-7279291-9916367%22]}
https://hudoc.echr.coe.int/fre-press#{%22itemid%22:[%22003-7279291-9916367%22]}
https://hudoc.echr.coe.int/fre-press#{%22itemid%22:[%22003-7279291-9916367%22]}
https://hudoc.echr.coe.int/eng-press#{%22itemid%22:[%22003-7623345-10493640%22]}
https://hudoc.echr.coe.int/eng-press#{%22itemid%22:[%22003-7623345-10493640%22]}
https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-80880%22]}
https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-80880%22]}
https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-115862%22]}
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The Court, does not pose an obligation to explain any type of risk that might arise, 
only the “foreseeable consequences” (see: ECtHR, Trocellier v. France, 2006). By 
receiving this information beforehand, a patient can evaluate the risks and decide 
whether to undergo treatment which might have side effects.  

Moving to national frameworks, some States protect patients’ right to medical self-
determination at the Constitutional level. 

This is the case for Italy, where the simultaneous reading of Arts. 32, 13, and 2 of 
the Constitution manifest the right of the individual not to be subject to medical 
treatments without their consent (with some exceptions provided by law). 

Moreover, informed consent is secured by Law No. 219/2017 as the basis of the 
“relationship of care and trust” between a patient and doctor. In this relationship, 
both the patient’s decision-making autonomy and the doctor's professional autonomy 
and responsibility are enhanced.  

With regard to the information that constitutes the prerequisite to express 
informed consent, Art. 1.2 of the Law states that “every person has the right to know 
about their health condition and to be informed in a complete, up-to-date and 
comprehensible manner about the diagnosis, prognosis, benefits and risks of the 
diagnostic tests and health treatments indicated, as well as about the possible 
alternatives and the consequences of refusing health treatment and diagnostic tests or 
of renouncing them.” 

Patients may therefore refuse treatment but must be carefully informed about the 
risks arising from not undergoing certain medical procedures.  

The same exists in Spain, where the Act on the autonomy of the patient (LAP321) 
codified patients’ right to information and formally recognized patients’ autonomy.  
France also has a similar provision in Article L1111-4 of the Code of Public Health 
(Code de la Santé Publique). 

 

3.3.2. The impact of AI on informed consent and self-determination 

As noted above, the prerequisite for making informed choices concerning one’s 
health is receiving meaningful information on diagnosis, prognosis, and treatment. 
Such information should also cover the benefits and risks that might arise from (not) 
undergoing a certain intervention, as well as possible alternative treatment options. 

As previously discussed in the first section of this Handbook, AI is likely to have 
a deep impact on decision-making, especially due to its ability to influence users 
(negatively or positively) and its frequent lack of transparency.  

In particular, it can be argued that, if a physician does not understand the 
underlying reasons that determined a certain output (e.g. diagnosis, treatment 
recommendation, etc.) due to the lack of transparency of the algorithm or specific 
training of the doctor, they will no longer be able to provide patients with the 
information necessary to express informed consent. 

The lack of explainability can thus impede the engagement of a meaningful 
conversation with the patient and undermine the trust the latter places in the 
                                                           
321 Ley 41/2002, de 14 de noviembre, básica reguladora de la autonomía del paciente y de derechos 
y obligaciones en materia de información y documentación clínica. 
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healthcare provider. Moreover, a physician who does not inform patients properly 
could face sanctions for violating the rights of the patient or their deontological duties. 

To prevent this from happening, we should first analyse what kind of explainability 
is required in healthcare in order to avoid violating patient self-determination (see 
section 1).  

First, we include which type of information doctors must share with patients when 
using AI. We then reflect on the possibility that patients might refuse or require the 
involvement of AI as a part of their right to medical self-determination. 

 

 

What type of information should patients receive when AIM is being used? 

The first question to address is whether patients should be informed about the use 
of AI in their diagnosis or treatment process. 

The type of information depends on the role of AIM in the decision-making 
process and the extent to which the doctor relies on the algorithm. 

Some believe that not every piece of information must be disclosed to patients: 
under certain circumstances, physicians could rightfully conceal some aspects, 
including the use of an AI system in their decision-making process.322 This could be 
true if AI is used as a mere source of knowledge for instance. In fact, doctors are not 
required to disclose their sources of medical knowledge. 

However, concealing the use of AI seems problematic when decisions are heavily 
based on algorithms (see section 1 for different kinds of AI involvement in the 
decision-making process). 

In these cases, AI poses specific risks, including opacity, bias, and confusion 
between causation and correlation, which should be considered “inherent” risks in 
AI-based medical procedures (see section 1.6 of this Handbook).323 Patients would 
thus have to consider such risks as well, in order to be put in the position of expressing 
their informed consent. 

However, some argue that unforeseeable AI-related risks (such as the remote 
possibility of health damage in case of software malfunction) should not be addressed, 
especially if they lead to patient distrust in useful tools. 

In any case, it is important to distinguish the concealment of unforeseeable risks 
from other kinds of omissions which seem inspired by “therapeutic privilege” 
positions. To give an example of the latter, some have argued that doctors should 
avoid informing patients that a device utilised in treatment employs self-learning 
methods that are not entirely comprehensible, if divulging such opaque details may 
jeopardise the trust between the patient and the doctor and lead the patient to reject 
other therapeutic options as well.324 

                                                           
322 C. De Menech, Artificial Intelligence and Self-determination in Medical Field', 2022, in EJPLT, pp. 164-
180; I. G. Cohen, Informed Consent and Medical Artificial Intelligence: What to Tell the Patient, in Georgetown 
Law Journal, 2020, pp. 1432 ff. 
323 See E. Tozzi, G. Cinelli, Informed consent and artificial intelligence, in BioLaw Journal, 2021, Special Issue 
106, according to who benefits, risks of treatments should be discussed together with other options. 
324 This doctrine can be found in the United States (see: I. G. Cohen, Informed Consent and Medical 
Artificial Intelligence, op. cit.), however, it might not be acceptable in other legal systems. 
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In any case, AI is likely to change the informed consent model and to require 
regulatory frameworks to evolve and adapt. 

First, we should consider whether the AI Act might have an impact on the type of 
information patients should be provided when an AI is used in their therapeutic 
pathway. 

There are two AI Act articles which refer to information duties: Art. 13, which 
concerns the kind of information that shall be provided to high-risk systems deployers 
(see section 2 of this Handbook), and Art. 50. Among these, only the latter 
encompasses information that must be given to patients. In fact, Art. 50 establishes 
the duty to inform natural persons about the fact that they are directly interacting with 
an AI system unless it is obvious. Thus, when patients directly interact with a medical 
chatbot or an AI-powered app, they must be made aware of such. However, it is 
unclear whether patients need to know that an AI systemis used in their clinical 
process when a doctor is an intermediary. 

The kind of information referred to in Art. 13 must include known and foreseeable 
risks, including specific AI risks. Such disclosure, however, is directed at enabling the 
deployer (in cases of AIM, it is unclear whether this is the doctor, the hospital, or 
both) to comply with requirements of the 3rd section of the AI Act. In fact, 
“transparency, including the accompanying instructions for use, should assist 
deployers in the use of the system and support informed decision making by them.” 
This is because “among others, deployers should be in a better position to make the 
correct choice of the system they intend to use in light of the obligations applicable 
to them, be educated about the intended and precluded uses, and use the AI system 
correctly and as appropriate” (AI Act, recital 72). 

According to Art. 26.11, “deployers of high-risk AI systems referred to in Annex 
III that make decisions or assist in making decisions related to natural persons shall 
inform the natural persons that they are subject to the use of the high-risk AI 
system.”325  

Moreover, Art. 86 gives “any affected person subject to a decision which is taken 
by the deployer on the basis of the output from a high-risk AI system listed in Annex 
III […] and which produces legal effects or similarly significantly affects that person 
in a way that they consider to have an adverse impact on their health, safety or 
fundamental rights” the right to “obtain from the deployer clear and meaningful 
explanations of the role of the AI system in the decision-making procedure and 
the main elements of the decision taken.” However, as noted in section 2.3.1. of 
this Handbook, such high-risk systems do not include AI-powered medical devices 
or systems that might be used for diagnostic and treatment purposes, but those aimed 
at assessing eligibility for public healthcare services or dispatching of emergency first 
response systems only. Therefore, it seems that the AI Act does not oblige hospitals 
and doctors to disclose the fact if they have used an AI system in a patient’s 
therapeutic pathway. 

                                                           
325 The PE version of the AI Act further specified that “this information shall include the intended 
purpose and the type of decisions it makes. The deployer shall also inform the natural person about 
their right to an explanation referred to in Article 68c.” 
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On the other hand, the AI Act is a horizontal instrument that does not seek to give 
indications on how to integrate AI into a doctor-patient relationship.  

We should thus seek guidance on the matter elsewhere and, in particular, in the 
soft law instruments like those mentioned in section 2 of this Handbook. For 
instance, a recent CoE report called “Impact of AI on the patient-doctor 
relationship”326 expressed the view that patients must know when they are 
interacting with an AI system and should have the right to accept or refuse the use of 
AI in their care or treatment (see box below). Additionally, patient autonomy should 
encompass the possibility of seeking a second opinion without the use of an AI 
system. In general, more information, transparency, and explainability are required to 
put patients in the position of exercising informed consent. Respecting patient 
autonomy is a deontological duty of healthcare professionals as well. 

 

 CoE – CDBIO, Impact of AI on the patient-doctor relationship, 2024 

The report addresses the impact AI can have on the patient-doctor relationship. For this 
purpose, the document considers both AI systems that are used by clinicians (e.g., CDSS) and 
those accessible to patients alone (e.g, through apps).  

The review was conducted focusing on selected human rights principles derived from the Oviedo 
Convention which are central for the patient-doctor relationship, namely autonomy, professional 
standards, self-determination regarding health data, and equitable access to health care. 

First of all, patients’ autonomy (Art. 5, Oviedo Convention) encompasses not only informed 
consent but also patient involvement in the decision-making process about treatments and their 
choice to take preventive measures, to ask for a second opinion, and to know about certain aspects 
of their own health. The autonomy principle requires that patients are informed about the use of 
an AI system (including information about its functioning and role), that they can refuse its use in 
their care or treatment, and thus seek a second opinion by a human doctor. Consequently, health 
professionals must inform and explain to patients why and how AI systems are being used and 
review procedures to facilitate their informed consent. Meanwhile, they should also provide 
guidance on how to deliver this information as well as promote health and AI literacy. 

Professional standards (Art. 4, Oviedo Convention) must be applied and adapted to AI- enabled 
healthcare to safeguard the therapeutic relationship and prevent shortcomings. Doctors should 
also encourage discretion in distancing themselves from AI outputs where there is a certain degree 
of uncertainty and cooperate with developers to establish a shared responsibility.  

Implementing self-determination regarding health data (Art. 10, Oviedo Convention) requires 
enhanced the protection of patient data that should be assured by healthcare professionals in the 
first place. Patients must decide what personal health data may be collected by an AI system, which 
must respect their privacy. Moreover, patients shall not be subject to automatic decision-making 
by AI systems. 

Lastly, AI systems could both enhance or jeopardise equitable access to health care (Art. 3, 
Oviedo Convention). The latter scenario might become true if AI systems incorporate bias that 
might be harmful for minorities (see the following section on non-discrimination) or when the 
enjoyment of such technologies is geographically uneven or precludes certain groups of people. 
To avoid this, clinicians should mitigate bias in all its forms and ensure that AI apps do not act as 

                                                           
326 The Steering Committee for Human Rights in the Fields of Biomedicine and Health (CDBIO) 
published the report in September 2024, following a previous document by the DH-BIO (see section 
1.6.2). This new version is more focused on the Oviedo Convention’s principles and on the role of 
the patient in the care relationship (which is why the title talks about the “patient-doctor relationship” 
instead of a “doctor-patient relationship”). The document can be found at: https://rm.coe.int/cdbio-
2023-7-rev3-ai-report-new-banner-e/1680b1bfe4.  

https://rm.coe.int/cdbio-2023-7-rev3-ai-report-new-banner-e/1680b1bfe4
https://rm.coe.int/cdbio-2023-7-rev3-ai-report-new-banner-e/1680b1bfe4
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gatekeepers. On the other hand, patients should choose whether they want to have access to a 
human doctor or to AI-enabled health services. In the latter case, they should have access to 
human support while using AI systems and apps. Patient well-being and equitable access of the 
benefits must always be ensured. 

 

Reference: https://rm.coe.int/cdbio-2023-7-rev3-ai-report-new-banner-e/1680b1bfe4.  

  

National legislation could also address the matter, as recently happened in France 
(see box below).327 

 

 The French Bioethics Act 

For instance, the French legislator decided to address the matter with the latest Bioethics Act 
No. 2021-1017 of August 2, 2021 (Loi Bioéthique, JO 3 August 2021, text No. 1). In fact, Art. 17 
of the Bioethics Act added a new section to the Public Health Code (Code de la Santé Publique, CSP), 
which imposes several obligations whenever a healthcare professional intends to use an 
“algorithmic data processing system which has been trained on the basis of massive data.” More 
specifically, it introduces the following information obligations.  

First, the text requires that the person concerned must be “informed and, where appropriate, 
warned of the resulting interpretation” (CSP, art. L. 4001-3, I). The French legislator thus answered 
the question of whether the patient should know about the doctor’s use of AI affirmatively.  

Second, the provision goes beyond the information to be given to the patient and establishes that 
the healthcare professional “shall be informed of the use of this data processing.” Thus, “the 
patient’s data used in this processing and the results thereof are accessible to them” (CSP, art. L. 
4001-3, II).  

Information duties benefit both the person concerned (the patient) and healthcare professionals.  

The purpose of the obligation to provide information seems, so far, relatively limited: it covers the 
principle of using an algorithmic data processing system, as well as the patient data used and the 
results of processing. However, the text says nothing about the obligation to reveal how the system 
works. This is a far cry from the obligation to provide information incumbent on public authorities 
using equivalent systems (CRPA, art. L. 311-3-1 and R. 311-3-1-2).  

As noted above, healthcare professionals called upon to interpret the results proposed by the 
computer system would undoubtedly be in a better position to do so if they were given extensive 
information about the criteria of the algorithms used, their weighting, and all the data used, in 
addition to that of the patient concerned.  

Undoubtedly aware of the limits of the obligation to provide information here, the legislator has 
introduced an additional obligation: designers of algorithmic processing within the meaning of 
the text “shall ensure that its operation can be explained to users” (CSP, art. L. 4001-3, III). Indeed, 
simply knowing information about algorithms and data is not enough to make a system intelligible. 
System designers must be able to explain how it works, as a form of accountability. 

                                                           
327 Box created by Fabienne Jault-Seseke. 

https://rm.coe.int/cdbio-2023-7-rev3-ai-report-new-banner-e/1680b1bfe4
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Do patients have the right to refuse the use of AI? 

It could be argued that patients ought to know whether a physician is planning to 
use AI in their diagnosis or treatment in order to accept or refuse its involvement. 
However, the extent and justifications for such a refusal could vary.328 

Indeed, a “weak” version of this can be found in Art. 22 of the GDPR, according 
to which “the data subject shall have the right not to be subject to a decision based 
solely on automated processing, including profiling, which produces legal effects 
concerning him or her or similarly significantly affects him or her.” 

As such, Art. 22 of the GDPR, does not recognise the right to refuse the use of 
AI, but rather to ask for human intervention. 

However, some authors claim that a “strong” version of the right to refuse AI 
should be derived from values such as self-determination and social pluralism.329 

According to this view, patients have the right to entirely refuse the use of AI in 
their diagnosis or treatment process, although with some exceptions. In fact, doctors 
could be entitled to refuse such a request when this leads to: (1) causing unnecessary 
harm to a patient or providing futile treatment, (2) disproportionate costs, or (3) 
depriving other patients of the right to access adequate health care.330 

The right to medical self-determination must therefore be balanced with other 
rights and principles, such as health (in its individual and collective dimensions, as 
described in section 3.2) and physician autonomy. 

 

 

3.4. AI, Health, and Non-discrimination 

Non-discrimination is one of the founding principles of the European Union (art. 
2 TEU) and is recognised as a fundamental right under EU law. Indeed, Art. 21 of 
the CFREU states that “1. Any discrimination based on any grounds such as sex, 
race, colour, ethnic or social origin, genetic features, language, religion or belief, 
political or any other opinion, membership of a national minority, property, birth, 
disability, age or sexual orientation shall be prohibited. 2. Within the scope of 
application of the Treaty establishing the European Community and of the Treaty on 
European Union, and without prejudice to the special provisions of those Treaties, 
any discrimination on grounds of nationality shall be prohibited.”331  

This provision both encompasses direct and indirect discrimination. Direct 
discrimination occurs when an individual is treated less favourably than another in 
a comparable situation due to a personal protected characteristic (e.g. a woman is paid 
less than a male colleague who does the same job). Indirect discrimination takes 
place when an apparently neutral provision disadvantages individuals with a protected 

                                                           
328 T. Ploug, S. Holms, The right to refuse diagnostics and treatment planning by artificial intelligence, in Med 
Health Care Philos, 2020; I. de Miguel Beriain, Should we have a right to refuse diagnostics and treatment planning 
by artificial intelligence?, in Medicine, Health Care and Philosophy, 2020. 
329 I. de Miguel Beriain, Should we have a right to refuse, op. cit. 
330 Ibidem. 
331 Discrimination is prohibited by the ECHR as well (Art. 14). 
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characteristic (e.g., requiring people not to wear religious symbols could be 
discriminatory against Muslim people who wear a hijab when this choice is not 
justified).332 

For liability purposes, the fact that discrimination was intentional or not is not 
relevant. 

The EU anti-discriminatory framework is completed by secondary legislation 
which is quite fragmented.333 

Among this legislation, only the Racial Equality Directive (2000/43/EC) 
appears to directly confront discrimination in public healthcare, while the Gender 
Services and Goods Directive (2004/113/EC) prohibits discrimination on the 
grounds of gender in accessing services and goods. These Directives, however, only 
focus on discrimination motivated by race, ethnic origin, and sex. Such an approach 
is limited, as it does not take into account that individuals are often discriminated 
against on further grounds (multiple discrimination). For this reason, the EU 
Agency for Fundamental Rights (FRA) has advocated a “horizontal” approach to 
discrimination for a long time.334 Accordingly, a recent PE Resolution expressed 
serious concerns about the fact that the Commission’s proposal for a horizontal 
anti-discrimination directive has been blocked in the Council since 2008.335 
According to the Parliament, there are significant gaps in the protection offered by 
the Union which require urgent action. 

In light of this, the EU framework appears to be – a fortiori – inadequate for facing 
the risk of discrimination brought about by AI.336   

AI is not a neutral technology. On one hand, this means that AI can influence 
people who interact with it (see section 1.6). On the other hand, it can incorporate 
values and prejudices. Indeed, algorithms cannot be detached from our present reality 
and conceptions. Even in the most progressive societies, individuals and groups often 
face less favourable treatment due to factors such as gender, sexual orientation, 
ethnicity, age, income, religion, etc. Thus, AI can include bias and contribute to ots 
propagation, leading to expanding already existing forms of discrimination, and 
creating new ones. Furthermore, discrimination can also derive from a lack of data 
or a scarcity of representativity. 

Additionally, discrimination may arise, not only from the technical aspects of 
algorithms (such as the data used to train them), but also from an unequal 
distribution and access to such technologies.  

                                                           
332 See: European Union Agency for Fundamental Rights (FRA), Bias in algorithms. Artificial intelligence 
and discrimination, Vienna, 2022. 
333 For an overview consult: European Union Agency for Fundamental Rights (FRA), Handbook on 
European non-discrimination law, 2018. 
334 FRA, Inequalities and multiple discrimination in access to and quality of healthcare, Luxembourg: 
Publications Office of the European Union, 2013. 
335 https://www.europarl.europa.eu/doceo/document/TA-9-2023-0111_EN.html.  
336 R. XENIDIS, L. SENDEN, EU non-discrimination law in the era of artificial intelligence: Mapping the challenges 
of algorithmic discrimination, in U. BERNITZ ET AL. (Eds.), General Principles of EU law and the EU Digital 
Order, Kluwer Law International, 2020. 

https://www.europarl.europa.eu/doceo/document/TA-9-2023-0111_EN.html
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The issue of discrimination is particularly problematic in delicate fields such as 
medicine, which is already characterised by inequities.337 

This section focuses on the reasons AI might act in a discriminatory way and on 
the relevance of discrimination in healthcare.  
 

3.4.1. Data, bias, and discrimination 

Algorithms always discriminate, meaning they classify and separate data to extract 
correlations and patterns which serve to carry out a certain task. Algorithmic 
discrimination, however, refers to those situations in which AI treats certain 
individuals or groups differently – based on attributes protected by law – thus 
producing unfair outcomes for them. The discriminatory potential of AI has also been 
recognised by the Courts, especially in criminal justice (Supreme Court of Wisconsin, 
State v. Loomis, 2016338). 

As discussed above, algorithmic discrimination can arise from datasets. In fact, 
data are “AI fuel,” as the system relies on such information to produce outputs. This 
means that incorrect or biased data will result in poor or discriminatory outcomes. 
This “garbage in, garbage out” phenomenon is particularly problematic when ML 
algorithms are used. As ML algorithms extract information from data and use it to 
find new patterns and correlations, it is possible they not only replicate discrimination 
but also multiply it, sometimes in unpredictable ways. 

Another major source of discrimination is a lack of data or representativity. This 
is quite common in medicine, as clinical trials are mostly conducted on white men. As 
a result, there might be a lack of health data regarding vulnerable populations such as 
women, children, and ethnic minorities. Variables such as gender, age, and ethnicity, 
however, are relevant in medicine, as they can influence the likelihood of developing 
a certain condition, its risk factors, and symptoms. 

Moreover, tools trained with poor representative data can lead to discrimination in 
real-world clinical settings. For instance, this has proved to be true for AI-powered 
skin cancer detection systems which were trained on images of individuals with fair 
skin tones. The lack of diversity in the training of the systems resulted in the fact that 
they often failed to recognise skin cancer in individuals with darker skin.339 This 
example illustrates that incomplete datasets can not only prejudicate individuals’ 
health by producing inaccurate results but can also lead to discriminating groups 
which are already likely to be marginalised. Indeed, black people are already likely to 
face discrimination in accessing healthcare services, due to a combination of other 
factors such as nationality or income (intersectional discrimination).  

                                                           
337 D. SCHÖNBERGER, Artificial Intelligence in healthcare: a critical analysis of the legal and ethical implications, 
in International Journal of Law and Information Technology, vol. 27, 2019, pp. 171-203. 
338 Loomis’s risk of recidivism was evaluated through the algorithm COMPAS. The risk assessment 
tool classified black offenders as more likely to commit new offences than white ones. 
339 G. Brancaccio et Al., Artificial Intelligence in Skin Cancer Diagnosis: A Reality Check, in Journal of 
Investigative Dermatology, 2024, vol. 144, n. 3, pp. 492 – 499. 
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It should also be noted that not all algorithmic discrimination is determined by 
training data. To the contrary, discrimination can also arise from other factors (e.g., 
the structure of the AI model or the view of its designers) and infect the behaviour 
of AI at different stages. According to the scientific literature, there are at least five 
possible entry points for discrimination: (1) problem definition, in defining a 
system’s objective and the categories through which it should operate to reach it could 
itself be discriminatory;340 (2) training data, due to errors in data labelling or 
collection; (3) features selection, which occurs when developers build a model to 
decide which attributes are relevant for an algorithm and their weight; (4) proxy 
discrimination, which occurs when the system identifies variables that are proxies 
for protected attributes (i.e., names for ethnicity, clothes sizes for gender) and 
discriminates based on them; and (5) masking of intentional discrimination.341  

The fact that discrimination can distort the algorithmic process at different stages 
and due to different reasons demonstrates why excluding sensitive information 
from datasets is not always sufficient nor desirable for fighting discrimination. 

First, proxy discrimination demonstrates that algorithmic biases are not only 
linked to protected characteristics but also to other pieces of information related to 
them. Moreover, proxies make discrimination less detectable and, potentially, more 
widespread. 

Second, not every bias leads to discrimination but only those that determine less 
favourable treatment that is unjustified. Bias, however, might play a positive role in 
healthcare as well. For instance, medical literature has shown that sex and gender are 
relevant in medicine. Accounting for those differences can thus lead to better and 
more personalised health outcomes.342 This means that AI represents both a risk and 
a chance for equality in the medical field and beyond. In order to fully exploit the 
potential of AI, further insight on existing grounds for discrimination in healthcare is 
needed. Only after filling this knowledge gap, is it possible to build algorithms that 
address the needs of minorities.  

At the same time, there is undeniable tension between collecting sensitive health 
data and current data protection frameworks (see next section). Trade-offs between 
accuracy and equality, on one hand, and privacy on the other will necessarily have to 
be made.  

For instance, the AI Act recognises that in order to fight discrimination, providers 
of high-risk systems should exceptionally, and to the extent that it is strictly necessary 
for ensuring bias detection and correction, “be able to process also special categories 

                                                           
340 If a system must determine which health conditions are more urgent to treat, it is essential to 
translate the concept of “urgent” into mathematical parameters. This operation could thus embed 
discrimination. 
341 S. Barocas, A. D. Selbst, Big Data's Disparate Impact, in California law review, 2016,  vol. 104, n. 671, 
pp. 677 – 693. 
342 FRA, Getting the future right – Artificial Intelligence and fundamental rights, 2020. The report is available 
at: https://fra.europa.eu/en/themes/artificial-intelligence-and-big-data.  

https://fra.europa.eu/en/themes/artificial-intelligence-and-big-data
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of personal data, as a matter of substantial public interest within the meaning of 
Article 9(2)(g) of the GDPR” (AI Act, Art. 10, paragraph 5).343 

 View of data and bias in the AI Act 

The AI Act recognises the importance of using high quality data to ensure AI systems perform 
well and avoid discrimination. In particular, recital 44 of the Act states: “datasets for training, 
validation and testing, including the labels, should be relevant, sufficiently representative, and 
to the best extent possible free of errors and complete in view of the intended purpose of the 
system. […] The datasets should also have the appropriate statistical properties, including as 
regards the persons or groups of persons in relation to whom the high-risk AI system is intended 
to be used, with specific attention to the mitigation of possible biases in the datasets, that are 
likely to affect the health and safety of persons, negatively impact fundamental rights or lead to 
discrimination prohibited under Union law, especially where data outputs influence inputs for 
future operations (‘feedback loops’). Biases can for example be inherent in underlying datasets, 
especially when historical data is being used, or generated when the systems are implemented in 
real world settings. Results provided by AI systems could be influenced by such inherent biases 
that are inclined to gradually increase and thereby perpetuate and amplify existing discrimination, 
in particular for persons belonging to certain vulnerable groups including racial or ethnic 
groups.” 

At the same time, the AI Act recalls the need to balance these objectives with the right to data 
protection: “the requirement for the datasets to be to the best extent possible complete and free 
of errors should not affect the use of privacy-preserving techniques in the context of the 
development and testing of AI systems.” 

 

 
Third, biases are not only derived from data but also from algorithm design, 

which can reflect developers’ biases. The fact that AI developers are mostly young 
white men344 can lead to incorporating already existing cultural and gender disparities 
into AI technologies and replicating them due to the “echo chamber” effect. 

A suggested mitigation technique for addressing the problem is fostering diversity 
in developing teams so that different values are incorporated into AI systems by 
design.345 

Finally, it must be noted that the more complex an algorithm, the more difficult it 
is to detect and remove bias. Once again, explainable AI solutions appear preferable. 

 

3.4.2. Resource allocation, digital divide, and unfair access to AIM 

This type of discrimination is different from that discussed so far. Indeed, it is not 
provoked by the functioning of an algorithm nor by its technical characteristics. 

                                                           
343 For commentary see: M. Van Bekkum, F. Zuiderveen Borgesius, Using sensitive data to prevent 
discrimination by artificial intelligence: Does the GDPR need a new exception?, in Computer Law & Security Review, 
2023, n. 48. 
344 See: European Economic and Social Committee (EESC), Artificial intelligence – The consequences of 
artificial intelligence on the (digital) single market, production, consumption, employment and society, May 31, 2017, 
JO C 288. 
345 This was suggested, among others, by the OECD in the report AI in Health. Huge potential, huge 
risks in 2024. 
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Rather, it is caused by policies which determine an unequal distribution and unfair 
access to AI technologies for medical use (AIM).  

First, policies can concern the allocation of AI technologies within a territory or 
between the public and private sectors. Inadequate incentives or policies can result in 
leopard spot distribution, meaning that some populations might be prevented from 
enjoying the benefits of AIM. This could happen, for instance, if public hospitals are 
not encouraged to adopt AI solutions, while private healthcare facilities are. As a 
result, only people wealthy enough to access private healthcare could benefit from the 
use of AIM. The same could be said in the case of an uneven geographical diffusion 
of AI. 

Another barrier to the equal enjoyment of AIM is constituted by the digital divide 
phenomenon. In fact, the digital divide poses serious barriers to accessing digital 
health, especially for the elderly – who lack the skills to use such technologies – but 
also for people with low incomes and those living in more isolated locations. For 
example, UK’s Babylon GP at Hand had the potential to improve healthcare for 
everyone, allowing patients to access teleconsultation services 24/7. However, it was 
mainly used by young, white, upper-class people.346 

Once again, the spread of digital technologies hinders the risk of amplifying 
discrimination in healthcare. Indeed, AIM might become “disproportionately 
available to well-off, educated, young, and urban patients and to urban and academic 
medical centres.”347 

This could be problematic, especially if AI becomes accurate enough that its use is 
considered a standard of care. In this case, preventing access to AI could mean 
preventing access to healthcare of appropriate quality, which is mandatory for many 
States at the constitutional level or due to supranational conventions.348  

To avoid this, States must develop better policies, as well as educate healthcare 
providers and citizens to the benefits and risks of AI (in general and in Healthcare). 
Ad hoc digital literacy programmes could be developed to fill in the digital divide. 

 

3.5. AI, Health, and Data Protection 

3.5.1. Introduction. The multilevel regulation of Data Protection 

 
The integration of artificial intelligence (AI) tools in healthcare, while offering 

numerous benefits, raises several concerns regarding data protection. The global 
challenges presented by AI in handling personal data demand specific consideration 

                                                           
346 C. CASONATO, Intelligenza Artificiale e Medicina: impatto sulla relazione di cura (cenni), in U. SALANITRO 

(a cura di), Smart la persona e l’infosfera, Pacini Giuridica, Pisa, 2022. 
347 T. C. Veinot, H. Mitchell, and J. S. Ancker, Good intentions are not enough: How informatics interventions 
can worsen inequality, in Journal of the American Medical Informatics Association, 2018, pp. 1080 – 1081. 
348 For instance, Art. 3 of the Oviedo Convention protects equitable access to healthcare, providing 
that “parties, taking into account, health needs and available resources, shall take appropriate 
measures with a view to providing, within their jurisdiction, equitable access to healthcare of 
appropriate quality.” 
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within the European framework. This involves a comprehensive understanding of the 
European General Data Protection Regulation No. 679/2016 (GDPR), 
alongside adherence to relevant national compliance standards (e.g. Italian law decree 
n. 196/2003 – the so-called Privacy Code; French Law no. 78-17 of January 6, 1978 
on information technology; the German Federal Law of June 30, 2017 on Data 
Protection). 

The framework is also complemented by the intervention of several Data 
Protection Authorities (DPAs).  

The French DPA (Commission nationale de l'informatique et des libertés, CNIL) 
developed a self-assessment guide for AI systems, allowing individual organizations 
to evaluate the compliance level of their AI systems with the GDPR.349 Furthermore, 
it issued a reminder of GDPR principles on September 21, 2022 to ensure their 
adherence.350 On May 16, 2023, the authority published an action plan in response 
to the proliferation of artificial intelligence, particularly generative AI, with the goal 
of gaining a deeper understanding of how AI systems function.351 The plan offers 
support to innovative players in achieving privacy-friendly development of 
experiments, considering various rules, including those related to impact assessment, 
providing adequate information to individuals, and ensuring the exercise of rights 
regarding the processing of personal data. 

The German federal DPA (Bundesbeauftragte für den Datenschutz und die 
Informationsfreiheit, BfDI) adopted a Thesis Paper on the use of Artificial 
Intelligence in Law Enforcement and Public Safety352 and an Opinion on the 
topic of “Generative Artificial Intelligence.”353 In the German context there are 
also relevant initiatives carried out by the Land DPAs, such as the Baden-
Württemberg DPA (Landesbeauftragter für den Datenschutz und die 
Informationsfreiheit Baden-Württemberg), which published a Discussion Paper on 
Legal Foundations in Data Protection for the Use of Artificial Intelligence.354  

The Decalogue for the provision of national health services through artificial 
intelligence systems, enacted by the Italian DPA (Garante per la protezione dei dati 
personali, Garante Privacy), is also worth mentioning. It provided a set of principles 

                                                           
349 See “Self-assessment guide for artificial intelligence (AI) systems” published on the CNIL website. 
350 See “AI: ensuring GDPR compliance”, published on September 21, 2022 available on the CNIL 
website. 
351 See “Artificial intelligence: the action plan of the CNIL,” published on May 16, 2023 available on 
the CNIL website. 
352 Thesenpapier des Bundesbeauftragten für den Datenschutz und die Informationsfreiheit zum 

Thema: Einsatz von Künstlicher Intelligenz im Bereich der Strafverfolgung und Gefahrenabwehr, 
adopted on March 23, 2022 and available on the BfDI website. 
353 Stellungnahme des Bundesbeauftragten für den Datenschutz und die Informationsfreiheit zur 

o ̈ffentlichen Anhörung des Ausschuss für Digitales des Deutschen Bundestages am Mittwoch, 24. 
Mai 2023, 14:30 – 16:30 Uhr, zum Thema „Generative Kúnstliche Intelligenz“, adopted on May 
22, 2023 and available on the BfDI website. 
354 Diskussionspapier: Rechtsgrundlagen im Datenschutz beim Einsatz von Künstlicher Intelligenz, 
published on November 7, 2023 and available on the LfDI website. 
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to be considered in the development of national healthcare services.355 Although the 
scope is limited to this sector, the approach appears useful in the general context of 
data processing related to the use of AI in the healthcare field. 

As already mentioned in the first Section of this Handbook, the framework must 
be completed with the European Data act,356 the European Data governance Act,357 
the Health Data Space Regulation (EHDS)358 and the Artificial Intelligence Act (AI 
Act).359 On the AI Act see, more extensively, Section 2 of this Handbook. 

 

To what extent does data protection limit the use of AI in healthcare in EU law? 

The right to data protection is conceived of as a fundamental right that serves 
not only the protection of individuals but also the circulation of data, as illustrated 
by Article 1 of the GDPR. As such, it implies that any processing of personal data, 
including by artificial intelligence, follows the rules contained in the GDPR, 
particularly its principles, which will be further discussed below. However, it should 
be noted that Article 22(1) of the GDPR provides that each individual has the right 
not to be subject to a decision based solely on automated processing, including 
profiling. This right is exercised only with respect to decisions based solely on 
automated processing, without human intervention.360 In any case, even in the 
presence of such decisions, the right under Article 22(1) of the GDPR does not apply 
if the decision: 

a) is necessary for the conclusion or performance of a contract between a data 
controller and a data subject; 

b) is authorized by EU law or the law of the Member State to which the data 
controller is subject; 

c) is based on the consent of the data subject. 

In a nutshell, beyond cases where there is a decision based solely on automated 
processing, the usual rules of the GDPR determine the following limitations: 

1) Data processing is allowed only if there is a proper legal basis; 

                                                           
355 Decalogue for the provision of national health services by artificial intelligence systems (available 
also in English) published on October 10, 2023 and available at the Garante Privacy Website. 
356 Regulation (EU) 2023/2854 of the European Parliament and of the Council of December 13, 
2023 on harmonised rules on fair access to and use of data and amending Regulation (EU) 2017/2394 
and Directive (EU) 2020/1828. 
357 Regulation (EU) 2022/868 of the European Parliament and of the Council of May 30, 2022 on 
European data governance and amending Regulation (EU) 2018/1724.  
358 Regulation (EU) 2025/327 of the European Parliament and of the Council of February 11, 2025 
on the European Health Data Space and amending Directive 2011/24/EU and Regulation (EU) 
2024/2847.  
359 Regulation (EU) 2024/1689 of the European Parliament and of the Council of June 13, 2024 
laying down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, 
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and 
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act). 
360 For another interpretation of this Article, according to which it may be considered applicable 
beyond processing without meaningful human involvement see: Why a Right to Legibility of Automated 
Decision-Making Exists in the General Data Protection Regulation, in International Data Privacy Law, 7, 2017, 
pp. 243 ff.; M. Forti, The deployment of Artificial Intelligence tools in the health sector: privacy concerns and 
regulatory answers within the GDPR, in European Journal of Legal Studies, 13(1), 2021, p. 40. 
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2) Data subjects must be informed about the processing and their rights; 
3) A data protection impact assessment (DPIA) should be carried out; 
4) Specific regimes apply for further processing of data depending on the purpose 

of processing; 
5) All the principles of the GDPR (Article 5 GDPR) and the rules related to them 

must be applied (e.g. organizational and technical measures should be adopted 
to protect personal data). 

 

Do these limitations differ depending on whether the AI tool is used by a public entity or by a 
private entity? 

The GDPR applies to both private and public entities. Although there is no specific 
regime for public entities, some rules have limited application concerning legal bases 
and the rights of data subjects. 

In the case of a public entity, certain legal bases have a more limited applicability, 
especially regarding common data. E.g.:  

- consent should not be used in situations of a “clear imbalance” according to 
Recital no. 43 of the GDPR;  

- the legitimate interest of the controller361 provided by Article 6 (1) (f) cannot 
be used by public authorities in accordance with Article 6, paragraph 1 of the 
GDPR.  

In addition, some data subjects’ rights have a limited scope of application, 
depending on the fact that the processing is carried out for fulfilling a public task 
(Art. 6(1)(e)). Even if the legal basis provided in Art. 6(1)(e) may also be used by 
private entities (if there is a law assigning them a public task), it is clear that this 
legal basis may be used more frequently by public entities. 

 

Do these limitations differ depending on the finality of AI tools, such as in individual healthcare, 
public health policy, or health and clinical research? 

In general terms no. However, it should be considered that: 

1) The legal basis may be different depending on the purpose of the processing;  

2) Further processing for one of these purposes may have a simplified regime. 

 

We delve further into the limitations below in this section. 

 

3.5.2. Personal data. Definitions, typologies, and anonymization. 

 

Under the GDPR, personal data means “any information relating to an identified 
or identifiable natural person (‘data subject’); an identifiable natural person is one who 
can be identified, directly or indirectly, in particular by reference to an identifier such 
as a name, an identification number, location data, an online identifier or to one or 

                                                           
361 The legitimate interest is one of the legal bases enshrined in Article 6 of the GDPR. When there 
is a legitimate interest (e.g. exercise of the right to freedom of expression or information; conventional 
direct marketing and other forms of marketing or advertisement) pertaining to a controller or a third 
party, a controller may process personal data without the consent of the data subjects, after having 
balanced such interest with the data subjects’ interests. 
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more factors specific to the physical, physiological, genetic, mental, economic, cultural 
or social identity of that natural person” (Article 4(1)(1) GDPR).  

Personal data can be divided into various categories: 

1) Common personal data (e.g., name, surname, email address). 
2) Sensitive data (or special categories of personal data), i.e., “data revealing 

racial or ethnic origin, political opinions, religious or philosophical beliefs, 
or trade union membership, and the processing of genetic data, biometric 
data for the purpose of uniquely identifying a natural person, data 
concerning health, or data concerning a natural person’s sex life or sexual 
orientation” according to Article 9(1) of the GDPR. 

3) Data relating to criminal convictions and offences under Article 10 of 
the GDPR. 

According to Article 4 “any operation or set of operations which is performed on 
personal data or on sets of personal data, whether or not by automated means, such 
as collection, recording, organisation, structuring, storage, adaptation or alteration, 
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise 
making available, alignment or combination, restriction, erasure or destruction” is 
defined as processing. 

 

What are health data? How do they differ from common personal data? 

The term “health data” is not typical of the GDPR. However, the GDPR is 
relevant to understand what health data is, since it defines data concerning health 
as “data related to the physical or mental health of a natural person, including the 
provision of health care services, which reveal information about his or her health 
status” (Article 4(1)(15) GDPR). 

 

 [Box 1 ] ECJ, October 5, 2023, C-659/22 (RK v. Ministerstvo zdravotnictví) 

Facts: The Health Ministry of the Czech Republic, through an exceptional measure adopted to 
protect the population from the further spread of the COVID-19 pandemic, subjected access of 
individuals to certain indoor and outdoor spaces, as well as their participation in mass events or 
other activities, to various conditions. The exceptional measure mandated that people provide 
evidence of compliance with these conditions and imposed on operators the obligation to verify 
compliance using the mobile application called 'cTecka.' The application was thus used to verify 
the validity of the EU Digital COVID Certificate. In order to rule on the annulment appeal of the 
exceptional measure filed by RK, the Supreme Administrative Court of the Czech Republic, which 
was the referring court, deemed it necessary to first examine whether verification of the so-called 
'absence of infection' conditions through the 'cTecka' application constituted an 'automated 

processing' of personal data, as defined in Article 4, point 2, of the GDPR." 

Decision of the Court: The "cTecka" application scanned the QR code on the EU Digital 
COVID Certificate to convert the personal data contained within it into a readable format for the 
person responsible for verifying the certificate's validity. Therefore, according to the ECJ, this 
application allowed the verifier to check certain personal data after an automated process, i.e., 
scanning, and use it to determine whether an individual's situation complied with validation rules, 
namely applicable health requirements. The outcome of this evaluation was also automated, as a 
green checkmark appeared on the verifier's phone when health requirements were met, and a red 
cross appeared otherwise. 
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The verification of the validity of interoperable COVID-19 vaccination, testing, and recovery 
certificates through the "cTecka" application therefore constituted "processing" under Article 4, 
point 2, of the GDPR. 

 

 

This definition is complemented by Recital No. 35 of the GDPR, according to 
which data concerning health includes “all data pertaining to the health status of a 
data subject which reveal information relating to the past, current, or future physical 
or mental health status of the data subject,” namely: 

 

1) information about the natural person collected in the course of the registration 
for, or the provision of, health care services;  

2) a number, symbol, or particular assigned to a natural person to uniquely identify 
the natural person for health purposes;  

3) information derived from the testing or examination of a body part or bodily 
substance, including from genetic data and biological samples;  

4) any information on, for example, a disease, disability, disease risk, medical 
history, clinical treatment or the physiological or biomedical state of the data 
subject independent of its source, for example from a physician or other health 
professional, a hospital, a medical device or an in vitro diagnostic test. 

 

This definition is relevant because it helps understand that seemingly common 
personal data can be understood as data concerning health. For instance, 
administrative data (employed, for instance, for managing appointments of a patient 
with doctors) or billing data (e.g. data for paying for medical treatment) are to be 
considered sensitive if they “reveal information about his or her health status.”362 The 
situation is different if there is a separation between administrative and billing data, 
on the one hand, and any other information regarding the health status of the patient, 
on the other.363 

It should also be considered that the EHDS contains a definition of “personal 
electronic health data” as “data concerning health and genetic data, processed in an 
electronic form” (Art.2(2)(a)). This definition includes not only data concerning 
health, but also genetic data, defined in the GDPR as “personal data relating to the 
inherited or acquired genetic characteristics of a natural person which give unique 
information about the physiology or the health of that natural person and which 
result, in particular, from an analysis of a biological sample from the natural person 
in question” (Article 4(1)(13) GDPR). 

 

What type of data may be used in AI systems in healthcare?  

There are different types of personal data that can be processed in the healthcare 
sector: 

                                                           
362 From this perspective, with regard to administrative data and billing data in the healthcare sector 
see G. Bincoletto, Data Protection by Design  in the E-Health Care Sector. Theoretical and Applied Perspectives, 
Nomos, Baden-Baden, 2021, pp. 199 ff. 
363 G. Bincoletto, op. cit., p. 431. 
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1) Common personal data: In this case, it should be noted that even if they 

do not originally reveal health status, if they do so because of an AI dataset, 
they should be considered sensitive data. 

 
2) Data concerning health: This has been discussed above. 

 
3) Genetic data: These data can also be inferred by an artificial intelligence 

system. These are data that can be processed through AI (consider, for 
example, the EHDS at Article 53(1)(e)(ii), which foresees the use of health 
data within AI systems, considering the EHDS definition of personal health 
electronic data, which also includes genetic data). 

 
4) Biometric data – i.e. “personal data resulting from specific technical 

processing relating to the physical, physiological, or behavioral 
characteristics of a natural person, which allow or confirm the unique 
identification of that natural person, such as facial images or dactyloscopic 
data” (Article 4(1)(14) GDPR) – In abstract terms, these data could be 
processed through artificial intelligence. However, it is important to 
consider that the EDPB and EDPS, in their joint opinion on the AI Act 
proposal364 have urged caution regarding the use of biometric data through 
artificial intelligence. They have even encouraged the European legislator 
to establish explicit prohibitions. 

 

What are anonymous data? What role does the GDPR play when AI systems use anonymous 
data? 

In general, anonymous data is considered non-personal data. Consequently, the 
processing of anonymous data falls outside the scope of the GDPR.365 

It is important to note that achieving anonymization is challenging, considering 
that seemingly anonymous data can still enable the identification of a subject. 
According to Opinion 05/2014 on Anonymisation Techniques (still applicable), 
in order to assess identifiability within a specific case, it is important to take the 
particular context and circumstances into consideration 366 (in particular, the cost 

                                                           
364 EDPB-EDPS Joint Opinion 5/2021 on the proposal for a Regulation of the European Parliament 
and of the Council laying down harmonised rules on artificial intelligence (Artificial Intelligence Act) 
adopted on June 18, 2021, pp. 10-12. 
365 The existence of Regulation (EU) 2018/1807 of the European Parliament and of the Council of 
November 14, 2018 on a framework for the free flow of non-personal data in the European Union 
should be recalled. 
366 WP29, Opinion No. 5/2014 on Anonymisation Techniques adopted on April 10, 2014, pp. 8-9. The 
Opinion is also a fundamental reference regarding anonymization techniques. It outlines various 
techniques, considering their limitations, including some simplifications such as randomization and 
generalization. On the issue of anonymization see also Positionspapier zur Anonymisierung unter 

der DSGVO unter besonderer Berücksichtigung der TK-Branche adopted on June 29, 2020 of the 
German Federal DPA. 
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and the know-how needed to employ those means and the assessment of their 
likelihood and severity). Nonetheless, while the Opinion references “means likely 
reasonably to be used” it emphasizes that all anonymization must be entirely 
irreversible.367 As per the Court of Justice (Breyer case),368 if the entity handling 
personal data (whether a controller or processor) possesses means that could 
reasonably be employed to identify a data subject, achieving anonymity for the data 
becomes unattainable. It is questioned, however, whether such a stance should be 
interpreted as the result of an absolute or relative approach. According to the 
absolute approach “reasonably likely” should be understood as “absolutely 
impossible,”369 whereas in conformity with the relative approach, the Breyer test 
may be considered “more pragmatic.”370 From this viewpoint, anonymity can be 
achieved even if the complete application of anonymization techniques does not 
eliminate the risk of reidentification entirely.  

 

 [Box 2] ECJ, October19, 2016, C-582/14 (Breyer case) 

Facts: Mr. Breyer visited various German Federal institution websites, which typically store 
logfiles with visitor information for security purposes, including IP addresses. According to Mr. 
Breyer the German Federal Government was processing personal data, namely his IP address, 
after each visit. Due to uncertainties about the classification of IP addresses as personal data, the 
case was referred by a German Court to the ECJ. IP addresses are sequences of digits assigned to 
networked computers to facilitate internet communication. They can be categorized as static or 
dynamic. Static IP addresses, also known as fixed IP addresses, remain constant, allowing 
continuous identification of the connected device. In contrast, dynamic IP addresses change with 
each new internet connection. Internet access providers maintain records of assigned IP addresses 
over time. Since the Federal Republic of Germany was processing the dynamic IP of Mr. Breyer 
there was a doubt whether this could be personal data processing, considering the continuous 
change in dynamic IP address. 

Decision of the Court: The court determined that a dynamic IP address should be considered 
personal data, in this case. It emphasized that the classification of a dynamic IP address as 
anonymous depends on the means reasonably available to data controllers. In the case of Germany, 
legal channels exist to address cyber-attacks, allowing the government to contact the competent 
authority for information retrieval and criminal proceedings. Consequently, the court concluded 
that, in this context, the dynamic IP address of Mr. Breyer was considered personal data, as the 
legal means for identification were available to the Federal Republic of Germany. 
 

 

A major issue in this regard pertains to a scenario where a data controller retains 
the original (identifiable) data and then shares a portion of this dataset, after 
removing or masking identifiable information. From an absolute approach, the 

                                                           
367 From this perspective, see D. Groos, E.-B. van Veen, Anonymised Data and the Rule of Law, in 
European Data Protection Law Review, 6, 2020, 4, p. 500. 
368 See box no. 1. 
369 In this sense, see F. van ‘t Geloof, CJEU: Dynamic IP Addresses as Personal Data - Remarks, in Computer 
Law Review International, 1, 2017, p. 27. 
370 From this perspective, see D. Groos, E.-B. van Veen, Anonymised Data and the Rule of Law, cit., p. 
502. 
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dataset can only be considered anonymous if the data controller aggregates the data 
to a level where “individual events” are no longer identifiable. However, if the 
controller maintains identifiable data it is generally excluded that the shared dataset 
may be considered anonymous.  

The strictness of this stance has been somewhat tempered by more recent 
jurisprudence (see box no. 3), which appears more akin to the relative approach, 
consistently requiring an investigation into the legal means available to access the 
additional information necessary for re-identifying data subjects. 

 

Are pseudonymous data anonymous for the standard of the GDPR? 

Pseudonymization is a procedure in which direct identifying data associated with 
an individual (e.g. name and surname) are transformed into an alpha-numerical or 
non-significant identifier, rendering it impossible to discern the specific individual to 
whom the information pertains. Pseudonymization is a security measure and 
pseudonymized data are still personal data as long as the pseudonymization procedure 
is reversible. Only when the correspondence between direct identifying data and the 
pseudonymization code is permanently deleted, has anonymization occurred. On the 
differentiation between pseudonymous and anonymous data see also box no. 3. 

 

Is it possible to use anonymous data to train algorithms in the healthcare sector? How may 
anonymization be carried out for avoiding re-identification? 

One example of anonymous data in the healthcare sector is represented by 
synthetic data.371 By understanding synthetic data as anonymous data, an algorithm 
can be trained without triggering data protection regulations. However, the 
simplification is relative because careful evaluation of the procedures used to generate 
synthetic data is needed to assess the risks of re-identification.372 There may also be 
risks of deep fakes that alter the quality of healthcare datasets.373  

 

 [Box 3] ECJ, April 26, 2023, T‐557/20 (SRB v. EDPS case) 

Facts: The Single Resolution Board (SRB) managed compensation procedures for creditor 
shareholders after resolving the Spanish Banco Popular. In response to a high volume of 
observations during the consultation phase, the SRB appointed Deloitte as data processor in order 
to filter them. Before handing the observations to Deloitte, they underwent pseudonymization, 
with only alphanumeric codes, making author identities known only to the SRB. The European 
Data Protection Supervisor (EDPS) contested the anonymity, arguing that SRB possession of 
pseudonymization keys allowed the easy reidentification of authors. 

                                                           
371 On the use of synthetic data in healthcare see R.J. Chen, Synthetic data in machine learning for medicine 
and healthcare, in Nature Biomedical Engineering, 5, 2021, pp. 493–497; A. Gonzalez et Alii, Synthetic data 
in health care: A narrative review, in PLOS Digital Health, 2, 1, 2023; A. Tucker et Alii, Generating high-
fidelity synthetic patient data for assessing machine learning healthcare software, in Npj. Digital medicine, 3, 147, 
2020, pp. 1-13. 
372 Consider also that there are distinctions among fully synthetic, partially synthetic, and hybrid data. 
On this distinction see H. Surendra H, H. Mohan, A Review of Synthetic Data Generation Methods For 
Privacy Preserving Data Publishing, in International Journal of Scientific & Technology Research, 6, 3, 2017, pp. 
95–101. 
373 R.J. Chen, Synthetic data in machine learning for medicine and healthcare, cit., p. 495. 
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Decision of the Court: The Court did not confirm whether the data were anonymous, but 
considered that their non-anonymous nature could not be denied solely by considering that the 
SRB possessed pseudonymization keys allowing for the reidentification of the authors of the 
requests (as claimed by the EDPS). To determine whether the data was non-anonymous, an 
evaluation should be made whether Deloitte legally and practically had the achievable means to 
access the additional information necessary for the reidentification of authors of the observations. 
 

 

According to Article 44 of the EHDS proposal, preference should be for the 
sharing of anonymous data, unless the processing of personal data is demonstrated 
to be necessary. In this case, it is necessary to resort to pseudonymized data. A 
preference for anonymization is also evident in the DGA and the DA: 

- According to Recital no. 11 of the DGA, before its transmission, personal data 
should be fully anonymised, unless the provision of anonymised or modified 
data does not respond to the needs of the re-user; 

- According to Recital no. 72 of the DA, in case of requests on the basis of an 
exceptional need, personal data falling within the scope of the request should 
be anonymized by the data holder, unless it is strictly necessary to include 
personal data. 

 

3.5.3.  Privacy roles  
 

To what extent can doctors, hospitals, health research institutions, be considered controllers,  
processors, or authorized subjects?  

Any processing of personal data may involve multiple parties. The GDPR 
establishes different privacy roles, recognizing different responsibilities based on the 
type of involvement in data processing. In particular, there are: 

- Controller: the entity that determines the purposes and means of processing 
(Article 4(1)(7) of the GDPR); 

- Joint controller: the entity that determines the purposes and means of processing 
together with one or more different entities; 

- Processor: natural or legal person, public authority, agency, or other body which 
processes personal data on behalf of the controller; 

- Authorized subject: the subject acting under the supervision of the controller 
- Data subject: individual to whom the data refer. 
 
In accordance with these definitions, the meaning of “purposes and means” of 

processing must first be understood. The term “purposes” does not actually require 
further explanation, since it corresponds to the purpose of the processing. 
Nonetheless, according to the European Data Protection Board “means” must be 
intended as “essential means,” i.e.  “means that are closely linked to the purpose and 
the scope of the processing” (e.g. the type of personal data which are processed, the 
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duration of the processing, the categories of recipients, and the categories of data 
subjects).374   

Second, “any processing of personal data by employees which takes place within 
the realm of activities of an organization may be presumed to take place under that 
organization’s control.”375 As a consequence, the organisation determines the 
purposes and the (essential) means of the processing, while the employee acts as an 
authorized subject within the organisation. 

What has been considered so far must now be applied to the healthcare sector. 
First of all, it is important to consider processing for therapeutic purposes. Given 

that processing for therapeutic purposes are carried out by doctors employed by a 
healthcare facility, it should be inferred that each healthcare facility (as a legal person) 
can be identified as a controller, while doctors act as authorized persons for the 
processing of patient data (data subjects). 

As for processing for research purposes, these could involve a university professor 
serving as principal investigator, who would be an authorized subject within a 
university (legal person), which would then be the controller of the data of research 
participants (data subjects). 

Obviously, in both cases, there can be more complex situations where multiple 
legal persons are involved in therapeutic treatments or research projects. In this case, 
it is necessary to assess the roles of the different entities concerning the determination 
of purposes and (essential) means of processing. 

There could be situations where multiple entities jointly determine the purposes 
and means of processing (for example, for the construction of a common database) 
or cases where one entity determines the purposes and essential means of processing, 
and another entity processes data on its behalf (for example, a hospital commissioning 
an analysis from a university). The situation can then become complicated when 
artificial intelligence is involved. 

In the simplest case, where AI is developed and used by the hospital, the controller 
is always the same entity. However, when AI software is developed by a third party, 
there could several kinds of relationships between a hospital and a software developer: 

- joint controllership (Article 26 of the GDPR); 
- controller-processor relationship (Article 28 of the GDPR);  
- controller-controller relationship (each controller is autonomous and 

independent in determining the purposes and essential means of processing). 
 

Defining roles is not always easy. For instance, in July 2015 the British public 
hospitals within the Royal Free London NHS Foundation Trust contracted with 
Google DeepMind Technologies ltd. for the development of an algorithm using 
patient data. The two subjects signed an Information Sharing Agreement (ISA), in 
which Deepmind was identified as a processor. However, according to the ISA, 
Deepmind had wide discretion to determine the purpose and the means of 

                                                           
374 In this regard see EDPB, Guidelines 07/2020 on the concepts of controller and processor in the 
GDPR, pp. 14-16. 
375 EDPB, Guidelines 07/2020 on the concepts of controller and processor in the GDPR, p. 10. 
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processing. From this perspective, some scholars suggested that Deepmind could 
effectively be qualified as a joint controller.376 

 

 [Box 4] United Kingdom - UK - ICO (UK DPA)’s Ruling of July 3, 2017 

(Deepmind case) 

Facts: The Royal Free London NHS Foundation Trust signed an agreement with DeepMind (a 
Google subsidiary), nominating DeepMind as processor of partial patient records containing 
personal identifiable information (whose controller was the former). Such records included 
information about persons having medical treatments in the previous five years for tests and data 
from the existing radiology electronic patient record system. According to the agreement, 
DeepMind would process around 1.6 million partial records for clinical safety testing. 

 
Decion of the ICO: The ICO contested the controller for not obtaining explicit consent from 
data subjects before sharing their data with DeepMind. It further challenged the necessity of 
processing 1.6 million records as data. Finally, the agreement lacked clarity on the measures 
DeepMind was required to adhere to. For these reasons, the ICO requested that the controller 
intervene and make changes to these various aspects of processing. 

 
 

What happens if roles are not correctly identified?  

The framing of roles is not just formal but depends on what the different entities 
substantively do. If there is an error in formal identification, either in an agreement 
or within a procedure outlined by a DPA, then the entity cannot be considered as 
having been formally assigned that role. Consequently, the acts of a DPA against a 
subject can be annulled by a competent court if the subject was not the actual 
controller (see box no. 5).  

 

 [Box 5] Italy - Tribunal of Pordenone, October 13, 2023, setting aside the 
challenged Decision of the Italian Data Protection Authority, December 15, 
2022 

Facts: The case concerns data processing carried out by several University Hospitals which was 
challenged by the Italian Data Protection Authority on December 15, 2022, No. 415. The Friuli 
Venezia Giulia Region authorized use of data from University Hospital databases in Western Friuli 
to implement targeted healthcare initiatives in predictive medicine, employing AI. Each hospital-
affiliated doctor was required to compile a unified list of patients with Covid-19 and were 
concurrently affected by other conditions (comorbidity conditions). An algorithm was used to 
validate the list. Patient identification and inclusion in the lists was legally grounded on the general 
consent given by the data subjects for healthcare purposes at the hospital. 
Decision of the Italian DPA: The DPA noted that, in this case, health data processing was carried 
out for the purposes of predictive medicine. However, it lacked a legal basis. The consent given 
by patients for the inclusion of their data in the electronic health record was not sufficient since 
predictive medicine did not fall within the purposes attributed to it by law [i.e., a) diagnosis, 
treatment, and rehabilitation; a-bis) prevention; a-ter) international prophylaxis; b) study and 
scientific research in the medical, biomedical, and epidemiological fields; c) health planning, quality 
assessment of care, and evaluation of healthcare, according to Article 12, October 18, 2012, No. 

                                                           
376 To delve further into this example and solution see J. Powles, Google DeepMind and healthcare in an 
age of algorithms, in Health and Technology, 7, 4, 2017, pp. 351-367.  
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179, converted with amendments into Law No. 221 of December 17, 2012, and the DPCM of 
September 29, 2015, No. 178]. Furthermore, predictive medicine processing must be considered 
additional and autonomous compared to those strictly necessary for ordinary care and prevention 
activities referred to in Article 9(2)(h) of the GDPR. 
There were two additional violations: 

1) The data contained in the health record was used again for a new purpose (predictive 
medicine). This required prior consent of data subjects under Article 14 of the GDPR; 

2) The data involved in the processing were sensitive data connected to many vulnerable 
subjects. These indicators required subjecting the processing to a prior Data Protection 
Impact Assessment (DPIA). 

The University Hospital of Western Friuli filed an appeal in opposition before the Tribunal of 
Pordenone, under Articles 152 of Legislative Decree No. 196/2003 (Personal Data Protection 
Code) and 10 of Legislative Decree No. 150/2011, against this decision by the Italian DPA  
Decision of the Court: The Court held that the activity leading to the sanction was part of the 
complex healthcare system in the Friuli Venezia Giulia Region, which involved the Region, holding 
legislative and regulatory powers, and possessing the source codes of the applications in the 
regional health information system. In particular, the Region established guidelines implemented 
by the Central Health Directorate (DCS) and the Regional Agency for Health Coordination 
(ARCS). These entities, in turn, determined the software development methods through their in-
house company, INSIEL S.p.a. The healthcare facilities, responsible for the treatment phases of 
care and the provision of healthcare services, also relied on the services of INSIEL S.p.a. In the 
complex organizational context, the University Hospital of Western Friuli did not act as data 
controller for the profiling of beneficiaries of the regional healthcare service. The University 
Hospital merely followed directives received from the Region, which should be identified as the 
controller since it determined the purposes and means of processing. Therefore, the University 
Hospital cannot be accused of omission if the controller did not take appropriate measures. 
Consequently, the sanction against the University Hospital was annulled.  

 

What are the responsibilities depending on the role assumed?  

Various responsibilities arise from each role: 

1) Controller/joint controllers: is/are obligated to implement all the principles 
and rules of the GDPR. The entity must identify the legal basis, inform data 
subjects, conduct a DPIA, appoint any processors, provide them with 
relevant instructions, address requests to exercise data subjects' rights, etc.  

2) Processor: appointed on the basis of the agreement or act provided for 
under Article 28 of the GDPR is required to comply with that agreement 
or act and follow the instructions of the controller. 

3) Authorized subject: within the organization, each controller assigns 
instructions to authorized subjects. The latter must comply with these 
instructions. 

 

 [Box 6] France – CNIL Deliberation of April 15, 2022, n. SAN-2022-009  

Facts: The company Dedalus Biologie develops software. The company markets software 
solutions for medical analysis laboratories, known as laboratory management solutions. Around 
three thousand private medical biology laboratories and between thirty and fifty analysis 
laboratories in public health institutions are equipped with these solutions. While migrating a 
software package to a different tool, as requested by two                                                                                                                                                                                                                                                                                                                                               
laboratories utilizing the company’s services, the latter extracted a larger volume of data than 
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necessary and a data breach occurred: a file containing the medical-administrative data of nearly 
500,000 individuals.  

Decision of the CNIL: First, the CNIL identified the roles of Dedalus and of the laboratories. 
The authority noted that Dedalus sells software solutions for medical laboratories, to facilitate the 
implementation of processing, acting on behalf and under the responsibility of laboratories for 
software maintenance and, if necessary, migration to another software. Therefore, the company 
should be considered as acting as a data processor for the laboratories. The CNIL identified three 
violations: 

1) Dedalus was not appointed processor on the basis of a formal legal act, with the content 
prescribed by Article 28(3) of the GDPR; 

2) Dedalus processed data beyond the instructions given to it by the data controllers (it 
processed more data than necessary), which constituted a violation of Article 29 of the 
GDPR; 

3) Dedalus did not adopt adequate security measures to protect the server (lack of encryption, 
absence of automatic data deletion after migration, lack of internet authentication required 
to access the public zone of the server, use of shared user accounts) in violation of Article 
32 of the GDPR, which led to making the data accessible to third parties. 

As a consequence, Dedalus was fined. 
 

3.5.4. Rules for further processing and secondary use 
 

According to the GDPR, reprocessing of data is “further processing,” which is 
admitted if the purpose of further processing is compatible with the original 
processing.  

Further processing is allowed if the conditions enshrined in Article 6(4) of the 
GDPR are met. There are two possibilities: 

1) if further processing is based on a data subject’s consent or on a Union or 
Member State law, then the processing is consented to on these legal bases; 

2) in the other cases, a compatibility assessment is required. 
According to Article 6(4) of the GDPR, in order to carry out a compatibility 
assessment, a controller shall consider: 

(a) any link between the purposes for which the personal data were collected and 
the purposes of intended further processing; 

(b) the context in which the personal data were collected (in particular the 
relationship between data subjects and the controller); 

(c) the nature of the personal data (common personal data, sensitive data, data 
related to criminal convictions and offences are processed); 

(d) the possible consequences for data subjects of the intended further processing; 

(e) the existence of appropriate safeguards (e.g. encryption and pseudonymization).  

After a compatibility assessment there are two possible outcomes: 

1) Positive outcome: the further processing is allowed without requiring a new 
legal basis;377 

                                                           
377 As stated in Recital No. 50 of the GDPR “The processing of personal data for purposes other 
than those for which the personal data were initially collected should be allowed only where the 
processing is compatible with the purposes for which the personal data were initially collected. In 
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2) Negative outcome: further processing is not allowed. In this second case, 
further processing requires an additional legal basis, distinct from the one upon 
which the data were initially collected.  

Following these conditions, further processing may also be carried out by another 
controller, different from the one that initially processed the data.378  

 

Are “further processing” and “secondary use” synonyms? 

In the GDPR, the terms “primary use” and “secondary use” are not present. In 
practice and also in scholarly contributions, however, “primary use” is often used to 
refer to “initial processing” (processing in which the data were collected), while 
“secondary use” is used to indicate “further processing” (of already collected data). 
Unlike the GDPR, the EHDS introduces two specific concepts of the “primary use” 
and “secondary use” of electronic health data in the healthcare sector, namely: 

- Primary use of electronic health data is “the processing of electronic health data 
for the provision of healthcare, in order to assess, maintain or restore the state of 
health of the natural person to whom those data relate, including the prescription, 
dispensation, and provision of medicinal products and medical devices, as well as for 
relevant social, administrative, or reimbursement services” (Article 2(2)(d) EHDS); 

- Secondary use of electronic health data is “the processing of electronic health 
data for the purposes set out in Chapter IV of this Regulation, other than the initial 
purposes for which they were collected or produced” (Article 2(2)(e) EHDS). 

The EHDS aims to broaden the use of electronic health data for two main 
purposes: the care of individuals to whom the data pertains (primary use) and for 
research purposes (secondary use). 

It is interesting to note that specific attention is given to secondary use through 
AI. Under the EHDS framework, health data contained in electronic health records 
(i.e. pathogen genomic data, genetic data, identification data related to health 
professionals, electronic health data from clinical trials, and electronic health data 
from biobanks) may be processed for “scientific research related to health or care 
sectors that contributes to public health or health technology assessments, or ensures 
high levels of quality and safety of healthcare, of medicinal products, or of medical 
devices, with the aim of benefiting end-users, such as patients, health professionals, 
and health administrators” (cf. Art. 53(1)(e)of the EHDS). Such purposes include 
“development and innovation activities for products or services” (Art. 53(1)(e)(i) of 
the EHDS) and “training, testing and evaluation of algorithms, including in medical 
devices, in vitro diagnostic medical devices, AI systems and digital health 

                                                           
such a case, no legal basis separate from that which allowed the collection of the personal data is 
required.” 
378 The formulation of Articles 5 and 6 does not exclude this possibility. Moreover, this circumstance 
is also taken for granted by the EDPS (see for instance EDPS, A Preliminary Opinion on data 
protection and scientific research, p. 22, when it says “personal data collected in the commercial or 
healthcare context, for example, may be further used for scientific research purposes, by the original 
or a new controller”). 
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applications” (Art. 53(1)(e)(ii) of the EHDS). The data user, according to the EHDS, 
must demonstrate that the use of AI is necessary for such purposes. 

 

After initial therapeutic processing, can data be reprocessed using artificial intelligence in the 
healthcare sector? 

On this question, it is advisable to consider the document “The impact of the 
General Data Protection Regulation (GDPR) on artificial intelligence,” drafted by the 
European Parliamentary Research Service.379 Here, reflecting on further processing 
that utilizes AI, it states that it is necessary to distinguish between two different 
situations: 

1) Further processing for statistical purposes should be considered acceptable 
since it does not individually affect the data subject, and thus should be 
compatible with the original processing.  

2) Further processing for profiling purposes is more uncertain. It should result in 
an unfavorable outcome whenever predictions or decisions based on AI may 
impact the data subject in a manner that has negative consequences for the 
original purposes of processing. The EPRS also gives the example of data 
collected for medical purposes and input into an algorithmic model 
determining an insurance price per person. Of course, in this case the use of 
health data by way of AI may have almost only negative consequences on the 
data subject. However, a situation in which further processing with AI is used 
to face a pandemic or for therapeutic purposes may have more positive 
outcomes and, therefore, may be evaluated within the compatibility assessment. 

 

It is also important to consider other normative frameworks, such as the AI Act, 
the DGA, and the DA. 

According to the joint opinion of the European Data Protection Board (EDPB) 
and the European Data Protection Supervisor (EDPS)380 Article 54 of the AI Act 
Proposal may be considered as a legal basis for further processing of personal data 
for developing certain AI systems in the public interest in the AI regulatory sandbox, 
although the two authorities pointed out two shortcomings of Article 54:381 

1) it is unclear under what circumstances, using which (additional) criteria, the 
interests of data subjects are weighed; 

2) it is also unclear whether AI systems will only be used within the sandbox.  
 

The final version of the article (which became Article 59 in the AI Act) appears to 
be (partially) more in line with the guidance provided by the EDPB and the EDPS. 
With regard to the weighing of data subjects’ interests, Article 59(1)(c) explicitly refers 
to Article 35 of the GDPR (and Article 39 of Regulation (EU) 2018/1725), thereby 

                                                           
379 See EPRS, The impact of the General Data Protection Regulation (GDPR) on artificial intelligence 
of June 2020, pp. 51-53. 
380 EDPB-EDPS Joint Opinion 5/2021 cit., pp. 17-18. On the same perspective, see in this sense J. 
Meszaros, J. Minari, I. Huys, The future regulation of artificial intelligence systems in healthcare services and medical 
research in the European Union, in Frontiers in Genetics, 13, 2022 p. 8. 
381 EDPB-EDPS Joint Opinion 5/2021, cit., p. 18. 
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detailing the assessment in terms of a risk-based approach. It also specifies more 
clearly that no personal data may be transferred outside the sandbox (Article 59(1)(e)) 
and that any processing of personal data within the sandbox must not result in 
measures or decisions affecting data subjects or infringe upon their rights under EU 
data protection law. 

The DGA, which applies to personal and non-personal data, has several objectives: 
1) creating mechanisms to simplify the repurposing of public sector data that cannot 
be openly available.382 This is the case for health data that falls outside the scope of 
application of the open data directive.383 Furthermore, in the considerations, the 
DGA repeatedly mentions the importance of data reuse for purposes related to health 
and research384 2) providing for facilitating voluntary data sharing by data subjects for 
general interest purposes (so-called data altruism).  

However, as pointed out in the joint opinion of the European Data Protection 
Board (EDPB) and the European Data Protection Supervisor (EDPS)385 “in light of 
the objective and content of the Proposal, the EDPB and the EDPS consider that the 
Proposal cannot be invoked as Union law constituting a necessary and proportionate 
measure in a democratic society to safeguard the objectives referred to in Article 23(1) 
of the GDPR in order to ground the processing for a purpose other than that for 
which the personal data has been initially collected, where such processing is not 
based on consent, as per Article 6(4) of the GDPR.”386 In other terms, the DGA does 
not provide a legal basis for further processing. Moreover, the DGA primarily refers 
to the consent of the data holder (the data subject, in GDPR terms) as a legal basis 
and, according to the two authorities, this choice does not seem the most appropriate, 
considering that the data subject maintains the right to withdraw consent originally 
given.387 In general, the divergent wording between the DGA and the GDPR makes 
it quite difficult to understand how to reconcile the two texts.388  

The DA on the other hand disciplines the use of personal and non-personal data 
generated by Internet of Things (IoT) devices, including medical and health devices 
(Recital no. 14 of the DA) and addresses the data sharing phenomenon from several 
perspectives, from consumer to business and business to business for instance,389 and 
provides for specific rights to access data and to share data. The DA also disciplines 
other specific obligations, such as making data available to public bodies under certain 
circumstances.390 In this framework, however, Recital no. 7 of the DA states that 
“This Regulation does not constitute a legal basis for the collection or generation of 

                                                           
382 See Chapter II of the DGA. 
383 See Article 1(2)(d) of the Directive (EU) 2019/1024. 
384 See Recital no. 35 of the DGA, which refers to healthcare and scientific research as purposes of 
reuse.  
385 EDPB-EDPS Joint Opinion 03/2021 on the Proposal for a regulation of the European Parliament 
and of the Council on European data governance (Data Governance Act). 
386 EDPB-EDPS Joint Opinion 03/2021, cit., p. 15. 
387 EDPB-EDPS Joint Opinion 03/2021, cit., p. 27. 
388 From this perspective, see EDPB-EDPS Joint Opinion 03/2021, cit., p. 10-13. 
389 See Chapter II of the DA. 
390 See Chapter IV of the DA. 
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personal data by the data holder.” The DA does not therefore establish new legal 
bases useful for the data holder (i.e. or the data controller, in GDPR terms). 

Accordingly, for example, Article 5(7) of the DA stipulates that if data is made 
accessible to users who are not data subjects, there must still be a legal basis. 

According to the joint opinion of the European Data Protection Board (EDPB) 
and the European Data Protection Supervisor (EDPS),391 the access, use, and sharing 
of personal data according to the DA must follow Article 5 of the e-privacy Directive 
and, as a consequence, the most appropriate legal basis should be consent.392 

Also, in cases where there is an exceptional need to make data available to a public 
body in accordance with Article 14 of the DA, the request in conformity to Article 
17(1)(h) of the DA shall “state the legal provision allocating to the requesting public 
sector body, the Commission, the European Central Bank, or the Union body the 
specific task carried out in the public interest relevant for requesting the data.” Hence, 
Article 14 is not a legal basis for the further processing of data. 

 

Is the situation different, if reprocessing is carried out for scientific purposes? 

According to Article 5(1)(c) of the GDPR “Further processing for archiving 
purposes in the public interest, scientific or historical research purposes or statistical 
purposes shall, in accordance with Article 89(1), not be considered to be incompatible 
with the initial purposes.” Therefore, further processing for scientific research 
purposes “shall not be considered incompatible” with the original purpose. However, 
this formulation does not coincide with the formula “shall be considered compatible,” 
also due to the fact that new processing should be carried out in accordance with 
Article 89 of the GDPR. The EDPS393 emphasises that the presumption of non-
incompatibility relies on fulfilling the requirement – set in Article 89(1) of the GDPR 
– to implement effective technical and organizational safeguards, including 
pseudonymization and access restrictions. 

However, the presumption “is not a general authorisation to further process data 
in all cases for historical, statistical or scientific purposes. Each case must be 
considered on its own merits and circumstances. But in principle personal data 
collected in the commercial or healthcare context, for example, may be further used 
for scientific research purposes, by the original or a new controller, if appropriate 
safeguards are in place.”394  

The before mentioned “The impact of the General Data Protection Regulation 
(GDPR) on artificial intelligence,” only mentions statistical purposes (and not 
scientific research purposes). However, it could be argued that scientific research 
purposes are equally worthy compared to statistical purposes, even though there is no 
certainty about the application of the presumption of non-incompatibility to further 
processing with AI. 

 

                                                           
391 EDPB-EDPS Joint Opinion 2/2022 on the Proposal of the European Parliament and of the 
Council on harmonised rules on fair access to and use of data (Data Act). 
392 EDPB-EDPS Joint Opinion 2/2022, cit., p. 14. 
393 See EDPS, A Preliminary Opinion on data protection and scientific research, p. 22. 
394 Ibidem. 
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3.5.5. Legal basis 

According to the principle of lawfulness of processing, it is essential to identify 
the appropriate legal basis for a specific processing. To identify the legal basis, it is 
necessary to first consider the data type. In the case of common personal data, the 
legal reference is provided by Article 6 of the GDPR, while for sensitive data, Article 
9 of the GDPR must be considered. As already noted, the public or private nature of 
the data controller may be relevant. 

 

To what extent and on which legal basis can common personal data be processed by AI systems 
in the healthcare sector? 

In the healthcare sector, considering the broad notion of health data already 
outlined, the common personal data processed may only include contact information, 
payment data, and administrative data (not revealing anything about an individual’s 
health status). Within healthcare facilities, these data might be processed for 
administrative purposes. In this case, it seems that they can be processed on the 
following legal bases:  

- to perform a task in the public interest; 
- to comply with a legal obligation; 
- to fulfill a contractual obligation with the healthcare facility; 
- to pursue a legitimate interest. 

 

To what extent and on which legal basis can health data be processed by AI systems in the 
healthcare sector? 

First of all, it should be considered that the need for a legal basis is required only 
for personal health data, whereas non-personal health data (as anonymous data) fall 
outside the scope of application of the GDPR. 

When focusing on personal health data, it should be remembered that, as a rule, 
the processing of sensitive data is prohibited. However, there are exceptions395 
provided for in Article 9(2) of the GDPR. It is worth noting, above all, Article 9(2)(h) 
of the GDPR which concerns the processing “necessary for the purposes of 
preventive or occupational medicine, for the assessment of the working capacity of 
the employee, medical diagnosis, the provision of health or social care or treatment 
or the management of health or social care systems and services.” In this case it must 
have a “basis of Union or Member State law,” however, according to the GDPR, a 

                                                           
395 Cfr. also Recital No. 53, according to which “Special categories of personal data which merit 
higher protection should be processed for health-related purposes only where necessary to achieve 
those purposes for the benefit of natural persons and society as a whole, in particular in the context 
of the management of health or social care services and systems, including processing by the 
management and central national health authorities of such data for the purpose of quality control, 
management information, and the general national and local supervision of the health or social care 
system, and ensuring continuity of health or social care and cross-border healthcare or health security, 
monitoring and alert purposes, or for archiving purposes in the public interest, scientific or historical 
research purposes or statistical purposes, based on Union or Member State law which has to meet an 
objective of public interest, as well as for studies conducted in the public interest in the area of public 
health.” 
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“contract with a health professional” subject to specific conditions may be sufficient 
to define the above purposes and limitations.  

Another possible legal basis is enshrined in Article 9(2)(g) of the GDPR, when the 
“processing is necessary for reasons of substantial public interest.” Such reasons of 
substantial public interest must, however, be identified based on European law or the 
law of a Member State. Usually, this legal basis is more commonly used by public 
entities, as laws often assign them tasks for ‘reasons of substantial public interest.’ 
However, especially in the healthcare sector, it is not excluded that a legal basis can 
also be secured for private entities in the presence of a law operating this way. At any 
rate, such a legal basis should have a specific content.396  

This legal basis is considered the most suitable for introducing artificial intelligence 
into national healthcare services according to the Italian DPA, in its Decalogue.397 
What was said with regard to Article 9(2)(g) can be replicated for Article 9(2)(i), which 
provides a legal basis for processing that is “necessary for reasons of public interest 
in the area of public health, such as protecting against serious cross-border threats to 
health or ensuring high standards of quality and safety of health care and of medicinal 
products or medical devices” and for Article 9(2)(j), which provides a legal basis for 
processing that is “necessary for archiving purposes in the public interest, scientific 
or historical research purposes, or statistical purposes in accordance with Article 89.” 
In these cases, as well, a legal basis is required that is explicitly provided for in the 
laws of the Member States or the European Union, with specific content.398  

 

 [Box 7] Italy – Court of Cassation, March 6, 2025, n. 6067 

Facts: The case concerns data processing carried out by several University Hospitals. This section 
pertains to the challenge made by the Italian Data Protection Authority on December 15, 2022, 
No. 416. The decision adopted by the Friuli Venezia Giulia Region authorized the use of data from 
databases of the University Hospital of Central Friuli to implement targeted healthcare initiatives 

                                                           
396 According to Article 9(2)(g) of the GDPR “processing is necessary for reasons of substantial 
public interest, on the basis of Union or Member State law which shall be proportionate to the 
aim pursued, respect the essence of the right to data protection, and provide for suitable and 
specific measures to safeguard the fundamental rights and the interests of the data subject.” 
Also, as specified in the Decalogue for the provision of national health services through artificial 
intelligence systems, p. 2 “Article 36 (4) of the Regulation requires that Member States shall consult 
the supervisory authority during the preparation of a legislative act or regulatory measure providing 
for the processing of personal data.” 
397 Decalogue for the provision of national health services through artificial intelligence systems, pp. 
2-3. 
398 According to Article 9(2)(i) of the GDPR “processing is necessary for reasons of public interest 
in the area of public health, such as protecting against serious cross-border threats to health or 
ensuring high standards of quality and safety of health care and of medicinal products or medical 
devices, on the basis of Union or Member State law which provides for suitable and specific 
measures to safeguard the rights and freedoms of the data subject, in particular professional 
secrecy.” According to Article 9(2)(j) of the GDPR “processing is necessary for archiving purposes 
in the public interest, scientific or historical research purposes, or statistical purposes in accordance 
with Article 89(1) based on Union or Member State law which shall be proportionate to the aim 
pursued, respect the essence of the right to data protection, and provide for suitable and 
specific measures to safeguard the fundamental rights and the interests of the data subject.” 
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in predictive medicine, employing AI. Each hospital-affiliated doctor was required to compile a 
unified list of patients who had Covid-19 and were concurrently affected by other conditions 
(comorbidity conditions). An algorithm was used to validate the list. Patient identification and 
inclusion in the lists was legally grounded in the general consent given by the data subjects for 
healthcare purposes at the hospital. 

 
Decision of the Italian DPA: The reasoning of the Italian DPA was nearly identical to that 
explained in box no. 5. 

 
Decision of the Tribunal of Udine: The Court stated that: 

1) In this case, the Region was the data controller, not the University Hospital. 
2) The processing conducted by the University Hospital can be classified as secondary 

processing, with a legal basis found in Article 9(2)(i) of the GDPR, which permits 
processing necessary for reasons of public interest in public health. This legal basis was 
applicable considering the emergency legislation issued by the Italian government in 
response to the pandemic. The Italian Government responded to the pandemic with two 
decrees: a) Decree-Law 18/2020 allowed for personal data processing for public health 
reasons until the end of the declared emergency, encompassing measures to protect against 
COVID-19, provide healthcare to the infected, and manage the national healthcare service. 
b) Decree-Law 34/2020 aimed to strengthen healthcare services in response to the spread 
of the SARS-CoV-2 virus, focusing on diagnostic assessments, monitoring, and 
surveillance of virus circulation, along with early care for infected individuals and those in 
various forms of isolation. Additionally, according to Legislative Decree No. 16/2003 
(Article 2-ter), personal data processing may also be grounded in a general administrative 
act. 

3) Article 14 of the GDPR was not violated, as an exception to the obligation to inform the 
data subject applied (Article 14(5)(d) of the GDPR). 

4) The violation of Article 35 of the GDPR (Data Protection Impact Assessment) was 
unfounded, as the technology used did not appear to be new. 

 
Decision of the Court of Cassation: The Court affirmed that: 

1) The University Hospital is considered the data controller on the basis of two main 
considerations. On one hand, it was held that the University Hospital was the data 
controller for the processing of data contained in the Electronic Health Record when the 
processing was carried out for healthcare purposes. On the other hand, the Court stated 
that the regional government resolution regulating processing was not sufficient to 
exclude the attribution of processing to the University Hospital. It rejected the retroactive 
applicability of Article 2-ter in its amended version, and held that the conditions for 
applying Article 2-sexies are not met, as there is no proper assessment of the necessity of 
the processing. 

2) The “secondary processing” qualification was incorrect. The Court ruled that explicit 
consent was still required and the public health emergency did not exempt the University 
Hospital from GDPR rules. The data use went beyond the permitted scope (healthcare 
purposes), since it involved identifiable data for stratification purposes. 

3) The exemption provided by Article 14 of the GDPR did not apply. The obligation to 
inform data subjects still stood, and the hospital's reliance on medical secrecy was 
irrelevant because the processing responsibility lay with the University Hospital, not 
doctors. 

4) The Court of Cassation held that a Data Protection Impact Assessment (DPIA) under 
Article 35 of the GDPR was required. The reasoning of the Udine Tribunal was incorrect 
because the novelty of the technology used in the processing (in this case, the algorithm) 
must be assessed concretely. In any case, the burden of proof lay with the data controller. 

 

According to Recital no. 52 of the EHDS, for “the purpose of processing 
electronic health data for secondary use, one of the legal bases referred to in Article 
6(1), points (a), (c), (e) or (f), of Regulation (EU) 2016/679 in conjunction with Article 
9(2) thereof is required.” The EHDS therefore does not provide a legal basis 
according to Article 6. However, the EHDS “provides for a legal basis for the 
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secondary use of personal electronic health data, including the safeguards required 
under Article 9(2), points (g) to (j), of Regulation (EU) 2016/679 to allow the 
processing of special categories of data, in terms of lawful purposes, trusted 
governance for providing access to health data through the involvement of health 
data access bodies, and processing in a secure processing environment, as well as 
arrangements for data processing, set out in the data permit.” 

Another possibility is the legal basis of consent, according to Article 9(2)(a). The 
advantage of this legal basis over the others just examined is that it is directly 
applicable. However, the use of consent for treatments based on artificial intelligence 
poses a series of problems. It is important to remember that consent must be linked 
to specific purposes, which are not always straightforward in the use of AI, where 
analyses can lead to generating inferences useful for additional, unforeseeable 
purposes from the outset.399 Not to mention that the use of AI systems with big data 
can allow the derivation of data from other subjects who have not provided 
consent.400 

It must also be considered that in the case of processing special categories of data, 
it is not sufficient to solely identify a legal basis under Article 9 of the GDPR; a legal 
basis must also be identified under Article 6 of the GDPR. The ECJ established this 
principle in a case involving health data. 

 

 [Box 8] ECJ, December 21, 2023, C-667/21 

Facts: MDK Nordrhein, a medical service of health insurers and a public body, handles expert 
reports on work incapacity, including those of its own employees. The applicant, formerly 
employed in the IT department, sought damages for the allegedly unlawful processing of medical 
data. The Federal Labour Court decided to suspend the proceedings and refer some preliminary 
questions to the ECJ, about the interpretation of Article 9 of the GDPR, alongside questions about 
Article 82 of the GDPR (i.e. about liability). 

 
Decision of the Court: The ECJ stated that: 

1) the exception provided for in Article 9(2)(h) of the GDPR applies to situations in which a 
medical control body processes health data of one of its employees not as an employer but 
as a medical service, in order to assess the work capacity of that employee; 

2) the controller of the processing of health data, based on Article 9(2)(h) of that regulation, 
is not required, under those provisions, to ensure that no colleague of the data subject can 
access the data concerning the health status of the latter; 

3) processing of health data based on Article 9(2)(h) of the GDPR must, to be lawful, not 
only comply with the requirements set out therein but also satisfy at least one of the lawful 
conditions set out in Article 6(1) of the GDPR; 

                                                           
399 With regard to healthcare processing it has been stated that “Artificial intelligence-based analyses 
could reveal things beyond what the clinical data were collected for (e.g., through wide-ranging 
analyses of associations, variances).” From this perspective see E. Racine et Alii, Healthcare uses of 
artificial intelligence: Challenges and opportunities for growth, in Healthcare Management Forum, 32, 5, 2019, 
p. 274. 
400 On this topic see S. Barocas, H. Nissenbaum, Big Data’s End Run around Anonymity and Consent, in 
J. Lane, V. Stodden, S. Bender, & H. Nissenbaum (Eds.), Privacy, Big Data, and the Public Good: 
Frameworks for Engagement, Cambridge, 2014, pp. 61 ff.; M. Bak et Alii, You Can’t Have AI Both Ways: 
Balancing Health Data Privacy and Access Fairly, in Frontiers in Genetics, 13, 2022, p. 3. 
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4) the right to compensation provided for in Article 82 of the GDPR serves a compensatory 
function, and does not serve a dissuasive or punitive function; 

5) on one hand, the emergence of a controller's liability is contingent upon the existence of 
fault, which is presumed unless they prove the fact causing the damage is not attributable 
to him/her in any way, and, on the other hand, Article 82 GDPR does not require that the 
degree of such fault be considered in calculating the amount of compensation for 
immaterial damage awarded under that provision. 

 

Does the legal basis differ depending on the purposes of processing in the healthcare sector?  

The relevant legal basis does differ depending on the purposes of processing. 

If the purpose is therapeutic, the best legal basis for processing health data is 
likely Article 9(2)(h). However, the situation can become complex if it involves, for 
example, predictive medicine (through the use of AI). The Italian Garante – in the 
case mentioned in Box no. 5 – stated that predictive medicine should be considered 
additional to processing strictly necessary for the standard activities of care and 
prevention enshrined in Article 9(2)(h). As anticipated, the injunction order from the 
Italian DPA was annulled by the Pordenone Court, which, however, did not examine 
the merits of this and other issues, considering the order to be illegitimate because it 
identified the wrong data controller. It is probable, therefore, that the reasoning of 
the DPA regarding Article 9(2)(h) of the GDPR is correct. Hence, in this case, the 
specific consent of patients should be required.401  

If the purpose is to implement a public policy, specifically aimed at addressing a 
pandemic, then the best legal basis for processing health data is likely Article 9(2)(i). 
Even in circumstances where there is a legal basis, it is important to consider how the 
data are processed, in order to ensure the lawfulness of processing. 

 

 [Box 9] France - Council of State, July 6, 2021, Decision No. 453505  

Facts: In France the Law of May 31, 2021 determined the end of the state of emergency and 
introduced a health pass system for specific types of travel and access to establishments or events 
involving large gatherings. In conformity with the law, the Government issued a Decree on June 
7, 2021, specifying the implementation of the health pass system (i.e. a two-dimensional code 
providing access to the name, surname, date of birth of the pass holder together with alternative 
information about vaccination status, or a recent negative result of a COVID screening test within 
48 hours, or a certificate of recovery from COVID-19. An association challenged the Government 
decree for three reasons: 
1) Violation of the principle of minimization for the amount of data contained in it; 
2) Absence of a legal basis for processing health data, even though these data were not accessible 
to the person verifying the pass; 
3) Absence of a Data Protection Impact Assessment. 

 
Decision of the Court: Regarding the first issue, the Council of State denied any violation of the 
minimization principle, since the information was accessible only for verification and did not show 
the motivation for such (negative test; certificate of recovery; etc.). With regard to the second issue, 
the Court stated that, even if it were possible to record on mobile phones, through a national 
processing, a certificate containing only a red or green light to indicate a person’s health status, it 
appeared the government did not make an erroneous assessment of the combined requirements 

                                                           
401 See box no. 5. 
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of Articles 5(1) and 9(2)(i) of the GDPR by authorizing the inclusion of this health data in the 
processing. Finally, on the third issue, the Council of State confirmed that the means of processing 
only raised minimal risks, that did not require a DPIA. The processing effectively implemented by 
the Minister of Solidarity and Health relied on local control of the data contained in the certificates 
('offline mode'). Therefore, the government abandoned any data exchange with the central server 
of the service provider during the verification of certificates presented on the mobile phone of the 
person intending to use the health pass. The government's choice not to submit the impact analysis 
to the CNIL before implementing the processing, which showed the existence of a low residual 
risk, did not taint the implementation of the health pass with any manifest illegality. 

 

If the purpose is to conduct research, then the best legal basis for processing health 
data is likely Article 9(2)(j). However, since it requires the existence of Union or 
Member State law, consent (as long as there is no imbalance between researchers and 
research participants) is likely be the most useful legal basis. 

 

Is a data subject’s consent always necessary?  

In general terms, considering what has been said about legal bases, consent should 
not always be considered necessary. However, in the field of scientific research, 
consent is sometimes considered necessary by the DPAs in their soft regulations. 

Within the Italian legal system, ethical rules regarding scientific research emphasize 
consent as the legal basis for processing.402 With regard to the French system, see for 
instance, among the six reference methodologies (Méthodologie de reference, MR) 
enacted by the CNIL in accordance with Article 66 of Law no. 78-17,403 MR-001 - 
Recherches dans le domaine de la santé avec recueil du consentement.404  

However, in the field of research, there are some exceptions to consent: 

1) Italy: Article 110 of the Italian Privacy Code provides for some exemptions in 
the absence of consent for medical, biomedical, and epidemiological 
research purposes: 1) in cases of research in a program pursuant to Article 
12-bis of Legislative Decree no. 502/1992; 2) after prior consultation with the 
Privacy Authority in compliance with Article 36 of the GDPR, in cases where 
obtaining consent is not possible.405 

                                                           
402 See Italian DPA Provisions identifying the requirements contained in General Authorizations nos. 
1/2016, 3/2016, 6/2016, 8/2016 and 9/2016 which are compatible with the GDPR and Legislative 
Decree no. 101/2018 and the Deontological regulation for processing for statistical or scientific 
research purposes published pursuant to Art. 20, paragraph 4, of legislative decree August 10, 2018, 
no. 101 - December 19, 2018. On this topic see G. Bincoletto, P. Guarda, A proactive GDPR-compliant 
solution for fostering medical scientific research as a secondary use of personal health data, in Opinio Juris in 
Comparatione, 1, 2021, pp. 53-54. 
403 According to Article 66 of Law no. 78-17 data processing for research purposes may be carried 
out only if a data controller has received prior authorization by the CNIL or if the controller complies 
with the reference guidelines of the CNIL. 
404 See Délibération n° 2018-153 du 3 mai 2018 portant homologation d'une méthodologie de 
référence relative aux traitements de données à caractère personnel mis en œuvre dans le cadre des 
recherches dans le domaine de la santé avec recueil du consentement de la personne concernée (MR-
001) et abrogeant la délibération n° 2016-262 du 21 juillet 2016 available on the CNIL website. 
405 On the Italian framework see S. Penasa, M. Tomasi, The Italian Way for Research Biobanks After 
GDPR: Hybrid Normative Solutions to Balance the Protection of Individuals and Freedom of Research, in 
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2) France: Among the six reference methodologies already mentioned 
(Méthodologie de reference, MR) enacted by the CNIL, consent is not always 
required as a legal basis (see for instance MR-003 Recherches dans le domaine 
de la santé sans recueil du consentement).406 

 

The reference to consent makes processing particularly problematic, especially 
in the face of requests to exercise rights by data subjects, considering previously 
mentioned issues. In particular, consent becomes a requirement that complicates 
the management of biobanks,407 especially those utilizing artificial intelligence. 
For these reasons, there is a recognized need to use new forms of consent such as 
broad consent and dynamic consent.408 The latter, in particular, proves useful 
in cases where new types of processing are added (e.g., new access to the biobank), 
ensuring that data subjects are part of an ongoing dialogue with the data 
controller.409 

 

3.5.6. Transparency 

The data used by AI can be derived from patients themselves, doctors, databases, 
and data subjects’ devices. The data source is relevant concerning the duties to inform 
data subjects, because: 

                                                           
S. Slokenberga, O. Tzortzatou, J. Reichel, GDPR and Biobanking: Individual Rights, Public Interest, and 
Research Regulation across Europe, Cham, 2021, pp. 313-314; G. Bincoletto, P. Guarda, A proactive GDPR-
compliant solution for fostering medical scientific research as a secondary use of personal health data , cit., pp. 52 ff., 
also with regard to the French experience (pp. 58 ff.). 
406 See Délibération n° 2018-154 du 3 mai 2018 portant homologation de la méthodologie de 
référence relative au traitement des données à caractère personnel mis en œuvre dans le cadre des 
recherches dans le domaine de la santé ne nécessitant pas le recueil du consentement de la personne 
concernée (MR-003) et abrogeant la délibération n° 2016-263 du 21 juillet 2016 available on the CNIL 
website. 
407 See J. Meszaros, J. Minari, I. Huys, The future regulation of artificial intelligence systems in healthcare services 
and medical research in the European Union, cit., p. 2. 
408 The base of broad consent can be identified in Recital No. 33 of the GDPR according to which 
“It is often not possible to fully identify the purpose of personal data processing for scientific research 
purposes at the time of data collection. Therefore, data subjects should be allowed to give their 
consent to certain areas of scientific research when in keeping with recognised ethical standards for 
scientific research. Data subjects should have the opportunity to give their consent only to certain 
areas of research or parts of research projects to the extent allowed by the intended purpose.” 
Dynamic consent also falls within the scope of this Recital, though it implies a strong interaction with 
the participant of the research. For deepening these concepts see A. Nordberg, Biobank and Biomedical 
Research: Responsibilities of Controllers and Processors Under the EU General Data Protection Regulation, in 

S. Slokenberga, O. Tzortzatou, J. Reichel, GDPR and Biobanking, cit., pp. 77-81; K.S. Steinsbekk, B. 
Kåre Myskja, B. Solberg, Broad consent versus dynamic consent in biobank research: is passive participation an 
ethical problem?, in European Journal of Human Genetics, 21, 9, 2013, pp. 897–902; J. Kaye et Alii, Dynamic 
consent: a patient interface for twenty-first century research networks, in European Journal of Human Genetics, 23, 
2, 2015, pp. 141–146 
409 In case of consent withdrawal, of course the general rules of the GDPR should be applied (see 4.7 
of this Section). 
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1) in the case of data collection from patients, even by way of data subjects’ 
devices, the controller has the duty to inform data subjects according to Article 
13 of the GDPR;410 

2) in the case of data collection by third parties (for instance, other hospitals) the 
controller has the duty to inform data subjects according to Article 14 of the 
GDPR.411 

In both cases, if a controller wants to further process the personal data for another 
purpose, he/she shall provide the data subject prior to that further processing with 
information on that other purpose with all relevant information according to 
(respectively) Articles 13 and 14 of the GDPR. In both situations, the duty to inform 
does not apply if the data subject already has the information. However, in the second 
case (data collection by third parties), the duty to inform data subjects does not apply 
in other situations according to Article 14(5)(b;c;d) of the GDPR.412  

 

How can information duties provided under the GDPR be reconciled with the use of AI in 
healthcare? 

The use of AI must be preceded by adequate information for data subjects, 
respecting the principles of fairness and transparency. However, there may be 
difficulties in providing adequate information for various reasons, such as the issue 
of the black box and intellectual property rights in the use of the algorithm. 

                                                           
410 Namely, the identity and contact details of the controller; the contact details of the data protection 
officer; the purposes and the legal basis of the processing; the recipients or categories of recipients 
of the personal data; the fact that the controller intends to transfer personal data to a third country 
or international organisation and the lawful grounds of this transfer; the period for which the personal 
data will be stored or the criteria used to determine that period; the data subjects’ rights; whether the 
provision of personal data is a statutory or contractual requirement, or a requirement necessary to 
enter into a contract, as well as whether a data subject is obliged to provide the personal data, and 
the possible consequences of failure to provide such data. 
411 Namely, the identity and contact details of the controller;  the contact details of the data protection 
officer; the purposes and the legal basis of the processing; the categories of personal data processed; 
the recipients or categories of recipients of the personal data; the fact that the controller intends to 
transfer personal data to a third country or international organisation and the lawful grounds of this 
transfer; the period for which the personal data will be stored or the criteria used to determine that 
period; the data subjects’ rights. 
412 According to Article 14(5), Article 14 itself shall not apply if “a) the data subject already has the 
information; b) the provision of such information proves impossible or would involve a 
disproportionate effort, in particular for processing for archiving purposes in the public interest, 
scientific or historical research purposes or statistical purposes, subject to the conditions and 
safeguards referred to in Article 89(1) or in so far as the obligation referred to in paragraph 1 of this 
Article is likely to render impossible or seriously impair achievement of the objectives of that 
processing. In such cases the controller shall take appropriate measures to protect data subjects’ rights 
and freedoms and legitimate interests, including making the information publicly available; 
c) obtaining or disclosure is expressly laid down by Union or Member State law to which the 
controller is subject and which provides appropriate measures for protecting data subjects’ legitimate 
interests; or 
d) where the personal data must remain confidential subject to an obligation of professional secrecy 
regulated by Union or Member State law, including a statutory obligation of secrecy.” 
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In practical terms, the Italian DPA identified several stages in its Decalogue in 
which information duties may be extremely relevant, with regard to the use of AI in 
healthcare,413 namely: 

1) Ensuring that the legal basis for processing is clear, predictable, and made known 
to data subjects through specific information campaigns; 

2) Consulting stakeholders and data subjects during the conduct of the impact 
assessment (Article 35( 9) GDPR); 

3) Publishing, even in summary, the impact assessment; 
4) Preparing information to be provided to data subjects, including the elements 

specified in Articles 13 and 14 of the GDPR, in clear, concise, and understandable 
terms; 

5) Informing not only about the elements referred to in the aforementioned Articles 
13 and 14 of the GDPR but also highlighingt: 
a) whether processing will occur during the algorithm’s learning phase 

(experimentation and validation) or in the subsequent phase of its application, 
within healthcare services, outlining the data processing logic and 
characteristics; 

b) any obligations and responsibilities of healthcare professionals, to whom the 
data subject turns, in using AI-based healthcare services; 

c) the benefits, in terms of diagnostics and therapeutics, arising from the use of 
such new technologies; 

6) Ensuring effective methods for exercising the rights of data subjects provided by 
the Regulation and specific sector regulations, taking into account the different 
roles played by the entities involved in processing; 

7) In the case of pursuing therapeutic purposes, ensuring that data processing 
services based on AI systems are implemented only upon the explicit request of 
activation by the healthcare professional and not automatically; 

8) Regulating the profiles of professional responsibility connected to the healthcare 
professional’s choice of whether to rely on data processing services based on AI 
for their patients, considering the diverse roles of the entities involved in the 
processing. 

 

3.5.7. Data subjects’ rights 

 
According to the GDPR, the data subjects have the following rights: 

1) Right of Access (Article 15 of the GDPR): 
Data subjects may request access to their personal data held by a data 
controller. In particular, they have the right to obtain information about the 
purposes of processing, categories of data, recipients, and more. 

2) Right to Rectification (Article 16 of the GDPR): 
Data subjects may request the correction of inaccurate or incomplete personal 
data. 

3) Right to Erasure (Article 17 of the GDPR): 

                                                           
413 Decalogue for the provision of national health services through artificial intelligence systems, pp. 
9- 11. 
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Data subjects may request the deletion of their personal data under specific 
circumstances (e.g. withdrawal of consent). 

4) Right to Restriction of Processing (Article 18 of the GDPR): 
Data subjects can request the limitation of processing under certain conditions 
(e.g., when processing is unlawful). 

5) Right to Data Portability (Article 20 of the GDPR): 
Data subjects may request to receive their personal data in a structured, 
commonly used, and machine-readable format and have the right to transmit 
it to another controller. 

6) Right to Object (Article 21 of the GDPR): 
Data subjects may object to the processing of their personal data, including 
profiling, based on legitimate interests or for direct marketing purposes. 

7) Rights Related to Automated Decision-Making (Article 22 of the GDPR): 
Data subjects have the right not to be subject to decisions based solely on 
automated processing, including profiling, which produces legal effects 
concerning them or similarly significantly affects them. 

8) Right to Withdraw Consent (Article 7 of the GDPR): 
Data subjects can withdraw their consent for processing at any time when 
processing is based on consent.  

9) Right to Lodge a Complaint with a Supervisory Authority (Article 77 of 
the GDPR): 
Data subjects have the right to lodge a complaint with a data protection 
supervisory authority if they believe their rights under the GDPR have been 
violated. 

10) Right to an effective judicial remedy against a controller or processor 
(Article 79 of the GDPR) 
 

Can a patient refuse their health data be used by AI? 

In such cases, it is necessary to distinguish between the right not to be subject to 
a decision based solely on automated processing (Art. 22 of the GDPR), the 
right to object to already consented use (Art. 21 of the GDPR) and the right to 
withdraw consent (Art. 7 of the GDPR). The former is relevant to understanding 
whether, in the event of refusal, the healthcare facility should provide alternative 
healthcare processing without the use of AI.414 According to Article 22 of the 
GDPR, it should be considered that the right to refuse the processing of personal 
data by AI exists only if there is a lack of human oversight.415 However, in cases where 
there are no alternatives for the patient, it may be wondered whether their consent is 
truly free. 

Regarding the right to object to processing that has already initiated, it is 
important to consider that the scope of application of this right is limited to data 

                                                           
414 On the issue of having a meaningful alternative, with regard to the medical processing of data see 
A.J. Andreotta, N. Kirkham, M. Rizzi, AI, big data, and the future of consent, in AI & Soc, 37, 2022, espec. 
1721 ff. 
415 On this issue in the healthcare sector see I. de Miguel Bertain, Should we have a right to refuse diagnostics 
and treatment planning by artificial intelligence?, in Medicine, Health Care, and Philosophy, 23, 2020, 247-252. 
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processing on the legal basis of a public task (Art. 6(1)(e)) or a legitimate interest (Art. 
6(1)(f)). In these situations, the processing performed until it is objected to is lawful.  

Regarding the right to withdraw consent to processing that has already initiated, 
the scope of application of this right is limited to data processing on the legal basis of 
consent (Art. 6(1)(a)). In such a situation, the processing performed until consent is 
withdrawn is lawful.  

In both situations (the right to object and the right to withdraw consent) the 
problem is that in cases of processing carried out by AI, it is by far more complex 
(from a technical point of view) to ensure that an algorithm does not consider some 
of the initially collected data. 

 

Can patients request the erasure of their data if it is used by AI in the healthcare sector? 

In accordance with Article 17 of the GDPR, the patient’s data shall be erased if: 

1) they are no longer necessary in relation to the purposes for which they were 
collected or otherwise processed;  

2) the data subject withdraws consent on which the processing was based and 
where there is no other legal grounds for processing;  

3) the data subject objects to processing pursuant to Article 21(1) of the GDPR 
and there are no overriding legitimate grounds for the processing, or the data 
subject objects to the processing pursuant to Article 21(2) of the GDPR; 

4) the personal data have been unlawfully processed; 
5) the personal data must be erased for compliance with a legal obligation in 

Union or Member State law to which the controller is subject; 
6) the personal data have been collected in relation to the offer of information 

society services referred to in Article 8(1). 
It should be considered that such a right does not apply when processing is carried 
out: 

1) for compliance with a legal obligation or for the performance of a task carried 
out in the public interest or in the exercise of official authority vested in the 
controller; 

2) for reasons of public interest in the area of public health in accordance with 
points (h) and (i) of Article 9(2) as well as Article 9(3); 

3) for archiving purposes in the public interest, scientific or historical research 
purposes, or statistical purposes in accordance with Article 89(1) in so far as 
the right referred to in paragraph 1 is likely to render impossible or seriously 
impair achievement of the objectives of that processing. 

Consequently, the right to erasure may find limited application in the field of 
healthcare. It should also be considered that when it applies (for instance to 
processing based on consent) it could be particularly challenging to ensure 
artificial intelligence can remove data that is subject to the right to erasure. This 
requires an algorithm be programmed in a way that permits data to be removed 
when it is subject to the right to erasure. 
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3.5.8. Additional safeguards 

 

The principle of minimization requires that processed data be adequate and 
relevant to achieve the purposes of processing. An evaluation of the necessity of the 
processing is therefore required, which, in this case, must concern the use of AI 
systems and take into account whether the processed data are special categories of 
data (on this issue, see for instance the Deepmind case from box no. 3). 

Another relevant principle is that of accountability. In conformity to this 
principle, the data controller, even when producing an algorithm in-house, may not 
have a complete picture of how an algorithm works in practice due to the black box 
problem. This requires resorting to a data protection impact assessment (Article 
35 GDPR) and using sandboxes where an algorithm can be trained. 

It is also evident that, when it comes to AI testing and implementation, there must 
always be human supervision capable of overseeing the processing, even in response 
to the exercise of rights by data subjects.416  

Alongside these problems are those related to the principle of accuracy of 
processed data. In the case of data processing by AI, accuracy is fundamental, even 
during the training of the AI. The data used for training can be of various types, 
derived from medical images (e.g., X-rays, MRIs, ultrasounds, CT scans, and DXAs), 
bio-signals (e.g., ECG, EEG, EMG, and EHR), vital signs (e.g., body temperature, 
pulse rate, respiration rate, and blood pressure), demographic information, medical 
history, and laboratory test results.417 It is crucial to be cautious as this information 
may not only reveal health-related data but also other special categories of personal 
data related to religion or ethnic origin, with the risk that AI may associate an ethnic 
origin with specific health characteristics. These data may create biased datasets 
used to train algorithms to recognize “bad data” (i.e. inaccurate data) and not to use 
them in decision-making.418 Moreover, the importance of the careful preprocessing 
of data for preserving data accuracy should be considered. In surgical interventions 
(but also in diagnostics), noise419 may need to be removed through preprocessing of 
the training videos for AI to prevent the analysis of additional moments in the 

                                                           
416 Human supervision is a key-element according to the Decalogue of the Italian Garante. In this 
perspective, Article 22 of the GDPR should not be considered applicable, since it is relevant only for 
fully automated decisions, without human involvement. For another interpretation of this Article, 
according to which it may also be applicable beyond processing without meaningful human 
involvement see G. Malgieri, G.Comandè, Why a Right to Legibility of Automated Decision-Making Exists 
in the General Data Protection Regulation, cit., pp. 243 ff.; M. Forti, The deployment of Artificial Intelligence 
tools in the health sector: privacy concerns and regulatory answers within the GDPR, in the European Journal of 
Legal Studies, 13(1), 2021, p. 40 
417 See M.A. Al-Antari, Artificial Intelligence for Medical Diagnostics—Existing and Future AI Technology!, in 
Diagnostics, 13, 2023, p. 688. 
418 See E. Seker et Alii, Preprocessing to Address Bias in Healthcare Data, in Stud Health Technol Inform., 
2022, 294, pp. 327-331.  
419 “Noise” is a technical term employed by data analysts with regard to irrelevant or meaningless 
data that may affect a data analysis task of machine learning. For this definition and for a systematic 
review on how to deal with the issue of noise see S. Gupta, A. Gupta, Dealing with the Noise problem in 
Machine Learning Data-sets: A Systematic Review, in Procedia Computer Science, 161, 2019, pp. 466-474. 
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recording that are not useful and may introduce bias.420 Even when training the 
algorithm for remote monitoring compared to an Electrocardiogram, removing noise 
and taking additional precautions can be beneficial.421 

It is then necessary to ensure the integrity and confidentiality of data. These 
principles thus require the adoption of various measures, such as pseudonymization, 
encryption, differential privacy, and randomization,422 that, if combined, may also lead 
to anonymization.423 Sometimes, specific organizational measures may also be 
relevant; consider the example of the French health pass available in box no. 6. 

It is also important to consider the issue of cloud security where data is stored. 
From this perspective, the ongoing discussion within the French legal system is 
particularly noteworthy. In the context of the Health Data Hub, there is a growing 
emphasis on favoring cloud solutions that ensure data sovereignty, with a focus on 
EU-based solutions.424 

 

3.5.9. A case study: focus on the French Data Hub 

 

Following the Villani Report on Artificial Intelligence, published on March 28, 
2018, French President Emmanuel Macron affirmed his desire to make health one of 
the priority sectors for the development of artificial intelligence in France. 

The hurdles to overcome were the following: data were scattered among multiple 
databases, were little known, and not easily understood by outsiders; the procedures 
for accessing health data were complex, especially because of the sensitivity of such 
data, and were governed by different, sometimes discretionary, rules; the tools and 

                                                           
420 From this perspective, the development of deep learning algorithms capable of properly editing 
the video may also be useful. See J.L. Lavanchy et Alii, Preserving privacy in surgical video analysis using a 

deep learning classifier to identify out‑of‑body scenes in endoscopic videos, in Scientific Reports, 13, 9235, 2023, pp. 
1-8; I. Keshta, AI-driven IoT for smart health care: Security and privacy issues, in Informatics in Medicine 
Unlocked, 30, 2022, pp. 1-7. 
421 More information about this example may be found in M.R. Islam et Alii, Deep Learning-Based IoT 
System for Remote Monitoring and Early Detection of Health Issues in Real-Time, in Sensors, 23, 5204, 2023, pp. 
1-18. 
422 These measures are to be thoroughly considered. For some insights on the different measures, 
also taking their shortcomings in the healthcare sector into account, see Y. Li, C. Bai, C.K. Reddypp, 
A distributed ensemble approach for mining healthcare data under privacy constraints, in Information Sciences, 330, 
2016, pp. 247-248. 
423 On anonymization, see supra. 
424 The hosting of SNDS health data by Microsoft Azure has sparked controversy due to concerns 
that, as a U.S. company subject to the Cloud Act, American authorities might access French patients’ 
data, despite the servers being located in France. In the absence of a technically viable sovereign 
alternative, the EMA also opted for Microsoft to host the EMC2 health data project. A secure 
sovereign cloud solution (SecNumCloud) is under development and expected by the end of 2025. 
Technological sovereignty is seen as crucial to avoiding dependence on non-EU providers. On this 
matter see Rapport d’information n° 611 (2023-2024), déposé le 21 mai 2024, pp. 38-39. To learn 
more, also consult the 2025 work program of the HDH available at: https://www.health-data-
hub.fr/actualites/en-2025-le-health-data-hub-accelere-le-partage-des-donnees-de-sante-pour-la-
recherche-et. 
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skills needed to process data securely, as required, are costly and often inaccessible to 
small research teams or start-ups. 

Provided for by the July 24, 2019 Law on the organization and transformation of 
the healthcare system, the Health Data Hub is a public structure with the objective 
of enabling project coordinators to easily access non-nominative data hosted on a 
secure platform, in compliance with regulations and citizens' rights. Users will be able 
to cross-reference and analyze data in order to improve the quality of care and patient 
support.425 

The Health Data Hub also aims to improve the management of patient follow-
up and to make France a leader in AI in health, by reducing barriers to the re-use 
of health data for research, by collecting and linking data from multiple 
sources, by securing research platforms and by allowing access from multiple 
sectors and regions (harmonization of data access rules). 

Despite clear political will, the obstacles are far from being overcome, as a recent 
interministerial report revealed.426 

 

What are the critical aspects of French public policy on health data management? 

 

The report was based on the observation that France lags behind and that players, 
including those in France, are using data from the United States, Israel, and the United 
Kingdom. Although France has a wealth of health data, it remains scattered due to a 
lack of interoperability and data matching. Databases are still disparate, their 
content heterogeneous, and their documentation inadequate. In addition, regulatory 
procedures remain complex and lengthy. It should be noted that France is one of 
the few countries in Europe to have maintained a system of prior authorization by a 
data protection agency for research and studies requiring access to health data, which 
is compulsory if several databases are to be matched. As such, to carry out a project, 
it is necessary to obtain an opinion from a scientific and ethical committee (for 
research not involving the human person, the ethic and scientific Committee - 
CESREES) and authorization from the CNIL, which may be added to the opinion 
given by a local scientific and ethical committee for a health data warehouse or cohort. 

The Health Data Hub has not yet changed this situation, though it functions as a 
one-stop shop for these procedures. Furthermore, the existence of various simplified 
procedures that make it possible to dispense with CNIL authorization or even a 
CESREES opinion (permanent access to data in the main National Health Data 
System known as the SNDS - database, reference methodologies, benchmarks, single 
decisions, etc.) is not sufficient for allowing the system to run more smoothly, due to 
the complexity of the general regulatory framework, which stakeholders continue to 
struggle with. The requirement for patients to be informed whenever their data is re-
used adds to the complexity of the legal framework. 

Difficulties accessing data from the main SNDS database have also been singled 
out, with data from the national health insurance fund (CNAM) taking a 

                                                           
425 For an overview, See https://www.health-data-hub.fr/page/faq-english (February 5, 2024). 
426 “Fédérer les acteurs de l’écosystème pour libérer l’utilisation secondaire des données de santé,” Report 
published on January 18, 2024. 

https://www.health-data-hub.fr/page/faq-english
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particularly long time to be made available. The Health Data Hub has not yet taken 
over from the CNAM because the transfer of data from the main SNDS database was 
blocked due to the use of Microsoft's Azure software for the Health data hub. As a 
result, the Health Data Hub is unable to fulfill one of its core missions, despite the 
significant investment it has received. It is also regrettable that the Strategic Health 
Data Committee, which was set up in 2019, does not play a greater role in driving and 
coordinating policy on the secondary use of health data. 

However, the report welcomes the initial work of the strategic committee on health 
data warehouses and notes that the Health Data Hub established itself as a central 
partner in the health data ecosystem. The support it provides to project developers is 
much appreciated. Its technical capabilities are also recognised. What remains to be 
done is to simplify procedures, overcome reluctance to share data and, first and 
foremost, resolve the issue of the Health Data Hub's hosting of the copy of the main 
SNDS database. Failure to address these concerns could impede the data-sharing 
system and jeopardize the Health Data Hub's effectiveness. 

 

What are the recommendations outlined in the report? 

 

The report contains 37 fairly pragmatic recommendations classified according 
to 7 objectives. They each identify the authorities concerned and, where appropriate, 
the correct legislative vehicle.  

First and foremost, the issue of hosting the Health Data Hub's copy of the 
main SNDS database in a sovereign cloud must be resolved. The report outlines 
several transitional solutions preceding a final implementation of the new cloud. 
Otherwise, the sharing system will be blocked and the HDH will fail. 

The second objective is to ease regulatory constraints. This can be achieved 
through the regulation on the European health data space, reform of the LIL, and the 
CSP. One of the avenues recommended is overhauling reference methodologies, the 
scope of which should be extended so that CNIL authorization for the collection, 
processing, and chaining of health data becomes the exception.  It is also suggested 
that research projects not involving human subjects and complying with national 
specifications should be exempt from CESREES approval. 

The third objective is to speed up the provision of SNDS data, with data 
controllers taking greater responsibility for minimizing data. Project sponsors 
would have temporary access to a full copy of the main database and would be able 
to extract data using reference methods validated by CESREES and the CNIL as 
appropriate. This would considerably speed up the extraction stage. 

This third objective is linked to the fourth, which proposes rethinking the HDH 
by making it optional to upload SNDS data to the HDH. This suggests that the 
initial intentions of making the HDH a global solution was too ambitious. 
Nevertheless, the HDH should be the sole body responsible for access to health data 
(HDAB) within the meaning of the future regulation on the European Health Data 
Space (EHDS). The CNIL's assent to the granting of certain access authorizations 
would nevertheless remain necessary. 
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The fifth objective concerns governance. It is necessary to raise the profile of 
health databases and clarify the links between current projects, which should be 
steered by the Strategic Committee for Health Data. It is also necessary to facilitate 
the operation of health data infrastructures (warehouses, registries, cohorts) by 
providing for interoperability standards and long-term funding, and by introducing 
fee structures for data access. It is also suggested that standards be introduced for the 
re-use of data, in terms of embargo periods and publication. To this end, the health 
data hub should be steered by the strategic committee for health data, which should 
be co-chaired by the minister for health and the minister for research. 

Patients are also the subject of another series of recommendations (sixth 
objective). Their right to information and their right to object should be made 
more effective by setting up a single platform. The benefits of secondary use of their 
data should be mentioned within their digital health spaces.  

Finally, the emphasis is on developing secondary uses by increasing the number 
of calls for projects to create new databases and by facilitating the use and 
interoperability of data from other fields (environmental, social) within sectoral 
‘hubs,’ in particular to improve health prevention. 

 

What is the current status of Health Data Hub implementation? 

 

The first recommendations have already been implemented. The issue of the 
Health Data Hub's temporary hosting of a copy of the main SNDS database has now 
been settled. Even if the government is committed to organizing the migration of the 
HDH platform to a sovereign cloud known as “SecNumCloud,” it will take time. For 
the moment, although the players involved dispute it, no sovereign cloud with the 
requested qualities appears to be available. It has therefore been decided to continue 
with Microsoft Azure for a period of three years, though the report considered that 
two years should be sufficient. 

This solution was reluctantly approved by the CNIL in a decision dated December 
21, 2023, and published on January 31, 2024:427 it authorizes the choice of Microsoft 
as part of a European health data warehouse project called “EMC2,” which 
corresponds in part to the Health Data Hub. 

 

 [Box 10] – France - CNIL, December 21, 2023, Decision No. 2023-146  

The public interest group “Health Data Platform” (GIP PDS) has submitted a request for 
authorization to the CNIL, concerning the automated processing of personal data for the 
purposes of establishing a data warehouse in the field of health, called “EMC2.” The CNIL 
states that it has received the conclusions of a survey of sovereign clouds, which revealed 
that “no potential service provider is offering hosting services that meet the technical and 
functional requirements of the (HDH) for the implementation of the EMC2 project within 
a timeframe compatible with the latter's imperatives.” It deplores the fact that no service 
provider currently capable of meeting the needs expressed by the Health Data Hub protects 
data against the application of extraterritorial laws of third countries.” The CNIL has 
effectively admitted that the solution chosen on a provisional basis is that of an American 
company subject to American laws, which means that the data will be accessible to 

                                                           
427 CNIL, decision 2023-146, December 21, 2023. 



 

122 

American intelligence services under the Cloud Act in particular. The fact that Microsoft 
Azure's data centres are located in Europe does nothing to change this. Indeed, data may 
transit through the United States for the operation of the technical solution, in particular 
for administration purposes. The CNIL states that it “regrets that the strategy put in place 
to promote access to health data for researchers did not provide an opportunity to stimulate 
a European offer.” However, in order to honour the commitments made to the European 
Medicines Agency, the authority that issued the invitation to tender won by the Health 
Data Hub, the CNIL has authorized Microsoft to host the EMC2 warehouse for a period 
of three years. The policy of the fait accompli emerges triumphant from the arm-wrestling 
match that the CNIL played for a time with Microsoft and the French government (see 
CNIL, deliberation no. 2020-044 of April 20, 2020). 

 

This decision was immediately discussed. A petition “Let's get our health data out 
of Microsoft's hands” addressed to the President of the CNIL has been circulating 
since February 1, 2024. This decision contrasts with that adopted in 2020, which 
stated that “the Health Data Platform should host and process data within the 
European Union.”428 Even the Council of State was critical of choosing Microsoft to 
host the data.429 The processing was only authorized because it was linked to the 
health emergency and was therefore unable to circumvent. What happened next 
proved the opposite. The hosting by Microsoft was approved after the Covid Crisis 
and even after invalidation of the privacy shield by the European Court of Justice.430   
More recently,431 the cloud issue was reconsiderd. Currently, there is growing 
emphasis on favoring cloud solutions that ensure data sovereignty, with a focus on 
EU-based solutions. 

 

                                                           
428 CNIL, decision 2020-044, April 21, 2023. 
429 Conseil d’Etat, June 19, 2020, n° 440916 (interim measure) 
430 ECJ July 16, 2020, C-311/18. See Conseil d’Etat October 13, 2020, n° 444937 (interim measure). 
431 The hosting of SNDS health data by Microsoft Azure sparked controversy due to concerns that, 
as a U.S. company subject to the Cloud Act, American authorities might access French patient data, 
despite the servers being located in France. In the absence of a technically viable sovereign alternative, 
the EMA also chose Microsoft to host the EMC2 health data project. A secure sovereign cloud 
solution (SecNumCloud) is under development and expected by the end of 2025. Technological 
sovereignty is seen as crucial to avoiding dependence on non-EU providers. On this matter see 
Rapport d'information n° 611 (2023-2024), déposé le 21 mai 2024, pp. 38-39. To learn more, also 
consult the 2025 work program of the HDH available at: https://www.health-data-
hub.fr/actualites/en-2025-le-health-data-hub-accelere-le-partage-des-donnees-de-sante-pour-la-
recherche-et. 
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4. Medical and AI Liability 

Tommaso De Mari Casareto dal Verme 

 

 Do traditional liability rules adequately address damage caused by AI medicine (AIM)? 

 How will AI affect the traditional medical decision-making process? 
 

4.1. Introduction 
 

AI systems have the potential to inflict harm on individuals and/or property with 
their capacity to independently execute tasks. This outcome is mainly addressed by 
tort law, which is concerned with determining whether the cost of an accident should 
shift from the victim to another entity to be held liable. Nevertheless, the features of 
modern Artificial Intelligence (AI) pose significant challenges to the validity of 
traditional liability rules that exist at the national level. In fact, an AI decision might 
generate a ‘responsibility gap’ since the lack of human control over algorithms, that 
results from the autonomy, unpredictability, and opacity of their outcomes, might 
create a situation where it is no longer appropriate to hold the user and/or the 
manufacturer liable for damage caused by the output. Accordingly, modern AI 
systems could generate a protection gap for injured parties due to the complexity of 
such tools and the so-called ‘black box’ phenomenon, that can make it very difficult 
to fulfill the burden of proof that lies on them. Likewise, the same features could 
enable defendants to escape liability on the sole ground that the damage originated by 
the autonomous decision of AI. These concerns have led the European Commission 
to formulate two Directive proposals, only one of which has been adopted in 2024 
(see below).  

The above-mentioned issues play a special role in the medical field, where the use 
of Artificial Intelligence Medicine (AIM) generates the entrance of a non-human 
actor into healthcare assistance, which is traditionally a two-actor relationship 
between doctor and patient.432 Besides tort law, the doctor-patient relationship often 
takes the form of a specific contractual obligation within the national legal systems of 
EU Member States, as well as healthcare facilities that have contractual duties towards 
patients in order to provide them with an efficient care service. Furthermore, the 
increasing use of advanced and autonomous medical tools calls for the growing role 
of manufacturer liability for damage caused by defective products.   

The use of AI is capable of affecting the rules governing liability of the actors 
mentioned above. While the fact that a doctor makes use of technological devices in 
providing medical treatment is nothing new, what is relevant is the incorporation of 
algorithmic decisions into the traditional human doctor’s decision-making 
process, which can significantly change the relevant standard of care regardless 

                                                           
432 P. Tozzo et al., The Difficult Role of Artificial Intelligence in Medical Liability: To Err Is Not Only Human, 
172 (6) Clin. Ter., 2021, p. 528. 
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of whether a doctor’s duties are deemed to be contractual or non-contractual. The 
idea that decisions can be made by algorithms independently is difficult to reconcile 
with the traditional role of the physician433 and the functioning of traditional medical 
devices. The complexity of AI tools makes it increasingly difficult to define the 
distinction of roles between humans and machines in medical decision-making, as 
well as their interaction.  

In this context, the role of courts and policy makers is that of striking a balance 
between safety and innovation,434 bearing in mind that increasing liability may 
discourage physicians, health systems, and designers from developing and 
implementing these devices which can significantly benefit society as a whole. At the 
same time, health should be protected as a fundamental right and the precautionary 
principle, as a general principle of EU law, calls for the adoption of preventive 
measures even in cases in which risks may not be precisely measured and ascertained. 
In fact, the precautionary principle plays a central role when there are reasonable 
grounds to fear potentially dangerous effects on the environment and human health, 
but its scope of application has been extended to other fields over time. Indeed, policy 
makers are entitled to intervene in all the circumstances in which the scientific 
evidence is insufficient, inconclusive, or uncertain and there are indications of relevant 
risks for people’s health and safety. One of the main fields of application of the 
precautionary principle is technological innovation and the development of new 
products. In fact, the precautionary principle was referred to by Directive 
2001/95/EC on general product safety435 and is now mentioned by Article 2(5) of 
the General Product Safety Regulation (GPSR),436 which replaced the Directive. 

The Court of Justice of the EU (CJEU) has employed the precautionary principle 
several times, stating that taking protective and preventive measures is justified 
whenever the possibility of harmful effects on health is identified but scientific 
uncertainty persists.437 The principle has been invoked specifically within 
environmental and food safety cases, but takes general relevance in the context of the 

                                                           
433 B. Buchner, Artificial Intelligence as a Challenge for the Law: The Example of “Doctor Algorithm”, 3 Int. 
Cybersecur. Law Rev., 2022, p. 184. 
434 G. Maliha et al., Artificial Intelligence and Liability in Medicine: Balancing Safety and Innovation, 99(3) The 
Milbank Quarterly, 2021, p. 634 ff. 
435 Directive 2001/95/EC of the European Parliament and of the Council of December 3, 2001 on 
general product safety. Recital 1: "(…) It is necessary to amend Directive 92/ 59/EEC in several 
respects, in order to complete, reinforce or clarify some of its provisions in light of experience as well 
as new and relevant developments on consumer product safety, together with the changes made to 
the Treaty, especially in Articles 152 concerning public health and 153 concerning consumer 
protection, and in the light of the precautionary principle. Directive 92/59/EEC should therefore be 
recast in the interest of clarity”; Article 8, par. 2: “When the competent authorities of the Member 
States take measures such as those provided for in paragraph 1, in particular those referred to in (d) 
to (f), they shall act in accordance with the Treaty, and in particular Articles 28 and 30 thereof, in 
such a way as to implement the measures in a manner proportional to the seriousness of the risk, and 
taking due account of the precautionary principle.” 
436  “This Regulation shall be implemented taking due account of the precautionary principle.” 
437 See Court of Justice, Queisser Pharma GmbH & Co. KG v Bundesrepublik Deutschland, Case 
C-282/15, January 19, 2017. 
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release of products employing unknown scientific techniques that could provoke 
serious harm to consumers’ health and safety.438  

The section below outlines the challenges raised by AI in the area of medical 
liability, with regard to the main actors involved in medical liability cases, i.e. 
physicians, manufacturers of medical devices, and healthcare facilities. Lastly, it 
discusses how the latest proposals coming from the EU Commission regarding AI 
and civil liability intend to cope with the main issues submitted hereafter. 

 

4.2. Physician liability 
 
4.2.1. Medical malpractice and physician liability within the EU 

In order for a patient to succeed in a medical malpractice claim, specific 
requirements must be met. In the majority of EU Member States, the first necessary 
condition to hold a doctor liable for medical malpractice is fault, i.e. because he/she 
failed to act according to a required standard of care (e.g., a wrong diagnosis or 
treatment) or he/she failed to respect specific patients’ rights (e.g., failure to 
inform a patient properly concerning the risks related to care treatment). Secondly, 
damage must have occurred to the patient and, lastly, there must be a causal link 
between the doctor’s fault and the damage. 

Depending on the specific legal system and the factual situation considered, a 
doctor’s liability could stem from a breach of contractual obligations or from the 
application of tort law rules. In Italy, for instance, a specific piece of legislation from 
2017 (Legge Gelli-Bianco)439 stated that physician liability is non-contractual, except 
in cases where a contractual obligation is established between doctor and patient 
(typically when a doctor provides for medical service in the context of a private 
healthcare facility or as a private professional). A similar distinction is present in 
France, where medical liability rules change according to the public or private nature 
of the care service provided. Additionally, the Patient’s Right Law of March 4, 2002 
(Loi Kouchner) established a compensation system for patients when injuries cannot 
be attributed to any misconduct. Moreover, under the German Civil Code (Articles 
276, 280, 823 of BGB) patients generally have the choice of bringing an action in 
contract or in tort, or both, while in Belgium concurrence of contractual and non-
contractual liability is excluded.440  

Regardless of its contractual or non-contractual nature, a doctor’s liability is 
generally based on fault, intended as a violation of a standard of care. However, a 
doctor’s duty to care is not an obligation to achieve a given outcome, but physicians 
usually have a mere obligation of reasonable care and skill. This principle reflects most 

                                                           
438 See Court of Justice, Confédération paysanne v. Premier ministre, Case C-528/16, July 25, 2018, 
ECLI:EU:C:2018:583 on the release of GMOs on the market. See also Neptune Distribution SNC v 
Ministre de l’Économie et des Finances, Case C-157/14, December 17, 2015, ECLI:EU:C:2015:823, on the 
sale and distribution of natural sparkling mineral waters. 
439 Legge 8 marzo 2017, n. 24, “Disposizioni in materia di sicurezza delle cure e della persona assistita, 
nonche' in materia di responsabilita' professionale degli esercenti le professioni sanitarie.” 
440 Court of Cassation, December 7, 1973, Arr. Cass. 1974, 395. 
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case law of national courts among Member States. In France, based on a decision of 
the French Court of Cassation (Mercier Case),441 a contract between a physician and 
his/her patient resulted in an obligation not to cure the patient but to offer medical 
help carefully and consciously, in conformity with the data and advances of medical 
science, in the sense that the current level of scientific progress should be 
considered.442 This distinction is widespread among Member States: obligations de 
moyens and obligations de résultat in France, obligación de medios and obligación de resultado in 
Spain, obbligazioni di mezzo and obbligazioni di risultato in Italy.  

 France - Cour de cassation Civ., May 20, 1936, (Mercier Case) 

The relationship formed between a doctor and patient is of a contractual nature involving, for the 
doctor, the commitment of giving to the patient professional care, not just of any kind, but 
conscientious, attentive and, save in exceptional circumstances, in conformity with the established 
facts of science. Violation of this contractual obligation, even if involuntary, is enforced by the 
sanction of a liability which is likewise contractual, taking its origin from the pre-existing 
agreement, and therefore is distinct from conduct amounting to a criminal offence, thus avoiding 
the limitation rules in relation to criminal matters. 

 
Sometimes, the nature of care provision led courts to identify a specific result in 

the medical obligation. This is the case of voluntary medicine, e.g. aesthetic 
surgery, where a patient/client seeks to voluntarily treat their perceived aesthetic, 
bodily, or functional improvement.  

In most countries, it is generally accepted that the burden of proof of a physician’s 
liability rests upon the patient, who in most cases must prove the doctor’s fault, the 
damage, and the causal link between them, regardless of the contractual or non-
contractual nature of the liability. In Italy, for instance, the burden of proof changes 
according to the contractual and tort law regime, since in contract law the protection 
of the creditor is greater than that of the injured party in tort law. For this reason, 
there is a reversal of the burden of proof of fault in contract law, which does not need 
to be demonstrated by the plaintiff, but it is up to the defendant to prove that they 
were not at fault. Nevertheless, this distinction has begun to blur in the field of 
medical liability, where the definition of obbligazioni di mezzi has led courts to require 
patients to prove the fault of the doctor even when the relationship between them 
was deemed contractual in nature. Accordingly, a patient must prove the causal link 
between the fault and the damage suffered as well. 

 Italy - Cassazione civile, sez. III, November 11, 2019, n. 28991 and n. 28992 

(San Martino-bis) 

Where contractual liability of the health care provider is invoked for breach of performance of 
professional diligence and injury to the right to health, it is the burden of the injured party to prove, 
even by means of presumptions, the causal link between the worsening of the pathological 

                                                           
441 DP 1936. 1. 88 Case Nicolas v. Mercier, May 20, 1936. 
442 See Pr. Herman NYS, European Committee on Legal Co-Operation (CDCJ) - Report on Medical 
Liability in Council Of Europe Member States. A comparative study of the legal and factual situation 
in Member states of the Council of Europe, Strasbourg, March 7, 2005, p. 2, available at: 
https://rm.coe.int/1680700281.  
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situation, or the onset of new pathologies, and the conduct of the medical practitioner, while it is 
the burden of the debtor party to prove, where the creditor has discharged his burden of proof, 
that an unforeseeable and unavoidable cause rendered impossible the exact performance of the 
service. 

 

Nevertheless, the patient’s burden of proof is often made easier by some legal tools 
employed by the national courts. In Italy, it was already pointed out that the proof of 
fault and causation can be provided by presumptions, which allow the claimant to 
prove an unknown fact through the demonstration of other series of known and 
provable facts. In Spain, such a result is achieved by a reversal of the burden of 
proof (inversion de la carga de la prueba) in some cases, which constitute exceptions to 
the general rule set by Articles 217.2 and 217.3 of Ley de Enjuiciamiento Civil (LEC), 
according to which whoever makes an argument in legal proceedings has the burden 
of proving the reality of that argument. The first exception is in the above-mentioned 
voluntary medicine; the second is the so-called ‘disproportionate damage doctrine’ 
(daño desproporcionado), according to which, if there was a disproportionate result, totally 
unexpected and not contradicted or coherently explained by the defendant, and there 
was also a causal relationship and it was within the defendant's sphere of action, it 
could be deduced without any doubt that there was negligent conduct, and, therefore, 
a relevant appearance of proof of this. 

 Spain - TS Sala Primera Civil de 10 de junio de 2008 (RJ 2008, 4246) 

The doctrine of disproportionate damage or “clamorous result” came to our Jurisdiction after its 
assumption by the Civil Chamber of this Court, which, from judgments in 1996, used it as a 
criterion for the assessment and imputation of non-contractual liability in the field of health. If 
there was a disproportionate result, totally unexpected and not contradicted or coherently 
explained by the defendant, and there was also a causal relationship and it was within the 
defendant's sphere of action, it could be deduced without any doubt that there was negligent 
conduct, and, therefore, the relevant appearance of proof of this. Subsequently, this was 
consolidated - STS Sala Primera Civil of May 8, 2003 (RJ 2003, 3889), without prejudice to 
oscillating moments and modulations. The appellant could not simply cite this doctrine in order 
to deduce its application due to a reversal of the burden of proof. It was necessary that the 
defendant did not offer and prove by means of sufficient and reliable expert evidence that the 
doctor had acted and acted in accordance with the “lex artis ad hoc.” In the case of 
disproportionate damage or a clamorous result, the medical professional is obliged to prove the 
circumstances in which the damage occurred due to the principle of ease and proximity of 
evidence. 

 
Another way to alleviate the patient’s burden of proof is the principle res ipsa 

loquitur443 often employed by national courts – in common law countries 
especially, but also in civil law systems, such as in Italy and Spain – to establish 
physician liability in cases of easy and rutinary execution, where the dynamics of the 
incident and the ease of the intervention leads the judge to consider the doctor’s fault 

                                                           
443 R.F.V. Heuston, R.A. Buckley, On the Law of Torts, Wellington, 1996, p. 243 ff.; M.A. Jones, Medical 
negligence, London, 1996, 155 ss; L.L. Jaffe, Res Ipsa Loquitur Vindicated, 1 Buff. L. Rev. 1, 1951, p. 6 
ff.; W.L. Prosser, Res Ipsa Loquitur in California, 37 Cal. L. Rev., 1949, p. 183 ff. 
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and the causal link to the patient’s harm to be proven, thus reversing the burden of 
proof on the defendant. 

 UK - Scott v. London and St. Katherine Dock Co., (1865) 3H. & C. 596, 601 
Where the thing is shown to be under the management of the defendant or his serv-ants, and the 
accident is such as in the ordinary course of things does not happen if those who have the 
management use proper care, it affords reasonable evidence, in the absence of explanation by the 
defendant, that the accident arose from want of care. 
 

 Italy - Cassazione civile, sez. III, 22 January 1999, n. 589 
In the case of intervention of easy performance, there is no change from an obligation of means 
to an obligation of result, but the principle res ipsa loquitur applies, widely employed in this matter 
in Anglo-Saxon legal systems and understood as ‘that circumstantial evidence that creates an 
inference of negligence.’ 
 

 

4.2.2. AIM and medical malpractice. 

 What is the standard of care when using AI in medical treatment? 

 When should a doctor share or disregard a decision by AIM?  
 

Regardless of the specific legal system considered, a physician’s liability stems from 
the breach of a duty to care, whether it originates from a contractual or non-
contractual relationship. The doctor’s obligation, in fact, does not encompass the 
patient’s recovery or the success of the medical intervention but solely pertains to 
complying with existing professional standards of care. Such standards are made up 
of the scientific knowledge provided by medical guidelines, as well as the practical 
medical experience which sometimes requires a physician to deviate from medical 
guidelines according to a personal evaluation of the specific patient’s condition. The 
advent of AI systems holds the promise of directly shaping clinical decision-making 
by processing patient information and providing care recommendations, representing 
a potential transformative step in clinical practices that clinicians (including doctors 
and nurses) are grappling with as they seek to integrate emerging technology into 
healthcare, emphasizing the critical importance of safe and effective 
implementation.444 The use of AI tools can challenge the sufficiency of traditional 
medical malpractice law since, on one hand, current medical standards do not 
include AI-supported medical decisions445 and, on the other, the increasing 
employment of AI in medicine may rapidly influence the standard of care in the 
near future.446  

Major difficulties arise in defining the relationship between a physician’s conduct 
and the decision of an AI medical device. The common thread in these issues appears 
to be the identification of how a doctor is supposed to interact with the machine. This 
problem is also linked to that of AI explainability, since a doctor’s liability might 

                                                           
444 H. Smith, Clinical AI: Opacity, Accountability, Responsibility and Liability, 36 AI & Society, 2021, p. 535. 
445 Ibid. 
446 F. Griffin, Artificial Intelligence and Liability in Health Care, 31 Health Matrix, 2021, p. 98. 
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depend on the extent to which they are required to share or disregard the treatment 
recommendation made by the AI tool. In fact, if a physician recognizes that the 
treatment/diagnosis suggested by a medical device is incorrect on the basis of their 
expertise in the specific case, they should not make it the basis of their decision, since 
it is part of their expertise that they evaluate information independently.447 At the 
same time, the black box phenomenon could make it hard for physicians to 
understand when an algorithmic decision is wrong, and thus when to deviate from it. 
In fact, since there is broad consensus that AI systems should help physicians without 
replacing them in the decision-making process, it is necessary to ensure that 
physicians have control and knowledge over an AI decision, which can be achieved 
by either limiting the use of black-box AI in healthcare assistance or integrating it with 
explanatory systems in order to elucidate the process behind specific outcomes.448 

The accuracy of an AI decision might lead it to become a medical standard 
itself, since the duty to care must be evaluated in accordance with the latest data and 
scientific knowledge available at the time treatment is provided. In fact, modern AI is 
capable of collecting and processing huge amounts of data and making inferences 
from this data that are simply inconceivable to a human being both in terms of speed 
and accuracy. Thus, while it is true that AI will not replace doctors altogether, at least 
not in the near future,449 in some cases the AI decision could become the best clinical 
standard whenever it is ascertained that the machine has a significantly lower error 
rate than a human physician. Nevertheless, this tendency might be problematic for 
many reasons. First, it could be complex to identify the medical standard in the 
specific case since the rapid evolution of AI can expose the state of scientific 
knowledge to rapid changes over time.450 Second, the identification of an AI 
decision as the best medical standard could ground a doctor’s liability for deviating 
from its recommendation. At the same time, physicians might also avoid liability by 
merely following AI recommendations, even if those recommendations are 
incorrect in the specific case.451 The latter aspect might further exacerbate the 
problem of so-called ‘machine medicine,’452 according to which emphasis shifts 
over time from treatment based on accepted practices within the medical profession, 
balancing practical experience with medical-scientific knowledge, towards the 
prevalence of scientific knowledge, especially with the establishment of medical 
guidelines that risk undermining the autonomy of medical professionals and turning 
medicine into a purely technical endeavor. 

In specific medical services, such as diagnoses, if AI outperforms human doctors, 
relying solely on AI recommendations may be deemed diligent. For instance, if a peer-
reviewed study establishes the sensitivity and specificity of an AI diagnostic tool at 
99%, while human experts score 40%, the healthcare provider’s actions are diligent 

                                                           
447 F. Molnár-Gábor, Artificial Intelligence in Healthcare: Doctors, Patients and Liabilities, in T. Wischmeyer 
and T. Rademacher (eds.), Regulating Artificial Intelligence, Springer, 2020, p. 350. 
448 P. Tozzo et al., above n*1, p. 527. 
449 V. Junod, Liability for Damages Caused by AI in Medicine: Progress Needed, Responsabilité civile et 
nouvelles technologies. Journée de la responsabilité civile, Genève, 2018, p. 120. 
450 F. Molnár-Gábor, fn *16 above, p. 350. 
451 F. Griffin, fn *15 above, p. 99. 
452 B. Buchner, fn *2 above, p. 185 ff. 
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even with a 1% AI error rate. The challenge arises in determining the cutoff point for 
“blind” reliance on AI. In this scenario, quantifying the performance of an AI tool 
poses challenges as it constantly learns and tweaks itself with new data. In fact, an AI 
may achieve 90% accuracy as compared to experts at time t1, but it is unclear how it 
might score at time t2 when the patient is injured. Furthermore, a conclusion reached 
by one AI tool will not necessarily be transposable to a second AI tool, because the 
two, even when designed together, will have learned, and evolved differently over 
time.453 

What seems to be sure is that whether an AI outcome should constitute a medical 
standard is not a decision that can be left solely to an individual physician in a specific 
treatment situation, but there must be coordination between the safety requirements 
of medical AI tools – set by the legislator454 – and the capacity of the doctor to 
recognize the best standard of care by balancing scientific knowledge and practical 
experience. 

4.2.3. AIM, medical malpractice and the burden of proof. 

 Is a patient injured by an AIM system in a condition to fulfill the burden of proof according 
to traditional rules on medical liability? 
 

Following traditional rules on the burden of proof that exist at the national level, 
a patient injured by a decision of an AIM system will have to prove fault, damage, and 
causation between fault and damage. Nevertheless, all the above-mentioned issues 
regarding AI systems (i.e., complexity and opacity) result in difficulties for injured 
patients to fulfill their burden of proof, especially with regard to fault and causation. 
With special regard to causation, this challenge is heightened when AI becomes 
widespread, since if most medical practices adopt the same or different AI tools, 
determining what would occur otherwise without AI becomes a complex task for a 
judge. Additionally, if AI tools enter the market with some clinical evidence of 
effectiveness, establishing that an alternative approach could yield a better outcome 
becomes challenging. For instance, if an AI has demonstrated 10% better 
performance than experts, it becomes difficult for a judge to conclude that not using 
the AI would prevent part or all of the harm. The existence of pre-launch clinical 
evidence for the tool’s safety and efficacy is likely to influence the judgment in favor 
of using AI in the causal pathway.455  

Overall, it appears necessary to alleviate patients’ burden of proof when it comes 
to AIM, as well as to ensure the transparency of AI systems in order to allow 
patients to obtain compensation. On one hand, mechanisms that alleviate patients’ 
burden of proof already exist, such as presumptions, reversal of the burden of proof 
and the principle of res ipsa loquitur. The role of res ipsa loquitur, in particular, could 
expand and adapt to the use of AI,456 even beyond cases of routine performance. The 

                                                           
453 V. Junod, fn *18 above, p. 123 ff. 
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principle of res ipsa loquitur should help patients in all those cases where the proof of 
fault and causation is particularly difficult and could be provided by demonstrating 
facts that, when considered overall, could lead to an assessment of fault by the doctor 
which led to damage. The burden of proof to the contrary should then be placed on 
the doctor, according to the traditional principle of proximity of proof.   

On the other hand, setting forms of information disclosure and reversing the 
burden of proof for fault and/or causation in the context of healthcare AI devices 
could be prudent.457  

4.2.4. Medical liability and informed consent. 

As previously mentioned, the doctor-patient relationship has changed over the 
years from a paternalistic model, where medical decisions were made exclusively by 
the doctor and the patient was a mere observer, to a participative paradigm, where 
patients are active participants, and medical treatment is the result of a shared 
decision.458 Accordingly, patients have the right to be informed about all the pros and 
cons of a specific therapeutic decision, and their free and informed consent is the 
grounds for a lawful health care provision.  

The importance of informed consent within the provision of healthcare services is 
recognized at the European level by the European Court of Human Rights 
(ECtHR), which is obliged under Article 8 of the ECHR (Right to respect for private 
and family life) in Contracting States to ensure that doctors consider the foreseeable 
consequences of a planned medical procedure on their patients’ physical integrity and 
to inform patients of these consequences beforehand, in such a way that the latter are 
able to give informed consent (see Romania v Csoma).459 Likewise, in all national legal 
systems physicians have the obligation to inform patients about the risks related to 
the treatment recommended. As previously mentioned in section 3.3, in many 
Member States, such as in Italy, Spain and France, the patient’s right to informed 
consent is formally recognized by law.  

The right to informed consent is generally linked to patients’ autonomy and right 
to self-determination as an autonomous right from the right to health. This is why 
a violation of informed consent per se can trigger a physician’s liability even though no 
health impairment has occurred. This distinction appears with particular prominence 
in German law, where the right to informed consent was enshrined in the Civil Code 
(BGB) in 2013, at Sections 630d ff. The BGB distinguishes between information 
required for self-determination and therapeutic information.460 According to § 630e 
(1) sentence 1 BGB, information for purposes of self-determination requires 
information “on all circumstances essential for consent,” such as risk, information 

                                                           
457 M. Buiten et al., EU Liability Rules in the Age of Artificial Intelligence, Report - Centre on Regulation 
in Europe (CERRE), 2021, p. 32, available at https://ssrn.com/abstract=3817520.  
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460 See B. Buchner, M. Freye, Informed Consent in German Medical Law. Finding the right path between patient 
autonomy and information overload, in YUFE Conference Proceedings No. 01/2022- Informed Consent: 
Comparative Perspectives on Duties to Inform in EU and Member State Law. 
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about diagnosis, and information about the course of treatment. To the contrary, 
therapeutic information includes all information required to ensure a successful 
treatment outcome and compliance of the patient, and its violation constitutes 
medical malpractice if a physician does not comply with therapeutic information 
requirements. In self-determination information the BGB sets a more favorable 
burden of proof on the patient, since the latter does not need to prove the negative 
fact that he or she was not duly informed, and instead it is the treating physician who 
bears the burden of proof regarding the provision of information and valid consent. 
Nevertheless, such a reversal only concerns proof of a lack of informed consent, while 
the patient still bears the burden of proof for the causal link between the inadequate 
information or a lack of (valid) consent and the injury allegedly suffered. 

 Nevertheless, in other countries, such as Italy, a breach of informed consent may 
be invoked by a patient to allege an infringement of the right to self-determination or 
the right to health, or both. In the first case, a lack of (valid) consent due to lack of 
information is considered harmful per se, provided a patient has proved the actual 
harmful consequences (different from health injuries) derived from the impairment 
of self-determination. In the second case, health injuries can only be compensated if 
it is proven that the patient, if properly informed, would have opted for a different 
treatment. 

 

 Italy - Cassazione civile, sez. III, June 12, 2023, nr.16633 

A breach of the obligation to acquire a patient’s informed consent may assume different causal 
relevance depending on whether the violation of the right to self-determination or the 
impairment of the right to health is inferred. In the first case, the omission or insufficient prior 
information shows per se a direct causal relationship with the impairment of the interest in the 
autonomous assessment of the risks and benefits of health treatment.  
In the second case, the causal incidence of the lack of information on the harmful result of the 
correctly performed therapeutic act depends, to the contrary, on the choice that the patient would 
have exerted if he/she had been adequately informed and is configurable, as a rule, in the case of 
presumed dissent, with the consequence that the allegation of the facts demonstrating such a 
choice constitutes an integral part of the burden of proof - which, in application of the general 
criterion of Article 2697 of the Civil Code, falls on the injured party. 

 

4.2.5. Informed consent and AIM: the ‘black box’ phenomenon and the problem of 
explainability 

 When is a doctor liable for failing to inform a patient about their use of an AI system in 
healthcare decision making? 

 Do physicians bear a duty to inform patients that a clinical decision was supported by the 
use of an AI tool? 
 

The main issues with AIM related to a patient’s informed consent originate from 
the so-called black box phenomenon, which makes it difficult for humans to 
understand how algorithms work. This problem is linked to the explainability matter 
typically addressed by scholars and regulators of AI in order to make its functioning 
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transparent by ‘opening the black box.’461 Algorithms may be opaque for various 
reasons: in some cases, the rules guiding them are too intricate for clear 
understanding; in other instances, the relationships between input and output data in 
black-box algorithms are literally unknowable due to complex machine learning (ML) 
techniques, making decision factors elusive even to developers themselves.462 

A first question is whether physicians have the duty to inform patients if a 
clinical decision was supported by the use of an AI tool. In fact, clinicians usually 
discuss their recommendations with patients, and together, they create a care plan 
through shared decision-making and informed consent. Clinicians make decisions 
based on their evaluation of gathered patient information, taking sole responsibility 
for clinical decision-making. While computer systems have aided healthcare 
administration thus far, they have yet to directly guide human clinical decisions at the 
point of care.463 Another challenge is defining to what extent physicians are 
required to explain the operation of a tool, since the black box problem makes 
explanation of the mechanism difficult, and the majority of medical doctors are not 
knowledgeable on the basic principles of AI.464 From this perspective, the use of AI 
could change the standard of medical care to comply with the informational duty of 
doctors, but it might also impact hospital liability since hospitals could be required 
to ensure their employees are given training on the use of such tools. The likelihood 
of this scenario is supported by the AI Act, which sets out in Article 26 that deployers 
of high-risk AI systems “shall assign human oversight to natural persons who have 
the necessary competence, training and authority, as well as the necessary support.” 

Lastly, if doctors should be obliged to inform patients about the use of an AI 
device, whether and to what extent the former should inform the latter about 
possible errors and malfunctions of the instrument is open to debate. In this 
regard, the need for additional AI-related clarification depends on the potential 
impact on a patient’s health and lifestyle, as well as on the extent to which risks could 
be countered, mitigated, and excluded by technical and organizational measures.465 In 
fact, information required to achieve informed consent is limited to what is essential 
in order to respect a patient’s self-determination and must be presented in clear and 
comprehensible terms. Treatment information, in fact, mainly includes an explanation 
of the scope of the intervention, as well as risks related to the potential side-effects 
of error-free medical treatment and the complications or harmful effects that may 
arise from not undergoing such treatment.466 Accordingly, doctors are only required 
to provide patients with a general overview of the risks, severity of condition, planned 
intervention, urgency, procedure, and associated side effects, whilst the patient should 
not be informed about merely theoretical complications – such as those related to 

                                                           
461 T. Wischmeyer, Artificial Intelligence and Transparency: Opening the Black Box, in T. Wischmeyer and T. 
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possible trial and error learning methods – that might unnecessarily confuse and 
disturb them. 

4.3. Manufacturer liability  

Application of the Product Liability Directive (PLD)467 to the healthcare sector 
is nothing new. This has been confirmed several times not only by courts at the 
national level, but also by the Court of Justice of the European Union (CJEU), whose 
rulings have significantly contributed to shaping the liability of manufacturers of 
medical devices.  

For instance, in the Århus Amtskommune case (C-203/99) the CJEU stated that the 
fact that products are manufactured for a specific medical service for which patients 
do not directly pay, but which is financed by public funds, does not alter the fact that 
the product was put into circulation in order to be used or consumed. Therefore when 
such a product is defective and causes damage, a patient is entitled to compensation 
by the manufacturer.  

Moreover, in the Boston Scientific case (C-503-504/13) the Court stated that the 
notion of a ‘defective product’ under the PLD is related to the safety a person is 
entitled to expect, and in cases of medical devices, such expectations are particularly 
high given the high danger to a consumer’s life and health. 

 

 CJEU, Snitem v. Premier Ministre, Case C-329/16, December 7, 2017 

It must be stated that the wording of Article 1(2)(a) of Directive 93/42 was amended by Article 2 
of Directive 2007/47, recital 6 which states that software is a medical device in its own right when 
specifically intended by the manufacturer to be used for one or more of the medical purposes set 
out in the definition of a medical device. The recital further states that software for general 
purposes, when used in a healthcare setting, is not a medical device. The EU legislature thus made 
it unequivocally clear that, in order for software to fall within the scope of Directive 93/42, it is 
not sufficient that it be used in a medical context; it is also necessary that the intended purpose, 
defined by the manufacturer, is specifically medical (judgment of November 22, 2012, Brain 
Products, C-219/11, EU:C:2012:742, paragraphs 16 and 17). Software which does not meet that 
condition may fall within the scope of that directive only if it is an accessory to a medical device 
within the meaning of Article 1(2)(b) thereof. That software should then be treated, for the 
purposes of that directive, in accordance with Article 1(1) thereof, as a medical device in its own 
right. 

 

The 1985 Directive was repealed by a new PLD in 2024 (see below). 

4.3.1. AIM and the applicability of the Product Liability Directive. 

 Do AI systems fall under the definition of ‘product’ provided by the Product Liability 
Directive? 
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In the AI era, manufacturers are likely to play a central role in allocating liability 
for damage caused by ‘smart products,’ since there will be a significant shift from 
human-focused to product-focused activities in many social and technological fields. 
The growing role of product liability in the healthcare sector will thus depend on 
the degree of autonomy that AI systems achieve, since the more AI makes 
autonomous decisions, or at least part of a decision in an autonomous manner, the 
more a manufacturer becomes the so-called ‘cheapest cost avoider.’ The PLD is 
therefore a suitable liability regime for ensuring compensation to injured patients, 
rather than placing fault in the hands of physicians. Furthermore, in some 
circumstances, holding a physician liable for damage caused by a medical device they 
cannot control, or whose output they cannot entirely understand, would undermine 
the free exercise of medical practice. Nevertheless, it has been pointed out that AI 
poses relevant challenges to the 1985 applicability of the PLD. 

First, the applicability of the PLD to AI systems is uncertain. The Directive 
addresses ‘products,’ defined as all goods, even when incorporated into another 
product or building. However, debates in legal literature have questioned whether a 
software system must be classified as a product or a service.468 Nevertheless, the 
interpretation of the former PLD was broad enough to include software within the 
definition of a product. In the medical field such an outcome is coordinated at the 
EU level with Regulation (EU) 2017/745 (Medical Device Regulation or “MDR”), 
which includes software within the definition of a ‘medical device.’469 The role of 
software in the definition of a medical device was further clarified by the CJEU with 
regard to Directive 93/42, later replaced by the MDR. 

The new version of the PLD now includes software within the definition of 
‘product,’ thus putting an end to uncertainties in this regard. 

 

4.3.2. AIM and the identification of a ‘producer’ 

 Against whom can the person injured by a defective AI system make a claim for damages? 

Assuming that AI systems are products under the PLD allows us also to conclude 
that the provider of such a system falls under the definition of a producer provided 
by the Directive. Nevertheless, the complexity of AI systems, which are the result of 
many advanced technological components manufactured and/or programmed by 
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providing information by means of in vitro examination of specimens derived from the human body, 
including organ, blood, and tissue donations. 
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different actors, could make it difficult for the injured person to identify the party 
against whom they may bring an action for damages.  

Such an issue can be solved by considering that the PLD establishes a form of 
joint liability among all persons that fall under the notion of ‘producer’ under the 
Directive and which comprise a product’s supply chain. Accordingly, the consumer 
is entitled to sue a person who has put their name, trade mark, or other distinguishing 
feature on a product, even if he/she has not manufactured the product. This 
conclusion was reaffirmed by the CJEU in a recent decision. 

 CJEU, Keskinäinen Vakuutusyhtiö Fennia v Koninklijke Philips NV, Case 

C-264/21, July 7, 2022 

Article 3(1) of Council Directive 85/374/EEC of July 25, 1985 on the approximation of laws, 
regulations, and administrative provisions of Member States concerning liability for defective 
products, as amended by Directive 1999/34/EC of the European Parliament and of the Council 
of May 10, 1999, must be interpreted as meaning that the concept of ‘producer,’ referred to in that 
provision, does not require that the person who has put their name, trade mark, or other 
distinguishing feature on the product, or who has authorised those particulars to be put on the 
product, also presents themselves as the producer of that product in some other way. 

 

4.3.3. AIM and the definition of ‘defective product’ under the PLD. 

        How can a patient prove that a AIM system was defective? 

The second crucial issue revolves around the burden of proof outlined in the 
Directive. Due to a manufacturer’s strict liability, fault need not be proven by the 
injured party; consequently, Article 4 of the 1985 PLD required that plaintiffs prove 
damage, defect, and the causal link between them. The intricate nature of modern AI 
systems poses challenges for consumers in providing such evidence, given the lack of 
explainability of AI algorithms. Consequently, proving a product’s defectiveness 
becomes technically challenging, especially when learning algorithms can cause harm 
even in the absence of technical malfunctions, owing to the potential incorporation 
of poor-quality data (‘bad data’).  

Nevertheless, the definition of a ‘defective product’ outlined in Article 6 of the 
1985 PLD suggests a broad interpretation not strictly tied to proving a technical 
malfunction. Instead, it deals with ‘the safety which a person is entitled to expect,’ 
considering all circumstances. In this view, it might be prudent to exempt plaintiffs 
from have to prove a specific technical deficiency leading to harm, and advocate for 
broader use of presumptions to illustrate the inconsistency between the functioning 
of the smart product and the reasonable expectations of the public. Such 
parameters have been confirmed by the CJEU, which has stated that defectiveness 
must be ascertained with regard to the expectation of the public at large concerning 
the intended purpose, the objective characteristics and properties of the product in 
question, and the specific requirements of the group of users for whom the product 
is intended. Furthermore, a product can be considered defective without proving the 
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defectiveness of that specific product, provided that the series of products it belongs 
to has ‘potential defects.’ 

 

 CJEU, Boston Scientific Medizintechnik GmbH, Joined Cases C-503/13 

and C-504/13, March 5, 2015 

According to Article 6(1) of Directive 85/374, a product is defective when it does not provide the 
safety which a person is entitled to expect, taking all circumstances into account, including the 
presentation of the product, the use to which it could reasonably be expected to be put, and the 
time when the product was put into circulation. Moreover, according to recital 6 in the preamble 
to that directive, such an assessment must be carried out with regard to the reasonable expectations 
of the public at large. The safety which the public at large is entitled to expect, in accordance with 
that provision, must therefore be assessed by taking into account, inter alia, the intended purpose, 
the objective characteristics and properties of the product in question, and the specific 
requirements of the group of users for whom the product is intended. With regard to medical 
devices such as pacemakers and implantable cardioverter defibrillators at issue in the main 
proceedings, it is clear that, in light of their function, and the particularly vulnerable situation of 
patients using such devices, the safety requirements for those devices which such patients are 
entitled to expect are particularly high. Moreover, as observed, in essence, by the Advocate General 
in point 30 of his Opinion, a potential lack of safety that would give rise to liability on the part of 
the producer under Directive 85/374 stems, for products such as those at issue in the main 
proceedings, from the abnormal potential for damage which those products might cause to the 
person concerned. Accordingly, where it is found that such products belonging to the same 
group or forming part of the same production series have a potential defect, it is possible 
to classify as defective all the products in that group or series, without there being any 
need to show that the product in question is defective.  

 

 

It must be specified that known categories of defects, i.e., design defects, 
manufacturing defects, and a failure to warn, included in US product liability law 
can help when assessing the type of defectiveness, although the PLD adopts a unitary 
view of the defect as a deviation from consumer expectations, including its external 
features, its presentation, its design, and the entire information system. 

4.3.4. Proof of causation. 

 How can an injured person prove a causal link between damage and an AI-based decision? 

The complexity of AI systems poses challenges with regard to proving causation 
between a defect and damage, which rests on the claimant according to Article 4 of 
the 1985 PLD. In fact, the more a technology is advanced and complex, the more it 
is difficult to demonstrate that a specific harmful event was the result of an AI 
decision. In this regard, it must be stressed that the CJEU has admitted the use of 
presumptions in proving a causal link according to each national law, provided that 
it does not impair the burden of proof set by Article 4 of the PLD and that such 
presumptions provide for a high level of seriousness, specificity, and consistency with 
regard to the plausibility of the existence of a causal link between a defect in the 
product and the damage that occurred.  
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 CJEU, Sanofi Pasteur MSD SNC, Case C-621/15, June 21, 2017 

Regarding proof, it must be emphasised that although (…) Article 4 of Directive 85/374 provides 
that the victim has the burden of proof, neither Article 4 nor any other provision of that directive 
addresses the other aspects relating to how that proof is to be made out (see, to that effect, 
judgment of November 20, 2014, Novo Nordisk Pharma, C-310/13, EU:C:2014:2385, paragraphs 
25 to 29). In those circumstances, under the principle of procedural autonomy, and subject to the 
principles of equivalency and effectiveness, it is for the national legal order of each Member State 
to establish the ways in which evidence is to be elicited, what evidence is to be admissible before 
the appropriate national court, or the principles governing that court’s assessment of the probative 
value of the evidence adduced before it and also the level of proof required (see, by analogy, 
judgments of October 15, 2015, Nike European Operations Netherlands, C-310/14, EU:C:2015:690, 
paragraphs 27 and 28, and of January 21, 2016, Eturas and Others, C-74/14, EU:C:2016:42, 
paragraphs 30 and 32). (…) The statements in the order referenced state, in essence, that such 
rules do not require the victim to produce, in all circumstances, certain and irrefutable evidence of 
a defect in the product and of a causal link between the defect and the damage suffered, but 
authorises the court, where applicable, to conclude that such a defect has been proven to exist, on 
the basis of a set of evidence the seriousness, specificity, and consistency of which allows it to 
consider, with a sufficiently high degree of probability, that such a conclusion corresponds to the 
reality of the situation. (…) national courts must first ensure that the evidence adduced is 
sufficiently serious, specific, and consistent to warrant the conclusion that, 
notwithstanding the evidence produced and the arguments put forward by the producer, 
a defect in the product appears to be the most plausible explanation for the occurrence of 
the damage, with the result that the defect and the causal link may reasonably be 
considered to be established. However, such evidentiary rules do not bring about a reversal of 
the burden of proof which, as provided for in Article 4 of Directive 85/374, is for the victim to 
discharge, since that system places the burden on the victim to prove the various elements of his 
case which, where applicable, taken together will provide the court hearing the case with a basis 
for its conclusion as to the existence of a defect in the vaccine and a causal link between that defect 
and the damage suffered. 

4.3.5. The interplay between manufacturer and physician liability for the use of 
AIM 

 How do doctor and manufacturer liabilities interact with regard to damage caused by AIM?  

 What is the role of joint liability? 

In AIM the difficulty of proving causation appears exacerbated when AI and 
human oversight are intertwined.470 This is why the interplay of medical 
malpractice law and producer liability appears to be one of the main challenges in 
AIM liability, since a misdiagnosis or a wrongful treatment could either be due to a 
defect in a product, to a physician’s negligence, or both. A misdiagnosis doesn’t 
automatically imply a treatment error unless it violates the relevant medical standard, 
and such a violation may not establish manufacturer liability.  

In cases of medical liability, physicians are responsible for their treatment errors, 
while manufacturers are liable for creating defective products, regardless of whether 

                                                           
470 F. Griffin, fn *15 above, p. 101. 
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a wrongful decision was made by the doctor.471 If we assume that a manufacturer 
bears responsibility for the safety and performance of an AI product, not every 
erroneous treatment decision made by a treating doctor due to a ‘faulty’ algorithm 
would hold the manufacturer liable.472 In fact, given that manufacturing a product 
that is 100% safe is impossible, sometimes a wrongful algorithmic decision does not 
necessarily mean that a product is defective under the PLD, for example when its 
error rate is very low, and the disease treated is very complex and/or rare.  

In such cases, interaction between the doctor and the machine is crucial since the 
former must recognize when the severity and complexity of the case requires them to 
double-check the AI outcome and be aware of the likelihood that it may incur a 
mistake. From this perspective, it would be desirable for manufacturers to include a 
recommendation system within the product that is able to assess its error rate in the 
specific case and suggest to the physician the proper degree of intervention.   

Physicians operate within a broader ecosystem involving health systems and 
AI/ML device manufacturers where the liability of physicians is interconnected with 
the liability of manufacturers,473 and a manufacturers’ liability can influence the 
doctor’s standard of care. We must say, in fact, that only a safe product can constitute 
the proper standard of care in a specific case, meaning that a doctor should recognize 
a wrongful AI decision and disregard it.  

On the other hand, this interaction between manufacturers and physicians can 
significantly reshape the former’s liability since they may now be required not only to 
inform users about the functioning and error rate of their AI tools, but also to ensure 
that their products are safely adopted by users. Such an obligation could go as far as 
requiring manufacturers to prepare hospitals and clinicians for safe AI device use.  

For instance, Smith and Nephew, an orthopedic device maker, collaborated with 
Osso VR, a surgical training company, to create a virtual reality training module for 
the NAVIO Surgical System. This training involves VR simulations of the procedure, 
potentially setting a new standard of care for manufacturers’ duty to inform. Requiring 
doctors to undergo such training before clinical use may fulfill both the duty to warn 
under product liability law and the physicians’ future standard of care.474 In the name 
of patient protection, the role of joint liability of manufacturers and physicians 
should be enhanced, in order to hold them equally responsible in case of doubt as to 
their respective degree of blame.    

4.3.6. AIM and exemptions from product liability.    

 Is a manufacturer always exempt from liability for the sole fact that an AIM system is 
autonomous and its outcomes are potentially unforeseeable?  

                                                           
471 F. Molnár-Gábor, fn *16 above, p. 354. 
472 B. Buchner, fn *2 above, p. 187 ff. 
473 G. Maliha et al., fn *3 above, p. 630. 
474 F. Griffin, fn *15 above, p. 94 ff. 
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Even if a plaintiff can fulfill their burden of proof, the PLD allows manufacturers 
to escape liability by means of at least one of the defenses listed in Article 7 of the 
first PLD. This provision aimed to balance safety and innovation by shaping a liability 
regime which is not absolute. Nevertheless, the features of modern AI might 
challenge this purpose as they risk generating a sort of ‘immunity’ for manufacturers 
for the sole fact that an AI system can evolve and self-learn over time.475 This 
outcome might originate from a device’s unpredictability, based on the consideration 
that if designers of AI cannot foresee how it will act after it is released into the world, 
they should not be held liable, although injured patients may be left with fewer 
opportunities for redress.476 In fact, according to the ‘later-defect defense,’ a 
producer shall not be liable if they prove that the defect which caused the damage did 
not exist at the time when the product was put into circulation or that this defect 
came into being afterwards ( Article 7 letter b) PLD); and, according to the ‘state-of-
the-art defense,’ a producer can escape liability if the state of scientific and technical 
knowledge at the time when the product was put into circulation was not such as to 
enable the existence of the defect to be discovered (Article 7 letter e) PLD).  

In the first case, the emerging behaviors of self-learning products always come into 
being after they are put into circulation; thus, manufacturers might always be able to 
prove a later defect and escape liability. In the second case, the state-of-the-art defense 
may always apply to unpredictable AI outcomes, since this defense is based on what 
could be foreseen by a manufacturer at the time they put a product into circulation. 
In fact, even the most careful designers, programmers, and manufacturers will not be 
able to control or predict what an AI system will experience after it leaves their care.477 
However, the state-of-the-art defense has been interpreted by the CJEU in a narrow 
and objective manner, stating that the producer of a defective product must prove 
that the objective state of scientific and technical knowledge, including the most 
advanced level of such knowledge, at the time when the product in question was put 
into circulation was not such as to enable the existence of the defect to be discovered. 

 

 CJEU, Commission v. UK, Case C-300/95, May 29, 1997 

Since that provision refers to ‘scientific and technical knowledge at the time when [the producer] 
put the product into circulation,’ Article 7(e) is not specifically directed at the practices and safety 
standards in use in the industrial sector in which the producer is operating, but, unreservedly, at 
the state of scientific and technical knowledge, including the most advanced level of such 
knowledge, at the time when the product in question was put into circulation. (…) the clause 
providing for the defence in question does not contemplate the state of knowledge of which the 
producer in question actually or subjectively was or could have been apprised, but the objective 
state of scientific and technical knowledge of which the producer is presumed to have been 
informed. (…) in order to have a defence under Article 7(e) of the Directive, the producer of a 
defective product must prove that the objective state of scientific and technical knowledge, 
including the most advanced level of such knowledge, at the time when the product in question 

                                                           
475 R. Calo, Open Robotics, 70 Maryland Law Review, 2011, p. 571 ff. 
476 H.R. Sullivan, S.J. Schweikart, Are Current Tort Liability Doctrines Adequate for Addressing Injury Caused 
by AI?, 21 AMA Journal of Ethics, 2019, p. 163. 
477 M.U. Scherer, Regulating Artificial Intelligence Systems: Risks, Challenges, Competencies, and Strategies, 29(2) 
Harv. Journ. Law Technol., 2016, p. 366. 
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was put into circulation was not such as to enable the existence of the defect to be discovered. 
Furthermore, in order for the relevant scientific and technical knowledge to be successfully pleaded 
against the producer, that knowledge must have been accessible at the time when the product in 
question was put into circulation. 

 

4.4. Liability of the healthcare facility 

 When is a healthcare facility autonomously liable for damage caused by AIM? 

A hospital is usually liable for damage that occurred to a patient from both 
vicarious and direct liability, and this could happen with AIM liability as well.478 
Under vicarious liability, a healthcare facility is liable for the faulty conduct of 
physicians as employees. Therefore, once the latter’s fault has been proven, a plaintiff 
can ground a claim against the hospital as well, which can typcially bear the costs 
related to civil liability with greater ease. A hospital’s direct liability stems, instead, 
from a breach of its autonomous duty to provide for a safe and secure organizational 
set-up irrespective of fault. In Spain, for example, Articles 128 para 1 and 147 ff. of 
the General Act on the Protection of Consumers and Users (TRLGDCU) sets out a 
special strict liability regime for service providers in the case of those services which, 
by their very nature, or because of regulatory provisions, are bound to guarantee a 
given level of efficiency or safety, under objective conditions, and are subject to 
technical, professional or systematic quality controls. E.g., in cases of nosocomial 
infections, or where implant devices fail, it is commonly understood that liability of 
the hospital must be established irrespective of fault.479   

A hospital’s liability comprises the duty to hire qualified healthcare professionals 
and to train them to use the technological equipment necessary to deliver medical 
treatment, as well as the safe use of such equipment. Therefore, in AIM, when it 
comes to evidence of poor implementation, training, or vetting of an AI system, this 
could form the basis for an autonomous claim against a health system, but it could 
also be liable for failing to adopt AI systems that could improve care.480  

Moreover, a facility’s liability could stem from adopting AIM devices deemed to 
be defective or that were not sufficiently validated to be employed for the care of 
patients. In such a case, the CJEU admitted the possibility of suing a hospital for 
providing a medical service by employing a defective device on a national legal basis 
different from the PLD. Nevertheless, the service provider retains the right to put at 
issue a producer’s liability on the basis of the directive when the conditions laid down 
by the Directive are fulfilled.  

 

                                                           
478 W. Nicholson Price II and I.G. Cohen, Locating Liability for Medical AI, 73 DePaul Law Review, 2023, 
p. 14 ff. 
479 A. Ruda, Medical Liability in Spanish Tort Law, 19 Journal de Droit de la Santé et de l’Assurance Maladie, 
2019, p. 38 ff.  
480 G. Maliha et al., fn *3 above, p. 632 ff. 
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 CJEU, Centre hospitalier universitaire de Besançon v Thomas Dutrueux, 
Case C-495/10, December 21, 2011 

The liability of a service provider which, in the course of providing services such as treatment 
given in a hospital, uses defective equipment or products of which it is not the producer within 
the meaning of Article 3 of Council Directive 85/374/EEC of July 25, 1985 on the approximation 
of laws, regulations, and administrative provisions of Member States concerning liability for 
defective products, as amended by Directive 1999/34/EC of the European Parliament and of the 
Council of May 10, 1999, and thereby causes damage to the recipient of the service does not fall 
within the scope of the directive. Directive 85/374 does not therefore prevent a Member State 
from applying rules, such as those at issue in the main proceedings, under which such a provider 
is liable for damage thus caused, even in the absence of any fault on its part, provided, however, 
that the injured person and/or the service provider retain the right to put at issue the producer’s 
liability on the basis of the directive when the conditions laid down by the latter are fulfilled. 

 

4.5. The proposals of the EU Commission on AI liability 

Since the adoption of the European Parliament Resolution of February 16, 2017 
on civil law rules on robotics,481 the European Union (EU) has been addressing issues 
related to the AI responsibility gap. Initially, there was a tendency to view AI as having 
the potential to ‘rebel’ against humans, thus attributing to it a degree of autonomy 
that led the European Parliament to the conclusion that traditional rules were 
inadequate for facing the features of modern AI. Over the years, this approach has 
evolved, with a more nuanced perspective emerging, although EU institutions 
continue to consider the possible need for specific liability rules for AI. This approach 
is reflected in the resolution of October 20, 2020 where the European Parliament 
proposed a system for allocating liability among AI ‘operators’ based on the level of 
risk posed by an AI system.  

Indeed, the latest EU proposals have taken a more moderate standpoint. The 
European Commission adopted two directive proposals on September 28, 2022 that 
are likely to have a strong impact on AI liability: the first, also known as the ‘AI 
Liability Directive’ (‘AILD’), seeks to harmonize some fault-based civil liability 
rules related to AI; the second, is the already mentioned new Product Liability 
Directive (‘new PLD’), which replaced the 1985 PLD. In combination with the 
Artificial Intelligence Act (AI Act), these newly proposed legal acts represent 
continued progress toward EU efforts to develop a unified approach to regulating the 
development and risks of AI technologies in the European marketplace.482 
Nevertheless, while the new PLD was officially adopted in 2024, the European 
Commission decided to set the AILD proposal aside at the beginning of 2025. For 
this reason, we will analyze only the most relevant aspects of the new PLD.  

                                                           
481 European Parliament Resolution of February 16, 2017 with recommendations to the Commission 
on Civil Law Rules on Robotics (2015/2103(INL)) (2018/C 252/25). 
482 M. Nunez Duffourc, S. Gerke, The Proposed EU Directives for AI liability Leave Worrying Gaps Likely 
to Impact Medical AI, 6 npj Digital Medicine, 2023, p. 1. 
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4.5.1. The new Product Liability Directive (new PLD) 

The new PLD addresses challenges in the digital age concerning manufacturer 
liability, specifically focusing on AI.483 Article 4 explicitly includes digital 
manufacturing files and software in the definition of ‘product,’ thus settling debates 
about the Directive’s applicability to AI systems. The Directive also acknowledges AI 
products’ ability to evolve, with Article 7 considering post-deployment learning as a 
potential indicator of defectiveness. Likewise, Article 11(2) prevents defendants from 
using the later-defect defense for defects due to software updates within the 
manufacturer’s control, while the state-of-the-art defense remains basically the same. 
Moreover, the proposal introduces presumptions to ease the burden of proof, 
allowing courts to order disclosure of evidence and establishing presumptions for 
defectiveness and causal links, which are rebuttable. Under Article 9 victims are 
entitled to ask a national court to order manufacturers to disclose relevant evidence 
in order to ground their claim. If the defendant fails to comply with such an order, 
the national court shall presume the defectiveness of the product under Article 
10(2)(a). Furthermore, a court shall presume defectiveness if: the claimant 
demonstrates that the product does not comply with mandatory product safety 
requirements laid down in Union or national law that are intended to protect against 
the risk of damage suffered by the injured person (Article 10(2)(b)); or the claimant 
demonstrates that the damage was caused by an obvious malfunction of the product 
during reasonably foreseeable use or under ordinary circumstances (Article 10(2)(c)). 

According to Article 10(3) the causal link between the defectiveness of the product 
and the damage shall be presumed where it has been established that the product is 
defective and that the damage caused is of a kind typically consistent with the defect 
in question. In any case, the Court is entitled to presume the defectiveness, the causal 
link, or both, if (a) the claimant faces excessive difficulties, in particular due to 
technical or scientific complexity, in proving these elements; and (b) the claimant 
demonstrates that it is likely that the product is defective or that there is a causal link 
between the defectiveness of the product and the damage, or both. 

The new PLD represents a significant step forward in updating product liability 
to the evolutive features of modern AI, as well as to alleviating the burden of proof 
on consumers and to reducing the information asymmetries existing between AI 
providers/users and patients. Nevertheless, its effectiveness in this sense is open to 
debate. In fact, on one hand, reversal of the burden of proof of a defect and causal 
link can be rebutted; on the other, the information disclosed would comprise very 
complex and technical data and the patients would have to manage such complexity 
to support their claim in court, necessarily relying on the support of experts which 
may be expensive.484 An additional issue with the new Directive is that proof of 
defectiveness remains unchanged in its substance, grounding it in the so-called 

                                                           
483 T. Rodríguez de las Heras Ballell, The Revision of the Product Liability Directive: A Key Piece in the 
Artificial Intelligence Liability Puzzle, 24 ERA Forum, 2023, p. 255. 
484 P. Hacker, The European AI Liability Directives – Critique of a Half-Hearted Approach and Lessons for the 
Future, 51 Computer Law & Security Review, 2023, p. 19. 



 

144 

‘consumer expectation test.’485 To this end, the mandatory requirements set by the AI 
Act are likely to help define the reference model for this test, but will not be the 
exclusive parameter, since the concept of ‘defective product’ encompasses a broader 
set of risks than just those covered by the ex-ante safety legislation. At the same time, 
this could be the only feasible choice for regulating every possible smart product 
which turns out to be defective.486 On the other hand, preventing manufacturers from 
escaping liability in case of product updates might over-expand their responsibility, 
given that such products will need to be updated throughout their entire ‘life.’ 

 

4.6. Case law on AI and medical liability 

When dealing with AI and medical liability, case law can provide meaningful help 
in understanding how AI can impact the clinical decision-making process. 
Nevertheless, cases specifically addressing AIM are still lacking, although some 
existent jurisprudence around the world reveals the importance of identifying what 
AI actually is and is not. Several court decisions, in fact, concern medical devices that 
are remotely controlled by human physicians, such as surgical robots. In these cases, 
patients mostly complain about damage caused by the sudden interruption of a 
robot’s operation during the procedure and the necessary continuation by the doctor 
using traditional tools and techniques. Thus, compensation claims focus on the direct 
liability of the robot manufacturer for failing to provide adequate instructions to a 
device’s user, as well as on the (traditional) negligence of medical professionals. In 
Mracek v. Bryn Mawr Hospital, 610 F. Supp. 2d 401 (E.D. Pa. 2009), an injured patient 
sued the manufacturer of a surgical robot, which stopped functioning during an 
operation. The plaintiff alleged to have suffered permanent damage due to delays in 
completing the procedure. In this case, the court rejected the plaintiff’s claim due to 
a lack of evidence establishing a causal link between the malfunction and damages 
suffered. However, in Darringer v. Intuitive Surgical Inc., United States District Court for 
the Northern District of California (November 4, 2015), the plaintiff’s claim was 
upheld based on evidence presented in court regarding a lack of information in the 
advertising campaign of the famous Da Vinci robot by Intuitive Surgical. The 
company promoted the higher level of safety and performance of the Da Vinci robot 
compared to other surgical methodologies. 

Though remotely controlled robots don’t fall under the definition of modern AI, 
the use of such devices is equally capable of changing the medical standard of care in 
cases where a robot is given some level of autonomy.487 For instance, some surgical 
robots have revolutionized “minimally invasive surgery” because they help surgeons 
navigate around vital structures with less surgical dissection, creating “safe zones” in 

                                                           
485 G. Veldt, The New Product Liability Proposal – Fit for the Digital Age or in Need of Shaping Up?, 1 EuCML, 
2023, p. 26. 
486 J.-S. Borghetti, Taking EU Product Liability Law Seriously: How Can the Product Liability Directive 
Effectively Contribute to Consumer Protection?, 1 French Journal of Public Policy, 2023, p. 33 ff. available at 
SSRN: https://ssrn.com/abstract=4502351.  
487 For a reconstruction of the different levels of autonomy in robotic surgery, see above Section 1 
subsection 3. 
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the surgical field, by automating some functions like shutoff of potentially dangerous 
surgical equipment as they near vital structures, and by helping surgeons “see” where 
the instrument is in space without requiring actual visual observation of the surgical 
instrument. In this context, it is likely that surgeons who fail to adopt robotic 
techniques may violate the standard of care if robotic systems become widely accepted 
and have better outcomes than non-robotic techniques.488 

Some use cases can be useful to reflect on the role of AIM decisions in the 
traditional medical decision-making process. They are presented in Section 5 iii) ‘AI-
supported healthcare and liability litigation.’ 
 

4.7. AI, Covid-19, and State Liability 

The use of AI in public health policies raises peculiar liability issues when it 
comes to enacting emergency measures to manage crisis situations. Such issues can 
be outlined by examining the role of public actors in the context of the COVID-19 
pandemic experience as a point of reference.  

As noted above,489 public policies played a central role in the management of the 
pandemic, as governments were required to make decisions that, on one hand, had 
the primary objective of stopping the progression of the epidemic and safeguarding 
public health and, on the other, had to balance respect for the fundamental rights of 
individuals. In such a context, some cases were brought before the Courts claiming 
State liability for both failing to comply with the duty to care and for omissions. 
Governments were, for example, sued for neglecting to provide protective equipment 
to healthcare professionals during medical duties,490 for failing to offer adequate 
testing,491 as well as for declaring lockdowns and curfews, or for failing to do so.492 

                                                           
488 F. Griffin, fn *15 above, pp. 70, 99. 
489 See above, section 1.7. 
490 See Administrative Court of Appeals of Paris, October 6, 2023 (in Covid-19 Litigation Database 
available at News Page: https://www.covid19litigation.org/news/2023/10/france-government-
ordered-compensate-family-doctor-who-died-covid-19-due-mask-shortage), that ordered the French 
government to compensate the family of a doctor who died of COVID-19 due to a shortage of 
masks. 
491 See Superior Court of Justice of Madrid, September 28, 2023, that condemned the Community of 
Madrid to pay an indemnity for the death of a 79- year-old COVID-19 patient who was treated in 
the Emergency Department of Ramón y Cajal Hospital in 2020 and reduced the higher claim filed 
by the plaintiffs considering factors like the patient’s age, pre-existing health condition, the severity 
of COVID-19 during that time, and the limited knowledge of the disease (see, in Covid-19 Litigation 
Database, https://www.covid19litigation.org/news/2023/10/spain-madrid-held-responsible-covid-
19-patients-death-due-negligence ). See also Administrative Court No. 1 of Pontevedra, June 12, 
2023, n°142/2023 (https://www.covid19litigation.org/news/2023/06/spain-court-orders-
compensation-patient-forced-seek-private-healthcare-during-pandemic), ordering the Galician 
Government to compensate a patient who had to seek private healthcare in April 2020 for a herniated 
disc, and holding that the expenses incurred were justified and that the public system would have 
delayed the operation.  
492 See Ontario Superior Court of Justice, December 20, 2022, 
https://www.covid19litigation.org/news/2023/01/canada-ontario-superior-court-justice-certified-
class-action-brough-against-minister. 

https://www.covid19litigation.org/news/2023/10/france-government-ordered-compensate-family-doctor-who-died-covid-19-due-mask-shortage
https://www.covid19litigation.org/news/2023/10/france-government-ordered-compensate-family-doctor-who-died-covid-19-due-mask-shortage
https://www.covid19litigation.org/news/2023/10/spain-madrid-held-responsible-covid-19-patients-death-due-negligence
https://www.covid19litigation.org/news/2023/10/spain-madrid-held-responsible-covid-19-patients-death-due-negligence
https://www.covid19litigation.org/news/2023/06/spain-court-orders-compensation-patient-forced-seek-private-healthcare-during-pandemic
https://www.covid19litigation.org/news/2023/06/spain-court-orders-compensation-patient-forced-seek-private-healthcare-during-pandemic
https://www.covid19litigation.org/news/2023/01/canada-ontario-superior-court-justice-certified-class-action-brough-against-minister
https://www.covid19litigation.org/news/2023/01/canada-ontario-superior-court-justice-certified-class-action-brough-against-minister
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Nevertheless, emergency situations also raise the question of whether some sort of 
immunity should be accorded to public decision-makers who must act in conditions 
of uncertainty. From this perspective, the potential violation of individuals’ 
fundamental rights might be justified, or governments might escape liability, for 
instance, when scientific knowledge provides for no means to prevent harm, or the 
extreme uncertainty does not allow establishing a causal link between an unlawful 
action and damages.493  

The use of AI software and devices, as seen above,494 increased during the 
COVID-19 pandemic to maintain social distancing in order to protect people from 
being infected, to predict viral spread and mutation trends, to detect the most 
vulnerable subjects, to help diagnose the virus,495 as well as in using ‘care robots’ 
capable of autonomously diagnosing covid and spraying, disinfecting, cleaning, 
treating, detecting body temperature and the absence of a mask, and delivering 
medical goods and supplies.496 The pandemic experience of implementing AI might 
pose some peculiar issues regarding the liability of public decision-makers in tackling 
health crisis situations. Specifically, liability of the State can be considered from two 
primary perspectives. 

First, the matter can be seen from a product safety point of view. Usually, 
manufacturers are liable for damage caused by defective products and, as previously 
seen, this can include defective AI medical devices. At the same time, since medical 
devices are strictly regulated, in emergency situations, the role of governments in 
product safety increases, as the need to tackle the spread of an epidemic might lead 
to authorizing the placement of AI-based products on the market that do not 
meet the safety standards required by law.497  

In this respect, the EU Commission published a guidance document in April 
2020 where it recognized that the COVID-19 outbreak was a justifiable circumstance 
for Member States to authorize the placement of devices on the market without 
completing conformity assessments, “in the interest of protection of health.”498 In 
making such decisions, the competent national authorities were directed to consider: 
(1) the degree of criticality of the use of the device for the protection of health; (2) 
the availability of suitable substitutes; (3) documentation of compliance with a 
harmonized standard or other specific technical solutions ensuring fulfilment of the 
applicable essential requirements laid down in the relevant Directive; (4) the review 

                                                           
493 A. Ruda, Tort Law and the Coronavirus: Liability for Harm Caused by the COVID-19 Outbreak, in E. 
Hondius et al., Coronavirus and the Law in Europe, Cambridge, 2021, p. 321 ff., part. 329 ff. 
494 See above, Section 1.7. 
495 R.M.F. Alnimer, E. Naboush, The Extent of the Civil Liability of Technologies for the Infection and the 
Spread of Covid-19, 25(2) Journal of Legal, Ethical and Regulatory Issues 2022, p. 1 ff. 
496 E. Atienza Macías, Legal Challenges for Robots and Autonomous Artificial Intelligence Systems in the 
Healthcare Context with Special Reference to Covid-19 Health Crisis, 7(1) Ius et Scientia 2021, p. 119 ff., part. 
p. 128. 
497 For the following considerations and deeper insights on the topic, see D. Fairgrieve et al., Products in a 
Pandemic: Liability for Medical Products and the Fight against COVID-19, 11 European Journal of Risk Regulation 
2020, p. 565 ff. 
498 Guidance on medical devices, active implantable medical devices, and in vitro diagnostic medical 
devices in the COVID-19 context, available at: 
https://ec.europa.eu/docsroom/documents/40607?locale=en  

https://ec.europa.eu/docsroom/documents/40607?locale=en


 

147 

of reports of tests performed by competent bodies; and (5) indications from vigilance 
and/or market surveillance. 

Therefore, the pertinent question revolves around the consideration of emergency 
regulatory responses or potential regulatory exemptions, in any subsequent damages 
claim against the State, where the lawfulness of public decisions – and, accordingly, 
government immunity – should be assessed with regard to the proportionality of the 
measures adopted, in order to strike a balance between the public interest and 
protection of individual rights. On the other hand, it should be also considered, 
according to article 7(d) of the PLD, that producers might escape liability by proving 
that “the defect is due to compliance of the product with mandatory regulations issued by the public 
authorities.” Though this cannot be considered an automatic defense, producer 
immunity could occur anytime safety standards were “the cause of the defect.” 
Accordingly, in emergency situations it becomes hard to distinguish when a defect of 
AI-based medical devices can be “attributable to compliance with” the regulatory 
requirements capable of grounding both producer and State immunity, and thus 
generating a potential protection gap for consumers. 

Second, State liability could arise from the use of AI-based knowledge for 
grounding political decisions during crisis management. In fact, governments are 
required to support their choices with scientific evidence and this need has become 
stricter with the increase in knowledge about the causes and consequences of the 
pandemic, leading to grounding cases for judicial review.499 Sometimes Member State 
courts have progressively changed their approach according to increasing scientific 
knowledge about COVID-19.500  

The matter is strictly linked to the extent to which data collected and decisions 
made by AI systems are to be considered sources of scientific knowledge, as 
already seen in AI medical liability. In this regard, we should wonder when the 
accuracy of outputs generated by AI can ground a State’s obligation to use the most 
advanced technology available, with a subsequent liability for omission when it does 

                                                           
499 For an example of judicial review on the role of scientific knowledge in making political decisions 
during the pandemic, see the Italian Council of State, Judgment of September 25, 2023 
(https://www.covid19litigation.org/news/2023/11/italy-council-state-upholds-constitutionality-
green-pass-measures-firemans-challenge), where the Court held that the administration did not 
violate the principle of equality between those with and those without a Green Pass since, according 
to the available scientific knowledge, the vaccinated, those healed of COVID, and those with negative 
swabs, were in a different condition from those that were unvaccinated. According to the scientific 
evidence of those three conditions, albeit to differing degrees, there was a reduction of the risk of 
contagion and a protection of collective health. For deeper insights on the matter, see P. Iamiceli, F. 
Cafaggi, COVID-19 Litigation: The Drivers of Institutional Responses to the Pandemic and the Role of Courts, in 
P. Iamiceli, F. Cafaggi (eds.), Covid-19 Litigation. The Role of National and International Courts in Global 
Health Crises, Trento, 2024, p. 392.  
500 See the Austrian Constitutional Court, Judgement April 29, 2022, n° V 23/2022-25 which based 
its rejection on the consideration that recovered/vaccinated people were not subject to a high risk of 
catching and suffering from Covid-19. The same Court later considered it unconstitutional to restrict 
access to hairdressers with the 2G rule (Austria, Constitutional Court, June 30, 2022, n°V 3/2022-
19) and the same for the decision to close the cultural sector, as it was contrary to the principle of 
equality (Austria, Constitutional Court, June 30, 2022, n°V 312/2021-15). For deeper insights, see P. 
Iamiceli, F. Cafaggi, The Courts and Effective Judicial Protection During the Covid-19 Pandemic. A Comparative 
Analysis, BioLaw Journal, 1/2023, p. 399 ff. 

https://www.covid19litigation.org/news/2023/11/italy-council-state-upholds-constitutionality-green-pass-measures-firemans-challenge
https://www.covid19litigation.org/news/2023/11/italy-council-state-upholds-constitutionality-green-pass-measures-firemans-challenge
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not do so; and when, to the contrary, the error rate of a specific AI-based device can 
ground a State’s liability for making improper political decisions. 
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5. Use Cases 

Laura Piva,501 Simone Franca,502 Tommaso De Mari Casareto dal Verme503 

5.1. Informed consent and self-determination in AI healthcare504 

1.a) A patient has been diagnosed with prostate cancer.505 There are two main 
approaches to treating it: (i) active surveillance; and (ii) the surgical option of radical 
prostatectomy. The physician recommends the surgical option and spends 
considerable time explaining the steps in the surgery, the benefits of eliminating the 
tumor, and the risks of erectile dysfunction and urinary incontinence after the surgery. 
Nevertheless, the physician does not tell the patient that he/she has arrived at this 
recommendation of prostatectomy based on analysis by an Artificial Intelligence 
system, which recommended the treatment plan based on an analysis of the patient’s 
age, tumor size, and other personal characteristics found in the electronic health 
record.  

 Has the doctor secured informed consent from a legal perspective? 

 Has the doctor given the patient all information about foreseeable risks?  

 If the doctor had chosen to disregard the Al system and failed to tell the 
patient, would they have violated the right to informed consent? 

 If the operation goes wrong and the patient finds out that the treatment was 
supported by an AI tool, is the (potential) violation of informed consent 
causally linked to damage? Would the patient have made a different decision? 
How is the machine’s error rate relevant in this decision? 

 

1.b) Adam, a 72-year-old diabetic patient, goes to Hospital X to do an eye screening 
aimed at detecting diabetic retinopathy. Hospital X is a modern facility which started 
using AI software to make initial screenings. If the images show signs compatible with 
the pathology, an appointment with a physician is scheduled. While at the hospital, 
Adam displays distrust towards the technology and asks that his eye screening be 
evaluated by a physician only. The hospital staff explains that the algorithm is very 
accurate and allows for faster results, but he is still not convinced and claims that he 
wants “a real doctor” to evaluate the scan results. 

 

 Can the hospital refuse to accept Adam’s request? Under what circumstances 
and for what reasons? 

                                                           
501 Subsections 5.1., 5.4. 
502 Subsections 5.2, 5.4. 
503 Subsections 5.3, 5.4. 
504 For insights to address the questions, refer to sections 3.3; 4.2.4. 
505 The following example is provided by I. Glenn Cohen, Informed Consent and Medical Artificial 
Intelligence: What to Tell the Patient?, 108(6) Georgetown Law Journal, 2020, p. 1426. 
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 Can Adam integrally refuse the use of AI in his diagnosis process or is he only 
entitled to request the intervention of a healthcare professional in the decision-
making process? 

 If the intervention of a healthcare professional is assured but is incapable of 
interpreting the results of the algorithm, were Adam’s rights violated? 
 

1.c) Now imagine that Adam is still reluctant but agrees to let the AI do the first 
evaluation of his eye screening. The algorithm doesn’t detect signs compatible with 
diabetic retinopathy and he is therefore not invited to a second visit. A few months 
later, however, Adam sees another specialist who diagnoses him with early diabetic 
retinopathy and invites him to start treatment to slow down the progression of the 
disease. 

 

 Can Adam ask Hospital X for damages? 

 

5.2. AI-supported healthcare and data protection506 
 

2.a) Some public hospitals process data available in their databases to activate 
appropriate healthcare initiatives for patients and identify timely and suitable 
diagnostic and therapeutic pathways. Each doctor affiliated with the hospitals must 
collect data on their patients who have had Covid-19 and are also affected by other 
conditions within a single list of recipients. An algorithm is used for the validation of 
the list of recipients under comorbidity conditions. This algorithm does not contain 
patients’ personal information but a numerical identifier, subject to change every six 
months, by which the identification of vulnerable individuals is facilitated. The data 
processing is legally based on the general consent provided by the data subject which  
is given for therapeutic purposes. The hospitals have provided information about the 
fact that the processing is carried out on the legal basis of consent by electronic means. 

 

 What is the role of privacy in the hospitals (autonomous controllers, 
controller-processor, joint controllers – in the latter case, together with 
whom?)? 

 Does the legal basis generally provided for therapeutic purposes also apply to 
preventive medicine processing with AI?  

 What type of assessment should the hospital carry out in such a case to ensure 
compliance with the GDPR?  

 Are data processed by the algorithm anonymous? 

 Was proper information provided, including regarding the use of Artificial 
Intelligence? 

 

                                                           
506 For insights to address the questions, refer to section 3.5. 
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2.b) Hospital X enters into an agreement with University Y. The agreement concerns 
the transfer of data from patients treated at Hospital X to University Y to conduct 
two investigations. The first investigation involves sending the pseudonymized data 
of patients with carcinoma. The second investigation involves sending the 
anonymous data of people with AIDS. The agreement specifies that, for the first 
investigation, the legal basis for processing is consent, and that patients will be 
informed. The processing related to the first investigation is carried out as follows: 
Hospital X collects the consent of all the data subjects, providing information at the 
same time about the fact that processing is based on the performance of a task in the 
public interest (Article 6(1)(e)) and on Article 9(2)(h) of the GDPR. After collecting 
consent and providing the information, the Hospital sends the identifiable 
information about the data subjects through e-mail to University Y. The same email 
contains a separate file with pseudonymization codes associated with the identity of 
the individual subjects. Instead in the second investigation, the data is indicated as 
being anonymous. For each patient, name and surname are omitted, but city of 
residence, sex orientation, exact age, specific profession, and the organization to 
which they belong in their profession are indicated. Since the data is anonymous, data 
subjects are not informed about processing. For both investigations University Y uses 
an algorithm developed by Alpha company. 

 

 What are the privacy roles of hospital X and University Y (autonomous 
controllers, controller-processor, joint controllers)? 

 Which type of assessment should the hospital carry out in such a case to 
ensure compliance with the GDPR?  

 Is the information provided to patients and the identified legal basis 
appropriate with regard to the first investigation? 

 Has Hospital X implemented appropriate security measures for data 
transmission during the initial investigation? 

 Was anonymization carried out correctly during the second investigation, 
considering the data given to the University? 

 Are patients informed about the use of AI? 

 What is the privacy role of Alpha company and University Y (autonomous 
controllers, controller-processor, joint controllers)? 

 

2.c) Software X, used for processing health data, is supplied to three laboratories (A, 
B, and C) by Company D. As per agreements between A, B, C, and D, Company D 
is designated as the data controller, while A, B, and C are recognized as authorized 
entities. The processing carried out via software X is limited to securely storing data 
in a designated dataset. Data subjects are duly informed about the utilization of 
software X for storing their data and are made aware that the legal basis is the consent 
they provided to the laboratories for analyzing their biological samples for health-
related purposes. As software X becomes outdated, the company initiated migration 
to a new software, Y, designed for data storage, along with an additional feature 
leveraging an algorithm to predict future therapies. The migration agreements 
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explicitly specify that the original consent serves as the legal basis for processing, 
eliminating the need for further consent. However, no additional information is 
provided to data subjects. Unfortunately, a data breach occured during the migration 
process, revealing that neither encryption nor automatic deletion of migrated data was 
implemented for the new software. Notably, no data protection impact assessment 
was conducted for software Y. 

 

 Are the privacy roles of the laboratories and company D correctly identified 
in the agreements (autonomous controllers, controller-processor, joint 
controllers)? 

 Is the legal basis for data processing through software Y correctly identified? 

 Which type of assessment should the hospital carry out in such a case to ensure 
compliance with the GDPR?  

 Has company D put suitable security measures in place for data transmission 
throughout the migration process? 

 Are data subjects sufficiently informed about the new processing facilitated by 
software Y? 

 

5.3.   AI-supported healthcare and liability litigation507 
 

3.a) A man goes to the emergency room with severe chest pain that prevents him 
from breathing. He undergoes X-ray examinations from which the physician notices 
a slight deformation of the right anterior mediastinum. The physician submits the X-
ray for assessment to an AI system, which diagnoses a stage 1 malignant thymoma 
and recommends surgical removal via minimally invasive procedure. Deeming this 
hypothesis unlikely, the doctor’s attention is directed to the cardiovascular system for 
fear of a myocardial ischemia, since Y smokes 15-20 cigarettes a day and has a positive 
family history of myocardial infarction; moreover he was admitted to the emergency 
room with a diagnosis of ‘reported precordialgia.’ Eventually, the physician discharges 
the patient with a diagnosis of left basal bronchopneumonia. After a few months, 
symptoms reappear, and Y undergoes new examinations which reveal a gross ball-
shaped neoformation of the right anterior mediastinum with polylobate margins. 
After a CT scan, the patient is diagnosed with advanced malignant thymoma and 
undergoes a total sternotomy operation.  

 

 What is the standard of care in this situation? Did the physician deviate from 
it?  

 If the AI system were not available, would the doctor be liable for the late 
diagnosis? 

 What if AI were available but had not been used by the doctor? What if it were 
generally available but not at this specific hospital? 

                                                           
507 For insights to address the questions, refer to section 4. 
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 What is the role of machine error rate in this case? What if the scientific 
literature had shown a high level of accuracy of that specific AI tool? 

 Was the patient’s right to informed consent violated? 

3.b) Consider the opposite situation: the physician believes the diagnosis could 
theoretically be a thymoma, while the machine only detects bronchopneumonia, and 
the doctor follows the wrong diagnosis. The doctor’s decision is based on the fact 
that the machine has a high level of accuracy according to the scientific literature and, 
in any case, the probability of diagnosing a malignant thymoma at stage 1 is usually 
very low and according to practical experience the diagnosis of bronchopneumonia 
is more compatible with the patient’s clinical records available at the time of diagnosis.  

 Is the physician liable?  

 Is the AI tool defective?  

 Was the worsening of the patient’s health caused by the doctor, the product, 
or both?  

 Would it change anything if the patient were made aware of the use of the AI 
device and was involved in the decision? 

 Is the hospital liable? 
 

3.c) A patient undergoes a laparoscopic cholecystectomy. Although laparoscopic 
cholecystectomy provides several advantages to patients over open cholecystectomy, 
such as less pain, shorter hospital stays, and faster recovery, the introduction of 
laparoscopic cholecystectomy has nevertheless been associated with a large increase 
in the incidence of major bile duct injuries from about 1 per 1,000 to 3 per 
thousand.508 The cause of most bile duct injuries is the misidentification of bile 
structures during surgery since the two tubular structures are divided in the cystic duct 
and the cystic artery and physicians are often unable to identify the right duct due to 
low visibility. The physician thus uses a deep learning model trained to reliably and 
automatically segment hepatocystic anatomy and assess the criteria defining the so-
called ‘critical view of safety’ (CVS),509 which allows the surgeon to identify the cystic 
duct and the cystic artery with an error rate of 10%, while the human error rate is 
around 40%. Nevertheless, a slight hemorrhage occurs during the operation, and the 
machine identifies the wrong CVS. The doctor blindly follows the machine 
recommendation and cuts the wrong duct, causing the patient’s death. 

 Was the AI tool defective?  

 Was the doctor negligent? Should the surgeon have recognized the machine 
error and disregarded its decision? 

                                                           
508 S.M. Strasberg, A Perspective on the Critical View of Safety in Laparoscopic Cholecystectomy, 2 Ann. Laparosc. 
Endosc. Surg., 2017, p. 91 ff. 
509 P. Mascagni et al., Artificial Intelligence for Surgical Safety Automatic Assessment of the Critical View of Safety 
in Laparoscopic Cholecystectomy Using Deep Learning, 275(5) Annals of Surgery, 2022, p. 955 ff. 
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 Was the patient’s death caused by the surgeon, the product, or both? 

 Is there a causal link between the doctor’s conduct and the damage? 

 If the AI tool had not been used and the outcome had been the same, would 
the doctor be liable? 

 Is the hospital liable? If yes, on what grounds? 

 

5.4. AI-supported healthcare and the protection of fundamental 
rights during the COVID-19 pandemic 

As part of the measures adopted to combat the COVID-19 pandemic, a local 
government requires all public hospitals to optimize their access management systems 
by means of the adoption of an Artificial Intelligence (AI) infrastructure developed 
by the company AI Health Solutions (AHS). In particular, the AI system is devoted 
to labelling COVID-19 patients in order to determine access to the emergency rooms 
(ER) and the priority of access to intensive care units (ICU) in all public healthcare 
facilities established in the municipality. Due to the emergency situation, the AI 
system is put on the EU market without obtaining specific approval from the 
competent authority. According to the government decision, local hospitals must 
employ such AI systems, whose functioning is supported by a database formed by 
the information previously collected by the local hospitals’ doctors from their patients 
with COVID-19 and who were also affected by other conditions (comorbidity 
conditions). Those patients gave general consent to data processing for healthcare 
purposes and the algorithm does not contain the patients’ personal information but a 
numerical identifier, subject to change every six months, by which the identification 
of vulnerable individuals is facilitated. 

 
4.a) Data protection510 

A group of citizens challenges the local government’s decision, claiming that, as 
controller, it had no legitimate legal basis to process patients’ health data for the 
described purposes. 

 

 Who is the data controller under the GDPR? And the data processor? 

 Considering the processing of data previously collected from the initial 
patients, can we say that the processing is compliant with the GDPR? What 
is the legal basis? 

 Is the processing of patients’ health data lawful?  

 Is the consent collected by the initial patients sufficient as a legal basis? Is 
consent necessary to this end? 

 Is the data processing consistent with the content of the consent? 

 Is anonymization relevant in any respect? 

                                                           
510 For insights to address the questions, refer to sections 1.7; 3.5. 
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 If the processing is to be considered unlawful in any respect, which remedy 
might citizens seek? Against whom?  
 

4.b) Non-discrimination511 

Let us now assume that Mrs. Fatima, who is a devout Muslim and wears a niqab 
in public every day, displays symptoms typical of a COVID-19 infection and goes to 
the hospital to receive the appropriate diagnosis and treatment. Her admission to the 
ER is assessed by the AI system, which also labels patients based on the fact that they 
wear a mask or not. The AI system refuses to admit her to the ER based on the fact 
that her facial scan shows that she is not wearing a mask, even though it is placed 
underneath her niqab. After a few hours, Mrs. Fatima begins to have breathing 
problems that soon result in a severe crisis causing her serious complications. 
 

 Are there grounds for Mrs. Fatima to complain about discrimination? If so, 
is it direct or indirect discrimination? 

 Would a two-tier protocol, involving human supervision, lead to a different 
result? 

 Is the government liable for the worsening of Mrs. Fatima’s health 
conditions? 

 Was the processing of Mrs. Fatima's personal data lawful? Was it necessary to 
ensure the protection of her health? 

 
4.c) Civil liability512 

During the first weeks after AI system adoption, several patients display symptoms 
typical of a COVID-19 infection, including difficulty breathing, and go to the hospital 
to receive the appropriate diagnosis and treatment. After admittance to the ER, 
doctors x-ray their lungs and the patients undergo assessment by the AI system. The 
system labels some of them as a minimal priority for the ICU based on their 
symptoms and on x-ray results. Accordingly, they are sent home. In the coming days, 
they experience severe breathing crises and are urgently taken to the hospital, where 
they are diagnosed with severe pneumonia and placed in ICU. Some of them fall into 
a coma. The doctors realize that, in a few cases, the AI system did not detect lung 
densification in their x-rays, which often indicates the occurrence of COVID 
pneumonia. 

 

 Let’s now consider the facts from a liability point of view: 

 Is there any grounds for a liability claim for the affected patients’ health 
conditions?  

 Is the AI system defective? If so, is the local government liable for purchasing 
it? 

                                                           
511 For insights to address the questions, refer to sections 1.7; 3.4. 
512 For insights to addressing the questions, refer to sections 1.7; 4.7. 
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 Was the government’s decision to employ the AI system in hospitals, despite 
it was not being specifically approved, justified by the emergency? 

 In light of which principles and criteria should the government decision be 
assessed by the court? 

 Does a public decision to employ an AI system exempt others from liability?  

 Is the hospital liable? The AHS? The doctors? 

 If the AI system had not been employed, would anything have changed? 
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