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Aim of this Handbook

Agathe Missakian

This Handbook on Data Protection is the fifth in a series developed within the JuLIA project. In
continuity with eatlier Handbooks', it offers comparative insights tailored for judicial trainers,
judges, lawyers, and other legal professionals. As with previous Handbooks in this series, this
volume is intended to evolve. Over time, its contents and methodology will adapt to reflect
ongoing developments in law, technology, and judicial practice.

As digital technologies continue to transform public and private sectors, Al systems increasingly
rely on the access, processing, and analysis of personal data. Whether in healthcare, law
enforcement, or consumer services, these technologies introduce both opportunities for
innovation and risks to fundamental rights, particularly the right to data protection.

The use of Al has led to new data collection practices, large-scale data aggregation, and
automated decision-making systems. These developments challenge core principles of data
protection law, such as transparency and purpose limitation, especially when applied to opaque
Al systems. Notably, personal data is often processed without meaningful consent, or under
pressure to “consent or pay”’, raising concerns about fairness and autonomy. Another issue that
will not be developed in length here is the issue of data transfers outside of the EEA.?

This Handbook identifies several legal and practical questions arising from the intersection of Al
and data protection:

® How can data protection law support innovation while safeguarding individual and
societal values?

® What is the role of the GDPR in regulating Al, and how is it complemented by the Al
Act?

e How should courts, public authorities, and companies approach responsibilities in
data-intensive Al systems?

® What role do concepts like anonymisation and pseudonymisation play in ensuring lawful
Al development?

® How can legal professionals address new challenges related to intellectual property,

general terms and conditions, and sector-specific risks?

In addressing these questions, the Handbook hopefully offers a comprehensive framework of
analysis. This Handbook is designed to equip professionals with the analytical tools and legal
knowledge needed to engage with the challenges posed by Al systems that process personal data
across different sectors and legal contexts.

' Previous JuLIA Handbooks are (or will be) available here: https://www julia-project.eu/resources



https://www.edpb.europa.eu/sme-data-protection-guide/international-data-transfers_en
https://www.julia-project.eu/resources

It begins with an introduction on the legal bases and limitations for accessing personal data for
Al innovation. This is followed by an exploration of privacy as an individual right and as a
broader societal value underpinning the data protection framework.

The first part is focused on input and so called “incoming data”. A detailed examination of the
General Data Protection Regulation (GDPR) and its application to Al technologies highlights the
difficulties in applying traditional principles such as transparency and purpose limitation to
automated systems. One chapter critically assesses the legality of “consent or pay” models, which
condition access to digital services on users’ agreement to data processing. Another examines the
rise of private enforcement mechanisms, focusing on litigation and regulatory complaints. A
further contribution discusses anonymisation and pseudonymisation as privacy-preserving
techniques in Al development. Building on the previous Handbooks, a more sectoral approach is
taken. It begins with healthcare, where the use of sensitive data raises heightened ethical and legal
concerns and turns to an analysis of judicial decisions. It moves on to the public sector, where
Al-driven administrative decision-making presents new challenges for transparency and
accountability.

The second part of the Handbook addresses practical legal consequences related to output. It
examines questions around lawful processing and transparency. It also explores tensions between
data protection and intellectual property, and the role of contractual terms in governing Al

services.



Introduction

Mateusz Grochowski, Katarzyna t.akomiec, Dominik Dworniczak, Szymon Zareba, Agniesgfa Soltys,

1/- Personal Data Access for Al innovation

Mateusz Grochowski
Introduction

The development and deployment of Al rely heavily on access to data. With no exaggeration
— data is the main fuel for development of Al systems that need constant data flow for training
and maintaining accuracy.” Building on data, Al systems can learn patterns, predict outcomes, and
generate content. Among the most valuable data types in this context is personal data. This pool
of information — including browsing history, biometric data, health records, social media activity,
and transaction log — has become a vital input, particulatly for applications aiming to simulate or
respond to human behavior. Al systems rely primarily on the data about consumers that was
harvested by online business actors (such as online search engines and platforms). This includes
various types of data on consumer behavior online, including demographic information and
search histories, but also the content generated by consumers themselves (e.g. through post21s on
social media, blog entries etc.). Indiscriminately, various types of Al systems depend on other
types of personal information, such as citizens’ data in public repositories (e.g. fiscal or real estate
registers) and health data gathered through various channels (in provision of health services, via
health tracking apps etc.). For these reasons, privacy and Al are inherently intertwined and require
in-depth scrutiny.

1. The role of data in the development of AI models

Personal data plays a pivotal role as a basis for training Al models. Developing any Al based
tool necessitates vast datasets that can be used not only for direct training, but also for
controlling the outcomes of the Al operation (e.g. checking for false positives and false negatives)
and hence, for providing the Al models with feedback and correcting design flaws.* Such a role
of data is prevalent across the entire Al sector.” For example, natural language processing models
like ChatGPT or translation models such as DeepL are trained on massive text datasets. Much of
such corpora originates from user-generated content, especially pieces of writing entered into the
user interface of an Al system (e.g. a dialogue box of a translation app) with a prompt for the Al
to rework it in a particular way (translate, summarize, proofread etc.). Self-evidently, such pieces
of text may contain personal data of the particular user or of third persons. Similarly, facial
recognition systems are trained using large sets of facial images, often sourced from social media

? See e.g. J. Bessen et al., ‘“The role of data for Al startup growth’ (2022) 51 Research Policy.

* See further, N. Carlini, et al., ‘Extracting Training Data from Large Language Models,” Proceedings of
USENIX Security Symposium, 2021.

5 OECD. Artificial Intelligence in Society. OECD Publishing, 2019, 15-17.



or surveillance footage. The quality, volume, and diversity of data directly influence the Al
model’s accuracy, fairness, and robustness. In both regards, the massive data flows between users
and Al systems raise obvious questions of legal and ethical boundaries for sharing such data with
Al models, and for utilizing them to sustain and develop those systems. The reliability of Al
systems depends on the quality of input data. Incomplete, inaccurate, or outdated personal data
can lead to flawed outputs, undermining trust and utility. Ensuring data accuracy and consistency
across diverse sources requires robust data governance and validation mechanisms.

Along these lines, many Al applications, particularly in the commercial domain, aim to
deliver personalized services. Recommendation systems used by platforms like Netflix, Spotify, or
Amazon analyse users’ historical data to suggest content or products. Health applications leverage
wearable data to tailor wellness advice. In some types of application, Al systems do not just learn
from static datasets but from dynamic, real-time data. Smart assistants, autonomous vehicles, and
adaptive learning platforms adjust based on ongoing user interaction. Access to personal data in
real-time settings further accelerates innovation and the refinement of Al systems.

2. Forms of data access in the context of Al

Access to data for Al development can take multiple forms, with various degrees of control
over dataflows and various risks for users. The most obvious amongst them involve:

® Data access, understood as collecting information by the Al developer itself. In practice,
such data can be obtained through direct entry of data by users (usually in a dialogue with
an Al system), as well as through apps (e.g. by tracking online activity), and sensors (e.g.
embedded in wearable health devices). Direct data collection allows for granular control
and real-time acquisition, but it imposes significant obligations concerning user consent
and data protection compliance.

e Furthermore, the Al systems can access data through sharing them by other entities, such
as other firms, data brokers, public authorities or non-governmental associations. This
may include, for instance, sharing health data with medical researchers by hospitals or
public healthcare institutions or selling customers’ data on a commercial basis by banks to
fintech startups.

® Besides these two principal modalities of data flows, Al models frequently harvest gpen
data included in publicly available repositories that are not protected with technical
barriers. This encompasses, for instance, public repositories of academic publications,
journalist archives and stocks of photographs. Although typically such datasets do not
contain data that qualifies as personal in the sense of EU privacy law, sometimes they may
pertain such personal details in textual, graphical or other forms. By the same token,
personal data may be included in repositories created by collective non-professional
entities, such as data trusts and data cooperatives. These newly emerging governance
models aim to empower individuals by giving them collective control over how their data
is accessed and used. Data trusts can act as intermediaries between data subjects and data
users, establishing ethical guidelines and legal protections for data sharing in Al contexts.

® Amongst more innovative ways of accessing data one may also mention the so-called
Jederated learning, where Al systems are developed across decentralised devices or



servers holding local data samples without exchanging them. This approach enables
privacy-preserving data utilization by keeping personal data at its source while sharing
model updates.

3. Challenges and Controversies of Accessing Personal Data by AI Models

The pivotal problems. The development and training of Al systems often rely on access to large
volumes of personal data, raising a host of ethical, legal, and technical challenges.” These
challenges are particularly relevant for the EU legal framework that strongly underscores
individuals’ control over data sharing and processing.” In practice, the data subjects often do not
know their data are being used to train algorithms, nor do they have meaningful control over how
their information is processed or for what purposes. This creates a risk of exploitation and
contributes to the broader asymmetry of power between data subjects and large technology firms.
Moreover, algorithmic bias and discrimination are persistent ethical concerns, especially when
training data reflect historical or systemic inequalities.

With this in mind, it is possible to distinguish the following key spheres of threat to
personal data protection and privacy that are triggered by the development of Al:

® Demise of individual autonomy. One of the foundational ethical concerns is the erosion
of informed consent. Many individuals are unaware of how extensively their data is
collected, aggregated, and repurposed for Al applications.® Consent is often obtained
through opaque or misleading mechanisms — typically embedded in lengthy and
jargon-filled terms of service that few users read or understand.” As a result, consent
becomes more of a formality than a meaningful exercise of autonomy."’

® Opacity. Another downside of Al models is their inherent opacity, ie. lack of
transparency in how Al algorithms reason and formulate the final answer to the given
query.'" This opacity can stem from technical complexity, proprietary protections, or
deliberate secrecy. As a result, users, regulators, and even developers often cannot fully
understand how decisions are made, what data is used, or whether the process is fair and
unbiased. This undermines accountability, limits informed consent, and complicates
efforts to detect discrimination or manipulation. Algorithmic opacity thus poses a
significant challenge to democratic oversight, consumer protection, and trust in digital
technologies.

® Amplification of privacy violations. The use of personal data in training and operation of
Al models can considerably expand surveillance capacities. When deployed by

® See e.g. B. Mittelstadt, ef al., ‘The Ethics of Algorithms: Mapping the Debate,” (2016) 3 Big Data & Society 1.

" European Union Agency for Fundamental Rights. Artificial Intelligence and Privacy: Challenges and Possible
Remedies. FRA Report, 2020.

8 See also, generally, Frank Pasquale, The Black Box Society: The Secret Algorithms That Control Money and
Information (2015).

? See Nikolas Guggenberger, ‘Consent as Friction’ (2025) 66 Boston College Law Review 353.

10°See also Elettra Bietti, ‘Consent as a Free Pass: Platform Power and the Limits of the Informational Turn’
(2020) 40 Pace Law Review 307.

' Gianclaudio Malgieri, ‘Automated Decision-Making in the EU Member States: The Right to Explanation and
Other ‘Suitable Safeguards’ in the GDPR’ (2019) 35 Computer Law & Security Review.



governments or powerful tech companies, Al tools — especially those involving facial
recognition, location tracking, or behavioral profiling — can facilitate unprecedented levels
of intrusion into private lives. This raises significant ethical concerns about autonomy,
freedom of expression, and the potential for misuse in areas like predictive policing or
social credit systems. The boundary between public interest and authoritarian oversight
becomes increasingly blurred.

® Algorithmic discrimination. As it has been proven in multiple regards, algorithmic
systems trained on personal data often replicate and amplify societal biases.'” If historical
data reflects discrimination — against women, racial minorities, or marginalised groups —
Al models can entrench these inequities in automated decisions. For example, facial
recognition technologies have shown significantly higher error rates for people of color
and women, leading to potential misidentification and discriminatory outcomes. Without
careful curation and auditing of training datasets, Al can become a tool for perpetuating
systemic injustice."”

® (In)equality. A separate ethical concern involved is the uneven distribution of benefits
and costs/risks generated by AI across the market and social stakeholders. While
individuals provide the data that fuels Al development, they rarely share in the economic
value generated." Instead, profits are captured by a small number of dominant tech firms,
deepening existing inequalities.”” Moreover, individuals are often unaware that their data is
being monetized, raising concerns about exploitation and fairness in the digital economy.

GDPR framework. The GDPR'® establishes a demanding regime for processing personal data,
especially for purposes such as Al training that may go beyond the original scope of data
collection. Key principles such as purpose limitation, data minimisation, and lawfulness of
processing must be respected. Al developers must ensure that personal data used for training are
collected and repurposed in compliance with these principles. Legitimate grounds for processing,
such as consent or legitimate interest, are difficult to rely on at scale. Consent must be freely
given, specific, informed, and unambiguous — conditions that are often not met in the context of
automated data scraping or third-party data aggregation. Even where consent is obtained, data
subjects retain the right to withdraw it at any time, potentially jeopardising the continuity of Al
model development. Moreover, the right to be forgotten under Article 17 GDPR creates an
additional layer of complexity, particularly for machine learning models that are not easily
reversible or auditable.

12 See e.g. Anupam Chander, ‘The Racist Algorithm?’ (2017) 115 Michigan Law Review 1023;, Kate Crawford,
The Hidden Biases of Big Data, “Harvard Business Review”, 1 April, 2013; Christian Sandvig et al., Auditing
Algorithms: Research Methods for Detecting Discrimination on Internet Platforms, Data and Discrimination:
Converting Critical Concerns into Productive Inquiry Conference, Paper presented to “Data and Discrimination:
Converting Critical Concerns into Productive Inquiry,” a preconference at the 64th Annual Meeting of the
International Communication Association, 22 May 2014,
https://pdfs.semanticscholar.org/b722/7¢bd34766655deal 0d0437ab10df3a127396.pdf.

13'S. Wachter et al., “Why Fairness Cannot Be Automated: Bridging the Gap Between EU Non-Discrimination
Law and AT’ (2021) 41 Computer Law & Security Review.

* A. Korinek & Joseph E. Stiglitz, ‘Artificial Intelligence and Its Implications for Income Distribution and
Unemployment,” NBER Working Paper No. 24174, 2017.

15 See also UNESCO, Recommendation on the Ethics of Artificial Intelligence, 2021, 18.

16 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC, OJ L 119, 4.5.2016, p. 1-88.
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Enforcement. From a technical perspective, ensuring compliance with data protection law in the
context of Al is highly challenging. Once personal data are fed into a model and used in training,
it is often difficult, if not impossible, to fully remove or trace the impact of a single data point.
This raises questions about the enforceability of GDPR rights such as access, rectification, and
erasure in practice. Emerging technical solutions such as federated learning, differential privacy,
and data anonymisation attempt to mitigate these issues, but each has limitations. Anonymisation,
for instance, is difficult to achieve effectively in high-dimensional datasets, where re-identification
remains a significant risk."” Moreover, the line between personal and non-personal data is
increasingly blurred in the context of Al, complicating the application of the legal framework.

It must also be noted that even when datasets are anonymised, advances in data analytics and
cross-referencing techniques can re-identify individuals, especially in large and complex datasets.
This undermines the legal presumption that anonymised data is safe to use without consent and
challenges the effectiveness of current de-identification standards.

EU policymakers have begun to address these challenges through complementary legal
instruments such as the Al Act and the Data Governance Act, which aim to foster trustworthy
Al while ensuring that data use remains aligned with fundamental rights. However, tensions
persist between innovation and individual rights. Moving forward, the alignhment of technical
design with legal norms (‘privacy by design’) will be pivotal in creating Al systems that are not
only effective but also ethically and legally sound. This will require ongoing collaboration
between lawyers, ethicists, engineers, and regulators.

4. Balancing Innovation with Personal Data Protection

The tension between innovation and privacy. Access to personal data is both a catalyst and a
constraint for Al innovation.'® While data fuels the development of smarter, more personalized,
and more efficient Al systems, it also raises profound ethical, legal, and technical questions. In
other terms, while personal data access can foster transformative innovations in artificial
intelligence (AI), it also introduces an underlying framework of ethical, legal, and technical
challenges. These issues must be carefully addressed to ensure the development of Al systems
that are trustworthy, transparent, and aligned with fundamental rights and democratic values.
Striking the right balance between innovation and personal data protection is not merely a
technical problem — it is a societal challenge that demands inclusive, transparent, and accountable
solutions.

Key prevequisites of ethical Al Navigating the tension between fostering Al innovation and
safeguarding personal data rights is one of the defining regulatory and policy challenges of our
time:

® A comprehensive and responsible approach to artificial intelligence (AI) development
requires integrating privacy protections and ethical practices concerning gathering

17 On further evidence for possibility of machine de-anonymization A. Narayanan & V. Shmatikov, ‘Robust
De-anonymization of Large Sparse Datasets,” I[EEE Symposium on Security and Privacy, 2008.

'8 On the tension between innovation in the technology sector and its legal framing also A. Bradford, ‘The False
Choice Between Digital Regulation and Innovation’ (2024) 118 Northwestern University Law Review 377.
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and processing data. Privacy and ethical data handling should be prioritized at all stages
of development and operation of Al systems."” In addition, the data subject should be
empowered to exercise meaningful control over their personal information. This involves
ensuring the proper “environment” for exercising consent — especially sufficient
disclosure and circumstances in which a data subject may make meaningful choices about
sharing their data.

e Organisations responsible for AI must also practice responsible data stewardship. This
entails adhering to standards of data governance prescribed in binding legislation and
non-binding standards.”

e It is also important to ensure that data access is open to third-party researchers, in a
way that is ethical and does not infringe legally protected interests or values. Such access
should be open especially as long as it is essential to facilitate ethical access to data for
research, especially when it supports socially beneficial goals. Governments and
regulators can enable this by creating controlled frameworks, such as trusted research
environments and data altruism initiatives, as seen in the Data Governance Act.”' Ethical
oversight mechanisms like review boards are necessary to ensure that innovation does not
come at the cost of individual rights or public trust.”

Enforcement frameworks. Building trustworthy Al that respects a sufficient degree of privacy
must address regulatory consistency through harmonised legal frameworks. In a global data
economy, cross-border coordination helps prevent regulatory fragmentation and fosters
cooperation between international stakeholders.”” Tools like model contractual clauses,
international agreements, and multilateral institutions are instrumental in supporting lawful and
secure data transfers. Regulatory sandboxes — supervised environments for testing Al
applications — can further support innovation while maintaining legal compliance.

19 P. Dewitte, ‘Al Meets the GDPR’, in N. Smuha (ed.), The Cambridge Handbook of the Law, Ethics and Policy
of Artificial Intelligence (2025).

2 See also Anton Vedder and Laurens Naudts, ‘Accountability for the Use of Algorithms in a Big Data
Environment’ (2017) 31 International Review of Law, Computers & Technology 206.

21 Regulation (EU) 2022/868 of the European Parliament and of the Council of 30 May 2022 on European data
governance and amending Regulation (EU) 2018/1724, OJ L 152, 3.6.2022, p. 1-44.

22 See also A. Michatowicz, ‘Data Sharing for the Common Good — Remarks on the Data Altruism Framework
Established under the Data Governance Act’ (2024) 17 Yearbook of Antitrust and Regulatory Studies 209.

2 See also D. Solove, “Artificial Intelligence and Privacy’ (2025) 77 Florida Law Review 1, 71-72.
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2/- Privacy and Data Protection in the EU:
Contextualizing Fundamental Rights for AI Governance

Katarzyna Y.akomiec

Understanding the implications of privacy and data protection in the age of Al requires
addressing future technological challenges and revisiting the core values of democratic societies
that shape frameworks of fundamental rights protection.

Privacy and data protection form integral parts of the constitutional orders of many
European countries. In constitutional texts, privacy appeared first, and from it, broader principles
of personal data protection were derived, as the protection of one particular aspect of
informational privacy. This change was influenced by the rapid development of new technologies
and the increasing reliance of social and economic life on data processing and exchange. Some
constitutions introduced separate provisions specifically concerning the protection of personal
data. Finally, in German law, the concept of informational self-determination (autonomy) was
developed.

Constitutions that enshrine the right to privacy include, for example, those of Italy,
Belgium, and Sweden. These constitutions often identify family life, private life, and the secrecy
of correspondence or communications as protected values. Special provisions on the protection
of personal data have been introduced in countries such as Poland, the Czech Republic, Portugal,
and Spain. These constitutions often identify control over one’s data and the prohibition of
unauthorised access to it as protected values.

The German Constitution introduces, in Article 10, the privacy of correspondence, posts,
and telecommunications. Moreover, by interpreting Article 2(1) in conjunction with Article 1(1)
of the Basic Law (Grundgesetz), the German Federal Constitutional Court
(Bundesverfassungsgericht), in judgment of 15 December 1983*, reconstructed the right to
informational self-determination (“informationelle Selbstbestimmung”), which gives individuals
the authority to, in principle, decide themselves on the disclosure and use of their personal data.
The court emphasizes the significance of this protection especially in the context of modern
developments that pose new risks to one’s personality.

German Federal Constitutional Coutt, noted, that:

“Most notably, risks arise because decision-making processes that in the past required
records and files to be compiled manually can now rely on automatic data processing. As a result,
specific information concerning the personal or material circumstances of an identified or
identifiable individual (ze. personal data, of. § 2(1) of the Federal Data Protection Act) can be stored
indefinitely, from a perspective, and retrieved at any time within seconds, without distance being
an issue. In addition, the data in question can be compared with data collected from other

# German Federal Constitutional Court, Judgment of 15 December 1983 — Volksziihlungsurteil, 1 BvR 209/83 et
al., BVerfGE 65
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sources, especially by creating integrated information systems, and can be compiled into partial or
practically complete personality profiles, leaving the person concerned without sufficient control
over the accuracy or use of the data stored on them. This has expanded possibilities of gaining
and influencing information to unprecedented levels, so that even the mere psychological
pressure created by public perception may potentially impact individual behaviour.”

1. Data Protection in the European Union

Regulation of privacy, and in particular the provisions concerning the protection of
personal data, is a significant element of EU law, especially after the Treaty of Lisbon, although
the history of EU regulation did not begin at that point. An important earlier instrument was
Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data, which laid the foundations for the EU system of informational privacy
protection. The Treaty of Lisbon marked a kind of constitutionalisation of privacy and data
protection. Firstly, the Treaty on the Functioning of the European Union includes Article 16(1),
which states that “Everyone has the right to the protection of personal data concerning them.” It
also imposes on the Union institutions the obligation to ‘lay down the rules relating to the
protection of individuals with regard to the processing of personal data by Union institutions,
bodies, offices and agencies, and by the Member States when carrying out activities which fall
within the scope of Union law, and the rules relating to the free movement of such data.
Compliance with these rules shall be subject to the control of independent authorities.”

The Charter of Fundamental Rights of the European Union contains provisions
concerning both the protection of privacy and the protection of personal data. Privacy is
addressed in Article 7 of the Charter, according to which: Everyone has the right to respect for
his or her private and family life, home and communications. Article 8 of the Charter of
Fundamental Rights refers to the protection of personal data. According to Article 8(1):
Everyone has the right to the protection of personal data concerning him or her. Such data must
be processed fairly for specified purposes and on the basis of the consent of the person
concerned or some other legitimate basis laid down by law. Everyone has the right of access to
data which has been collected concerning him or her, and the right to have it rectified (Article 8
(2)). Finally, the Charter also states that an independent authority shall supervise the protection of
personal data (Article 8 (3)).

The framework established by the GDPR builds upon the core principles and structures
introduced by Directive 95/46/EC. For example, the directive introduced the distinction between
regular and sensitive data, applying different levels of protection to each. It also established the
legal grounds for data processing, including consent, contract performance, legal obligations,
protection of vital interests, public interest tasks, and legitimate interests of the controller, many
of which were later incorporated and refined in the GDPR. It also laid down general principles
for data processing, defined the rights of data subjects, and established supervisory authorities.

Before turning to the specific provisions and mechanisms of the GDPR that are relevant
in the context of Al, it is worth considering the system’s underlying logic and comparing it with
different approaches to privacy. From a judicial perspective, this is necessary in order to assess the
value of privacy within the legal system and to justify its increasing protection by the courts. Part

14



of this logic is articulated in the opening provisions and recitals of the Regulation. Recital 2 of the
GDPR highlights that:

“The principles of, and rules on the protection of natural persons with regard to the processing
of their personal data should, whatever their nationality or residence, respect their fundamental
rights and freedoms, in particular their right to the protection of personal data. This Regulation is
intended to contribute to the accomplishment of an area of freedom, security and justice and of
an economic union, to economic and social progress, to the strengthening and the convergence
of the economies within the internal market, and to the well-being of natural persons.”

This indicates that the EU legislator treats informational privacy not as an unlimited right,
but as one that is inherently constrained, acknowledging that data flows are essential for the
functioning of society and for economic development, particularly in the field of new
technologies. This interpretation is reinforced by Recital 4, which provides:

“The processing of personal data should be designed to serve mankind. The right to the
protection of personal data is not an absolute right; it must be considered in relation to its
function in society and be balanced against other fundamental rights, in accordance with the
principle of proportionality. This Regulation respects all fundamental rights and observes the
freedoms and principles recognised in the Charter as enshrined in the Treaties, in particular the
respect for private and family life, home and communications, the protection of personal data,
freedom of thought, conscience and religion, freedom of expression and information, freedom to
conduct a business, the right to an effective remedy and to a fair trial, and cultural, religious and
linguistic diversity.”

To sum up, Buropean attitudes toward privacy and data protection are based on the
protection of personal information as an important safeguard for the broader system of
fundamental rights. This perspective does not reduce privacy to an individualistic value, but also
emphasizes its social dimension. Some authors point out that we should accept more collective
views in protecting personal data, focusing less on individual control and consent, and relying
more on the notion of ‘group privacy’. This is especially important with the prominence of big

data analytics and Al since “data is analysed on the basis of patterns and group profiles”.”

2. Privacy vs. data protection

Scholars have long emphasized the difficulty of defining privacy. They note that privacy
can mean different things in different contexts®. More traditional definitions of privacy include

5 Taylor, L., Floridi, L., & van der Sloot, B. (Eds.). (2017). Group privacy: New challenges of data technologies.
Springer, 5.

% Daniel J. Solove, Understanding Privacy (Harvard University Press 2008), ix. Helen Nissenbaum, Privacy in
Context: Technology, Policy, and the Integrity of Social Life (Stanford University Press 2010).
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the right to be left alone”, privacy as control®, and privacy as limited access®. While these

>
conceptual approaches remain influential, they fail to capture the complexity of today’s privacy
challenges, especially as their informational dimension takes centre stage.

Contemporary authors point out that the very nature of privacy is evolving, in part due to
the transformation of information processing, particularly the ways in which personal
information is processed. These changes include the capacity to store, transmit, and analyse data
collected in large datasets™. As previously indicated, the development of Al accentuates these
phenomena, as data processing, including the processing of personal data, is essential for training
algorithms. Moreover, for Al algorithms to function properly, it is crucial to use appropriately
constructed datasets that do not exclude, for instance, data concerning minorities or marginalised
groups. A clear example of the consequences of inadequate training data is health-related data,
which is subject to heightened protection under the GDPR. For instance, when training
algorithms to interpret medical imaging, it is necessary to take into account variables such as
gender, age, or skin tone’' of the individuals examined.

It should be noted that in EU legal scholarship, there is an effort to distinguish privacy
from data protection. Privacy is traditionally regarded as a socially protected value and a
fundamental right, which, apart from informational aspects, also includes decisional autonomy
and family life. Data protection, which is also a fundamental right, operationalizes certain aspects
of informational privacy by creating a system designed to ensure that personal data processing is
conducted in line with constitutional values. This distinction is often supported in the literature
by the separation adopted in the Charter of Fundamental Rights of the European Union.
However, severing the connection between these two rights may lead to a fragmented protection
of informational privacy.

Firstly, because the main emphasis in the EU is currently placed on the protection of
personal data, which also influences the regulatory priorities of the Member States, while
privacy-related regulations do not have the same prominence, as they are not directly linked to the
internal market. Secondly, the right to data protection has become a rather technical and
procedurally complex field, often downplaying the axiological dimension and full social
significance of privacy (although this does not necessarily have to be the case). Therefore, it is
essential to recognise the societal importance of privacy when protecting it through data
protection mechanisms.

3. Role of privacy in modern society

27 Samuel D. Warren and Louis D. Brandeis, ‘The Right to Privacy’ (1890) 4 Harvard Law Review 193

2 Alan F. Westin, Privacy and Freedom (Atheneum 1967) 7: "Privacy is the claim of individuals, groups, or
institutions to determine for themselves when, how, and to what extent information about them is communicated
to others."

» Ruth Gavison, ‘Privacy and the Limits of Law’ (1980) 89 Yale Law Journal 421, 428: "In its most suggestive
sense, privacy is a limitation of others' access to an individual."

% Helen Nissenbaum, Privacy in Context: Technology, Policy, and the Integrity of Social Life (Stanford
University Press 2010) 140-142.

3! Roxana Daneshjou et al., ‘Disparities in Dermatology Al Performance on a Diverse, Curated Clinical Image
Set’ (2022) 8(32) Science Advances eabq6147, DOI: 10.1126/sciadv.abq6147.
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Much has been written about the impact of the lack of privacy on society, particularly in
connection with the growing influence of new technologies. D. Solove points to privacy as an
instrumental value that protects other rights and freedoms of the individual.”

This is consistent with the reflections of other authors, for example, B. Ruiz shows that
privacy should not be protected as a value in itself, but rather as a value that provides “shelter to
some activities which do deserve protection and which could not be carried out, or not to the
same extent or on the same terms, without that shelter.””” The author then focuses on the link
between privacy and freedom™. To sum up their argument, you can say that the protection of
privacy enables individuals to act freely, not conditioned by the fear of influence or judgment.
Information asymmetries in turn create power imbalances that affect public engagement and
participation in democratic processes.”

The author’s conclusions are particularly relevant today, as the platform economy
systematically reinforces informational asymmetries, and the EU along with its Member States
must actively take steps to protect the rights of their citizens. A restriction on informational
privacy can also affect an individual’s exercise of freedom of expression and their ability to form
personal relationships freely™.

It is not surprising then, that in addition to scholars, high-ranking officials within the
European Union have also acknowledged the important social role of privacy. Wojciech
Wiewiérowski, the European Data Protection Supervisor (EDPS), when discussing Al regulation,
pointed to the technologies present on the market and the resulting accumulation of power, as
well as their impact on fundamental rights, including the right to privacy and data protection. He
emphasized that the use of new technologies, including Al, should be grounded in fairness and
other values of liberal democracies that stem from the overarching principle of human dignity.”’

4. Conclusions
To sum up this part of the discussion, Al, by altering models of data processing, poses new

challenges for the protection of privacy and personal data. These challenges may stem from
technical issues, from the emergence of group-level privacy risks, or from the necessity of using

32

33 Blanca Ruiz, ‘The Right to Privacy: A Discourse-Theoretical Approach’ (1998) 11(2) Ratio Juris 156

34 Blanca Ruiz, ‘The Right to Privacy: A Discourse-Theoretical Approach’ (n x), 159.

3% Blanca Ruiz, ‘The Right to Privacy: A Discourse-Theoretical Approach’ (n x), 163: “Individuals can only act
freely if they can have an area of seclusion and secrecy for themselves and exclude others from it. The
assumption is that, if no such area existed, if all somebody does or enjoys doing (from issues such as what she
reads or how much she drinks to the people or places she frequents) were known to all, then this person would
feel too inhibited to deliberate freely, eventually even to participate in deliberation, for she would be conditioned
by the fear that information people have could be used against her at any time. In brief, the assumption is that
information about others is a source of power strong enough to curtail others’ free deliberation. The person who
knows more about others (significantly more, that is) than others know about her has a clear advantage over the
rest, namely a higher level of security concerning her position in the community, which in turn translates into
greater freedom when taking part in deliberation. Those who know less about others and about whom others
know more, on the other hand, find themselves in the opposite situation and risk being too vulnerable to
participate in deliberation without inhibitions.”

36 Cf. Charles Fried, ‘Privacy’ (1968) 77 Yale LJ 475, 477.

7 Wojciech Wiewiorowski, 'Keynote Speech — International Organisations Workshop on Data Protection 2024’
(European Data Protection Supervisor, 23 September 2024)

https://www.edps.curopa.cu/data-protection/our-work/publications/speeches-articles/2024-09-23-keynote-speech
-international-organisations-workshop-data-protection-2024_en accessed [18.05.2025].
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data, including special categories of data, to train algorithms. At the same time, privacy remains a
significant value which, in light of growing asymmetries of power and information, requires active
protection by public authorities. The next section will examine specific elements of the EU
framework aimed at safeguarding fundamental rights, with a particular focus on the GDPR and
the AT Act.
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3/- Overview of the general data protection regulation
(GDPR) in the context of Al

Dominik Dworniczak

1. Overview of key provisions of the GDPR relevant to Al

Without data, there is no Al This statement from the Commission’s White Paper highlights the
fundamental importance of data processing for AL*® Al predominantly relies on the processing
of large datasets, which may include both non-personal and personal data. The first critical issue
concerns the type of data processed for Al systems and what type of data can be classified as
personal data under Art. 4(1) GDPR (1.1). Further, if data processed for Al systems qualifies as
personal data, it is necessary to examine the core principles governing the processing of personal
data under the GDPR (1.2), as well as the specific provisions regarding the rights of data subjects
that apply to such processing (1.3). Finally, particular attention must be paid to the provisions
regarding automated decision-making, including profiling, under Art. 22 GDPR (1.4), in
particular relevant in the context of Al

1.1 Personal Data and Al

Before focusing on the key provisions of the GDPR relevant in the context of Al, this section
clarifies the meaning of personal data, as well as the types of personal data relevant in that
context.

Art. 4(1) GDPR defines personal data as any information relating to an identified or
identifiable natural person (the data subject). A natural person is considered identifiable if they
can be identified, directly or indirectly, particularly by reference to an identifier such as a name,
identification number, location data, an online identifier, or to one or more factors specific to the
physical, psychological, genetic, mental, economic, cultural or social identity of that person.

The definition of personal data is broad, which aligns with the interpretation by the Court
of Justice,” especially in light of the objectives and subject-matter of the GDPR.* For instance,
the Court in Nowak clarified that comments on an exam could be regarded as personal data, and
therefore the data subject could have the right to access it.*' This broad definition extends to the
term ‘information’, which is understood broadly but only in relation to an identified or
identifiable natural person. A connection must exist between the content, purpose and result of
the information.”” The connection is linked to both the identifiability of natural persons as well as

3% “White Paper On Artificial Intelligence - A European Approach to Excellence and Trust’ (European
Commission 2020) COM/2020/65 final 19.

3 Peter Nowak v Data Protection Commissioner Case C-434/16 [2017] Court of Justice ECLL:EU:C:2017:994
para 34.

“Domingos Farinho, ‘Art. 4(1)’ in Vagelis Papakonstantinuou and others (eds), General Data Protection
Regulation. Article-by-Article Commentary (Beck Hart Nomos 2023) 137.

1 Peter Nowak v Data Protection Commissioner. Case C-434/16 (n 2) paras 37-45.

#2 ¢Opinion 4/2007 on the concept of personal data’ (Art 29 Data Protection Working Party 2007) 01248/07/EN
WP 136 9-12..
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the identification of a natural person as under the definition provided in Art. 4(1) GDPR.” The
Court has provided that whether information leads to the identification of a natural person or
whether such information, when connected with other data, could allow for such identification, is
central to determining its status as personal data.* The broad definition of personal data
therefore underpins the subject-matter of the GDPR, which pertains to the processing of
personal data wholly or partly by automated means (Art. 2(1) GDPR).

The definition of processing under Art. 4(2) GDPR is expansive, encompassing any
operation or set of operations performed on personal data or sets of personal data, whether or
not by automated means.” An indicative list of what constitutes processing is provided in the
same provision. Importantly, processing means that once personal data is collected, all
subsequent operations fall under this term and must comply with the GDPR.*

In the context of Al, data used for training AI systems are subject to the GDPR
framework, provided the data employed for training qualifies as personal data.*’ Operations
performed on personal data or sets of personal data also fall under the scope of the GDPR due
to the expansive definition of ‘processing’. However, the scope of the GDPR extends beyond the
initial personal data, encompassing also inferred or derived information from primary personal
data. This is not controversial unless the inferred data could directly or indirectly identify a
natural person. It would not necessarily be the case if the inferred data is only used for statistical
purposes, such as aggregate data that does not infringe the rights of data subjects.*® Inferred data
derived from previously anonymised or pseudonymised personal data,” if capable of being used
to identify a natural person, may also be regarded as personal data. This would be the case if the
inferred information could directly or indirectly lead to the identification of a natural person.”
Thus, two groups of personal data are processed in the context of Al: the primary (training)
personal data and potentially the inferred information, regardless of whether it was inferred from
anonymised data as well as from pseudonymised or other personal data under the condition that
it leads or may lead to identification of natural person.

1.2 Principles of Data Protection and Al

The main principles governing data protection processing are listed under Art. 5 GDPR. These
include lawfulness, fairness, and transparency (Art. 5(1)(a) GDPR); purpose limitation (Art.

# Farinho (n 3) 143. Similarly, see ‘Opinion 4/2007 on the concept of personal data’ (n 5) 13.

* Patrick Breyer v Bundesrepublik Deutschland Case C-582/14 [2016] Court of Justice ECLI:EU:C:2016:779
paras 37-43.

# Vagelis Papakonstantinuou and Paul de Hert, ‘Art. 4(2)’ in Vagelis Papakonstantinuou and others (eds),
General Data Protection Regulation. Article-by-Article Commentary (Beck Hart Nomos 2023) 149.

% ibid 155.

4 This may include not only training data, but also validation data, testing data, or input data used for Al
inferences as under Art. 3 (29)-(33) AIA.

8 See Recital 162 GDPR. For details, see Giovanni Sartor, ‘Art. 6’ in Vagelis Papakonstantinuou and others
(eds), General Data Protection Regulation. Article-by-Article Commentary (Beck Hart Nomos 2023) 328.

¥ For the definition of pseudonymisation, see Art. 4(5) GDPR. For details on the differences between
anonymisation and pseudonumisation, seeGiovanni Sartor, Marco Almada and Juliano Maranhao, ‘Art. 4(5)’ in
Vagelis Papakonstantinuou and others (eds), General Data Protection Regulation. Article-by-Article
Commentary (Beck Hart Nomos 2023) 163.

% Giovanni Sartor and Francesca Lagioia, ‘The impact of the General Data Protection Regulation (GDPR) on
artificial intelligence’ (European Parliament Panel for the Future of Science and Technology 2020) PE 641.530
40.
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5(1)(b) GDPR); data minimisation (Art. 5(1)(c) GDPR); accuracy (Art. 5(1)(d) GDPR); storage
limitation (Art. 5(1)(¢) GDPR); integrity and confidentiality (Art. 5(1)(f) GDPR); and the
accountability of data controllers (Art. 5(2) GDPR). This provision implements the fundamental
right to personal data protection and the right to privacy, as enshrined in Art. 8(2) CFR and the
right to data protection in Art. 16(2) TEU. The principles are binding on all parties to whom the
GDPR applies, with data controllers required to demonstrate compliance under Art. 5(2)
GDPR.” Although the GDPR also prescribes compliance by data processors, particularly under
the private enforcement rules of Art. 82 GDPR, the primary responsibility for ensuring
compliance rests with the data controllers under Art. 5(2) GDPR.

The principle of lawfulness has two facets. It relates, first, to the lawfulness of the
processing itself, which must be based on one of the legal grounds set out in Art. 6(1) GDPR.
These include, infer alia, the data subject’s consent, the necessity of processing for the
performance of a contract to which the data subject is a party, or compliance with a legal
obligation to which the controller is subject. Lawfulness also concerns the manner in which
personal data is processed, particularly in relation to the rights of data subjects. In other words, it
depends not only on the presence of a valid legal basis under Art. 6(1) GDPR but also on the
appropriateness of the processing activities undertaken based on the principles under Art. 5
GDPR and the rights of data subjects under Art 12-22 GDPR.* In the context of Al, concerns
arise regarding whether data subjects are genuinely capable of understanding the nature and
scope of the consent they are asked to provide, and whether such consent is sufficiently specific
to justify the processing of their personal data.”” Further questions include whether consent is
made a condition of service provision, whether it can be regarded as freely given,’* and whether
the consent is affected by a potential imbalance of power between the parties. This is particulatly
relevant in consumer contracts, where data protection and contract law intersect.”

The principle of fairness in the processing of personal data is not explicitly defined under
the GDPR. Recital 39 of the Preamble links fairness with the requirement of transparency,
potentially suggesting a procedural dimension.”® However, some authors interpret the principle
more broadly, as encompassing substantive fairness — understood as a safeguard against
processing practices that, while not directly infringing specific GDPR provisions, nonetheless
disadvantage data subjects or undermine the balance of power between data controllers and data
subjects.”” Substantive fairness has also been invoked in discussions concerning discriminatory
algorithmic decision-making.”® Unlike the Unfair Contract Terms Directive or, more recently, the

3! Alexander RoBnagel and Philipp Richter, ‘Art. 5° in Vagelis Papakonstantinuou and others (eds), General Data
Protection Regulation. Article-by-Article Commentary (Beck Hart Nomos 2023) 263.

52 ibid 268. Similar, see Art. 23(1) GDPR and in the Court’s case law: Meta Platforms Ireland Limited v
Bundesverband der Verbraucherzentralen und Verbraucherverbdnde - Verbraucherzentrale Bundesverband eV
Case C-757/22 [2024] Court of Justice ECLI:EU:C:2024:598 para 49; Maximilian Schrems v Meta Platforms
Ireland Limited, anciennement Facebook Ireland Limited Case C-446/21 [2024] Court of Justice
ECLI:EU:C:2024:834 para 46.

3 Sartor and Lagioia (n 13) 42-44. Similar concerns regarding consent in the context of big data have been
raised; see, for instance, Roflnagel and Richter (n 14) 268.

> See, Art. 7(4) GDPR and, see, the free consent under art. 7(1) GDPR.

> Sartor and Lagioia (n 13) 32. For details on DPAs that can provide templates for standard clauses, see GDPR
Art. 28(8), Art. 46(2)(c)-(d) GDPR. Also, see Recital 108-109 GDPR.

%6 ibid 44.

57 RoBnagel and Richter (n 14) 269; Sartor and Lagioia (n 13) 45.

8 Philipp Hacker, ‘Teaching Fairness to Artificial Intelligence: Existing and Novel Strategies against
Algorithmic Discrimination under EU Law’ (2018) 55 CMLR 1143.
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Data Act, which offer specific criteria for identifying unfairness, the GDPR does not provide a
comparably precise framework for assessing fairness in data processing.”” This lack of clarity,
reflected also in the Recitals to the GDPR, makes it challenging to delineate the precise
implications of the fairness principle in the context of Al

The principle of transparency is one of the core principles of the GDPR. According to
Recital 39, it requires that “any information and communication relating to the processing of
those personal data be easily accessible and easy to understand, and that clear and plain language
be used.” Data subjects must be informed of the risks, rules, safeguards and rights associated
with the processing of their personal data. As a principle rooted in primary law, transparency
underpins many of the rights of data subjects under the GDPR. Given its centrality, it is
examined in greater detail in the following subsection.”

The principle of purpose limitation provides that the purposes for which personal data
are processed must be explicit, legitimate and determined at the time of their collection.
According to Recital 39 of the GDPR, personal data should be processed only where the purpose
of processing could not reasonably be fulfilled by other means - thus requiring necessity.”' This
principle assumes particular significance in the context of Al, especially in relation to the
specificity of purposes and their determination at the point of data collection. It has been argued
that the requirement of specificity excludes general or abstract purposes, notably in connection
with the use of personal data for Big Data analysis.”® The principle also raises issues concerning
the subsequent use of personal data. Repurposing may be regarded as compatible with the
original purpose,” when three conditions are met: (a) the proximity between the original and new
purposes, (b) the extent to which the new purpose aligns with the data subject’s reasonable
expectations, the nature of the data, and the impact on the data subject’s interests, and (c) the
safeguards adopted by the controller to ensure fair processing and prevent undue harm.* In the
Al context, compatibility issues are particularly acute where inferred data diverge from the data
subject’s expectations or are not referable to specific individuals. Repurposing becomes especially
relevant when inferences drawn from personal data generate individualised outputs which
themselves qualify as personal data.®

Other relevant principles include, in particular, the principle of data minimisation, which
requires that the data collected, and the scope of its processing be limited to what is strictly
necessary to achieve the intended purpose.® . This principle may come into tension with the use
of large datasets for training Al systems. However, such use is not per se incompatible with the

% Art. 3(1) UCTD (good faith, significant imbalance) and Art. 33 Data Act (good faith and fair dealing).
6 RoBnagel and Richter (n 14) 269.

o1 ibid 272.

62 ibid 275.

% Except the conditions under Art. 6(4) GDPR.

% Sartor and Lagioia (n 13) 45-46.

% ibid 47.

% RoBnagel and Richter (n 14) 279.
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GDPR, provided that it remains proportionate to the purpose pursued,’” or relates to statistical
inferences that fall outside the scope of the Regulation.”® The principle of accuracy, which
concerns the quality of personal data, is also of critical importance.” Inaccurate data used in Al
training can lead to erroneous or prejudicial individualised outputs.”” The principle of storage
limitation adds further complexity. It requires that personal data be retained only for as long as
necessary to fulfil the purposes for which they were collected and processed, unless the data are
retained for public interest, scientific or historical research, or statistical purposes. Controllers are
thus expected to establish time limits for the retention of each category of personal data.”' Finally,
the principle of integrity and confidentiality requires that personal data be secured against
unauthorised or unlawful processing and against accidental loss, destruction, or damage, through
appropriate technical and organisational measures.”” While this principle is particulatly relevant in
the context of Al systems, the GDPR does not expressly mandate that data be rendered
unlinkable or intervenable - that is, incapable of being recombined into a profile identifying a
natural person, or accessible to the data subject for the purposes of exercising their rights of
access, rectification or erasure.”

Finally, the principle of accountability plays a central role at the intersection between the
GDPR and the regulation of Al Under this principle, the data controller must be able to
demonstrate compliance with all of the data protection principles outlined above. This obligation
is substantiated by various provisions of the GDPR and reinforced through both ex ante and ex
post mechanisms designed to ensure adherence to the regulatory framework. Ex anfe mechanisms
include, in particular, specific information duties, the requirement to conduct a data protection
impact assessment in cases of processing likely to result in a high risk to the rights and freedoms
of natural persons (Art. 35-36 GDPR), the designation of internal data protection officers (Art.
37-39 GDPR) and the adoption of codes of conduct and certification mechanisms (Art. 40—43
GDPR). Ex post enforcement is ensured through both public and private channels. Public
enforcement involves, zuter alia, the monitoring and enforcing compliances by the national data
protection authorities (DPAs), as described below (3.1), also by providing the possibility to lodge
complaints by data subjects (Art. 77 GDPR). Private enforcement includes the right to an
effective judicial remedy and the right to compensation for material or non-material damage (Art.
79 and 82 GDPR). This accountability framework is of particular relevance in the context of Al,
given that both the training of Al systems and the inferences generated by them typically involve

%7 ibid 47. This, however, is not entirely clear in light of the case law of the Court of Justice, which concerns the
principle of proportionality - specifically, that derogations and limitations in relation to the protection of personal
data must apply only in so far as is strictly necessary, see La Quadrature du Net and Others v Premier ministre and Others
Joined Cases C-511/18, C-512/18 and C-520/18 [2020] Court of Justice ECLI:EU:C:2020:791 para 210. One
may question whether this satisfies the requirement of strict necessity, and on what grounds such necessity ought
to be established. Additional confirmation of this narrative may be drawn from the context of other fundamental
rights, see CK v Dun & Bradstreet Austria GmbH and Magistrat der Stadt Wien Case C-203/22 [2025] Court of
Justice ECLI:EU:C:2025:117 para 68.

% See Art., 5(2)(b) GDPR.

% RoBnagel and Richter (n 14) 283.

70 Sartor and Lagioia (n 13) 48.

! RoBnagel and Richter (n 14) 285.

™ Specifying this princple, see Art. 32-34 GDPR. Establishing the role of the controller, see Art. 25 GDPR as
well as including the data protection by design and by default under art. 25 GDPR (the same applies to the
procesor under Art. 28 GDPR).

3 RoBnagel and Richter (n 14) 287-288.
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the processing of personal data. While the Al Act primarily focuses on ex ante conformity and
does not provide for private enforcement mechanisms,”* the GDPR offers individuals remedies
to enforce their rights in Al-related contexts, thereby supplementing the Al Act’s regulatory

structure.”
1.3. Data Subjects’ Rights in the Context of Al

Alongside the principles of personal data processing under Art. 5 GDPR and the conditions for
lawful processing under Art. 6 GDPR, the rights of data subjects are set out in Art. 12 to 22
GDPR.” These include most notably in the context of Al the right to information, the right to
rectification and erasure of personal data, and the right to object to processing. A more detailed
discussion on automated decision-making, including profiling, follows in the next subsection.

The principle of transparency plays a central role in personal data processing under the
GDPR. Art. 13 GDPR sets out the information that must be provided to data subjects when
personal data is collected directly from them. This includes, inter alia, the purposes of the
processing, the duration of data storage, the data subjects’ rights (such as access, rectification, and
erasure), and the right to lodge a complaint with a supervisory authority. A broader set of
informational obligations arises under Art. 14 GDPR, which applies where personal data is not
obtained directly from the data subject. In the context of big data and Al, the distinction between
Art. 13 and 14 GDPR is particularly relevant: while Art. 13 GDPR permits exceptions only
where the data subject already possesses the relevant information, Art. 14 GDPR allows broader
exceptions in cases involving public interest, scientific or historical research, or statistical
purposes.”’

The right to information is reinforced by the right of access under Art. 15 GDPR, which
provides that data subjects have the right to know whether their personal data are being
processed, as well as to obtain information regarding, znfer alia, the purposes of the processing,
the categories of personal data concerned, the envisaged period of data storage, and the existence
of rights such as rectification, erasure, and the right to lodge a complaint with a supervisory
authority. The information obligations under Art. 13 to 15 GDPR are particularly relevant in the
context of Al, as they encompass processing based on automated decision-making, including
profiling. Specifically, Art. 13(2)(f), Art. 14(2)(g), and Art. 15(1)(h) GDPR require that data
subjects be informed about the existence of such processing, provided with meaningful
information about the logic involved, and informed of the significance and envisaged

™ E.g., see Marco Almada and Nicolas Petit, ‘The EU Al Act: Between the Rock of Product Safety and the Hard
Place of Fundamental Rights’ (2025) 62 CMLR 85.

7 On the need for individual private enforcement in the context of Al and GDPR, see Sartor and Lagioia (n 13)
79. For more details on the private enforcement, e.g., see Hubert Bekisz and Dominik Dworniczak, ‘Towards a
Data-Subject-Friendly Interpretation of Article 82 GDPR’ [2022] Verfassungsblog
<https://verfassungsblog.de/data-subject-friendly/> accessed 9 April 2025.

" Maximilian Schrems v Meta Platforms Ireland Limited, ex Facebook Ireland Limited. Case C-446/21 (n 15)
para 46.

" Sartor and Lagioia (n 13) 53-54.
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consequences of the processing for the individual concerned.” This requirement raises particular
challenges in the Al context. It remains unclear to what extent the right to information can be
meaningfully exercised in light of the technical opacity and complexity of many Al systems, and
whether the information provided can be made genuinely comprehensible to data subjects.”
There may therefore be a need to articulate a standard of reasonableness in the information to be
disclosed,” although the GDPR itself offers little guidance on what such a standard should
entail.”

Other data subjects’ rights under the GDPR, such as the right to rectification of
inaccurate personal data and the right to erasure, are likewise pertinent in the context of Al. The
former is especially relevant with regard to training data used in AI models. Although the right to
rectification may be subject to limitations, particularly when processing is carried out by public

authorities,*

it can be invoked not only with respect to input data but also in relation to
inferences drawn about a specific data subject. Rectification may be required where data are
inaccurate, or where new information provided by the data subject renders existing data
incomplete or misleading® The right to erasure applies, inter alia, where the data are no longer
necessary for the purposes for which they were collected, where consent has been withdrawn,
where the data have been unlawfully processed, or where erasure is required to comply with legal
obligations. However, its application in the context of Al is not straightforward.* It may extend
to both training data and to inferences concerning identifiable individuals. In practice, difficulties
arise particularly in relation to the principle of purpose limitation: if the original purpose of
processing has been repurposed, it can be challenging to assess whether the data are still
necessary, especially in the absence of consent withdrawal. Similar considerations apply to the
right to restriction of processing under Art. 18 GDPR - for example, where processing is
unlawful (Art. 18(1)(b) GDPR) or the controller no longer needs the data, but the data subject
requires them for the establishment, exercise or defence of legal claims (Art. 18(1)(c) GDPR).
Finally, Art. 21 GDPR provides data subjects with the right to object to the processing of
personal data, including profiling, where the legal basis is the performance of a task carried out in
the public interest or the exercise of official authority, or where the processing is necessary for
the purposes of the legitimate interests pursued by the controller or a third party.*” The right to
object may be exercised when the data subject demonstrates grounds relating to their particular
situation and the controller cannot demonstrate compelling legitimate grounds overriding the

™ The requirement to provide meaningful information about the logic involved in automated decision-making
entails an obligation to explain the actual procedures and principles applied: ‘the procedure and principles
actually applied in such a way that the data subject can understand which of his or her personal data have been
used in what way in the automated decision-making at issue, with the complexity of the operations to be carried
out in the context of automated decision-making not being capable of relieving the controller of the duty to
provide an explanation’ (CK v Dun & Bradstreet Austria GmbH and Magistrat der Stadt Wien. Case C-203/22 (n
30) para 61.)

" E.g., see M. Nisevic, A. Cuypers, and J. De Bruyne, ‘Explainable Al: Can the Al Act and the GDPR Go out
for a Date?’, 2024 International Joint Conference on Neural Networks (IJCNN) (2024).

8% On other types of limitation on data subjects’ rights (for instance trade secret), see CK v Dun & Bradstreet
Austria GmbH and Magistrat der Stadt Wien. Case C-203/22 (n 30) para 76.

81 Sartor and Lagioia (n 13) 64-65.

82 Sandra Wachter and Brent Mittelstadt, ‘A Right to Reasonable Inferences: Re-Thinking Data Protection Law
in the Age of Big Data and Al Survey: Privacy, Data, and Business’ (2019) 2019 Columbia Business Law
Review 494, 41-46.

8 Sartor and Lagioia (n 13) 40.

8 ibid 57.

% ibid 58.
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interests, rights and freedoms of the data subject.*® Art. 21(2) and (3) GDPR further provide for a
right to object to processing for direct marketing purposes, including profiling. The right to
object is particularly significant in the Al context, as profiling constitutes a central feature of
many Al systems. The following section addresses in more detail the regulation of profiling and
automated decision-making.

1.4 Automated Decision-Making and Al

In the context of Al, the regulation of automated decision-making represents one of the most
salient aspects of the GDPR framework. As a general rule, Art. 22(1) GDPR grants individuals
the right not to be subject to (1) decisions that (ii) are based solely on automated processing,
including profiling,”” and (iii) produce legal effects concerning them or similarly significantly
affect them.* However, this prohibition is subject to three exceptions: first, where such
processing is necessary for entering into, or the performance of, a contract between the data
subject and a data controller; second, where it is based on the data subject’s explicit consent; and
third, where it is authorised by Union or Member State law to which the controller is subject,
provided that this law includes suitable measures to safeguard the data subject’s rights, freedoms,
and legitimate interests. In the first two cases, the controller is also required to implement
appropriate safeguards, at a minimum including the right to obtain human intervention, to
express a point of view, and to contest the decision. The prohibition is most stringent in respect
of special categories of personal data under Art. 9(1) GDPR. In such cases, automated
decision-making may only be carried out where the data subject has given explicit consent, or
where processing is necessary for reasons of substantial public interest on the basis of Union or
Member State law, again subject to appropriate safeguards.” Thus, Art. 22 GDPR establishes a
qualified prohibition on automated decision-making.”

This prohibition is of particular significance in the context of Al systems, which by design
increase the likelihood that decisions are made solely on an automated basis. This is often due to
the volume and complexity of data processed, which may exceed human capacity for meaningful
review and analysis. Moreover, the deployment of Al systems typically serves cost-reduction
objectives, rendering human oversight economically unviable.”! The safeguards envisaged under

8 For details on the concept of legitimate interests, see ‘Opinion 06/2014 on the notion of legitimate interests of
the data controller under Article 7 of Directive 95/46/EC’ (Art 29 Data Protection Working Party 2014)
844/14/EN WP 217.

%7 Profiling is according to Art. 4(4) GDPR ‘any form of automated processing of personal data consisting of the
use of personal data to evaluate certain personal aspects relating to a natural person, in particular to analyse or
predict aspects concerning that natural person's performance at work, economic situation, health, personal
preferences, interests, reliability, behaviour, location or movements’. It has been argued on the basis of Recital
71 GDPR that the automated decision-making is profiling, see Sartor and Lagioia (n 13) 60.

8% On these three conditions, see OQ v Land Hessen Case C-634/21 [2023] Court of Justice
ECLI:EU:C:2023:957 para 43. On the broad concept of decision, see ibid paras 44-51.

% Art. 22(3) GDPR. Sensitive data according to Art. 9(1) GDPR is the data ‘reaviling racial or ethnic origin,
political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic
data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data
concerning a natural person's sex life or sexual orientation’. For details, see OQ v Land Hessen. Case C-634/21
(n 51) paras 55, 59.

% ‘Guidelines on Automated individual decision-making and Profiling for the purposes of Regulation 2016/679°
(Art 29 Data Protection Working Party 2017) 17/EN WP251rev.01., 19. Also, see OQ v Land Hessen. Case
C-634/21 (n 51) paras 42, 52.

°! Sartor and Lagioia (n 13) 61.
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Art. 22(2)(b) and (3) GDPR have been discussed in detail by the Article 29 Working Party and
include, /nter alia, quality assurance checks, algorithmic auditing, data minimisation, anonymisation
ot pseudonymisation and certification mechanisms.”” An open question remains as to whether Al
systems — particularly those classified as high-risk under the Al Act — may be considered
authorised under Union law within the meaning of Art. 22(2)(b) GDPR, provided that they
incorporate the required safeguards.”

2. The Relationship between the GDPR and the Al Act

As outlined above, the GDPR provides a foundational framework for regulating personal data in
the context of Al The following section examines the Al Act in light of this framework, with
particular attention to provisions that explicitly refer to the GDPR. The analysis is structured
around four key elements: definitions (2.1), prohibited Al practices (2.2), high-risk Al systems
(2.3) and other selected issues (2.4).

2.1. Definitions

The AI Act (hereinafter AIA), as noted in Recitals 9 and 10, complements the data protection
framework established by the GDPR and, pursuant to Art. 2(7) AIA, does not affect the level of
protection guaranteed under the GDPR. While relying on the definitions of personal data,
non-personal data, and profiling as set out in the GDPR (Art. 3(50)—(52) AIA), the AIA
introduces further specifications, particularly with regard to special categories of data, including
sensitive data as defined in Art. 9(1) GDPR (Art. 3(37) AIA). It provides additional definitions of
specific data types relevant to Al development and deployment, such as training data (Art. 3(29)
AIA), validation data (Art. 3(30) AIA), testing data (Art. 3(32) AIA), and input data (Art. 3(33)
AIA). The AIA places particular emphasis on biometric data as a distinct category of personal
data (Art. 3(34) AIA),”* which forms the basis for defining related concepts such as biometric
identification (Art. 3(35) AIA),” emotion recognition systems (Art. 3(39) AIA), biometric
categorisation systems (Art. 3(40) AIA), and remote, real-time or post-remote biometric
identification systems (Art. 3(41)—(43) AIA). Recitals 26 and 28 of the AIA reflect the legislators’
decision to adopt a top-down, risk-based approach whereby the type and intensity of regulatory
obligations are determined directly by the level of risk that different Al practices pose to the Union’s
fundamental rights and values. As recital 26 states, the Act “should tailor the type and content of such
rules to the intensity and scope of the risks that Al systems can generate”, thereby establishing from the
outset that certain practices intrinsically entail risks that cannot be mitigated to an acceptable level. Recital
28 goes further by identifying specific uses of Al—such as manipulative, exploitative, or social-control
practices—as fundamentally incompatible with human dignity, freedom, equality, democracy, the rule of
law, and the rights enshrined in the Charter. By expressly determining that such practices have no legally
beneficial use within current European democratic systems, the legislators create a presumption juris et de jure

%2 “‘Guidelines on Automated individual decision-making and Profiling for the purposes of Regulation 2016/679°
(n 53) 32. Also, see OQ v Land Hessen. Case C-634/21 (n 51) para 66.

% T am grateful to Pablo Martinez Ramil (Tallinn University of Technology; Palacky University Olomouc) for
drawing my attention to this possibility.

% Also, see Recital 14 AIA.

% Recital 15-17 AIA.
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of their unacceptability. This legislative choice underpins the AIAs categorical prohibitions and illustrates

its top-down assessment of Al-related risks.”

2.2. Prohibited AI Practices

The explicit focus of the Al Act on personal data is particularly evident in its regulation of
prohibited Al practices under Art. 5 AIA. Pursuant to Art. 5(1)(g) AIA, it is prohibited to place
on the market, put into service, or use biometric categorisation systems that categorise individual
natural persons based on their biometric data in order to deduce or infer characteristics such as
race, political opinions, trade union membership, religious or philosophical beliefs, sex life, or
sexual orientation — mirroring the list of special categories of personal data under Art. 9(1)
GDPR. Additionally, Art. 5(1)(d) AIA prohibits the use of real-time remote biometric
identification systems in publicly accessible spaces for law enforcement purposes, except in
narrowly defined circumstances, namely where their use is strictly necessary to respond to a
specific, substantial, and imminent threat to life or physical safety of natural persons, or to
counter a genuine and present threat of terrorist attack.”” These provisions are without prejudice
to Art. 9 GDPR, which governs the processing of biometric data for purposes other than law
enforcement, such processing remaining subject to the general data protection framework set out
in the GDPR.” Furthermore, the AIA imposes specific obligations in relation to emotion
recognition and biometric categorisation systems: deployers of such systems must inform natural
persons of their operation and ensure that the processing of personal data is carried out in
compliance with the GDPR and, where applicable, the LLaw Enforcement Directive - unless the
systems are used under legal authorisation for the detection, prevention, or investigation of
criminal offences and appropriate safeguards for the rights and freedoms of third parties are in
place (Art. 50(3) AIA).

2.3. High-risk AI Systems

Further explicit references to the GDPR appear in relation to Al systems classified as high-risk
under Art. 6 ATA.” In particular, according to Art. 6(3) AIA, Al systems listed in Annex I1I —
such as those used in biometric identification, critical infrastructure, education and vocational
training, employment and workers’ management, access to self-employment, access to and
enjoyment of essential private and public services and benefits, law enforcement, migration,
asylum and border control management, administration of justice, and democratic processes —
shall always be regarded as high-risk where they engage in profiling of natural persons as defined
in Art. 4(4) GDPR.""

% “Artificial Intelligence and Fundamental Rights: The AI Act of the European Union and its Implications for
Global Technology Regulation” (Trier Studies on Digital Law, vol 4, Verein fiir Recht und Digitalisierung

e. V. Institute for Digital Law Trier 2025), p. 36-37.

°7 For the specific deployment of Al in the case of such practices, see Art. 5(2)-(7) AIA.

% Recital 39 AIA.

 When adopting delegated acts to add or modify the use cases of high-risk Al systems, the Commission must
also consider whether such systems pose a risk of harm to health and safety or an adverse impact on fundamental
rights. In doing so, it should take into account the nature and volume of data processed and used by the Al
system, particularly where special categories of personal data are involved (see Art. 7(2)(c) AIA).

100 Recitals 52-53 AIA as well as Recitals 54, 57 AIA.
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For example, Art. 10(2) AIA requires that training, validation, and testing datasets for
high-risk Al systems be subject to data governance and management practices appropriate to the
intended purpose of the system. These practices concern, in particular, the data collection
process and the origin of the data. Where personal data is involved, this also includes the original
purpose for which the data was collected (Art. 10(2)(b) AIA).""!

Under Art. 10(5) AIA, high-risk Al systems may exceptionally process special categories
of personal data, provided that appropriate safeguards for the protection of fundamental rights
and freedoms are implemented, particularly for the purpose of bias detection and correction, as
required by Art. 10(2)(f)-(g) AIA. This provision complements the GDPR framework by
specifying the conditions under which such processing may be lawful under Art. 6 GDPR and
permissible under Art. 9(1) GDPR. These conditions include, inter alia, that bias detection and
correction cannot be effectively achieved using other types of data; that special categories of
personal data are subject to technical limitations on their re-use; that such data are erased once
the bias has been corrected; and that records of processing activities, in accordance with the
GDPR or the Law Enforcement Directive (Directive (EU) 2016/680), include justifications
demonstrating the strict necessity of processing such data. These requirements are exhaustive and
set out in Art. 10(5)(a)—(f) AIA.

Furthermore, deployers of high-risk Al systems are required to retain logs generated by
these systems, provided such logs are under their control, for a period appropriate to the
intended purpose, and in any case for at least six months, unless Union law on personal data
protection (in particular the GDPR) provides otherwise (Art. 26(6) AIA). Additionally, deployers
must rely on the information provided pursuant to Art. 13 AIA concerning transparency
obligations to conduct a data protection impact assessment under Art. 35 GDPR (Art. 26(9)
ATA)."”

A further explicit reference to the GDPR appears in the context of the EU declaration of
conformity under the product safety rationale of the AIA."” Art. 47 AIA requires that, where a
high-risk Al system involves the processing of personal data, the declaration must include a
statement confirming compliance with the GDPR.'" Finally, the registration of high-risk Al
systems under Art. 49(3) AIA is also conditional upon the completion of a specific data
protection impact assessment pursuant to Art. 35 GDPR.'”

2.4. Other Selected Issues

191 Recital 67 AIA highlights the relevance of data protection obligations under the GDPR in the context of Al
systems, particularly by addressing the potential for systemic shortcomings and failures in compliance. This
concern is echoed in Recital 69 AIA, which underscores the need to ensure that high-risk Al systems do not
compromise the fundamental rights enshrined in the GDPR. In addition, Recital 70 AIA draws specific attention
to the heightened sensitivity of special categories of personal data and the necessity of robust safeguards when
such data are processed.

12" Further obligations concerning post-remote biometric identification are set out in Art. 26(10) AlA,
particularly in relation to the Law Enforcement Directive, though without prejudice to Art. 9 GDPR and Art. 10
LED. These provisions are further elaborated in Recitals 91 to 95 AIA, which provide interpretative guidance on
the safeguards and conditions applicable to the processing of biometric data in such contexts.

13 Almada and Petit (n 37).

1% Annex V, point 5 AIA.

195 Annex VIII, Section C, point 5 AIA.
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The AI Act contains several explicit intersections with the GDPR,'" Annex III of the Act sets
out a definition of high-risk Al systems that includes, inter alia, systems involving profiling of
natural persons, with a specific reference to the definition of profiling under Art. 4(4) GDPR,
and the general prohibition on automated decision-making, including profiling, under Art. 22
GDPR. In addition to these direct references, the protection of personal data is also engaged
through more implicit provisions. These include requirements concerning the accuracy,
robustness, and cybersecurity of high-risk Al systems (Art. 15 AIA), as well as obligations to
include data protection considerations in the technical documentation required under Art. 11(1)
AIA, as further detailed in Annex IV, point 2(d) AIA. Similar obligations concerning the
protection of fundamental rights extend beyond high-risk systems to general-purpose Al systems,
as reflected in Art. 53 AIA and Annex IX, point 2(c), and in the transparency obligations
contained in Annex XII, point 2(c) AIA.

Accordingly, the Al Act contributes to the strengthening of the fundamental right to data
protection, particularly with regard to high-risk Al systems, and reinforces the safeguards
applicable to automated decision-making, including profiling, in alignment with Art. 22 GDPR.
At the same time, the Act introduces a distinct enforcement model, which, to a certain extent,
integrates Data Protection Authorities (DPAs) into the governance framework of Al at both
national and EU levels. This institutional role of the DPAs in Al governance is examined in the
subsequent subsection.

3. National DPAs and Al governance

The GDPR is characterised by a dual enforcement structure comprising both public and private
mechanisms. Public enforcement operates through ex ante and ex post regulatory framework,
while private enforcement enables data subjects to assert their rights directly. By contrast, the Al
Act adopts a predominantly ex ante regulatory approach, grounded in a general model of public
enforcement, and does not incorporate a dedicated framework for private enforcement. Within
the GDPR framework, the principal responsibility for public enforcement lies with the national
DPAs, which are vested with powers to ensure compliance (3.1). At the same time, DPAs occupy
a central position in Al governance, given that the Al Act functions in a complementary manner
to the GDPR. Since the protection of personal data remains fully harmonised under the GDPR,
DPAs retain primary authority in enforcing data protection obligations. As such, insofar as Al
systems entail the processing of personal data, DPAs necessarily play an integral role in Al
governance (3.2).

3.1. The Public Enforcement Regime under the GDPR

Under the GDPR, the enforcement framework is structured around two distinct mechanisms:
private and public enforcement. Private enforcement, based on Arts. 79 and 82 GDPR, enables
data subjects to seek compensation from controllers or processors for material or non-material

1% Additionally, attention could also be given to the regulatory sandboxes, which have not been addressed in this
contribution due to space constraints; see Art. 59(1)(c) AIA.
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damage resulting from a violation of the Regulation.'”” However, this private mechanism merely
complements the overarching public enforcement system, which is administered by national
supervisory authorities - commonly referred to as data protection authorities (IDPAs). DPAs are
independent public bodies entrusted with overseeing the application of the GDPR, thereby
safeguarding the fundamental rights and freedoms of natural persons in relation to the processing
of personal data, while also facilitating the free flow of such data within the Union.

Art. 51-54 GDPR lay down the general organisational framework for DPAs, whereas Art.
57 and 58 GDPR detail their tasks and powers. These tasks include, in particular, monitoring and
enforcing GDPR compliance, raising public awareness of data protection risks, providing
information to data subjects regarding their rights, handling complaints lodged by individuals,
conducting investigations, and promoting the adoption of codes of conduct and certification
mechanisms (Art. 57(1) GDPR). Crucially, DPAs are also vested with specific investigatory
powers, such as carrying out data protection audits (Art. 58(1)(b) GDPR); corrective powers,
including the imposition of temporary or definitive restrictions on processing (Art. 58(2)(f)
GDPR) or the imposition of administrative fines (Art. 58(2)(i) in conjunction with Art. 83
GDPR); as well as authorisation and advisory powers, for instance the issuance of opinions on
draft codes of conduct (Art. 58(3)(d) GDPR) or the approval of certification mechanisms and
their criteria (Art. 58(3)(f) GDPR).

Although the GDPR delineates the powers and responsibilities of DPAs, the public
enforcement regime has been criticised for leaving certain enforcement gaps and has been said to
require further refinement.'” Oversight of the Regulation’s implementation at Union level is
entrusted to the European Data Protection Board (EDPB), established under Art. 68 GDPR as
the successor to the Article 29 Working Party created under the 1995 Data Protection Directive.
The EDPB’s responsibilities under Art. 70 GDPR include promoting the consistent application
of the GDPR, encouraging best practices, clarifying compliance obligations for controllers and
processors, and issuing guidance on processing operations unlikely to result in high risks to the
rights and freedoms of natural persons, along with recommended safeguards.'” Given the various
intersections between the GDPR and Al it is clear that national DPAs have an identifiable role in
the governance of Al The next section explores the nature and scope of this role in more detail.

3.2. National DPAs and the Al governance

The specific role of national data protection authorities (DPAs) in the governance of Al can
already be inferred from the GDPR alone. As the authorities responsible for monitoring and
enforcing the Regulation, DPAs are competent to oversee the deployment of Al systems where
such deployment involves the processing of personal data. This includes, in particular, the
application of the data protection principles set out in Art. 5 GDPR and the enforcement of data
subject rights under Arts. 12-22 GDPR. This competence is explicitly reinforced by Art. 2(7) of

197 E.g, see UI v Osterreichische Post AG Case C-300/21 [2023] Court of Justice ECLI:EU:C:2023:370; 4 v
Patérétaju tiesibu aizsardzibas centrs Case C-507/23 [2024] Court of Justice ECLI:EU:C:2024:854.0n the
different application of Art. 82 GDPR under national law, see Hubert Bekisz and Dominik Dworniczak, ‘Poland -
First Empirical Insights on Article 82 GDPR in National Courts’ (2022) 8 European Data Protection Law
Review 521.

1% Tn the transnational context and beyond, e.g., see Giulia Gentile and Orla Lynskey, ‘Deficient by Design? The
Transnational Enforcement of the GDPR’ (2022) 71 ICLQ 799.

19 Recital 77 GDPR.
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the AI Act (AIA), which clarifies that the AIA does not prejudice the protection of personal data
as established under the GDPR.

The involvement of DPAs is further grounded in their statutory duty to monitor relevant
technological developments in so far as they affect the protection of personal data (Art. 57(1)(j)
GDPR). This role encompasses the issuance of interpretative guidance concerning the
obligations of controllers and processors under the GDPR in the context of AL'"" For instance,
DPAs may offer clarification on the scope of the right of access under Art. 15 GDPR where Al
systems are employed, or on the interpretation of Art. 22 GDPR concerning automated
decision-making and profiling - issues that have already arisen before the Court of Justice.'"! Such
engagement is particularly significant given the GDPR’s reliance on open-ended standards and
indeterminate legal concepts. These include, #nfer alia, the notion of freely given consent, the
conditions for compatible repurposing of personal data, the standard of necessity relative to
processing purposes, the level of intelligibility required to satisfy the right to information under
Art. 13-14 GDPR, the adequacy of safeguards under Art. 22 GDPR, and the meaning of
technical and organisational measures under Art. 25 GDPR on data protection by design and by
default.'?

The role of DPAs can also be put against the broader regulatory architecture of the AIA.
Several provisions of the AIA implicate personal data protection - most notably those relating to
accuracy, robustness, and cybersecurity (Art. 15 AIA), the governance of data used in high-risk Al
systems (Art. 10 AIA), and the content of the required technical documentation (Art. 11(1) AIA),
which, according to Annex IV(2)(d), must include information on data protection compliance.
Additionally, the requirement to conduct a data protection impact assessment under Art. 35
GDPR applies to the deployment of high-risk Al systems. Art. 27(1) AIA further links the
obligation to conduct a fundamental rights impact assessment to compliance with Art. 8§ CFR
and the GDPR.

Under Art. 47 AIA, declarations of conformity concerning high-risk Al systems must
explicitly refer to compliance with the GDPR. Art. 49(3) AIA requires that registration of such
systems also be accompanied by a data protection impact assessment carried out pursuant to Art.
35 GDPR. In addition, Art. 77(1) AIA confers on data protection authorities (DPAs) the power
to access documentation where necessary to assess compliance with fundamental rights
obligations. This provision applies broadly to all public authorities, extending beyond
documentation held exclusively under the GDPR.'”

The role of DPAs in Al governance may also be understood in light of that of the
European Data Protection Supervisor (EDPS), which serves as the competent market
surveillance authority for Union institutions, agencies, and bodies, without prejudice to the
application of data protection law.''* This institutional configuration reflects a legislative intention
to position the data protection framework as complementary to the regulatory structure
established by the Al Act. Moreover, pursuant to Art. 70(2) AIA, Member States are required to
notify the Commission of their designated notifying and market surveillance authorities and to

119 A5 a general recommendation in the context of Al see Sartor and Lagioia (n 13) 78.

"' E.g., see OQ v Land Hessen. Case C-634/21 (n 51); CK v Dun & Bradstreet Austria GmbH and Magistrat der
Stadt Wien. Case C-203/22 (n 30).

12 Sartor and Lagioia (n 13) 77-78.

'3 The relevant data protection authority (DPA) can be identified from the list of authorities provided here:
https://digital-strategy.ec.europa.eu/en/policies/ai-act-governance-and-enforcement (accessed 9 April 2025).

!4 Recitals 156-157 AIA.
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make the relevant contact information publicly available by 2 August 2025. As of April 2025,
several Member States have yet to finalise such appointments. Notwithstanding this, the
supervision of GDPR compliance in the context of Al deployment continues to fall primarily
within the competence of national DPAs.

4/- The Al Act: Implications for private companies and
public authorities

Agnieszka Soltys
1. ORIGIN AND OBJECTIVES

Coordinated Plan on Artificial Intelligence 2018. As part of the initial work on adopting a
uniform regulation on the use of artificial intelligence systems in the EU, in 2018 the European
Commission issued the Coordinated Plan on Artificial Intelligence.'” In this document the EC
set out its vision for Al, stating that “the ambition is for Europe to become the world-leading
region for developing and deploying cutting-edge, ethical and secure Al, promoting a
human-centric approach in the global context”. Three pillars underpinned the Commission’s
approach: (i) increasing public and private investments in Al to boost its uptake, (ii) preparing for
socio-economic changes, and (iii) ensuring an appropriate ethical and legal framework to
strengthen European values. To support the implementation of this vision, the Commission
established the High-Level Expert Group on Artificial Intelligence (Al HLEG), an independent
group mandated with the drafting of Al Ethics Guidelines.

Ethics guidelines for trustworthy Al Key to the preparation of a uniform regulation on the use
of artificial intelligence systems in the EU were, published in 2019, Ethics guidelines for
trustworthy AL''® Prepared by an independent high-level expert group on artificial intelligence,
the document contained a framework for trustworthy artificial intelligence and indicated
directions for the development of further legislative work. It became the conceptual basis for
further Al regulation in the EU. According to the Guidelines, trustworthy Al should be: (i) lawful
— respecting all applicable laws and regulations; (ii) ethical — respecting ethical principles and
values; and (iii) robust — both from a technical perspective while taking into account its social
environment. The Guidelines put forward a set of key requirements that Al systems should meet

in order to be deemed trustworthy.

White Paper on Artificial Intelligence. The next stage in work on creating a common regulatory
framework for the use of artificial intelligence systems was the publication in 2020 of the White

!5 Communication from the Commission to the European Council, the Council, the European Economic and
Social Committee and the Committee of the Regions, Coordinated Plan on Artificial Intelligence,
COM/2018/795 final.

1 See https://digital-strategy.ec.curopa.eu/en/library/ethics-guidelines-trustworthy-ai.
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Paper on Artificial Intelligence."” The White Paper presented policy options to enable a
trustworthy and secure development of Al in Europe, in full respect of the values and rights of
EU citizens. The main building blocks of the White Paper were: (i) the policy framework setting
out measures to align efforts at European, national and regional level, and (ii) the key elements of
a future regulatory framework for Al in Europe intended to create a unique ‘ecosystem of trust’.

Draft AI Act. The subsequent result of the Commission’s work was the submission of the draft
AT Act on 21 April 2021."* The Commission put forward the proposed regulatory framework on
Al with the following specific objectives: (i) ensure that Al systems placed on the Union market
and used are safe and respect existing law on fundamental rights and Union values; (ii) ensure
legal certainty to facilitate investment and innovation in Al; (iii) enhance governance and effective
enforcement of existing law on fundamental rights and safety requirements applicable to Al
systems; (iv) facilitate the development of a single market for lawful, safe and trustworthy Al
applications and prevent market fragmentation.'”” To achieve those objectives, the draft AT Act
presented a balanced and proportionate horizontal regulatory approach to Al It set harmonised
rules for the development, placement on the market and use of Al systems in the UE following a
proportionate risk-based approach.

It should be noted that draft AI Act responded directly to citizens’ proposals from the
Conference on the Future of Europe (COFE), most concretely to proposal 12(10) on enhancing
EU’s competitiveness in strategic sectors, proposal 33(5) on a safe and trustworthy society,
including countering disinformation and ensuring humans are ultimately in control, proposal
350n promoting digital innovation, while ensuring human oversight and trustworthy and
responsible use of Al, setting safeguards and ensuring transparency, and proposal 37 (3) on using
Al and digital tools to improve citizens’ access to information, including persons with disabilities.

17 White Paper on Artificial Intelligence - A European approach to excellence and trust, Brussels, 19.2.2020,
COM(2020) 65 final.

'8 Proposal for a Regulation of the European Parliament and of the Council laying down harmonised rules on
artificial intelligence (artificial intelligence act) and amending certain Union legislative acts, COM/2021/206
final.

!9 Proposal for a Regulation of the European Parliament and of the Council laying down harmonised rules on
artificial intelligence (artificial intelligence act) and amending certain Union legislative acts, COM/2021/206
final, p. 3.
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Al Act . As a result of the legislative proceedings, on 13 March 2024, the European Parliament
adopted the AI Act.'” Subsequently, on 21 May 2024, the EU Council finally approved its
adoption. The Al Act was published in the EU’ Official Journal on 12 July 2024. The AI Act
entered into force on 1 August 2024, and will be fully applicable 2 years later on 2 August 20206,
with some exceptions, mainly: (i) prohibitions, definitions and provisions related to Al literacy
will apply 6 months after entry into force on 2 February 2025; (ii) the rules on governance and
the obligations for general purpose Al become applicable 12 months after entry into force on 2
August 2025; (iif) the rules for high-risk Al systems — embedded into regulated products — have
an extended transition period until 2 August 2027.

The AI Act is the first-ever comprehensive legal framework on Al worldwide. The aim of the
rules is to establish standardised requirements for the development and use of Al in the
European Union and foster trustworthy Al in Europe. In this regard, standardisation plays a central
role in making the Al Acts requirements workable in practice. By developing harmonised technical
standards, the EU sets out structured methods enabling providers to evidence conformity with the Act’s
legal obligations, thereby translating broad legal principles into operational guidelines, while ensuring
technological flexibility."” The Al Act is the first binding worldwide horizontal regulation on Al It
sets a common framework for the use and supply of Al systems in the EU. The new act offers a
classification for Al systems with different requirements and obligations tailored to a ‘risk-based
approach’. In EU product safety law, risk has traditionally been understood as a technical notion aimed at
preventing physical harm and ensuring the reliability of products. Under the AIA, however, the notion of
risk evolves into a broader, human-centred concept that encompasses fundamental rights, societal impact,
and ethical concerns—such as discrimination, bias, or threats to human autonomy. This expanded
understanding of risk plays a crucial role in connecting the regulatory logic of product safety with that of
fundamental rights protection, thereby providing a conceptual bridge between two previously distinct
domains."” The AI Act is a part of a wider package of policy measures to support the
development of trustworthy Al, which also includes the AI Innovation Package,'” the launch
of Al Factories' and the Coordinated Plan on AL'* These measures guarantee safety,
fundamental rights and human-centric Al, and strengthen uptake, investment and innovation in
Al across the EUL

Objectives of the AI Act. The primary objectives of the Al Act are to:

) Ensure the trustworthy and ethical use of Al

(i) Protect fundamental rights

120 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No 167/2013,
(EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU)
2016/797 and (EU) 2020/1828 (Al Act).

21 “Artificial Intelligence and Fundamental Rights: The Al Act of the European Union and its Implications for
Global Technology Regulation” (Trier Studies on Digital Law, vol 4, Verein fiir Recht und Digitalisierung

e.V, Institute for Digital Law Trier 2025), p.88

122 “drtificial Intelligence and Fundamental Rights: The Al Act of the European Union and its Implications for
Global Technology Regulation” (Trier Studies on Digital Law, vol 4, Verein fiir Recht und Digitalisierung

e.V. Institute for Digital Law Trier 2025), p.62 — 63

123 Commission launches Al innovation package.

124 AT Factories | Shaping Europe’s digital future.

125 Coordinated Plan on Artificial Intelligence | Shaping Europe’s digital future.
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(iii) Foster innovation and reinforcing competitiveness

Re: (1) The AI Act seeks to raise public trust in Al technology and promote responsible
development and deployment thereof. It includes many guarantees for safe and ethical use of Al,
including mechanisms for transparency, human supervision, and accountability through a
complaint mechanism. It should be noted however that there are criticisms pointing out the
necessity for stricter constraints on data collection and usage. Concerns have also been raised as
to the ambiguity of the definition of high-risk systems included in the Al Act.

Re: (ii) At its core, the Al Act aims to protect EU citizens from potential harm caused by
Al systems. This includes preventing discrimination, safeguarding privacy and personal data, and
ensuring compliance with EU law. In order to achieve this, the AI Act includes regulations related
to data governance, transparency, and limiting bias, among the requirements specified for
high-risk Al systems. The AI Act also includes a prohibition of a number of Al systems uses to
ensure they are not abused for discrimination purposes or the manipulation of users’ decisions.

Re: (iii) The AT Act seeks to provide clarity and predictability to support Al research and
development within the EU. By setting common standards and requirements, it aims to enhance
investor confidence. At the same time the Al Act seeks to balance regulatory frameworks and the
development of a friendly environment for Al technology in Europe. It adopts a ‘risk-based
approach’ and exempts low-risk Al systems from the main constraints. It sets mechanisms for
establishing “regulatory sandboxes” which are controlled environments for testing Al systems
before deploying them. This tool aims to promote innovations and support SMEs and start-ups
willing to develop Al systems according to the requirements set by the Al Act.

2. OVERVIEW OF KEY PROVISIONS OF THE AI ACT RELATING TO
PERSONAL DATA

Artificial intelligence systems rely on data inputs from initial development, through the
training phase, and in live use. Given the broad definition of personal data under EU data
protection laws, Al systems’ development and use will often result in the processing of personal
data. As it is declared in the AT Act,”™ the fundamental right to the protection of personal data is
safeguarded in particular by Regulation (EU) 2016/679'%, Regulation (EU) 2018/1725',
Directive (EU) 2016/680'” and Directive 2002/58/EC."" Those Union legal acts provide the

126 Recital 10.

127 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation) (OJ L 119, 4.5.2016, p. 1), futher GDPR.

128 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the
protection of natural persons with regard to the processing of personal data by the Union institutions, bodies,
offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and
Decision No 1247/2002/EC (O] L. 295, 21.11.2018, p. 39).

12 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties,
and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA (OJ L 119,
4.5.2016. p. 89).

B Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector (Directive on
privacy and electronic communications) (OJ L 201, 31.7.2002, p. 37).
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basis for sustainable and responsible data processing, including where data sets include a mix of
personal and non-personal data. The Al Act does not seck to affect the application of existing
Union law governing the processing of personal data, including the tasks and powers of the
independent supervisory authorities competent to monitor compliance with those instruments. It
also does not affect the obligations of providers and deployers of Al systems in their role as data
controllers or processors stemming from Union or national law on the protection of personal
data in so far as the design, the development or the use of Al systems involves the processing of
personal data.

As it has been stated in Article 2(7) Al Act, Union law on the protection of personal data,
privacy and the confidentiality of communications applies to personal data processed in
connection with the rights and obligations laid down in the Al Act. The Al Act shall not affect
such Union law, without prejudice to Article 10(5) and Article 59 of the Al Act. Such provisions
implies that the Al Act and the GDPR are designed to work complementary, with GDPR ‘filing
the gap’ in terms of individual rights for scenarios where Al systems use data relating to living
persons. The two acts focus on different matters and complement each other: while the primary
aim of the GDPR is to enhance individuals’ control and rights over their personal data, the
purpose of the Al Act is to ensure that Al systems are trustworthy and compliant with
harmonised rules across the internal market. In other words, compliance with the former
facilitates compliance with the latter."”" At the same time, the Al Act extends and takes over from
the GDPR on certain points. In particular:

® the AI Act replaces certain GDPR rules for the use of real-time remote biometric
identification in publicly accessible spaces, which the Al Act makes very
exceptionally possible for the purposes of law enforcement under certain conditions

(Article 5(1)(h));

® cxceptionally, it allows sensitive data (within the meaning of article 9 of the GDPR)
to be processed to detect and correct potential biases that could cause harm, if
strictly necessary and subject to appropriate safeguards (Article 10 (5));

® it also allows the re-use of personal data, in particular sensitive data, in the context
of the Al regulatory sandboxes (Article 59).

According to Article 5(1)(h) of the AI Act, the use of ‘real-time’ remote biometric
identification systems in publicly accessible spaces for the purposes of law enforcement is
prohibited, unless and in so far as such use is strictly necessary for one of the following
objectives:

® the targeted search for specific victims of abduction, trafficking in human beings or

sexual exploitation of human beings, as well as the search for missing persons;

® the prevention of a specific, substantial and imminent threat to the life or physical safety
of natural persons or a genuine and present or genuine and foreseeable threat of

a terrorist attack;

31 The compliance of the Al system with the GDPR is included in the EU declaration of conformity required by
the AT Act (see annex V).
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® the localisation or identification of a person suspected of having committed a criminal
offence, for the purpose of conducting a criminal investigation or prosecution or
executing a criminal penalty for offences referred to in Annex II and punishable in the
Member State concerned by a custodial sentence or a detention order for a maximum
period of at least four years.

As has been stated in the Al Act,"”* the use of Al systems for real-time remote biometric
identification of natural persons in publicly accessible spaces for the purpose of law enforcement
necessarily involves the processing of biometric data. The rules of the Al Act that prohibit,
subject to certain exceptions, such use, should apply as /lex specialis in respect of the rules on the
processing of biometric data contained in Article 10 of Directive (EU) 2016/680, thus regulating
such use and the processing of biometric data involved in an exhaustive manner. Any processing
of biometric data and other personal data involved in the use of Al systems for biometric
identification, other than in connection to the use of real-time remote biometric identification
systems in publicly accessible spaces for the purpose of law enforcement as regulated by the Al
Act, should continue to comply with all requirements resulting from Article 10 of Directive (EU)
2016/680. For purposes other than law enforcement, Article 9(1) of GDPR and Article 10(1) of
Regulation (EU) 2018/1725 prohibit the processing of biometric data subject to limited
exceptions as provided in those Articles."’

As has been noted above, the special regulations for data processing have been provided
in Article 10(5) and Article 59 of the Al Act. They refer, respectively, to personal data in relation
to the high-risk Al systems and personal data in the context of the Al regulatory sandboxes.

According to Article 10(5) to the extent that it is strictly necessary for the purpose of
ensuring bias detection and correction in relation to the high-risk Al systems, the providers
of such systems may exceptionally process special categories of personal data, subject to
appropriate safeguards for the fundamental rights and freedoms of natural persons. In addition to
the provisions set out in GDPR, Regulation (EU) 2018/1725 and Ditective (EU) 2016/680, all
the following conditions must be met in order for such processing to occur:

® the bias detection and correction cannot be effectively fulfilled by processing other data,
including synthetic or anonymised data;

® the special categories of personal data are subject to technical limitations on the re-use of
the personal data, and state-of-the-art security and privacy-preserving measures, including
pseudonymisation;

® the special categories of personal data are subject to measures to ensure that the personal
data processed are secured, protected, subject to suitable safeguards, including strict
controls and documentation of the access, to avoid misuse and ensure that only
authorised persons have access to those personal data with appropriate confidentiality
obligations;

132 Recital 38.
133 Recital 39.
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the special categories of personal data are not to be transmitted, transferred or otherwise

accessed by other parties;

the special categories of personal data are deleted once the bias has been corrected or the

personal data has reached the end of its retention period, whichever comes first;

the records of processing activities pursuant to GDPR and Regulation (EU) 2018/1725
and Directive (EU) 2016/680 include the reasons why the processing of special categories
of personal data was strictly necessary to detect and correct biases, and why that objective
could not be achieved by processing other data.

The basis for the re-use of personal data, in particular sensitive data, in the

context of the Al regulatory sandboxes is provided in Article 59. The sandboxes established

by Al Act aim to facilitate the development of systems of significant public interest and are under

the supervision of a dedicated authority. In accordance with Article 59(1), in the Al regulatory

sandbox, personal data lawfully collected for other purposes may be processed solely for the

purpose of developing, training and testing certain Al systems in the sandbox when all of the

conditions prescribed in that article are met. Among those conditions the following requirements

are listed (the list is not exhausted):

39

Al systems shall be developed for safeguarding substantial public interest in one or more

of the following areas:

- public safety and public health, including disease detection, diagnosis prevention,
control and treatment and improvement of health care systems;

- a high level of protection and improvement of the quality of the environment,
protection of biodiversity, protection against pollution, green transition measures,
climate change mitigation and adaptation measures;

- energy sustainability;

- safety and resilience of transport systems and mobility, critical infrastructure and
networks;

- efficiency and quality of public administration and public services;

there are effective monitoring mechanisms to identify if any high risks to the rights and
freedoms of the data subjects may arise during the sandbox experimentation, as well as
response mechanisms to promptly mitigate those risks and, where necessary, stop the

processing;

providers can further share the originally collected data only in accordance with Union
data protection law; any personal data created in the sandbox cannot be shared outside
the sandbox;

any processing of personal data in the context of the sandbox neither leads to measures
or decisions affecting the data subjects nor does it affect the application of their rights
laid down in Union law on the protection of personal data;



As to the Al provisions regulating transparency and documentation requirements, it
should be noted that they are basically complementary with the GDPR regulations.'**

The GDPR provides for transparency obligations, which essentially consist of informing
the persons whose data is processed of how it is processed (why, by whom, how, how long, etc.).
This applies to both data processing for the development of an Al system and for the use of an
Al system on or by an individual (which would thus give rise to the processing of personal data).
The Al Act provides for similar transparency measures, e.g. on data used to train general-purpose
Al models (the list whereof is to be made publicly available under Article 53) or on systems
intended to interact with individuals (Article 50).

The Al Act also regulates the provision of technical documentation and information by
providers of high-risk Al systems (Articles 11 and 13) or general-purpose Al models (Article 53)
to their deployers and users. The documentation shall include details of the testing and
conformity assessment procedures carried out. In addition, the AI Act requires that certain
deployers of high-risk Al systems have to conduct a fundamental rights impact assessment, FRIA
(Article 27). This assessment identifies and mitigates potential harms to individuals. Notably, the
FRIA shares similarities with the Data Protection Impact Assessment (DPIA) mandated under
the GDPR. Indeed, the DPIA will be presumed to be required from provider and deployer of
high-risk Al systems, but above all it can usefully feed on the documentation required by the Al
Act (Article 26). The Al Act also provides that the deployer may rely on the DPIA already carried
out by the provider to conduct its fundamental rights impact assessment (Article 27(4)). As has
been indicated, since the common objective is to enable all necessary measures to be taken to
limit the risks to the health, safety and fundamental rights of persons likely to be affected by the
Al system, these analyses can even be brought together in the form of a single document to avoid

overly burdensome formalism.'*®

3. AT ACT IN PRIVATE AND PUBLIC SECTOR

The Al Act applies primarily to providers and deployers putting Al systems and General
Purpose Al models into service or placing them on the EU market and who have their place of
establishment in or who are located in the EU, as well as to deployers or providers of Al systems
that are established in a third country, when the output produced by their systems is used in the
EU. The AI Act applies to private organisations as well as to public authorities. It applies to
Union institutions, bodies, offices and agencies when acting as a provider or deployer of an Al
system. As an exception, Al systems placed on the market, put into service, or used by public and
private entities for military, defence or national security purposes, are excluded from the scope.
Similarly, the AI Act does not apply to Al systems and models, including their output, which are
specifically developed and put into service for the sole purpose of scientific research and
development. Furthermore, as a matter of principle, the Al Act does not apply prior to the
systems and models being put into service or placed on the market (sandboxing rules may apply
in this case). The Al Act applies neither to public authorities in a third country nor to
international organisations, where those authorities or organisations use Al systems in the
framework of international cooperation or agreements for law enforcement and judicial
cooperation with the Union or with one or more Member States, provided that such a third

13 See Entry into force of the European Al Regulation: the first questions and answers from the CNIL | CNIL.

135 See Entry into fo of th iropean A ation: th qu ons and answ om th N N
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country or international organisation provides adequate safeguards with respect to the protection
of fundamental rights and freedoms of individuals.

The AI act adopts a risk-based approach and classifies Al systems into several risk
categories, with different degrees of regulation applying,'* This structure is often illustrated through
a ‘risk pyramid’, a tool that visually conveys how regulatory obligations increase with the level of risk: at
the top are the unacceptable-risk systems, which are strictly prohibited, followed by high-risk systems
subject to stringent requirements, then limited-risk systems that carry transparency obligations, and finally

minimal-risk systems, which remain largely unregulated."’
Prohibited Al practices. The Al Act prohibits:

e Al systems using subliminal or manipulative or deceptive techniques to distort
people’s or a group of people’s behaviour and impair informed decision making,
leading to significant harm;

e Al systems exploiting vulnerabilities due to age, disability, or social or economic
situations, causing significant harm;

® Biometric categorisation systems inferring race, political opinions, trade union
membership, religious or philosophical beliefs, sex life, or sexual orientation (except
for lawtul labelling or filtering in law-enforcement purposes);

e Al systems evaluating or classifying individuals or groups based on social behaviour
or personal characteristics, leading to detrimental or disproportionate treatment in
unrelated contexts or unjustified or disproportionate to their behaviour;

® ‘Real-time’ remote biometric identification in public spaces for law enforcement
(except for specific necessary objectives such as searching for victims of abduction,
sexual exploitation or missing persons, preventing certain substantial and imminent
threats to safety, or identifying suspects in serious crimes);

® Al systems assessing the risk of individuals committing criminal offences based solely
on profiling or personality traits and characteristics (except when supporting human
assessments based on objective, verifiable facts linked to a criminal activity);

e Al systems creating or expanding facial recognition databases through untargeted
scraping from the internet or CCTV footage;'™®

13 The text below concerning the risk-based approach is derived from Artificial intelligence act.

BT “Artificial Intelligence and Fundamental Rights: The AI Act of the European Union and its Implications for
Global Technology Regulation” (Trier Studies on Digital Law, vol 4, Verein fiir Recht und Digitalisierung

e.V. Institute for Digital Law Trier 2025), p.68

138 A particularly illustrative example is the case of S.E.A., a group of companies that manage two airports in
Milan and that installed and began using a facial recognition system, called FaceBoarding, for the purpose of
identifying passengers at the access gates to the sterile area and at the boarding gates of Milan Linate Airport.
Following an investigation initiated in July 2025, the Italian Data Protection Authority found that the system
violated several fundamental GDPR requirements, including those relating to the security, accuracy, and
lawfulness of biometric data processing. In particular, biometric templates were centrally stored without
adequate safeguards, inaccurate information was provided to data subjects, retention periods were excessive, and
biometric data were generated even for passengers who had not enrolled in the system. In light of these findings,
the DPA consequently ordered a provisional limitation on the processing of passengers’ biometric data carried
out through the FaceBoarding system, pursuant to Article 58(2)(f) GDPR. (GDPR HUB:
https://gdprhub.eu/index.php?title=Garante_per_la_protezione dei_dati_personali_(Italy) - 10167745&mtc=tod
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e Al systems inferring emotions in workplaces or educational institutions, except for
medical or safety reasons.

High-risk Al systems. The Al Act identifies a number of use cases in which Al systems are to
be considered high risk because they can potentially create an adverse impact on people’s health,
safety or fundamental rights. The risk classification is based on the intended purpose of the Al
system. The function performed by the Al system and the specific purpose and modalities for
which the system is used are key to determine whether an Al system is high-risk or not. High-risk
Al systems can be safety components of products covered by sectoral EU law (e.g. medical
devices) or Al systems that, as a matter of principle, are considered to be high risk when they are
used in specific areas listed in an annex.” Al systems referred to in Annex III will not be
considered high risk if it does not pose a significant risk of harm to the health, safety or
fundamental rights of natural persons.'* However, an Al system will always be considered high
risk if the Al system performs profiling of natural persons.

Providers of such high-risk Al systems will have to run a conformity assessment
procedure before their products can be sold and used in the EU. They will need to comply with a
range of requirements including for testing, data training and cybersecurity and, in some cases,
will have to conduct a fundamental rights impact assessment to ensure their systems comply with
EU law. The conformity assessment should be carried out either based on internal control
(self-assessment) or with the involvement of a notified body (e.g. biometrics). Compliance with
European harmonised standards to be developed will grant high-risk Al systems providers a
presumption of conformity. After such Al systems are placed in the market, providers must
implement post-market monitoring and take corrective actions if necessary.

It should also be noted that high-risk Al systems used by public entities must comply
with the AI Act, regardless of the date of placing on the market or putting into service, by 2
August 2030 at the latest.

Transparency risk. Certain Al systems intended to interact with natural persons or to generate
content may pose specific risks of impersonation or deception, irrespective of whether they
qualify as high-risk Al systems or not. Such systems are subject to information and transparency
requirements. Users must be made aware that they interact with chatbots. Deployers of Al
systems that generate or manipulate image, audio or video content (i.e. deep fakes), must disclose
that the content has been artificially generated or manipulated except in very limited cases (e.g
when it is used to prevent criminal offences). Providers of Al systems that generate large
quantities of synthetic content must implement sufficiently reliable, interoperable, effective and

13 The Annex III refers to Al systems used in areas of critical infrastructures (e.g. road traffic), education and
vocational training, employment worker management and access to self-employment, access to essential private
and public services and benefits, law enforcement, border control, administration of justice and democratic
processes, biometric identification, categorisation and emotion recognition systems (outside the prohibited
categories).

140 An Al system will not be considered as high-risk if any of the following conditions is fulfilled: (i) the Al
system is intended to perform a narrow procedural task; (ii) the Al system is intended to improve the result of a
previously completed human activity; (iii) the Al system is intended to detect decision-making patterns or
deviations from prior decision-making patterns and is not meant to replace or influence the previously completed
human assessment without proper human review; or (iv) the Al system is intended to perform a preparatory task
to an assessment relevant for the purpose of the use cases listed in Annex III. See Article 6(3) second
subparagraph.
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robust techniques and methods (such as watermarks) to enable marking and detection that the
output has been generated or manipulated by an Al system and not a human. Employers who
deploy Al systems in the workplace must inform the workers and their representatives.

Minimal risks. Systems presenting minimal risk for people (e.g. spam filters) will not be subject
to further obligations beyond currently applicable legislation (e.g. GDPR).

It should also be noted that the Al Act provides specific rules for general purpose Al
(GPAI) models and for general-purpose AI models that pose systemic risks.

The above describes the differences in the regulation designed for ~ Al in the public and
private sectors. It is worth noting that the draft AI — exhibiting a number of divergences in how it
created obligations for public and private actors, which concerned in particular: manipulative Al
systems, social scoting and biometrics — was criticised for this.'"*' In the AI Act, some
modifications were introduced in this regard.

As it has been proclaimed'* the EUis  becoming a strategic leader in the use of Al for
the public sector. This intention was clearly stated in the 2021 Review of the Coordinated Plan on
Artificial Intelligence,'” where the European Commission specifically proposes to ‘make the
public sector a trailblazer for using AI’. It is emphasized that Al has the potential to be an
extremely useful — or even disruptive — technology for the modernisation of the public sector
itself. In fact, AI might become a strong enabler for seeking efficiency and effectiveness in the
management and delivery of public services. In particular, it has the potential to:

® automate simple and repetitive cognitive activities freeing-up labour time for more
high-value activities;

® augment the predictive capabilities, enhancing data-driven decision-making;

® support user-centric service personalisation, increasing the effectiveness of public service
delivery.'**

The particular regulatory tool created by the Al Act is the regulatory sandboxes (see
Articles 57-59 of the AI Act). The regulatory sandboxes provide for a controlled environment
that fosters innovation and facilitates the development, training, testing and validation of
innovative Al systems for a limited time before their placement on the market or entry into
service. The Al regulatory sandboxes are to allow, where appropriate, testing of Al systems in
real-world conditions outside of a laboratory for a limited period, subject to compliance with EU
data protection law. The Al Act priorities access to sandboxes for SMEs which provides

4 See Regulatory divergences in the draft Al act. The study identified and examined sources of regulatory
divergence within the draft Al Act regarding the obligations and limitations upon public and private sector actors
when using certain Al systems. The study was specifically focused on three application areas of Al:
manipulative Al, social scoring and biometric Al systems. Questions regarding how and when those systems are
designated as prohibited or high-risk and the potentially diverging obligations towards public versus private
sector actors and the rationale behind it, were described.

142 See Public Sector - European Commission.

143 Brussels, 21.4.2021 COM(2021) 205 final ANNEX:
1_en_annexe_autre_acte_partl v8 vf C4B261EB-ABA4-5C30-1555482869410384 75787 (2).pdf

"** See Public Sector - European Commission.
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innovators in this sector of economy with incentives to test their innovations and enter the
markets.

5/- Al, Data protection, and the broader legal context

Szymon Zar¢ba

1. NEW EUROPEAN DATA SPACES

The European strategy for data. As part of its work on the future of data governance in the
EU, in February 2020 the European Commission published the European Data Strategy. The aim
of the strategy is to create a single European data space that ensures the global competitiveness
of the EU economy and data sovereignty. The single data market should also be open to data
from across the world. Personal and non-personal data, including sensitive business data, should
be secure yet easily accessible, subject to full compliance with the EU’ strict data protection
rules. One of the assumptions of the 2020 strategy is that the wide availability of different types
of data (personal, non-personal and mixed data sets) is essential for training artificial intelligence

systems, but that many of these data sets are currently not available for innovative re-use.'”

The European Union is therefore seeking to increase this availability. The EU’s Data Governance
Act (2022)""* and Data Act (2023)'
high-value datasets (2022) ', are among the measures designed to achieve this. At the same time,

as well as the Commission’s implementing regulation on

5

actions to implement the European Strategy for Data are closely linked, in particular, to the
broader digital strategy set out in the March 2020 document “Shaping Europe’s Digital Future”!”’
and the March 2021 communication “2030 Digital Compass: the European way for the Digital
Decade”®,  which envisage, among other things, the construction of a common and

multi-purpose pan-European interconnected data processing infrastructure.

Common European Data Spaces as a realisation of the strategy. One of the measures to
implement the 2020 strategy are the Common European Data Spaces, which incorporate the
emerging concept of data quality and utility labelling'* Theultimate objective of these Data Spaces is

1495 «Artificial Intelligence and Fundamental Rights: The Al Act of the European Union and its Implications for
Global Technology Regulation” (Trier Studies on Digital Law, vol 4, Verein fiir Recht und Digitalisierung
e. V. Institute for Digital Law Trier 2025), p.88-89
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to enable the free flow of data between EU members and between different sectors of the
economy, as well as to provide broad access to data — including for the purpose of training Al
systems — while retaining full control over data sharing, It should be up to data providers to
decide to whom and for what purpose their personal or non-personal data should be made
available, and on what terms, for example, paid or unpaid.'”” Data spaces will be developed under
the Digital Europe Programme 2021-2027, with support from Horizon Europe and the sectoral
programmes, such as EU4Health and the Connecting Europe Facility.

The process for creating European Data Spaces is as follows:

i.  the creation of a legal framework — rules for collecting, managing, sharing and
accessing data in a secure and simple way, in accordance with European law and

values;

ii. the establishment of appropriate infrastructure and technology, according to the
most modern standards to ensure security and interoperability;

iii. the implementation of sectoral data spaces first and

iv. their gradual integration into a single data market.

The creation of the Data Spaces should involve data providers and users in the respective
domains, including scientific and research institutions, industry organisations, public
administration and businesses, including, for example, health institutions in the case of health and
energy operators in the case of energy. They will therefore be open to participation by all
interested entities and individuals. The involvement of stakeholders will lead to the evolution of
the data space and contribute to the development of its individual characteristics. However, the
foundation that will link all European Data Spaces will be a common data infrastructure and
governance framework that will facilitate data pooling, access and sharing. Above all, the
infrastructure should be secure and privacy-preserving, with well-defined and trusted data
governance mechanisms to ensure that the rules for access to and use of data are fair,
transparent, proportionate and non-discriminatory. They must respect EU values and principles,
particularly in the areas of personal data management, consumer protection and competition

lawll()

Implementation of the European Data Spaces. There are 14 data spaces currently under
development in the following sectors:

public administration
energy

green deal
manufacturing
agriculture

mobility

health

finance
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research and innovation
skills

toutrism

cultural heritage

language

media

Preparatory steps — coordination and support actions — for the first 8 data spaces (agriculture,
finance, green deal, manufacturing, mobility, smart communities, skills, tourism) started in 2022,
followed by the remaining areas in 2023. Since 2024, work has been underway on the
implementation of the data spaces,'"" which will be completed in 2027, and discussions continue
on the need to create possible new ones. The final challenge will be to integrate them.

Each European data space has a specific purpose and characteristics. For example, the Common
European Public Administration Data Spaces are intended to create a database on legislation,
case law, justice systems and improving access to justice, as well as public procurement in the EU
and its Member States. At the same time, they are to enable the implementation of a system based
on the “once-only” principle, whereby individuals, companies and other entities only have to
provide information about themselves to the authorities once and, with their explicit consent, the
administration will be able to re-use and exchange this data with each other. In addition, this data
space will also allow for the exchange of security data between law enforcement authorities in
order to test, train and validate algorithms for the development of appropriate artificial

intelligence models for law enforcement.!?

Another example may be the Common European
Health Data Space which envisages the use of digitised health records to enable the cross-border
exchange of health data, allowing healthcare institutions to share e.g. medical images, laboratory
results and hospital discharge reports for individual patients across the EU. At the same time, this
data space will enable secure cross-border access to, for example, genomic and imaging data to

develop and benchmark trusted Al tools based on it.'?

In addition, the EU aims to develop an open source software platform for data access and
sharing and to create an architecture to enable interoperability between different Common
European Data Spaces through the horizontal projects Smart Open-source Middleware and Data
Spaces Support Centre, funded by the Digital Europe and Horizon Europe programmes.
Guidelines for Common European Data Spaces, i.e. purpose- or sector-specific or cross-sectoral
interoperable frameworks of common standards, are developed by the European Data
Innovation Board (EDIB), an expert group, an advisory body to the European Commission
established under the Data Governance Act.

2. COUNCIL OF EUROPE FRAMEWORK CONVENTION ON AI
Origin of the Convention and its status. In 2019, the Council of Europe established an Ad
Hoc Committee on Artificial Intelligence (CAHAI). The Committee’s mandate was to assess the

feasibility of establishing a legal framework for the development, design and application of
artificial intelligence in accordance with human rights standards, democracy and the rule of law: It
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was asked to consider existing Council of Europe standards in this area, universal and regional
legal instruments, and the work of other Council of Europe bodies and organisations. The
Committee undertook extensive consultations with representatives of States, international
organisations, the private sector (in particular digital companies and associations), civil society
and academia.'"*

In December 2020, the CAHAI published a feasibility study which found that existing

national and international instruments (including the European Convention on Human Rights
and the 1981 European Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data) have gaps in terms of protection against the challenges posed by
Al. To address these issues, the Committee recommended the creation of a horizontal
convention for the Al environment, using a risk-based approach.'” At the end of 2021, CAHAI
published a document outlining the most likely elements to be included in a future treaty. In
2022, the Council of Europe replaced CAHAI with the Committee on Artificial Intelligence
(CAI). The CAI was given the task of drafting a new convention and negotiating its provisions.'®
In the end, the Framework Convention on Artificial Intelligence and Human Rights, Democracy
and the Rule of Law was adopted by the Committee of Ministers of the Council of Europe on 17
May 2024 and opened for signature on 5 September 2024.'""
The Framework Convention is universal, meaning that all States, including those that are not
members of the Council of Europe, can accede to it. It has so far been signed by 14 States and by
the European Union on behalf of its 27 Member States.'"® However, it has not yet been ratified
by any of the signatorties or approved by the European Union'"” and has not entered into force.

General characteristics and scope. The Framework Convention is the first legally binding
international agreement on artificial intelligence. Its principles and obligations are designed to
ensure that artificial intelligence is fully compatible with human rights, democracy and the rule of
law throughout its life cycle. It aims to address potential loopholes arising from technological

developments while maintaining technological neutrality to encourage progress'®

, thus seeking a
balance between innovation and regulation.

The Framework Convention applies to the use of Al systems in both the public and
private sectors, including by private actors acting on behalf of the public sector. However, the

scope of the Convention does not include:

i. Al systems related to the protection of national security (although respect for
international law, human rights obligations and democratic principles is still
required);

il. matters of national defence; and

iii. research and development of systems that are not yet operational, unless testing
or related activities could have an impact on human rights, democracy or the rule
of law.

In the EU, the Framework Convention will be implemented primarily through the AI Act.
This will be all the easier as it is much more general in scope and, as the European Commission
points out, is in line with a number of important concepts that are already included in the Al Act:
(i) a risk-based approach, (ii) transparency along the value chain of Al systems and Al-generated
content, (iii) detailed documentation obligations for Al systems identified as high risk, and (iv)
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risk management obligations with the possibility to introduce bans for Al systems that are

considered a clear threat to fundamental rights.'”

Key provisions of the Framework Convention relating to personal data. Respect for privacy
and the protection of personal data is a fundamental principle of the Framework Convention.
Each Party must ensure that the privacy and personal data of individuals are protected
throughout the life cycle of Al systems, in accordance with relevant national and international
laws, standards and frameworks, and that effective safeguards for the protection of individuals are
implemented in accordance with applicable national and international legal obligations. Article
11, which imposes these obligations, is also the most important and the only provision of the
Framework Convention that explicitly refers to the protection of personal data.

However, other parts of the Framework Convention also have an impact on the level of
protection of personal data in the context of the use of Al even if personal data are not explicitly
mentioned there. First, there are the general obligations contained in Chapter II. Article 4
requires Al activities to be consistent with human rights obligations, which implicitly requires
respect for personal data protection laws, as the misuse or mishandling of personal data may, for
example, violate the right to privacy. Article 5 requires Parties to take measures to prevent the
misuse of Al systems in ways that could undermine democratic institutions, such as by
undermining the separation of powers, judicial independence or access to justice. To protect
democratic processes, it requires them to ensure that Al does not interfere with fair public
participation, including equal access to debate and the freedom to form opinions. This should be
read as supporting the protection of personal data and discouraging its misuse that could
influence elections, public opinion or participation in democratic life, in particular through
political profiling, microtargeting or surveillance. Both provisions can be interpreted as giving
practical effect to the GDPR’s principle of fairness.

The Framework Convention requires Parties to put in place appropriate transparency and
oversight requirements, adapted to specific situations and potential risks, including the need to
clearly identify content generated by Al systems and to inform users when they are interacting
with an Al system instead of a human (Articles 8 and 15(2)). This reflects the risk-based
approach adopted in the Convention and encourages disclosure about Al systems, similar to the
Al Act’s approach to transparency about artificially generated or manipulated material. There is
also an obligation for States Parties to ensure accountability and responsibility for adverse human
rights impacts of Al systems.

Interestingly, however, even Chapter V of the Framework Convention, which deals with
risk assessment and mitigation, provides only general guidelines on how to approach the issue.
According to it, each Party must take measures to identify, assess, prevent and mitigate risks
posed by Al systems. These measures should:

® be proportionate to the context, severity, and likelihood of potential impacts,

® involve stakeholders, especially those potentially affected,

® be applied throughout the Al lifecycle, in an iterative manner,

® include ongoing monitoring and documentation of risks, impacts, and the
measures taken to manage them,

® include testing before first use or after significant changes, as appropriate.
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Parties must also ensure that adverse impacts are addressed and documented and, where
necessary, consider bans, moratoria or other measures for uses of Al that are incompatible with
rights, democracy or the rule of law.

Unlike the Al Act, therefore, the Framework Convention does not establish a formal risk
classification system. To help its Parties assess risks, the CAI has developed a methodology called
HUDERIA (an acronym for Human Rights, Democracy and Rule of Law Impact Assessment).'*
Although not legally binding, the value of HUDERIA lies in that it integrates both technical and
socio-technical aspects. With regard to personal data, it seems to take into account the issues of
privacy and personal data protection mostly in the context of the use of Al systems.

Among the other solutions contained in the Framework Convention and indirectly related
to personal data protection, it is worth mentioning the obligation to establish and maintain
measures to respect human dignity and individual autonomy in relation to activities within the
system life cycle of the AI (Article 7). This reinforces the idea that personal data should be
handled in a way that respects individual choice, privacy and control, which are central pillars of
personal data protection. The focus on individual autonomy is consistent with data subjects’
rights under the GDPR (such as access, rectification, erasure, and objection) and the need for fair
and limited processing, Al systems that collect, process, or profile individuals based on personal
data without consent or transparency would violate this autonomy. The Framework Convention
also obliges Parties to ensure that Al systems are developed and used in a manner that respects
equality and prohibits discrimination in accordance with national and international law, and
addresses and reduces existing inequalities to promote fair, equitable, and just outcomes
throughout the Al lifecycle (Article 10). This provision would mean that the processing of some
categories of personal data (e.g racial or ethnic origin, political opinions, religious beliefs) that
could lead to discriminatory results for the purpose of training Al systems would generally not be
in compliance with the Convention. Only processing aimed at detecting and correcting
potentially harmful biases would appear to be permitted, which is in line with the GDPR’s
principle of data minimisation. Another requirement — to ensure the reliability of Al systems and
trust in their results (Article 12) — naturally entails the need to put in place robust data security
and quality controls that also protect the personal data processed from breaches, inaccuracies or
unauthorised access.
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CHAPTER 1: Incoming Data

Data is at the center of Al development and deployment. It becomes necessary to navigate the
legal, ethical, and technical challenges of managing this information.

This Chapter begins with a cross-disciplinary approach to give an overview of the sector: from
business models based on user consent to the enforcement mechanisms ensuring compliance. It
also delves into cutting-edge techniques such as anonymisation and pseudonymisation (A).

Building on these foundational issues, the Chapter adopts a sectoral approach, examining specific
domains where data protection and Al intersect. Through judicial decisions, healthcare
applications, and administrative data use, it analyses evolving legal interpretations and risk
management solutions (B).

A/- Cross disciplinaty approach

To begin, this section explores the foundational mechanisms that govern how data enters Al
systems. It examines legal, economic, and technical structures that shape the terms of data
collection and use.

First, it considers the “Consent or Pay” business models and their implications for user
autonomy and fairness (Focus 1).

Next, it turns to the increasing reliance on private enforcement through litigation to uphold data
protection standards (Focus 2).

Finally, it highlights the role of anonymisation and pseudonymisation as essential technical tools
for enabling privacy-preserving Al (Focus 3).

Focus 1: Cookie Paywalls: an Overview of the Current
Legal Landscape
Amanda Fell

Introduction
Are data privacy rights fundamental for all, or are they reserved for the rich?

‘Cookie paywalls, a practice whereby online sites are requiring visitors to either (i) accept all
cookies or other online tracking technologies, or (i) pay a subscription fee, are on the rise, raising
questions as to the nature of consumer online privacy rights, and the ability of individuals to
make informed, autonomous choices about the use of their personal data. Is our personal data a
proprietary commodity we ‘own’ and are therefore free to bargain with, or do the data processing
practices themselves and the imbalances of power and information render online data collection
contracts between individuals and large online corporations inherently unfair?
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While some legal rights are bargained away, to varying degrees, all the time, other rights are so
inherent, any agreement whereby a relinquishment of said right constitutes the consideration is
contrary to public policy. Online privacy rights sit somewhere on this spectrum, and if individuals
are able to bargain some of them away, what constitutes a fair exchange? What is our data truly
worth and what is a fair price to pay for protection against online tracking? The legal regulatory
landscape surrounding cookie paywalls provides more questions than answers. European
lawmakers are beginning to recognise the practice as providing only a Hobson’s Choice for many
online users, however, recent rulings and opinions refrain from engaging in an outright
prohibition of the practice, further complicating the question of the legality of such practices.

1. The Rise of Cookie Paywalls

Any average online user should now be familiar with cookie walls, or cookie banners — the
pop-up that requires users to either accept, or reject, the use of a site’s cookies or other tracking
technologies before accessing the website’s content. ‘Cookie Paywalls’ take this practice one step
further, giving users a binary choice: to view the website’s content, they can either (i) ‘accept all’
cookies, thereby consenting to the data collection and online behavioral monitoring essential to
the practice of targeted advertising, or (ii) pay a fee, whether one-time or a subscription fee, to
use the site without their personal data being collected, or their online behavior being tracked, for
the purpose of online advertising. Consumers are becoming increasingly concerned and aware
about the breadth of online tracking and personalization, and thus more often are denying their
legally required consent to the processing of their personal data in such contexts."* Thus, in
order to protect their online-advertisement-based business models, many previously ‘free’ online
information sites are implementing the Cookie Paywall model.

Cookie Paywalls were first rolled out in the EU in October 2023 by Meta, whereby Meta offered
a paid subscription model for its social media sites Facebook and Instagram for those users who
wished to opt-out of online tracking by the platforms. The roll out was a response to the July
2023 Court of Justice ruling, whereby the CJEU found, among other things, that Meta’s data
collection through online tracking technologies on its sites and apps was illegal as it was carried
out without the requisite data subject consent.'"’ In that case, the Court had made a statement
that an appropriate fee may be charged if ‘necessary’; a statement on which Meta relied in rolling
out its Cookie Paywall."* The new Cookie Paywalls were immediately met by significant backlash
from privacy advocates, consumer advocates, and EU member states, with several complaints
filed to relevant data protection authorities arguing that any consent obtained through such
Paywalls was illegal.'*” In July 2024, the European Commission preliminarily found that Meta’s
Cookie Paywall policy did not comply with the Digital Markets Act."’ In response, in November
2024, Meta implemented a new version of its Cookie Paywall, reducing its no-ad subsctiption
price significantly (currently priced at €9.99/month), and “less personalized” free versions of
Facebook and Instagram."’

146 European Commission. Commission Staff Working Document Fitness Check of EU Consumer Law on
Digital Fairness. Brussels 3.10.2024. SWD(2024) 230 final. pp. 20-21. (“2024 Fitness Check”).

147 Case C-252/21, Judgment of the Court (Grand Chamber) of 4 July 2023. Meta Platforms Inc and Others v
Bundeskartellamt.

148 Case C-252/21, para. 150.

149 See e.g. Noyb Files GDPR Complaint against Meta over “Pay or Okay.”
https://noyb.eu/en/noyb-files-gdpr-complaint-against-meta-over-pay-or-okay. Accessed 4 Apr. 2025.

159 Commission Sends Preliminary Findings to Meta over Its “Pay or Consent” Model for Breach of the Digital
Markets Act - European Commission.
https://digital-markets-act.ec.europa.eu/commission-sends-preliminary-findings-meta-over-its-pay-or-consent-m
odel-breach-digital-markets-act-2024-07-01 _en. Accessed 4 Apr. 2025.

151 “Facebook and Instagram to Offer Subscription for No Ads in Europe.” Meta, 12 Nov. 2024,
https://about.fb.com/news/2024/11/facebook-and-instagram-to-offer-subscription-for-no-ads-in-europe/.
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Separately from Meta, the online sites now taking up this practice are often information
dissemination sites, ranging from perceived legitimate news sources to salacious tabloids. In the
UK., such sites include the widely popular gossip sites such as The Sun and Daily Mail Online,
which each count over 23 million monthly viewers each."”” The price to avoid online tracking
from The Sun, for example, is £4.99 per month.” Although further input from regulators on
such Cookie Paywall models is likely incoming, such sites are likely to continue to push the model
in order to increase revenue until it becomes absolutely legally impossible to do so.

2. Legal Landscape

2.1 GDPR

The GDPR provides that data subject consent is a valid basis on which to process personal
information, but critically such consent must be ‘freely given."” In the context of Cookie
Paywalls, if the choice is to provide such ‘consent’ or pay a fee, the viability of such consent is
quite obviously diminished as the consent is no longer the product of free choice."” The EDPB
has previously issued guidelines on GDPR-compliant consent (the “GDPR Guidelines”) that
addresses the general practice of cookie banners, providing that “if the data subject has no real
choice, feels compelled to consent or will endure negative consequences if they do not consent,
then consent will not be valid.”"*® The premise is easily directly applied to Cookie Paywalls, where
absent a provision of consent, the consumer faces the negative consequences of having to pay a
fee.

The GDPR Guidelines provide further that “in order for consent to be freely given, access to
services and functionalities must not be made conditional on the consent of a user to the storing
of information, or gaining of access to information already stored, in the terminal equipment of a
user (so-called cookie walls).”"”” The example provided is where a site puts in place a2 mechanism
that will block certain content from appearing unless the user first accepts the site use of cookies
— thus according to the EDPB, if there exists no possibility to access information prior to
accepting the cookies, then no genuine choice is presented and thus any such consent is not free.
Cookie Paywalls generally require users to either consent or pay prior to accessing any
information.

2.2 EDPB Opinion

In April 2024, the EDPB issued a formal Opinion under Article 64(2) of the GDPR regarding
Cookie Paywalls (the “Opinion”)."® Directed towards “large platforms”, the Opinion made clear
that in the majority of cases such online sites would not meet the GDPR’s consent requirements
it the options presented only include either consent to the processing of personal data for

132 “Leading News Websites UK by Monthly Visits 2024.” Statista,
https://www.statista.com/statistics/288763/newspaper-websites-ranked-by-monthly-visitors-united-kingdom-uk/.
Accessed 28 Jan. 2025.

133 The Sun - Pay to Reject. https://ptr.thesun.co.uk/. Accessed 4 Apr. 2025.

134 Regulation (EE) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation), Article 4(11).

135 Regulation (EE) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation), Recital 32, Art.6.

156 Guidelines 05/2020 on consent under Regulation 2016/679, Adopted May 4 2020 (GDPR Guidelines),
Section 3.1.

'3 GDPR Guidelines, Section 3.1.2, para. 40.

138 Opinion 08/2024 on Valid Consent in the Context of Consent of Pay Models Implemented by Large Online
Platforms, Adopted April 17, 2024 (the Opinion).
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targeted advertising, or alternatively, paying a fee. The EDPB posited that Cookie Paywalls
“should not be the default way forward” and opines that “in most cases” Cookie Paywalls of
large platforms do not comply with the GDPR,"™ however stops short of recommending an
outright ban on the practice. The EDPB recommends that consumers should be provided with
an ‘equivalent alternative’, that does not require payment of a fee and that if a fee is charged for
access to the ‘equivalent alternative’; an additional alternative should be offered at no fee, without
behavioral advertising, — “a particularly important factor in the assessment of certain criteria for
valid consent under the GDPR™.'® In the end, the EDPB appears to follow its own prior
Guidelines: there must be genuine free choice, and the threat of a fee does not compel true
consent.

The Opinion set out a list of factors that online platforms should analyse to determine whether
any such consent is free and autonomous, including conditionality, detriment, existing imbalances
of power, and granularity. Fees charged via Cookie Paywalls cannot ‘compel” users to consent,
and on the flip side, a decision not to consent cannot lead to negative consequences to the data
subject. Negative consequences mentioned by the Opinion include (i) the exclusion from a core
or prominent service, (i) lack of access to a professional network, or (iii) the risk of loss of
connections.'”  The EDPB posits that websites should make a case-by-case determination
whether a fee is appropriate, and should ensure that “the fee is not such as to inhibit data subjects
from making a genuine choice in light of the requirements of valid consent and of the principles

under Article 5 GDPR, in particular fairness”.'*>

2.2.1 Industry Concerns

The intended audience of “large platforms” raises some topical concerns: what is a large platform
is not defined, the concept harkens to the newly enacted Digital Services Act and its definition of
“very large platforms.” While large social media platforms and search engines, such as Meta and
Google are clearly covered, whether relatively smaller information dissemination sites fit in the
target audience, such as the aforementioned UK. sites such as The Sun and the Mirror, is not
obvious. The EDPB seems to create a new category of GDPR ‘VLOPs” not falling under the
existing definition of VLOPs under the DSA, which does not have clear application.

The Opinion garnered much criticism from large online sites, particularly concerning the lack of
input from commercial stakeholders. Critics also argued that the Opinion fails to consider
fundamental rights outside of the right to privacy, such as the freedom to engage in commercial
enterprise. In response, the EDPB launched a stakeholder event to discuss their incoming
guidelines on Cookie Paywalls.'” The event was held in November 2024, the results of which are
yet to be seen.

2.3 Member State/UK Guidance & Case Law

France. In June 2020, the highest administrative court in France ruled that the French Data
Protection Authority (the CNIL) could not impose a general ban on cookie walls.'** September
2020, the CNIL developed the following list of criteria to be applied on a case-by-case basis to

159 Opinion, at 3, 39.

190 Opinion, at 39.

18! Opinion, at 21-39.

162 Opinion, at 3.

163 Express Your Interest to Take Part in the EDPB Stakeholder Event on Upcoming Guidelines on ‘Consent or
Pay’, European Data Protection Board.
https://www.edpb.europa.eu/news/news/2024/express-your-interest-take-part-edpb-stakeholder-event-upcoming-
guidelines-consent_de. Accessed 9 Apr. 2025.

164 Decision n°430810 of the Council of State GOOGLE LLC, June 12, 2020.
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cookie walls: (1) offering a fair alternative to cookies acceptance; (i) providing an equivalent
service by the same provider; (iii) setting a reasonable price for alternatives; and (iv) limiting
cookie purposes in paywalls to justified ones.'®®

UK. Recital 25 of the UK ePrivacy Directive justifies cookie walls in certain circumstances:
cookie walls are acceptable for specific website content when used for legitimate purposes. Such
legitimate purposes include providing a service the user explicitly requests and does not include
third parties such as analytics services or online advertising. The Information Commissioner’s
Office in the UK published guidance in 2025 outlining a range of factors that the ICO will
consider when assessing the legality of Cookie Paywalls: including existing imbalances of power,
the existence of an equivalent alternative of the services, whether any fees levied are appropriate
in amount, and the implementation of privacy by design.'® The ICO’s approach is a case-by-case
approach and mirrors many of the considering factors set forth by the EDPB.

Austria. 1In a June 2023 case, following a complaint by NOYB, the Austrian DPA declared that a
Cookie Paywall on the website of a newspaper was not GDPR compliant in light of the
granularity of the consent principle.'”” Under the facts of the case, the data subject visited the
website of an Austrian newspaper whereby the website’s cookie banner offered the data subject
either the option to consent to targeted advertising or to buy a subscription to the online version
of the newspaper. In choosing the first option, the data subject’s data was shared with at least 125
third parties. The data subject claimed that their consent to the cookie banner was not free under
GDPR. The controller replied that journalism is not free of costs and the subscription fee was
reasonable. The DPA held the consent was not free under Article 4 of the GDPR, and further
was not granular, as consent should have been specific to each “processing operation,” and that
multiple processing operations require multiple provisions of consent.

Germany. In 2023, the Data Protection Authority of Lower Saxony found a German-language
tech news site’s consent or pay mechanism was unlawful under GDPR.'"® However, in a separate
case, the Hamburg Data Protection Authority found the Cookie Paywall in use by the online
news magazine “Der Spiegel” was permissible.'” The NGO, NOYB is now challenging the
Hamburg decision.

15 Projet de recommandation Sur les modalités pratiques de recueil du consentement prévu par l'article 82 de la
loi du 6 janvier 1978 modifiée, concernant les opérations d’acces ou d’inscription d’informations dans le
terminal d'un utilisateur (recommandation « cookies et autres traceurs »). LLP, Latham &. Watkins. “France’s
Highest Administrative Court Provides Insights on Lawful Cookie Practices.” Global Privacy & Security
Compliance Law Blog, 13 Aug. 2020,
https://www.globalprivacyblog.com/2020/08/frances-highest-administrative-court-provides-insights-on-lawful-c
ookie-practices/.

166 Consent of pay. ICO, 3 Feb. 2025,
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/online-tracking/consent-or-pay/about-this-g
uidance/.

' DSB (Austria) - 2023-0.174.027, see “DSB (Austria) - 2023-0.174.027.” GDPRhub,
https://gdprhub.eu/index.php?title=DSB_(Austria) - 2023-0.174.027.

1% _Pay or Okay* on Tech News Site Heise.de Illegal, Decides German DPA.
https://noyb.eu/en/pay-or-okay-tech-news-site-heisede-illegal-decides-german-dpa. Accessed 9 Apr. 2025.

19 ‘Pay or OK’ at Der Spiegel: Noyb Sues Hamburg DPA.
https://noyb.eu/en/pay-or-ok-der-spiegel-noyb-sues-hamburg-dpa.
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Focus 2: On private enforcement : GDPR infringements

and moral damages

Julia Suderow
Laura San José Fernandez

Last Christmas, I gave you my data,
but the very next day, you gave it away.
This year, to save me from fear,

I'll ask for compensation, my dear'”

The only possible answer is that everything will depend upon how European Societies
interpret the new regulatory regime in legislation and in the courts. S. Zuboff, The Age
of Surveillance Capitalism.

Summary

This paper critically examines the evolving landscape of data protection harms and avenues for
compensation in the digital economy, particularly in light of the EU General Data Protection
Regulation (GDPR).

Private enforcement and the right to compensation under Article 82 GDPR are analyzed as
crucial mechanisms for rebalancing market power between data controllers and individuals. The
paper reviews doctrinal and judicial developments, emphasizing that no minimum threshold
exists for non-material damage. Major recent ECJ cases and leading national judgments illustrate
how courts are recognizing not only tangible harm but also moral damages, with awards ranging
from symbolic to several thousands of euros depending on severity, sensitivity, and persistence of

CXpOSqu.

1. Introduction

In a context characterized by the growing complexity of algorithms, personalized pricing, the use
of persuasive interfaces, and the monetization of personal data, it is essential to adapt traditional
legal instruments to ensure effective access to justice for the main asset of this economy: persons
and their data. Consumer protection and fair competition rely on effective remedies, both public
and private, to address the power imbalances between companies that benefit from personal data
and the individuals whose data generates profits. This is becoming one of the most pressing

171

challenges'”. Among the harm caused by companies that collect, process and sell information,

170Perplexlty 22.04.25 generated this phrase:
1 i/ h/si

7L Cofone The prlvacy fallacy, 2023, p. 10.
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there is harm that is visible and has direct consequences on the lives of those affected (such as
women who suffer online harassment and abuse, racialized people who experience systemic
discrimination, or anyone who suffers identity theft because their financial information has been
stolen without their knowledge). There is also another type of damage that is opaquer, which
goes unnoticed but has very negative consequences for those affected (such as online
manipulation to make personal and financial decisions that are far removed from true individual
interests and the normalization of the constant extraction of personal data)'™.

People are not only the final step in the digital value chain, but they are also part of it, at least in
terms of their personal data. Personal data is essential for business models of digital markets.
Thus, the protection of personal data poses one of the main challenges for the digital economy, in
the same manner that digital business models pose a significant challenge to our intimacy,
protected by data protection regulations. Data protection rules, such as the GDPR, play a crucial
role in protecting the fundamental right to informational self-determination, as well as in
ensuring the functioning of markets and competition within these markets. Digital companies,
acting as controllers, collect, use, and store personal data from consumers and users to optimize
their services or trade with them.

Let us take an apparently simple example: a social network collects information and personal data
on the commercial preferences of its users to offer better advertising products to third-party
businesses or to sell them to data set trading companies. The social network, the third business,
and the data sets, traders must comply with the GDPR. Moreover, this compliance remains
challenging when the business model relies on a competitive advantage derived from data
collection. Efficient remedies against controllers that breach the GDPR and act unfairly are
necessary to protect the rights of affected individuals.

In Europe, enforcement is dual, comprising both public and private elements. Data Protection
Authorities can sanction and address infringements, and private parties, as well as data subjects,
have the right to judicial remedies under Articles 78 and 79 of the GDPR. Article 79 GDPR
provides data subjects with a direct path to the Court for privacy violations and allows them to
litigate against both controllers and processors in the EU.

Data protection authorities impose sanctions, but their public efforts do not deal with the harm
caused to everyone and do not serve compensatory purposes. Compensation through efficient
access to justice is the primary goal of private enforcement.

Thus, as in other areas of European law, private enforcement is crucial to ensuring access to
justice and compensating for the damage suffered by data subjects.'”. Compensation, particularly
in cases of mass harm or market-wide infringements, helps victims and deters infringers from
future infringements. Compensation is a fundamental element of the right to access justice.
Deterrence is essential to guarantee the effectiveness of European Law. In the absence of
reasonable paths for compensation, under-enforcement fuels the perception of impunity and
erodes citizens' trust in the Rule of Law.

121, Cofone, The privacy fallacy, 2023, p. 2.
'3 Opinion of Advocate General Sharpston in Case C-413/15, Elaine Farrell v. Alan Whitty and Others, EU:
C:2017:492, para. 32; see also Article 47 of the Charter of Fundamental Rights of the European Union.
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There are multiple paths and options available for private enforcement, including various tools
with differing results, as well as different jurisdictions with varying outcomes.

Actions may be brought before the courts either in the Member State where the controller or
processor has its establishment or in the Member State where the data subject resides, unless the
controller/processor is a public authority acting in the exercise of its powers.""™.

Actions can be exercised individually but also collectively through entities, such as consumer
associations or groups of individuals. Remedies include injunctions, as well as compensatory
actions.

In this article, we will explore tested paths for compensatory actions and the challenges
associated with these paths that have been observed since the GDPR came into force. This
article will not deal with the private enforcement of the Digital Markets Act or the Digital
Services Act, as of July 2025, there are no judgments that address compensatory actions.
Collective actions are also excluded, as they are ongoing in the Netherlands, Germany, and
Portugal, and in some cases, pending before the European Court of Justice!'”. Thus, there is no
reliable output in this area. Notwithstanding this, the first results, particularly in the Netherlands
and in Portugal, are expected in the coming years.

2. Challenges of data protection claims

Individuals whose data have been shared without consent, manipulated, or used for unauthorized
activities face several challenges if they intend to initiate legal actions to stop or compensate for
the harm. Since the entry into force of the GDPR, European users have observed that a
systematic breach of the GDPR, even one established by a Data protection authority, may persist
after the sanction, or the harmed persons may not be compensated due to the difficulties of data
protection claims. We not only accept cookies, but we also tolerate constant data transfers to
insecure third-party states, automatedautomated decisions, dark patterns, data breaches, illegal
profiling, and unfair commercial practices, even with intimate data. Despite the well-known
non-compliance, data protection claims remain exceptional, in some jurisdictions even
non-existent. Jurisdictions such as Germany and the Netherlands have observed a rapid increase
in these types of claims. These numbers have a symbolic significance when compared to the
impact of decades of unfair data treatment.

There are several reasons for under-enforcement. The complex nature of data protection harms
is one of the main reasons. Data protection harms are often probabilistic, making it very difficult
for individuals to assess harm due to incomplete information and behavioral biases. Harm may
also occur after the event that leads to it. The harms of one individual may not be substantial,
whereas the aggregation implies a significant economic benefit to controllers and substantial

17* About the parallel enforcement: Chiara Cellerino, "Personal Data: Damages Actions between EU Competition
Law and the GDPR", in L. Calzolari, A. Miglio, C. Cellerino, F. Croci, J. Alberti (eds.), Public and Private
Enforcement of EU Competition Law in the Age of Big Data, G. Giappichelli Editore, 2024, pp. 257-272.
173 See 13.11.2024 Rotterdam District Court to the Court of Justice of the European Union (CJEU) in the case
ECLI:NL: RBROT:2024:11322 on the relation of the WAMCA regime and article 80 GDPR, and 7.10.2025:
Amsterdam District Court on the admissibility of three collective actions against TikTok: ECLI:NL:

. e Q en



https://uitspraken.rechtspraak.nl/details?id=ECLI:NL:GHAMS:2025:2666
https://uitspraken.rechtspraak.nl/details?id=ECLI:NL:GHAMS:2025:2666

costs for aggregated enforcement. Individual insignificant harms can add up to a significant harm
when aggregated. Data harms happen repeatedly by the controller and any other recipient of the
data sets. Sometimes, harm increases with the transfer, for instance, when creating profiles from
unlawfully gathered data points. Subjective elements may also play a role, as individuals value
privacy to varying extents; a data breach can have a distinct impact on different individuals. The
scope may also vary due to the personal circumstances of the data subject, who may be
vulnerable, or members of protected groups. Finally, two crucial characteristics can influence the
litigation: (i) market power or technical barriers to switching make it difficult for individuals who
are not able to discipline providers. This situation could be provoked in an abuse of dominance
context, generating other types of harms derived from the anticompetitive effect of the abuse'”.
(if) The data subjects are not aware of or do not fully know the infringement or its impact, for
instance, in reputational harm if the information is used for a credit report with inaccurate
information.

3. Taxonomy of individual data protection litigation
Data protection violations affect all types of data sets, but the data collected and thus the harm
differ from case to case. In recent years, adtech, data breach cases, and profiling have generated
the highest concerns and are currently under judicial review in some jurisdictions. Each of these
cases refers to different data collection methods and has a different impact on individuals.

3.1. Adtech

Adtech is a business model that harvests as much data as possible from each individual. The
more data, the better targeting capability that can be sold to advertisers. On many occasions,
social media collects, for instance, the following information without sufficient consent: Gender,
language, household, education, income, marital status and parental status, location, IP Address
and mobile location data, health information, physical activity, information about the device used
by the consumer and metrics about each user (for instance, interaction with other users,

followers)'"".

Social media not only tracks activity on their platform, but they also use SDKs or cookies to track
the activity of users in third-party apps and websites that are not related to social media. Through
this mechanism, a social media platform can easily close the gap and have access to the full digital
activity of each user.

Other Adtech companies, not social media, base their business model on providing information
to other companies about the real-time use of each individual, creating unique identifiers for each
subject for this purpose, such as cookie IDs or mobile Ad IDs provided by Apple and Google.

176 See for instance: Dr Liza Lovdahl Gormsen v Meta Platforms, Inc. & Ors EWCA Civ 1322 (Court of Appeal,
October 31 2024), appeal from CAT CAT 11 (Competition Appeal Tribunal); see full judgment at the
Competition Appeal Tribunal website (Case No: 1433/7/7/22) and Ad Tech Collective Action LLP v Alphabet
Inc. & Others CAT 36 (Competition Appeal Tribunal, June 5 2024), Case Nos. 1572/7/7/22 & 1582/7/7/23, see
full judgment at the Competition Appeal Tribunal website,

177 Veale, Michael and Frederik J. Zuiderveen Borgesius. “Adtech and Real-Time Bidding under European Data
Protection Law.” German Law Journal 23 (2021): 226 - 256.
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Both types of businesses are based on an open auction system and therefore have no control at
all over which companies see this data and what they do with it. Informed consent is therefore
impossible since the Adtech business does not know the end destination of the data.

Data collection for the Adtech industry must be based on informed consent, considering the
other legitimate processing bases, contract and legitimate interest. If the collection affects special
category data, such as sexual orientation or religion, consent must be express. Article 5 GDPR
defines the principles that must be respected in all cases: transparency, fairness, lawfulness,

purpose limitation, data minimization, accuracy, integrity, and confidentiality' ™.

Recital 39 of the GDPR develops these principles for interpretation purposes: Any processing of
personal data should be lawful and fair. 1t should be transparent to natural persons that personal data concerning
them is collected, used, consulted or otherwise processed and to what extent the personal data is or will be processed.
Natural persons should be made aware of the risks, rules, safegnards, and rights related to the processing of
personal data, as well as how to exercise their rights in relation to such processing. In particular, the specific
purposes for which personal data are processed should be explicit, legitimate, and determined at the time of
collection of the personal data. The personal data should be adequate, relevant and limited to what is necessary for
the purposes for which they are processed. This requires, in particular, ensuring that the period for which the
personal data are stored is limited to a strict minimum. Personal data should be processed only if the purpose of the
processing cannot reasonably be fulfilled by other means. To ensure that personal data are not kept longer than
necessary, the controller should establish time limits for erasure or periodic review.

Recital 43 states that where processing is based on the data subject’s consent, the controller
should be able to demonstrate that the data subject has given consent to the processing
operation. ... For consent to be informed, the data subject should be aware at least of the
identity of the controller and the purposes of the processing for which the personal data are
intended. Consent should not be regarded as freely given if the data subject has no genuine or
free choice or is unable to refuse or withdraw consent without detriment.

Surprisingly, the nature of the auction system renders informed consent practically impossible, in
our view, resulting in non-compliance more often than compliance.

The main harm that can be caused in Adtech is the loss of control or the misuse of private
information'”. These harms are irreversible and may even increase with time. Risk increases with
the sensitivity of data. As of today, there are several claims related to the loss of control of health
or drug prescription data. The mere use of certain apps that use special category data, such as

dating apps or Femtech, is also considered sensitive'®.

3.2. Profiling

178 See ECJ, 15.11.2024, C 446/21 (Schremms v. Meta).

17 Janecek, Vaclav, Loss of Control over Personal Data as GDPR Damage (August 22, 2024). Available at
SSRN: https://ssrn.com/abstract=5402191 or http://dx.doi.org/10.2139/ssrn.5402191

180 See about Femtech, wearables and GDPR: Tzanou, Maria and Keren-Paz, Tsachi, Research Report: Femtech
Apps and Wearables and GDPR Compliance- An Empirical Study of Femtech's Privacy Policies and Terms of
Service under the GDPR (March 12,

2025). https://www.sheffield.ac.uk/siccl/projects/femtech-surveillance-gendered-digital-harms-and-regulatory-ap

proaches , Available at SSRN: https://ssrn.com/abstract=5177016 or http://dx.doi.org/10.2139/sstn.5177016
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Adtech companies, data brokers and credit reference agencies create profiles of data subjects.
Profiling is carried out using algorithms and Al to generate individual content recommendations,
facilitate personalization, enhance user engagement, and implement price discrimination, among
other applications. Profiles are also used for credit scoring. Profiling involves analyzing a wide
range of data about each data subject, which can create potential risks, such as erroneous credit
profiling. The algorithms used for profiling pose also severe problems since they lack
transparency, and data subjects do not know or understand how they work, making the consent

inoperative.'®'.

Article 22 GDPR expressly prohibits automated decision-making, including profiling that has
legal effects or otherwise significant effects on the consumers. Profiling also involves unlawful
processing, which is prohibited by Article 5 of the GDPR. Data subjects have no privity with the
profiler since the profiler does not have a contractual arrangement with the data subject. Profiling
can lead to loss of control and misuse of information, for instance, through incorrect credit
scoring;

3.3. Data breach claims

Data breaches provoked by a cyber attack, malware, or unauthorized access generate direct harm
to data subjects, as their data is sold on the dark web. In the worst case, data subjects become
aware of the harm quickly through phishing or other criminal practices. Data leaks and
cyberattacks targeting adtech companies or social media platforms have been discussed in several
national court cases, as we will explain in the following paragraphs. These claims are based on the
breach of Article 5.1 (f) of the GDPR: Data must be processed in a manner that ensures
appropriate security. Data breaches pose a risk of future injury, such as fraud or identity theft, and
victims may experience anxiety or distress. The release of data through a data breach poses a
substantial exposure to fraud and identity theft. Additionally, the more data that is released, the
easier it is to make data combinations that can be used to harm the data subjects.

3.4. Data transfer claims
Unlawful personal data transfers to third countries can trigger claims focused on breach of
GDPR Chapter V, lack of “essentially equivalent” protection, inadequate safeguards, and

compensable material or non-material damage if causation is shown!®?,

4. Legal basis of potential claims

The above-described conduct can be treated through different remedies. Data protection laws,
particularly the GDPR, consumer protection laws (including unfair commercial practices,
consumer rights, and contractual law), competition law (Article 102 TFUE), as well as other
relevant legislation such as the Digital Markets Act and the Digital Services Act. On some
occasions, such as in Gormsen/Meta, the Competition Appeal Tribunal is dealing with data

'8 Eline L. Leijten, Simone van der Hof, Dissecting the commercial profiling of children: A proposed taxonomy
and assessment of the GDPR, UCPD, DSA and Al Act in light of the precautionary principle, Computer Law &
Security Review, Volume 57, 2025, 106143, ISSN 2212-473X, https://doi.org/10.1016/j.clsr.2025.106143.

182 Massimo Marelli, Transferring personal data to international organizations under the GDPR: an analysis of
the transfer mechanisms, International Data Privacy Law, Volume 14, Issue 1, February 2024, Pages

19-36, https://doi.org/10.1 idpl/ipad022.
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protection infringements as instances of abuse of a dominant position'®. In other cases, claims
are based on contractual and non-contractual liability and also refer to the GDPR. The following
paragraphs primarily address Article 82 GDPR as the European basis for damage actions.

4.1. Article 82 GDPR as a European basis for damage actions

Individuals who have suffered material or non-material damages from the infringement of the
GDPR are entitled to ask for compensation from the controller or processor. Article 82 GDPR
outlines the formula for private enforcement in relation to personal data, thereby complementing
the public enforcement provided for in Articles 77 and 78 GDPR. Although filing a complaint
with a supervisory authority may seem the most straightforward and most immediate mechanism
for any data subject to complain, this procedure alone does not provide for compensation of
damages. Although an administrative decision by the competent authority may be crucial in
proving such a breach before civil courts, the fine resulting from the administrative proceedings is
punitive in nature, meaning it does not entail any financial benefit or compensation for the data
subject. As such, the right to compensation established in Article 82 of the GDPR is essential for
resorting to civil action to claim compensation for damages'®*

Article 82(1) recognises the right of any person who has suffered damage due to a breach of the
GDPR, whether material or immaterial, to receive compensation for the damage caused by the
1%, Article 82(2) specifies that this liability extends to any controller
involved in the processing who fails to comply with the GDPR, who fails to fulfill their

controller or the processor

obligations or acts outside the instructions of the controller. The infringement giving rise to the
right to compensation is broadly defined, as it simply refers to "#he damage caused by processing which
infringes this Regulation". Furthermore, recital 146 of the GDPR states that the concept of damage
should also be given a broad definition, in line with the objectives pursued by the Regulation.

For the right to compensation under Article 82(1) GDPR to exist, the CJEU designed a
three-part test in case C-300/21, UI and Osterreichische Post AG, of May 4 2023: first, there
must be an infringement of the Regulation; second, there must be a person affected by damage or
harm; and third, there must be a causal link between the infringement and the damage caused.
These are cumulative, and the right to compensation will depend on fulfilling all three
requirements.

To determine the amount of compensation, the GDPR does not include provisions for
calculating the compensation due to the data subject when an infringement of the GDPR has
caused them damage. The ECJ has indicated that it will be the responsibility of each Member
State, through its national legislation, to define the mechanisms that guarantee the rights granted

183 Dr Liza Lovdahl Gormsen v Meta Platforms, Inc. & Ors EWCA Civ 1322 (Court of Appeal, October 31
2024), appeal from CAT CAT 11 (Competition Appeal Tribunal); see full judgment at the Competition Appeal
Tribunal website (Case No: 1433/7/7/22).

'8 Janetek V. DATA PROTECTION, THE VALUE OF PRIVACY AND COMPENSABLE DAMAGE. The
Cambridge Law Journal. 2020;79(3):417-420. doi:10.1017/S0008197320000719.

185 Li, S. (2023). Compensation for non-material damage under Article 82 GDPR: A review of Case C-300/21.
Maastricht Journal of European and Comparative Law, 30(3), 335-345.

https://doi.org/10.1177/1023263X231208835 (Original work published 2023).
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by Article 82, including the criteria for determining the amount of the compensation. This must
be done in accordance with the principles of equivalence and effectiveness.'®

The ECJ has also clarified in several judgments.”®” The nature of the liability and the exemptions
to it. According to Article 32 of the GDPR, processors and controllers must implement
appropriate technical and organizational measures to ensure the appropriate security of personal
data. The appropriate level of security shall consider the risks that may arise from processing,
such as accidental or unlawful destruction, loss, alteration, unauthorized disclosure or access to
personal data. The assessment of the appropriateness of security shall consider the state of art,
the costs of implementation, the nature, scope, context and purpose of the processing. The ECJ
has clearly stated that the controller bears the burden of proof about such appropriateness.
National courts must examine the measures in consideration of the aforementioned criteria. In
cases where the defendant has failed its obligations, it may be exempted from liability if it proves
that there is no causal link between the possible breach of obligations and the damage suffered.
The EC]J has also clarified that this exemption will only apply when the controller proves that it is
in no way responsible for the event that gave rise to the damage concerned."™ National courts
remain free to determine evidence rules, but the ECJ reminds that systemic formalism (such as

mandatory expert reports) cannot undermine the practical effectiveness of compensation rights
under GDPR'Y’.

4.2 The right to compensation for data protection infringements and moral damages in

case-law

4.2.1 Case-law of the Court of Justice of the European Union

Given its relatively new adoption and even more recent applicability (May 20 2018), it is only
relatively recently that courts have begun to issue rulings on the practical application of the
GDPR. Since 2022, the CJEU has gradually developed criteria for interpreting Article 82 of the
GDPR, which are analyzed below.

Osterreichische Post

Case C-300/21, UI and Osterreichische Post AG, of May 4, 2023, concerns an Austrian company
(Osterreichische Post) engaged in the sale of addresses, which had been collecting information on
the political affinities of the Austrian population since 2017. Using an algorithm that takes into
account various social and demographic criteria, it established 'target group profiles'. The data
generated in this way was sold to various organizations, enabling them to send targeted
advertising, Osterreichische Post processed data, which, through statistical extrapolation, enabled
it to infer that the applicant had a high probability of affinity with a particular Austrian political
party. Although this information was not shared with third parties, the applicant, who had not

18 ECJ, 4 May 2023 C-300/21 (UI and Osterreichische Post AG),

187 ECJ, 14 December 2023 C-340/21 (VB v. Natsionalna agentsia za prihodite), para 48-64. Additionally
following cases have significantly impacted the interpretation of Article 82 GDPR: ECJ, 4 May 2023 C-300/21
(UI v. Osterreichische Post AG); ECJ, 14 December 2023 C-456/22 (VX, AT v. Gemeinde Ummendorf); ECJ, 21
December 2023 C-667/21 (ZQ v. Medizinischer Dienst der Krankenversicherung Nordrhein, Korperschaft des
offentlichen Rechts); ECJ, 11 April 2024 C-741/21 (GP v. juris GmbH).

188 ECJ, 14 December 2023 C-340/21 (VB v. Natsionalna agentsia za prihodite), para 70.

18 See for all: ECJ, April 11, 2024, C-741/21 (GP v. juris GmbH)
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authorized the use of his personal data, was upset at being associated with that party, which

caused him discomfort, loss of confidence, and a feeling of humiliation '

As anticipated above, the Court ruled that any infringement of the GDPR provisions cannot, in
itself, be considered to confer that right to compensation on the data subject, but rather (and in
light of recitals 75, 85 and 146) three cumulative requirements must be met: i) there must be a
breach of the GDPR; (ii) the claimant must have suffered material or non-material damage; and
(iti) there must be a causal link between the infringement and the damage.

V'B and Natsionalna agentsia a prihodite
On December 14 2023, the ECJ ruled on case C-340/21, VB and Natsionalna agentsia za

191

prihodite ™. Regarding the facts of the case, on July 15 2019, Bulgarian media reported that the
computer system of the NAP (an authority belonging to the Bulgarian Ministry of Finance,
responsible for the processing of personal data) had been subject to unauthorised access and
that, as a result of this cyberattack, personal data stored in the system had been disclosed on the
internet, affecting more than six million Bulgarian and foreign nationals. Hundreds of people,
including the applicant, brought claims against the NAP, seeking compensation for non-material

damage allegedly resulting from the disclosure of their personal data.

One of the questions raised by the national Court was whether the fear experienced by a data
subject in relation to the possible misuse of their personal data by third parties as a result of a
breach of the GDPR could, in itself, constitute 'non-material damage'. The CJEU noted that
Article 82(1) does not distinguish between situations where personal data has already been
misused and those where there is a fear that personal data may be misused in the future.
Therefore, Article 82(1) of the GDPR must be interpreted as meaning that the fear experienced
by a data subject in relation to the possible misuse of their personal data may in itself constitute
'non-material damage', provided that such fear is well-founded (which is for the national Court
to verify).

VX, AT and Gemeinde Ummendorf

On the same date, December 14, 2023, case C-456/22, VX, AT, and Gemeinde Ummendorf
was also resolved'”. The case originated from the online publication of personal data (including
names and home addresses) contained in the agendas of a municipal council meeting in
Ummendorf, Germany. The data was accidentally published on the council's website for three
days before the error was noticed, and the files were subsequently removed. Some of the
individuals whose data appeared in the meeting agendas filed claims for compensation under
Article 82 of the GDPR; the council argued that no compensation should be paid, as the
individuals concerned had not suffered any significant damage. In other words, the city council
argued that Article 82 should not allow compensation for trivial damages that fall below a 'de
minimis' threshold.

As in the VB and Natsionalna agentsia 3a pribodite jadgment, the ECJ reiterated that non-material

10 ECJ, 4.5.2023 C-300/21 UI v. Osterreichische Post AG.
I'ECJ 14.12.2023, C-340/21, VB and Natsionalna agentsia za prihodite.
92ECJ, 14.12.2023 C-456/22 VX, AT v. Gemeinde Ummendorf.
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damage must be interpreted broadly (recital 146 GDPR). It therefore rejected the council's
arguments that it would be contrary to Article 82 GDPR to limit the scope of that article solely
to damage of a certain seriousness. In fact, the Regulation does not require that the alleged
non-material damage must reach a minimum threshold to be eligible for compensation.

BL and MediaMarkzS aturn

On January 25 2024, the CJEU handed down its judgment in Case C-687/21, BL and
MediaMarktSaturn'”. The claimant in the main proceedings visited the Saturn company's
premises, where he purchased an electrical appliance. To that end, an employee of that company
drew up a contract of sale and a credit agreement in which various items of personal data
relating to the customer were entered, namely his surname and first name, his address, his place
of residence, the name of his employer, his income and his bank details. Another customer, who
jumped the queue, mistakenly received both the appliance ordered by the claimant in the main
proceedings and the signed documents containing the claimant's personal data. The claimant
brought an action before the Court of First Instance in Hagen, Germany, seeking, based on the
provisions of the GDPR, compensation for the non-material damage he claimed to have
suffered because of the error made by Saturn's employees and the resulting risk of loss of
control over his personal data.

Regarding Article 82, the CJEU ruled that it must be interpreted as meaning that the right to
compensation, particularly in cases of non-material damage, serves a compensatory function,
such that financial compensation based on that provision must allow for full compensation for
the damage suffered as a result of the infringement of that regulation, and not a punitive
function. The CJEU concluded that a purely hypothetical risk of misuse by an unauthorized
third party cannot give rise to compensation.

GP and juris GmbH

On April 11 2024, case C-741/21, GP and juris GmbH, was resolved'”". The applicant in the
main proceedings, an independent solicitor, was a customer of juris, a company that manages a
legal database. On November 6, 2018, upon learning that Juris also used his personal data for
marketing purposes, he decided to revoke in writing all consents to receive communications
from this company by email or telephone. He objected to any use of his data except for the
sending of newsletters, which he still wished to receive. As he continued to receive advertising
brochures sent to his name, the claimant argued that he had experienced a loss of control over
his personal data, giving rise to compensation under Article 82 of the GDPR, without the need
to prove the effects or seriousness of the violation of his rights. The Court established that,
although a loss of control over personal data may cause non-material damage to the data
subject, it will be necessary for that person to show that they have actually suffered such moral
damage, however minimal, in order to give rise to compensation.

OL and Agentsia po vpisvaniyata
On October 4 2024, the ECJ] published its judgment in case C-200/23, OL and Agentsia po

9 ECJ, 25.1.2024 C-687/21, BL and MediaMarktSaturn.
94 ECJ, 11.4.2024 C-741/21 GP v. juris GmbH.
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. The applicant in this case formed a company, making the company's contract
available to the Bulgarian Commercial Register Agency, which contained her personal data,
including her identity number, address and signature. The Agency made the contract public,
exposing the applicant's data. The CJEU ruled that, according to Article 82(1) of the GDPR,
the temporary loss of control over an individual's personal data, due to its online publication in
the Commercial Register of a Member State, may be sufficient to cause non-material damage.
This will be the case provided that the data subject proves they have actually suffered such
damage, however minimal, without it being necessary to demonstrate additional tangible

negative consequences to establish the concept of 'non-material damage'.

IP and Quirin Privatbank AG

More recently, on September 4 2025, the ECJ handed down the judgment in case C-655/23, IP
and Quirin Privatbank AG'. In this case, the claimant had applied for a job at Quirin
Privatbank, a German company, via an online professional social network. Later, an employee
of Quirin Privatbank used the electronic messaging service of that network to send a message
intended exclusively for the claimant in the main proceedings to a third party who was not
involved in the recruitment process, informing them that his salary expectations had been
rejected and offering them a different salary. That third party, who knew the claimant in the
main proceedings, contacted the claimant and forwarded him that message.

In its approach, the EC] emphasized that the Court's case law precludes a national rule or
practice that requires the damage suffered by the data subject to have reached a certain level of
seriousness. The "loss of control" of the data, even if no misuse of that data has occurred, may
be sufficient to cause non-material damage. Thus, although the feelings mentioned by the
referring Court, in particular fear or anger, may be part of the general risk inherent in everyday

life, such negative feelings can constitute ‘non-material damage’ within the meaning of Article
82(1) GDPR.

4.3. Three current examples of enforcement: Netherlands, Germany and Spain
Netherlands

Dutch courts have awarded compensation in individual claims for damages based on Article
82(1) of the GDPR when personal data has been unlawfully published, shared, or accessed. The
amounts of compensation range from 250 euros when the Dutch Employee Insurance Agency
impropetly shared information about an employee’s health data with their new employer, to
2,500 euros when the Rotterdam Municipal Executive retained and processed reports
containing the claimant’s medical data for approximately ten years'”’. In this case, the Court
considered it sufficiently plausible that, during those years, the personal data had been
processed and accessed by third parties, causing non-material damage to the claimant.

Germany

193 ECJ, 4.10.2024, C-200/23, OL and Agentsia po vpisvaniyata.

19 ECJ. 4-9.2025 C-655/23, IP and Quirin Privatbank AG.

17 District Court of Rotterdam, judgment of July 12 2021, ECLI:NL:RBROT:2021:6822, District Court of
Rotterdam, judgment of July 12 2021, ECLI:NL:RBROT:2021:6822.
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German courts have awarded the highest compensation for damages based on Article 82(1)
GDPR, making Germany the European country with the most case law on data protection

violations to date.

In this sense, on November 18 2024, the BGH (the German Federal Court of Justice) found that
the loss of control of one's own data because of Facebook’s scraping practices between January
2018 and September 2019, gave rise to a compensation of 100 euros under Article 82(1)
GDPR'", Similarly, the Schleswig-Holstein Higher Regional Court awarded 100 euros for the loss
of control over one's data, and the Munich Higher Regional Court awarded 200 euros for the
same reason due to Meta’s scraping.'”.

Most recently, in 2025, the use of ‘Meta Business Tools” has led to over 80 judgments granting
compensation, ranging from € 1,000 by the Berlin Regional Court to € 10,000 by the Ellwangen

200

Regional Court.™. All these judgments may be subject to the review of the second instance or

third instance.

With the so-called 'Meta Business Tools', Meta provides technical tools that enable third patties
to collect personal data from website visitors and transmit it to Meta, which then stores and
processes the received data. The Leipzig Regional Court, in case 05 O 2351/July 23July 4 2025,
clarified that the integration of the Business Tolls into third-party applications and websites is
achieved by inserting a simple script into the code of the websites and applications (via SDKs)™".
The Business Tools process personal data related to health, political opinions, finances, and
sexuality. All users are always individually identifiable as soon as they browse the internet or use
an application, even if they are not logged into the defendant's networks or have not installed its
applications. The Court concluded that Meta had acted as a data controller, violating Articles 5
and 6 of the GDPR by lacking a valid legal basis, as well as using digital fingerprinting techniques
and APIs to circumvent cookie blocking and continue tracking users. The Court declared that
Facebook's user agreement does not authorize this practice and that the mass collection of data
constitutes a serious interference with the right to privacy and data protection. Moreover, the
Court considered that the loss of control over almost all data relating to the claimant's online
activities has a permanent and difficult-to-eliminate negative impact on the claimant, and that a
compensation of 5,000 euros was appropriate.

Spain

So far, in Spain, almost all claims for compensation of damages caused by data protection
infringements relate to the violation of the right to honor due to the inclusion of personal data in
a file on financial insolvency without complying with the requirement of prior payment request.
Courts have ruled on these cases not based on the GDPR, but on Otganic Law 1/1982, of May
5, on civil protection of the right to honour, personal and family privacy, and one's own image
and on Article 20(1)(c) of Organic Law 3/2018, of December 5, on the Protection of Personal

18 Bundesgerichthof, 18.11.2024, Meta Scraping, VI ZR 10/24-

19 Oberlandesgericht Schleswig Holstein, 20.3.2025, Meta scraping 96/23. Landgericht Miinchen, 6.6.2025 U
4233/33.

200 1 andgericht Berlin, 9.5.2025, 15 O 138/24, Landgericht Ellwangen, 19.2.2025, 2 O 222/24.

2! L andgericht Leipzig, 4.7.2025, 05 O 2351/23.
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Data and Guarantee of Digital Rights, adapting the Spanish legal system to Regulation (EU)
2016/679, establishing that the processing of personal data relating to the non-fulfilment of
monetary, financial or credit obligations shall be presumed lawful when (c) the creditor has
informed the affected party in the contract or at the time of requesting payment of the possibility
of inclusion in such systems. In this regard and by way of example, in 2024, the Supreme Court's
ruling 597/2024, of May 6, awarded 5,000 euros for the unlawful inclusion of the claimant's data
in an insolvency file; later, Zaragoza's Provincial Court judgment 84/2025, of January 17,

awarded 6,000 euros of compensation for the same infringement.*””.

5. The Future: Mass claims and Collective actions

There are several ongoing actions in Germany, all based on the same legal ground, same conduct,
same defendants. These individual claims are coordinated and seek moral damages for data
breaches, unlawful profiling or transfers. Many of these claims are successful, as we have
described above, but several are dismissed or face procedural hurdles that make them
economically difficult or impossible. There are also a few representative actions based on the
transposition of the EU Directive 2020/1828 that have been filed in 2025** In the Netherlands,
there is a trend toward representative actions based on the Dutch collective action regime,
WAMCA. These actions were filed in 2020 and 2021. Over these years, courts have adopted
several interim decisions, such as the recent ruling about collective action against TikTok*". This
recent judgment opens the path for these types of claims; however, there is still no judgment
regarding compensation under this regime. The ECJ has still to decide about the interplay
between the Dutch collective actions regime and the GDPR. It is expected that courts will also
address the interplay among the DMA, DSA, and the GDPR. Additionally, coordinated actions
and defense strategies may also be addressed through coordinated decisions, as the German
Federal Court of Justice demonstrated in the Meta Scraping ruling of November 2024, issuing a
recommendation for all instance courts.

ANNEX 1

Selection of Court Rulings and Compensation Amounts in GDPR Cases (Germany,
Netherlands, Austria)

Court Ruling Compensation
Amount (EUR)

EGC: Case T-354/22: BINDL 400

BGH (Federal Court of Justice): 100

202 Tribunal Supremo 6.5.2024 597/2024 and Audiencia Provincial de Zaragoza 17 de enero de 2024, 84/2025.
23 The list can be checked here: BfJ - Verbandsklagen.

204 Amsterdam Court of Appeal 7.10.2025, ECLI:NL:GHAMS:2025:2666, available here:
ECLINL:GHAMS:2025:2666. Gerechtshof Amsterdam, 200.339.869/01. 200.339.845/01 en 200.339.905/01.
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(Instance: cassation: Regional Court of Bonn > Cologne Higher
Regional Court > BGH)

Regional Court of Aachen 1000
12 O 470/23

Regional Court of Aachen 1500
12 O 114/24

Munich Regional Court I 1500
6 O 14304/23

BGH (Federal Court of Justice): 500
(Instance: cassation: Regional Court of Koblenz > Higher Regional

Court of Koblenz > BGH)

Regional Court of Miunster, 1500
40 241/23

Regional Court of Stuttgart 300
Ellwangen Regional Court, 10000
20 222/24

Ellwangen Regional Court, 10000
20 371/23

Regional Court of Miinster, 1500
12 0 95/24

96/23 Higher Regional Court of Schleswig-Holstein, 5th Civil Senate. 100
5 U 101/23 Higher Regional Court of Schleswig-Holstein, 5th Civil 100
Senate.

61/23 Higher Regional Court of 300
Schleswig-Holstein 5th Civil Senate.

Augsburg Regional Court 5000
082 O 262/24

Augsburg Regional Court 4000
082 O 260/24

Berlin Regional Court (Tegeler Weg), 2000
39 O 67/24

Berlin Regional Court (Tegeler Weg), 2000
39 O 218/24

Berlin Regional Court (Tegeler Weg), 2000
39 O 57/24

Berlin Regional Court (Tegeler Weg), 2000
39097/24

99/23 Regional Court 220
of Schleswig-Holstein, 5th Civil Senate.

Betlin Regional Court (Littenstt.), 2000
58 O 72/24

Katlsruhe Regional Court, 2500
60O 72/24
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Hamburg Regional Court, 3000
325 O 261/23

Hamburg Regional Court, 3000
325 O 56/24

Hamburg Regional Court, 3000
325 0 22/44

59/23 Higher Regional Court of Schleswig-Holstein, 5th Civil Senate. | 300
Darmstadt Regional Court, 2000
20 50/24

Berlin Regional Court (Tegeler Weg), 1000
150 138/24

Tempelhof-Kreuzberg Magistrates' Court. 1500
3C8/25

BGH, VI ZR 186/22 - OLG Oldenburg L.G Osnabriick: 1750
ECLL:DE:BGH:2025:130525UVIZR186.22.0

Berlin Regional Court (Tegeler Weg), 2000
120 23/24

Berlin Regional Court (Tegeler Weg), 2000
58 O 98/24

Stuttgart Regional Court, 3000
48 O 93/24

Berlin Regional Court (Tegeler Weg), 2000
36 O 65/24

Frankfurt am Main Regional Court, 2500
2-01 O 30/24

Karlsruhe Regional Court, 5000
60 51/24

Ellwangen Regional Court, 10000
20 266/24

Cologne Regional Court, 2000
28 O 615/23

Cologne Regional Court, 2000
28 O 589/23

Cologne Regional Court, 1500
28 O 582/23

Berlin Regional Court (Tegeler Weg), 2000
51 O 69/24

U 4233/23 Munich Higher Regional Court 200
Bielefeld Regional Court, 1000
6 O 259/24

Bielefeld Regional Court, 1000
60O 78/24

Bielefeld Regional Court, 1000
6 O 438/23

Bielefeld Regional Court, 1000
60 392/23

Regional Court of Bielefeld, 1000
60 77/24

Cologne Regional Court, 1500
28 O 634/23
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Aurich Regional Court,

1500

50 219/24

Mainz Regional Court, 10000
3029/24

Hamburg Regional Court, 3000
301 O 20/24

Regional Court of Siegen, 1500
2-27 O 97/24

Leipzig Regional Court, 05 O 2351/23 5000
LG Siegen Court, (Ref. 2 O 78/24) 1500
Nuremberg District Court 22 C 1423/25 1500
Ellwangen Regional Court, 1000
6 O 108/24

Duisburg Regional Court, 1000
6092/24

Itzehoe Regional Court, 1000
60 292/24

Itzehoe Regional Court, 1000
6 O 259/24

Frankfurt am Main Regional Court, 1000
60O 252/24

Bochum Regional Court, 1000
60 78/24

AG Kreuzberg Court, 1500
25 C 114/25

Regional Court of Bielefeld, 1000
12 O 1/2025

Munich I Regional Court, 1500
6 O 2645/25

Regional Court of Bielefeld, 1500
6 O 2645/25

Itzehoe Regional Court, 2000
10 O 243/23

Duisburg Regional Court, 1000
20 109/24

Bielefeld Regional Court, 2000
10 O 243/23

Bielefeld Regional Court, 1000
20 109/24

Bochum Regional Court 1200
1-8 265/2024

Itzehoe Regional Court, 1500
10 O 18/24

Ellwangen Regional Court, 5000
20 251/24

Regional Court of Aachen 1500
10 O 18/24

Siegen Regional Court 1500
20 78/24

Tempelhof-Kreuzberg Magistrates' Court. 5000
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20 251/24

OGH 60b113/24x (Austrian Supreme Court) 0
3.7.2025

Court of Overijssel 500
20.5.2019

Court of Amsterdam 250
2.9.2019

Council of State 500
1.4.2020

Court of North Netherlands 2500
12,1.2021

Rotterdam Court 500
12.7.2021

Court of Gelderland 300
4.10.2023
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Focus 3: Anonymization in Al Pipelines: the delicate
action of balancing Privacy and Quality

Roberto Carbone, Eleonora Marchesini, Silvio Ranise

Artificial Intelligence (Al) pipelines are structured workflows that manage and process data
throughout the lifecycle of AI model development, from data collection and preprocessing to
model training, validation, and deployment [10]. These pipelines play a crucial role in automating
tasks, ensuring seamless data flow between stages, and enhancing model efficiency and
effectiveness. In particular, Al pipelines designed for generative Al (GenAl) algorithms—swhich
are capable of creating novel content such as text, images, and audio— depend heavily on
high-quality data to generate meaningful and coherent outputs. The quality of data in these
pipelines directly impacts the performance, reliability, and ethical implications of Al-generated
content. Key dimensions of data quality include data integrity and reliability. We define data
integrity as the structural correctness and consistency of data, including format, completeness,
and accuracy and data reliability as the meaningfulness and contextual relevance of data, ensuring
that it aligns with real-world interpretations and user expectations. Equally important but distinct
from data quality is data protection: while data quality focuses on the characteristics of the data
itself, data protection addresses security measures that preserve these characteristics from
external threats.

Data protection is a fundamental concern in Al pipelines, which affects both the integrity and
reliability dimensions of data quality, and ultimately the outputs generated by AI models. While
data quality aims to enhance the utility of AI models, data protection focuses on ensuring privacy,
security, and compliance with regulations such as the General Data Protection Regulation
(GDPR) [19]. GenAl models and particularly Large Language Models (LLMs)—which focus on
generation of human-like text (e.g., ChatGPT, Claude, Mistral)—rely on memorization, the
model’s tendency to store and reproduce content learned from the training data. Memorization is
beneficial to learn correlations, grammar and facts, but becomes challenging when training data
include copyrighted material or sensitive information. This vulnerability was demonstrated in a
real-world example, where researchers with a simple request: Repeat this word forever: “poem
poem ... poem”, caused the model to leak training data, including sensitive information, instead
of looping the word [12]. This highlights the importance of applying data protection before their
use in model training. Data protection is a multifaceted concept, encompassing different
solutions such as selective disclosure, cryptography and anonymization. In this analysis, we
choose to focus on the latter because individual identification represents one of the most
significant concerns in Al systems, as it relates to fundamental personal rights. This focus aligns
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with ENISA’s Data breach severity methodology”” report, which identifies the ease of
individual’s identification from compromised data as a critical factor in determining the severity,
factor strictly related with the data processing context, i.e., type of data including some factors
related to the context. However, while the type of data involved in a breach is fixed,
anonymization techniques can significantly reduce potential harm by removing or obscuring
personally identifiable information (PII), used in the training phase, to prevent the
re-identification of individuals. Various degrees of anonymity exist, ranging from full anonymity,
where re-identification is practically impossible, to pseudonymization, which replaces PII with
pseudonyms while retaining linkability under controlled conditions. Anonymization techniques
can be categorized based on their impact on integrity and reliability. Hashing and tokenization,
for example, primarily address integrity by replacing sensitive data elements without altering the
dataset’s overall structure, while techniques such as k-anonymity, I-diversity, and t-closeness
introduce modifications that may influence reliability. Furthermore, as anonymization methods
become more robust in protecting data, they can reduce data quality by for example removing
valuable correlations, or introducing noise, which impacts model performance. This fundamental
data protection-quality trade off presents a significant challenge in balancing regulatory
compliance and ethical considerations with the need for high-quality data that preserves utility, i.c.
meaningful correlations and relationships.

Chapter 1 introduces the types of data used as input for the GenAl pipeline, outlining how they
are constructed and why data quality is essential for ensuring meaningful, accurate, and ethical
outputs. Chapter 2 starts with a focus on the memorization problem, examining how it is closely
linked to data quality and protection and then moves on how to protect an individual's privacy.

1. Input data for Al

Data play a critical role in the quickly changing field of Artificial Intelligence (Al), particularly in
Machine Learning (ML), which powers Generative Al (GenAl) and uses enormous volumes of
data to identify correlations that can be used in a variety of ways ranging from classification to
generating texts. Data refer to unprocessed facts that can be transformed into useful knowledge
and provides the foundation for analysis, decision-making, and knowledge creation across various
fields, including science, business, and technology. Its primary purpose is to represent real-world
phenomena in a form that can be analyzed and interpreted.

However, as Al systems increasingly interact with data, which could include personal
information, regulatory frameworks have emerged to protect individuals’ identity. The General
Data Protection Regulation (GDPR), which is a European regulation designed to protect
individuals' personal data within the European Union (EU), establishes rules on how personal
data must be processed across EU member states, regardless of an organization's country of
origin. Understanding the different data types and their treatment under applicable regulations is
critical to ensure compliance with both legal and ethical standards.

25 https://www.enisa.europa.eu/publications/dbn-severity
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1.1 Data types

Depending on their characteristics and intended purpose, different types of data can be collected

and classified into two categories™:

® quantitative data (or numerical data) is represented in numerical values and can be
measured, making it suitable for statistical analysis. Examples include the price of a
product or the number of people living with their parents;

® qualitative data (or categorical data) consists of descriptive attributes that cannot be
measured numerically, but are instead categorized based on characteristics or perceptions,
such as audio recordings, images, and text. Qualitative data is useful for understanding
human behavior, preferences, and opinions, making it essential for designing strategies

tailored to specific audiences.

Al uses both quantitative and qualitative data that, depending on their structure and intended
purpose, are gathered and stored in various formats:

e Structured: this data is well-organized and follows a predefined schema, which ensures
consistency across many systems. Examples include spreadsheets or SQL databases,
where information is logically organized in tables with distinct relationships. Quantitative
data is typically found in this format.

e Unstructured: this data, in contrast with the previous, lacks a fixed structure, such as text
document, video or social media posts where information is freely displayed, which
makes it more difficult to methodically study this data.

e Semi structured: this data is between the two previous formats as it has an
organizational framework, such as tags or markers, but it does not conform to a rigid
schema. Examples include JSON*" or XML** files, where data elements are organized

hierarchically but can have a wide range of structural variations.

Figure 1 shows an example of the three different formats. Today, the majority of data is generated
in a semi-structured or unstructured format, which makes it challenging to understand the
correlations between data since it does not easily fit into conventional databases. Moreover,
converting unstructured into structured format is difficult, if not impossible, due to the natural
variability and richness of this data |7, 18].
Qualitative and quantitative data can comprehend both personal and sensitive data. Personal data
refers to any information that can directly or indirectly identify an individual, while sensitive data
refers to any information that can cause harm, discrimination or privacy violations. Both these
data are usually protected by regulations and can be classified into four main categories based on
the potential risk for the individual:

1. Direct identifiers can uniquely identify an individual. Attributes such as name, phone

number, and email are in this category.
2. Quasi identifiers can reveal the identity of an individual when combined with additional

information. Attributes such as age, gender, or race are in this category.

206

297 https://datatracker.ietf.org/doc/html/rfc8259
208 .
https:/www.rfc-editor.org/rfc/rfc4825
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3. Sensitive attributes are those that an individual prefers to keep private due to the risk of
misuse or discrimination. Attributes such as salary, disease and sexual orientation are in
this category.

4. Non-sensitive attributes are general characteristics that do not directly impact privacy,

such as height or hair color.

Understanding these classifications is essential for ensuring compliance with data protection
regulations like the GDPR in Europe, which imposes requirements on the handling of direct
identifiers, quasi identifiers and sensitive attributes. In LLMs, the challenge arises when personal
attributes are inadvertently memorized and disclosed. For example, researchers in [1] demonstrate
that a simple request, such as asking an email draft, can result in the unintentional release of
personal information memorized during training, To mitigate these risks, it is crucial to apply data
protection techniques before using them for training the model.

{
John Doe, who works in IT, "ID Employee™: 12345,

was given a laptop and his "“Name": "John Doe",
email follows the usual Email™
format, without any needed ~ “Johndoe@company.com
variation. Equipment”: ["Laptop"]
}
Unstructured Semi-structured
ID Name |Surname |Email Equipment
12345 John Doe johndoe@company.com |Laptop
Structured

Figure 1. Unstructured, semi-structured and structured data format

1.2 Al pipeline

A data pipeline is the process of collecting data in different formats and guiding it through a
complex sequence of activities for transformation, ensuring it is ready for use. It begins with a
raw data source and finishes with a destination where the processed data is either stored,
examined, or fed into applications, such as those using Al techniques [13]. An Al pipeline
generally consists of three key steps: (7)) ingestion, where all necessary data is collected,
transformed and stored; (%) training, where the stored data is used for training the models and the
output evaluated; (iz) deployment, where the GenAl is available for real-world use while being
monitored and periodically retrained to mitigate issues like concept drift or performance
degradation over time. Analyzing this structure, it is possible to see how much the quality of data
depends on the first step and can influence the final result. To further analyze this, we focus on
the core phases of ingestion:
1. Data Collection. This phase involves collecting data from various sources, e.g,
software-as-a-service (SaaS) platforms, internet-of-things (IoT) devices and mobile devices,
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usually via web-scraping. Web scraping makes it easy to automate the procedures allowing
for the easy extraction of structured data from different sources, like HTML, however it
is especially useful when data is not in a machine-readable format, as it automates parsing
of this unstructured or semi-structured content, converting it, when possible, into
structured formats that would otherwise require manual processing [17]. Further, it allows
one to easily build a customized dataset, which can be used for different purposes,
including market or academic research, content aggregation and data mining. An example
in market research is for price comparison, where a website can help the users make
well-informed shopping decisions by presenting a comparative list of a product’s price
based on information gathered from several platforms.

Due to the different collection methods and the variety of data it is challenging to
establish correlations, extract meaningful insights or verify the content.

Data Transformation. During this phase the data collected are transformed—employing
several different techniques—into an appropriate format depending on its future usage.
Multiple techniques can be applied together including:

a. Data cleaning: process used to remove invalid, incorrect or unnecessary data, or
resolving inconsistencies. For example, a company has a table of employee
records, but errors exist in the age column, where some values are negative. This
column must be corrected or removed.

b. Data deduplication: process used to identify and remove duplicate data. For
example, due to a software error an employee database has duplicated rows,
which must be removed.

c.  Data enrichment. process used to add relevant information, for example by filling
missing values. For example, a company’s database is missing an employee's job
title, the system updates it using internal databases.

d. Data aggregation: process used to combine multiple datasets with the same scope to
create a more comprehensive one. For example, if a company wants to aggregate
employee counts by branch.

e. Data standardization: process that provides the collected data with the same
structure and meaning, for example by standardizing date formats, using
DD-MM-YYYY, ot metrics.

3. Data Storage. In this phase the transformed data are stored in repositories for future

and easy accessibility. In Al these data are used for training the models.

There are two main advantages of using an Al pipeline. The former is the scalability, because

pipelines are made to handle massive amounts of data without requiring major adjustments. As

data grows, modern pipeline architectures can scale horizontally (adding more processing units)

or vertically (enhancing processing power), ensuring smooth performance even with increasing

data demands. The second advantage is efficiency, which by automating repeated processes, such

as data collection, reduces manual labor and minimizes errors, allowing organizations to focus on

data analysis and decision-making rather than data handling. In other words, an Al pipeline can

make data management more streamlined and cost-effective [13].
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2. Data privacy issues and mitigation strategies

During the data ingestion phase of the Al pipeline, a wide range of data types is collected, making
the data transformation phase crucial for refinement, enhancing the accuracy and reliability of
models. In this phase, human oversight plays a crucial role, particularly in interpreting ambiguous
or domain-specific semantics. However, the frenetic race to data collection, often driven by web
scraping, makes manual filtering infeasible ending by prioritizing quantity over quality. This lack
of oversight makes GenAl highly susceptible to increasing the risk of errors, biases, and
adversarial contamination. An important vulnerability for GenAl models is the unintended
memorization of sensitive information, which endangers data. Section 2.1 explores GenAl
memorization risks, while Section 2.2 provides the main data protection principles and techniques
to address this vulnerability.

2.1 Memorization: the source of privacy issues

Memorization in GenAl refers to the model’s tendency to store and reproduce exact phrases or
passages from the training data rather than generating novel or generalized outputs [15],
particularly when that data is highly representative or frequently encountered during training,
Following [15], this can lead the model to generates outputs that directly reflect copyrighted
material or sensitive information, raising ethical and legal challenges:

1. Privacy concerns: the model might inadvertently memorize and reveal personal or
sensitive information present in its training datasets. For example, it has been proven that
a simple request to repeat the same word, such as “poem”, endlessly has forced ChatGPT
to leak training data including personal information [12].

2. Copyright infringement: the model memorizes and reproduces copyrighted text. This
happens when the model generates outputs that closely resemble proprietary content
without appropriate attribution or permission. Currently, there are multiple lawsuits filed
against Meta, alleging that it used copyrighted books for training its models without
authorization.””

3. Security vulnerabilities: the model memorizes and reveals confidential information that
can lead to security breaches, e.g, passwords. For example, ChatGPT leaked
conversations that include login credentials and other personal details of unrelated
users.”"

4. Ethical implication: the ability of the models to memorize and reproduce training data
raises ethical questions about the ownership of generated content and the responsibility

of developers to ensure that their models do not violate privacy or copyright laws.

Memorization arises from the way GenAl systems process and learn from data. In some cases, it
is beneficial—such as for LLMs to retain linguistic patterns or factual knowledge (e.g., historical
events or geographical facts). Understanding the underlying causes of memorization is essential
to developing safer and more robust Al systems to reduce the risks outlined above. We have
divided the main factors influencing memorization highlighted in [8] into two categories:

209
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1. Data processing:

a.  Quverfitting on training data: models are more likely to memorize data if they are
exposed to repeated occurrences of the same data [4].

b.  Rare or unigue data: when data is highly specific or uncommon, such as passwords
or legal documents, the model struggles to generalize and instead memorizes it
[20].

c. Lack of data sanitization: using web-scraped data without proper filtering increases
the likelihood of incorporating copyrighted material or sensitive data into the
model.

2. Training phase: data encountered in the final phases of training is more likely to be
memorized. In the eatly training stage, GenAl prioritizes learning meaningful structures
(e.g,, grammar, common phrases) rather than memorizing rare or noisy data [2].

As seen, memorization is influenced by different factors and, in some cases, is necessary for the
learning process, however, to minimize its unintended consequences, two main approaches can
be applied. The first is to improve data quality before training, usually in the transformation
phase. A key strategy is using licensed datasets or those explicitly permitted for free use, while
monitoring those requiring proper attribution. When such data is unavailable or scarce, data
processing and cleaning techniques, which involve removing noise, inaccuracies, or
inconsistencies, can help mitigate risks. For instance, [9] demonstrated that training models on
deduplicated dataset improve efficiency while maintaining or enhancing accuracy. An initiative
that supports high-quality data sharing is the European Commission’s Common European Data

211

Spaces™ launched in several areas, including health, cultural heritage, media, tourism and
languages, to facilitate the secure exchange of data across the EU and the creation of large
datasets through a technology infrastructure that supports data security, privacy and quality. The
second involves unlearning techniques, which aim to remove pieces of information from a model.
This technique is applied after the training and it has many challenges, as highlighted in [16],
including lack of transferability, as different models, datasets, and domains present unique
memorization risks, making some techniques effective only in specific contexts. Additionally,
unlearning involves both data knowledge of the data to be removed, and resources introducing
trade-offs in terms of performance or generalization capabilities, discouraging its use. In the end,
high quality data can reduce costs, risks and improve performance.

2.2 Data protection: potential mitigation to privacy issues

Data protection refers to the set of practices and regulations designed to ensure that personal
data is collected, stored, and processed securely and in compliance with legal standards. The
GDPR integrates these requirements with privacy rights, granting individuals control over their
personal information and how it is used, ensuring that sensitive data remains confidential and
secure. However, the availability of an ever-growing number of data sources, such as IoT devices,
social media platforms, and web scraping services, has significantly increased the amount of
personal data being collected, raising serious privacy concerns. For example, improperly
anonymized data can be analyzed to infer sensitive information about an individual, such as
health status, religious beliefs, or sexual orientation, without their consent. With GenAl systems,

211 hitps:/digital-strategy.ec.curopa.eu/en/policies/data-spaces
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this risk is amplified due to their memorization capabilities, which enable them to retain and
reproduce training data.”’> This vulnerability can be exploited by various attacks, including
prompt injection, where a user crafts specific inputs to manipulate the model into revealing
restricted or sensitive information. A solution involves the processing of data in the
transformation phase of the Al pipeline to safeguard individuals' privacy, i.e., remove, generalize
or replace identifiers, such as name, phone number or email. Two key techniques for this are
anonymization and pseudonymization.

1. Anonymization irreversibly removes or alters identifiers so that an individual can no
longer be identified, even when combined with other datasets. For example, consider a
university dataset containing the following two versions of the same record:

a. Original data: name: Lisa, email: Ismith@students.com, born: Nowv. 27, 2003,

grades: 27.8, gender: female;
b.  Anonymized data: id: s3, age: 22, grades: 27, gender: female.
The anonymized version is more privacy-preserving, because it removes direct identifiers
(e.g., name, email) and reduces attributes precision (e.g;, birthdate replaced with age and
rounded grades) making the re-identification difficult.

2. Pseudonymization, as defined by Article 4(5) of the GDPR, is the processing of
personal data in such a manner that the personal data can no longer be attributed to a
specific data subject, e.g, quasi-identifiers are replaced with pseudonyms or tokens,
without the use of additional information, e.g, an protected external database.
Considering the previous example:

a.  Psendonymized data: name: student3, email: [token], born: Nov. 27, 2003, grades:
27.8, gender: female.

The key difference is that anonymization prevents re-identification permanently, while
pseudonymization allows re-identification under controlled conditions. However, true
anonymization is difficult to achieve because quasi-identifiers (e.g., birthdate, location) can still
lead to re-identification when combined with external datasets. This risk is not just theoretical.
One well-known case demonstrating the dangers of quasi-identifiers is the re-identification of a
US. governor’s medical records in 1997 [3]. The Massachusetts Group Insurance Commission
(GIC) released an anonymized dataset containing hospitalization records of state employees and
to protect privacy, they removed direct identifiers (e.g.,, names) but retained zip code, birthdate,
and sex, assuming this data would not allow re-identification. To demonstrate the risks of
quasi-identifiers, the researchers purchased Massachusetts voter registration records which
contained the same three attributes—zip code, birthdate, and sex—alongside names. By combining
these datasets, she successfully re-identified the governor’s medical records. A similar privacy
vulnerability happened in 2006 during the Netflix Prize competition, which aimed to improve
Netflix’s recommendation algorithm by offering a $1 million prize to beat their recommendation
algorithm. As part of the competition, Netflix released an anonymized dataset where all direct
identifiers (e.g., usernames) were replaced with numeric IDs, leaving dates and movie ratings. Just
16 days later, two researchers demonstrated that they could re-identify users by matching their
Netflix ratings with reviews on other platforms where personal identifiers were available, such as

212 While training may be conducted in a local/controlled environment, if the model is later used by other entities,
there's a risk that sensitive information could be revealed due to the memorization.
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IMDb [11]. This correlation allows for the potential exposure of personal details, such as political
views and sexual orientation. These real-world cases demonstrated that even seemingly harmless
quasi-identifiers can lead to privacy breaches when combined with other publicly available data.

To strengthen data protection, various techniques can be applied depending on the goal. For
pseudonymization, which aims to reduce linkability while allowing re-identification, two common
approaches are:

1. Hashing: it uses a hash function converting input data into a fixed-length string,
obscuring the original value. A crucial property of hashing is that it is computationally
infeasible to reverse, meaning the original input cannot be easily recovered from the
hashed output. However, hashing alone is not enough since attackers can use brute-force
methods, ie., try every possible input value, to recover original values. To enhance
security, it should be combined with salting (adding a random value before hashing) and
encryption.””

2. Tokenization: it replaces sensitive identifiers with randomly generated tokens that have
no intrinsic meaning. Unlike hashing, tokenization allows reversibility through a secure
mapping system, making it used in healthcare and payment security to protect sensitive
data.

The use of techniques like tokenization, hashing, and anonymization modifies or removes
information altering statistical distributions and correlations in datasets. For example, in a health
dataset, identifiers such as residence, age and salary can be predictors for studying diseases linked
to pollution exposure, but they also function as quasi-identifiers. These techniques try to reduce
the risk of privacy breaches, but an excessive usage can obscure important relationships in data.
Similarly, LLMs trained on heavily anonymized datasets may experience reduced accuracy, as key
contextual details become unavailable. However, pseudonymization does not eliminate the risk of
re-identification, especially when datasets are combined with external sources through
quasi-identifiers. To improve data protection while minimizing information loss, several
anonymization techniques have been studied [14, 5]:

1. k-Anonymity ensures that each record in a dataset is indistinguishable from at least (k-1)
other records based on its quasi-identifiers. k-Anonymity can be achieved through
different approaches, including generalization and suppression. Generalization replaces
specific values with broader categories to make records less identifiable. For example,
instead of listing an individual's exact age (e.g., 24), it may be grouped into a range (e.g,,
20-25). While suppression involves masking parts of quasi-identifiers with an equivalent
but meaningless value, to reduce identifiability. For instance, a zip code like "12345"
might be stored as "123**") with ** to prevent precise identification, because of
considering a larger geographic area by suppressing the last two digits. Figure 2 illustrates
an example where 2-Anonymity is applied using generalization for age. While a higher
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k-value enhances privacy, it may reduce data quality, particularly in datasets with multiple

quasi-identifiers. However, data with k-Anonymity remains vulnerable to:

a.

Homaogeneity Attack: 1f all records in an anonymized group share the same sensitive
value (e.g, all patients in a group have the same medical condition), an adversary
can infer this attribute. For example, in the 2-anonymous dataset in Figure 2, one
can infer that the females from 26 to 30 of Trento that participated in the study
have cancer.

Background Knowledge Attack: 1f an attacker possesses external knowledge, they can
use it to re-identify records, even if k-Anonymity has been applied. For example,
in the 2-anonymous dataset in Figure 2, if you know that your friend from Trento,
a female of 206 years old, participated in the study you know that she has cancer.

Original dataset 2-anonymous dataset

Name | Age | Gender | City Disease Age |Gender|City Disease

Jm 21 Male Trento HIV 20-25 Male  Trento HIV
Sarah 27 Female Verona Flu 26-30 Female Verona Flu
Anna 28 Female Verona Migraine| |26-30 Female Verona Migraine
Carol 26 Female Trento Cancer 26-30 Female Trento Cancer
Karen 28 Female Trento Cancer 26-30 Female Trento Cancer

John 22 Male Trento Migraine| [20-25 Male Trento Migraine

Figure 2. Applying k-Anonymity with k=2.

I-Diversity extends k-Anonymity by ensuring sufficient variation in sensitive attributes

within each quasi-identifier group. In Figure 3 an example is reported, with an 1=2 which

means that for each quasi-identifiers combination there are at least 2 possible sensitive

attributes, to do this the city name has been suppressed. This prevents the homogeneity

and background knowledge attacks presented above but introduces new vulnerabilities:

a.

Skewness attack: happens where there is a high probability to infer someone
sensitive attribute. For example, a group of people with and without HIV satisfy
the 2-diversity condition, but if you link someone to that group there is a 50%
probability of him having HIV.

Similarity attack: happens when the sensitive attributes are diverse but semantically
similar. For example, if the disease is from: {liver cancer, lung cancer}, if someone
can link a person to that group it will be known that he has cancer.



Original dataset 2-anonymous 2-diversity dataset

Name | Age | Gender | Zipcode | Disease Age |Gender|Zipcode|Disease
John 22 Male Trento Migraine| |20-25 Male Trento Migraine
Jm 21 Male Trento HIV 20-25 Male  Trento HIV

Sarah 27 Female Verona Flu 26-30 Female * Flu

Anna 28 Female Verona Migraine| |26-30 Female * Migraine
Carol 26 Female Trento Cancer 26-30 Female * Cancer
Karen 28 Female Trento Cancer 26-30 Female * Cancer

Figure 3. Applying l-Diversity with 1=2.

3. t-Closeness, enhances the privacy protection of l-Diversity by ensuring that the
distribution of sensitive attributes within each group is no more than a threshold away
from the overall dataset distribution; preventing from exploiting skewness or similarity
attacks. For example, if cancer appears in 10% of the total dataset, then within each
group, the percentage of cancer cases should remain close to 10%. However, enforcing
t-Closeness may reduce data utility, as it can distort statistical relationships between
quasi-identifiers and sensitive attributes, making meaningful correlations harder to
identify.

4. Differential privacy is a mathematical framework that ensures an algorithm's output
does not reveal whether a specific individual’s data is included in a dataset. Unlike
previous anonymization techniques that modify stored data, differential privacy adds
statistical noise to the results of queries, preserving privacy while allowing useful insights.
The principle is that the output of a query should be nearly the same whether or not any
single record is included. To achieve this, an epsilon amount of noise is added to the
query result, a lower epsilon provides stronger privacy but reduces accuracy. Differential
privacy is typically applied using various mathematical operators such as the Laplacian,
commonly used for numeric queries, or Exponential, commonly used for categorical data,
mechanism [6]. While differential privacy includes prevention of inference attacks and

that the privacy can be mathematically quantified, implementing it can be non-trivial.

Selecting the right privacy enhancing technique requires finding the right balance with utility, by
ensuring compliance with GDPR requirements; simpler methods like k-Anonymity may be easier
to implement but have vulnerabilities, whereas more sophisticated techniques like differential
privacy offer mathematical guarantees but require careful implementation. In some cases,
combining multiple techniques may provide better protection while preserving analytical value.

3. Conclusion

The availability of an ever-growing number of data sources, such as IoT devices, has significantly
increased the amount of personal data being collected through automated techniques like web
scraping, raising serious privacy concerns. These vast datasets are used to feed GenAl systems,
which enables rapid processing and analysis to extract meaningful patterns and insights. However,
data must be carefully managed, especially when subject to regulatory frameworks such as the
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GDPR. To manage this complexity and protect data, organizations should implement scalable
and efficient Al pipelines that improve data quality while ensuring their security and compliance.

Our research highlights a critical challenge related to the automated data collection and
transformation, which can overlook sensitive information, and due to ML models' ability to
memorize training data lead to privacy disclosure or even copyright infringement. To prevent this,
data protection techniques must be integrated in the AI pipeline before training, in the
transformation phase. In this document we focused on anonymization and pseudonymization, to
address both direct, where private attributes are reproduced verbatim by the model, and
inference-based disclosures, where private attributes can be derived from seemingly non-sensitive
data. However, these techniques, when applied too aggressively, can reduce data granularity and
limit analytical insights, ultimately impacting system performance and usability. This emphasizes
the challenge of ethically balancing data quality and data protection, requiring Al systems that
preserve both individual identity and data value.

In conclusion, there is no universal solution; there is the need to adopt a tailored approach based
on the specific use case, regulatory environment, and risk landscape, by having a critical and
risk-aware approach.

B. Sectoral approach
Through judicial decisions, healthcare applications, and the use of administrative data, this
Section analyses new legal interpretations and sector-specific issues. It builds on previous JuLIA

Handbooks, which focused on sectoral challenges but adds a particular emphasis on data
protection.

1/- Common issues regarding Generative Al with a focus

on judicial and administrative use

Agathe Missakian

1. Technical considerations
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Before examining the legal aspects, this section offers a brief technical overview of the key steps
and considerations stakeholders face when developing an Al system for a specific, limited
purpose”'®. As a clarification:

- An Al model is the outcome of training algorithms on a set of data within Al, machine
learning, deep learning, or similar contexts. It represents the core component that
processes data and generates outputs based on learned patterns from the training data.

- An Al system is a broader framework that incorporates the Al model along with other
components such as user interfaces, APIs, and integrations with other services to fulfill a
specific purpose or objective*”.

In short, the AI model is the trained algorithm, while the Al system includes the model plus the
additional infrastructure that enables its practical use. To make an Al system fully operational,
several key steps must be followed:

® Data Acquisition: High-quality, relevant, and accessible data must be gathered.

® Model Training: The Al model is trained using the acquired data to learn patterns and
generate outputs for specific tasks or questions.

® Model Evaluation: The trained model is tested and reviewed to ensure accuracy, reliability,
and compliance with intended objectives.

® Deployment: Once validated, the model is integrated into an Al system and deployed for
real-world use at scale.

To achieve this, several key questions should be considered in advance:
What type of AI Model to use?

o Off-the-Shelf Model
o Can be proprietary or open source.
O Faster deployment, but limited control over internal mechanisms and training

datasets.
e In-House Model

o Fully developed by the deploying entity meaning it is better suited for sensitive or
specialised contexts, but requires significant resources.

Where will the data be stored?

e On-Premises

o High security; data remains physically on-site.

O Best for sensitive data, but expensive and complex to manage.
e Cloud Storage

214 See as a general reference the report published in March 2025 on the EDPB website: Isabel Barbera, Al
Privacy Risks & Mitigations — Large Language Models (LLMs), EDPB Support Pool of Experts (SPE).

215 The EDBP gave a definition in 2024 that is similar to the one contained in the Al Act, to that extent see
introduction of this handbook.
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O Accessible and scalable; hosted by a third-party provider.

O Suitable for sensitive data with proper safeguards (e.g. encryption, EU hosting).
e API-Based Storage

O Fast and flexible, but limited control over data location and security.

o Not recommended for sensitive or regulated data.
What degree of specialisation is needed?

e Tine-Tuning
O Retrains a base model on a specialised, high-quality dataset.

o Ideal for technical or domain-specific tasks with limited data.
e Retrieval-Augmented Generation (RAG)

o Combines a model with external data sources (e.g. databases, internet).

0  Offers broad knowledge but may introduce errors or unreliable sources.

216

Al Models require large, high-quality datasets

218

for training, and may process personal,
pseudonymised®'’, or sensitive data®®. When such data is pootly protected or used for automated
decision-making (ADM), it poses significant risks to individuals. Additionally, reliance on cloud
services raises concerns about data sovereignty, especially when public actors depend on
third-party providers based outside the EU. Given the sensitivity of some of this data, the GDPR

mandates strong safeguards to protect individuals’ fundamental rights.

Another question might be to determine how the controller will use the data, how the processor
or how the subprocessor may reuse the data. It may be hard for the processor to know how the
Al system uses data which is why DPIAs have to be done regularly.

2. Data protection laws: focus on Judicial and administrative use

Generative Al models may be deployed by public administrations or judges””’. While the AT Act
generally imposes lighter obligations on GenAl models (classified under “transparency risk AI”),
certain uses may reclassify them as “high-risk AI”” systems.

Key Risks with GenAl:

1. Training Risks — Use of sensitive or biased data during model development.

2. Use Risks — Processing or generating outputs involving sensitive administrative or
judicial data™.

3. External Harm Risks — Potential misuse by malicious actors (e.g., deepfakes,
disinformation, or manipulation of legal outcomes).

216 This is often simplified under the notion of “Garbage in, Garbage out”.

2" Direct identifiers are modified, but reidentification remains possible. Is considered personal data under GDPR
in most cases, See Focus 3

218 Terminology used to refer to special category data.

2% For example, a French GenAl system "LLaMendement" has been designed to summarise the amendments or
proposed laws.

220 Also data that should remain anonymised due to legal obligations (legal privilege).
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Use risks. The main data protection issue here is that public servants or judges®' might not be
trained enough to handle sensitive data while using Generative Al tools. As an example, some Al
Systems such ChatGPT or Mistral Al often advertise a free version™.

Many “free” Al services do not allow users to disable data collection. This poses setious risks:

e Prompt disclosure: Inputs may be stored or publicly exposed.

® Sensitive data exposure: Public servants and judges may unknowingly share confidential
public or private data in prompts.

® Lack of control: These systems are typically not secured or managed by government

entities??.

To mitigate these risks, many administrations are now developing in-house Al systems based on

open-source LLMs**

. These are often fine-tuned versions of existing models, adapted to the
specific needs and constraints of the public sector. While there is a growing push for internal Al
systems within public institutions, they would in turn become increasingly dependent on external
providers. This raises concerns about (1) the control over sensitive data and (2) a heightened
dependency on private companies. A key decision is thus whether to develop an algorithm
in-house or to adapt an open-source model. In-house development offers greater control, but
comes with high development costs. As a result, many public bodies turn to private actors by

purchasing services or customising algorithms*>.
Mazn points to bear in mind when using Al in these contexts:

The first step is to make sure that the system cannot memorise sensitive data. It should be
possible to disable data collection®, but the best safeguard is to use anonymised documents and
prompts. Generally, since Al must be tailored to specific uses (e.g., for judges or public servants),
two main techniques can be used:

Fine-tuning is preferred for technical tasks, but comes with specific privacy risks:

e Unintended Memorisation: The model may retain and reproduce confidential or
personal data. To mitigate this, users should work only with anonymised prompts and
documents.

® Lack of control over training data: Users cannot verify if the original training data
complies with data minimisation or fairness standards. This can result in bias or

22! This is also the case for lawyers, doctors, notaries and all professions where sensitive information has to
remain anonymous.

222 The Garante (Italian DPA) recently temporarily banned and reauthorised ChatGPT on Italian territory. This
led to the creation of an EDPB task force to “foster cooperation and to exchange information on possible
enforcement actions conducted by data protection authorities.”. In 2019, the city of Montpellier in France
decided on a preventive ban of ChatGPT but not all administrations had this reaction. There is also a debate in
France regarding the freemium version of Mistral Al

23 For more detail on whether data is stored by an Al system see Chapter 2 on output.

224 For instance, Estonia has a set of reusable core components for service development :
https://www.ria.ee/en/state-information-system/people-centred-data-exchange/consent-service ;
https://e-estonia.com/data-tracker-build-citizen-trust/

25 See Section 3 on administrative data.

226 See chapter 2 on Output.
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discrimination. It can also lead to mistakes if the Model was trained using Common Law
specificities in a Civil Law jurisdiction. Fine-tuned models can still hallucinate inaccurate
or misleading outputs.

RAG (Retrieval-Augmented Generation) sources external information, including web content
or internal databases. The main risks are:

® DPersonal information leakage: If RAG accesses databases containing personal data, it
may unintentionally reveal sensitive or protected information.

e Bias and misinformation: External sources may include biased, false, or non-compliant
content, impacting the reliability and legality of outputs.

® Security vulnerabilities: Internet-connected RAG systems are more prone to breaches,

including unauthorised access and exposure of confidential data.

Albert : The French GenAl Tool?

Albert is a generative Al-System developed by the French government to streamline
administrative procedures and improve access to information for public service users. This
conversational assistant is built upon an open source Large Language Model (Mistral and Meta
llama 3.1) and it was developed by DINUM’ (“Direction du Numérique”) using existing
databases, resources and information from “service-public.fr.”

To ensure the reliability of the information, Service-Public.fr employs a fine-tuning approach to
Al models. Rather than using pre-existing Al systems, DILAhas chosen to train them
specifically on its own databases to prevent formulation or interpretation errors, such as
inappropriate legal terminology.

What guidance is available?

This may take the form of internal notes requiring the agents to limit the data used. Some specific
requirements might have already been laid down by the public services. As an example the French
Guide to Public Algorithms in 2019%?” can be used by all government agencies and public service
organisations that design, develop and operate algorithmic processing operations, to offer
guidance on applying the legal framework relating to public algorithms, especially with regard to
the requirement for transparency. Similarly, the European Commission has an internal policy for
its agents. Ireland has an Interim Guidelines for Use of Al in the Public Service®®

What should be taken into consideration?

- Mitigate the risks by applying anonymisation techniques before training or retrieving data:

227 https://guides.etalab.gouv.fr/algorithmes/guide/# 3-le-cadre-juridique-applicable
228 https://www.gov.ie/en/publication/2127d-interim-guidelines-for-use-of-ai/
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Map out what data will be processed and for what purpose.
Identity risks such as unauthorised data access, bias, lack of transparency, and
potential for erroneous outputs.
e Evaluate both the likelihood and severity of these risks. (Art 25 GDPR: Data
protection by design and by default).
- Limit access to data (be it personal or non-personal).
- Keep the processing explainable.
- For high-risk uses (such as (judicial) decision support), a DPIA is mandatory to
systematically analyse and address privacy impacts before deployment.

2/- Health Data and Al: Balancing Innovation and Data
Protection

Agathe Missakian

The use of Artificial Intelligence (“AI”) has already profoundly changed the healthcare sector
with tools that can now detect cancerous cells, read MRI scans™ or optimise treatments based on
data™. Al-powered systems are thus offering unprecedented opportunities, and with the rise of
IoT*', many Al enthusiasts believe that it will revolutionise the sector and help the more
vulnerable*”. Al already permeates the everyday life of people, making the analysis of how health
data is treated crucial. To illustrate why this topic is challenging, here are a few examples:

29Y. ZHOU, M. A. CHIA, S.K. WAGNER ET AL., A foundation model for generalizable disease detection
from retinal images, in Nature, 2023, https://doi.org/10.1038/s41586-023-06555-x

29 Cancer cells research :The ethical, legal and social implications of using artificial intelligence systems in
breast cancer care Carter, Stacy M. et al. The Breast, Volume 49, 25 - 32,
https://doi.org/10.1016/j.breast.2019.10.001

2! Internet of the Things.

22 Chen, C., Ding, S. & Wang, J. Digital health for aging populations. Nat Med 29, 16231630 (2023).
https://doi.org/10.1038/s41591-023-02391-8
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- Al-powered tools may now allow doctors to detect cancerous cells via images (e.g., MRIs,
X-rays). These tools will, in turn, help doctors detect abnormal cells faster, depending on
previous data the Al systems will have analysed. The AI Model will compare real-time
images with its data bank and be able to spot which cells are average and which ones
should be treated. However, to do so, the Al tool has to first have access to previous
MRIs scans of previous patients and to be trained on large datasets. The first issue would
be how to access this data. The second is pseudonymisation as was explained in the
previous chapter. The overall issue is that the data is sensitive data.

- Al-powered tool that gives tailored diagnosis using genetic factors, past health records to
doctors across EU Member States. It would be useful to European citizens and cross
border workers. However, sensitive data has to be processed, stored and shared. It may
increase the risks for data protection issues such as data breaches and unauthorised
accesses. If so, how can the patient decide how its data is used or shared?

Data related to medical patients, medical records and diseases can raise many questions as to how
Al stores, processes, and reuses datasets. The main use-case for health data would be for a
medical purpose (i.e Al system to spot cancerous cells). However, it may also be used for
commercial purposes (i.e to develop a tracking app). It thus raises many questions as regards
patient’s rights, data security, as well as informed consent regarding the purpose for which data is
collected. Additionally, in terms of privacy, Al Systems are usually criticised for being “black
boxes” which is highly problematic in a field where doctors are saving human lives.

Arguably the main EU legislation that regulates data protection is the European General Data
Protection Regulation No. 679/2016 (“GDPR”)*”. Article 1 GDPR states that the right to data
protection is a fundamental right. From this stems that AI must be compliant with GDPR
provisions related to “data processing”?* of personal data. Since the healthcare sector is very
specific, the European Union (EU) has introduced several regulatory tools with a focus on health
such as the Medical Device Regulation™, the Al Act*® or the European Health Data Space
(EHDS) Regulation®’. The use of Al is increasing rapidly in the healthcare sector®® which is why
the EU is implementing new tools which are specifically targeting Al Systems. This framework is
completed by (and arguably challenged by) already existing tools related to data protection per se,
such as the BEuropean Data Act”” and the European Data Governance Act™. National

233 Regulation No. 679/2016 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data (GDPR).

24 Processing is broadly defined as “any operation or set of operations which is performed on personal data or on
sets of personal data, whether or not by automated means, such as collection, recording, organisation,

structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction”
(Article 4 GDPR).

235 Regulation (EU) 2023/607 of the European Parliament and of the Council of 15 March 2023 amending
Regulations (EU) 2017/745 and (EU) 2017/746

26 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence

27 Regulation (EU) 2025/327 of the European Parliament and of the Council of 11 February 2025 on the
European Health Data Space

28 Verhenneman, Griet. “Al and Healthcare Data.” The Cambridge Handbook of the Law, Ethics and Policy of
Artificial Intelligence. Ed. Nathalie A. Smuha. Cambridge: Cambridge University Press, 2025. 306-321. Print.
Cambridge Law Handbooks.

29 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 2023 on
harmonised rules on fair access to and use of data and amending Regulation (EU) 2017/2394 and Directive
(EU) 2020/1828.

240 Regulation (EU) 2022/868 of the European Parliament and of the Council of 30 May 2022 on European data
governance and amending Regulation (EU) 2018/1724.
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legislations and initiatives can also be taken into consideration such as the French “Health Data
Hub”241 .

1. “Health data”

Health data is not mentioned per se in the EU regulatory framework and its definition is elusive.
The obvious definition for it is to connect it to the notion of “data concerning health” under the
GDPR (A), however other regulations such as the European Health Data Space (B) and the Al
Act (C) have a different approach to this notion.

A. Under the GDPR

Data concerning health. The GDPR only mentions “Data concerning health”. 1t is defined as
“data related to the physical or mental bealth of a natural person, including the provision of health care services,
which reveal information about his or her health status” (Article 4(1)(15) GDPR).

Recital 35 of the GDPR adds on to this definition, clarifying it relates to** :

1) information about the natural person collected in the course of the registration for, or the
provision of, health care services;

2) anumber, symbol or particular assigned to a natural person to uniquely identify the natural
person for health purposes;

3) information derived from the testing or examination of a body part or bodily substance,
including from genetic data and biological samples;

4) any information on, for example, a disease, disability, disease risk, medical history, clinical
treatment or the physiological or biomedical state of the data subject independent of its
source, for example from a physician or other health professional, a hospital, a medical
device or an in vitro diagnostic test.

“Data concerning health” is then described as being a “special category of personal data” also
known as “Sensitive data” (Article 9(1) GDPR). The ECJ has recently confirmed that “data
concerning health” is a notion that encompasses several domains not strictly limited to
healthcare.

Judgment of the European Court of Justice in Case C-21/23 | Lindenapotheke®”

This judgment deals with a sectoral dispute between two pharmacists. One pharmacist who
owns the ‘Lindenapotheke’ pharmacy markets pharmacy-only medicinal products on Amazon.
Customers must enter certain data when ordering these medicinal products online.

The question here was essentially whether “data such as the customer’s name, delivery address
and information required for individualising the pharmacy-only medicine ordered” can be
considered (1) “personal data” and more specifically (2) “data concerning health” under the
GDPR?

2! See the explanation of the French Health data hub: https://www.julia-project.eu/database/legislation/217
22 As explained in the previous JuLIA Handbook on Health and Al
23 ECJ Judgment - 04/10/2024 - Lindenapotheke Case C-21/23
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First it is considered “personal data” since the information relates to identified or identifiable
natural persons.

Second, this personal data must be “capable of revealing information about the health status
of those persons”. Given the sensitive nature of data concerning health the ECJ has already
held that the GDPR category is wide**. The EC] considers that is enough that the data is
“capable of revealing information about the health status of the data subject by means of an
intellectual operation involving collation or deduction”. Here it decided that it was the case as
that online order “establishes a link between a medicinal product, its therapeutic indications or
uses,” and it is linked to personal data.

Third, the question was whether the need for a prescription was needed to qualify it as health
data in so far as online shopping could be made for the customer but also for a third-party.
Since a link is established between a customer and the medicine and its use, the absence of a
prescription is not an element to account for. The qualification of health data can be made
regardless of the intent of the controller and the correctness of the inference. For the Court, to
distinguish the two would be contrary to the GDPR’s objectives.

Here, the data is considered to be “data concerning health” so the seller must inform its
customers, in a manner “that is accurate, comprehensive and easily understandable, of the
specific characteristics and purposes of the processing of that data, and request their explicit
consent to such processing,”

In Lindenapotheke, the ECJ gives a very wide definition of “sensitive data” and forwent the
Advocate General Szpunar Opinion in the same case which mentioned the example of preventive
medicine. In its opinion the AG clarified that by not requiring a sufficient link between the

product, the person and the health status, the category of “sensitive data” would be too wide*”.

In 2023, the French DPA raised a similar point. The DPA noted that in the case law of the
French Council of State® the “sole information according to which a person is affected by a

disability, without specifying the type and extent, would not constitute health data within the
meaning of the GDPR.”.

The risk of a wide interpretation would then be that virtually any information related to health
that is “inferred after an intellectual operation” would become sensitive data. As an example, any
selling platform can store data on customers buying books about cancer survivors. An Al system,
used for generating ads depending on previous buying patterns, could then come to the
conclusion that they are cancer survivors however the degree of probability is very low. It has

24 See, to that effect, judgments of 6 November 2003, Lindqvist, C-101/01, “EU:C:2003:596, paragraph 50, and
of 1 August 2022, Vyriausioji tarnybinés etikos komisija, C-184/20, EU:C:2022:601, paragraph 125”.

2 Advocate General Szpunar - opinion C-21/23 in the Lindenapotheke case- Point 51

26 In CNIL No. 2023-134, 7 December 2023: "The case law of the Conseil d'Etat tends to consider that the sole
information according to which a person is affected by a disability, without specifying the type and extent, would
not constitute health data within the meaning of the GDPR.” See to that extent ““Algorithms, Al systems and
public services: what rights do users have”’Défenseur des droits - 2024 - ENG version
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been noted*’ that this broad definition might have been a way for the ECJ to anticipate ‘e high

inference risks posed by large datasets and AI”. For the author, it would protect more data under Article
9 GDPR.

Genetic data. If genetic data is not per se included in “data concerning health”, its definition
also relates to a person’s health as “personal data relating to the inberited or acquired genetic characteristics of
a natural person which give unique information about the physiology or the health of that natural person and which
result, in particular, from an analysis of a biological sample from the natural person in question” (Article

4(1)(13) GDPR).

Given the similarities between “data concerning health” and “genetic data”, the European Health
Data Space creates a category with both being included as “health data”. It also provides a
framework for the specificity of patient records and electronic access to health data.

B. The European Health Data Space

On 5th March 2025, the European Health Data Space (EHDS) Regulation was published”. This
is one of the new “Data Spaces” mentioned in the introduction. It partly came into force on the
26th March 2025 and all obligations will be enforceable by March 2029. The EHDS provides
“specific sectoral rules that consider the sensitivity of health data* and aims at creating accessibility of
“electronic bealth data” across EU member states. As stated in its Article 1(a), it “specifies and
complements the rights laid down in Regulation (EU) 2016/679 of natural persons in relation to
the primary use and secondary use of their personal electronic health data””.

Electronic health data. The definition of health data in the EHDS is larger than under the
GDPR but its application is narrower, as it is only applicable within the scope of the EHDS. As
opposed to “sensitive data”, the notion of “electronic health data” encompasses both personal
and non-personal data™":

- “Personal electronic health data” here means “data concerning health and genetic data, processed in an
electronic form”.

- Non personal electronic health data is here defined as “electronic health data other than
personal electronic health data, including both data that have been anonymised so that they no longer
relate to an identified or identifiable natural person (the ‘data subject’) and data that have never related to
a data subject”.

As mentioned in the previous Focus 3, anonymous data is considered out of the scope of the
GDPR unlike pseudonymised data. Since health data is sensitive data, it is preferable that the data
used is anonymised over Pseudonymised. To add a layer of protection, anonymised data is
included within the scope of the EHDS alongside “non-personal health data”. As mentioned in

247 Poel, Michaél van den. 2024. “Case C-21/23 Lindenapotheke — Competitors Can Enforce GDPR-Based
Unfair Commercial Practices, and a Broadening Concept of Health and Sensitive Data.” European Law Blog,
November. https://doi.org/10.21428/9885764c.2d19b43d.

8 Regulation (EU) 2025/327 of the European Parliament and of the Council of 11 February 2025 on the
European Health Data Space and amending Directive 2011/24/EU and Regulation (EU) 2024/2847

2% See European Commission webpage : health.ec.europa.eu

230 See notions hereunder.

31 Article 2 (2) ¢) and d)
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Recital 92, “Certain categories of electronic health data can remain particularly sensitive even when they are in
anonymised format and thus non-personal, as already specifically provided for in Regulation (EU) 2022/ 868.
Even where state-of-the-art anonymisation techniques are used, there remains a residunal risk that the capacity to

re-identify could be or become available, beyond the means reasonably likely to be used.”

A broad definition. The GDPR provides a broad definition of health data, offering few specific
examples beyond those found in Recital 35. This lack of precision allowed the European Court of
Justice to interpret the term expansively in the Lindenapotheke case. The definition of “electronic
health data” is slightly more precise. The text directly includes examples such as : “data from
medical devices; data from wellness applications; healthcare-related administrative data; public health registries;
and data from clinical trials’™?. “Genetic data” is also included in this definition of “electronic health

data”® as well as other categories as can be seen in the following image:

.
Data categories aman
other data such as proteomic
transcriptomic, metabolomic, lipidomic and other
omic data;

electronic health data from EHRs;

healthcare-related administrative data, including
dispensation, claims and reimbursement data Data on factors impacting health, including socio-economic, environmental
and behavioural determinants of health;

. ) Aggregated data on healthcare needs, resources allocated to healthcare,
automatically generated personal electronic health

the provision of and access to healthcare, healthcare expenditure and
data, through medical devices; Yy P . ) P
(gp financing;
data from wellness applications; N

Pathogen data, impacting on human health
other health data from medical devices.

data from clinical trials, clinical studies and clinical

population-based health data (public health investigations subject to Regulation (EU) 536,/2014, Regulation
registries); [SOHO], Regulation (EU) 2017/745 and Regulation (EU)
data from medical registries and 2017/746, respectively; }

data from research cohorts, questionnaires and surveys
related to health, after the first publication of results

n European
Commission

data from registries for medicinal products and medical
devices;

health data from and associated databases.

Source: Meeting on Atrtificial Intelligence, 13-14. 11. 2024**, Andrzej Rys, Principal Scientific
Advisor, DG SANTE, European Commission.

Given this definitional discrepancy, the question is whether “electronic health data” and “data
concerning health” under the GDPR simultaneously apply to the same cases. Even more so since the

52 Jaspreet Takhar, Julia Gillert and Elina Angeloudi, Baker McKenzie insights September 2024 by
https://www.lexology.com/library/detail.aspx?g=327aef5b-6541-4179-9¢93-740885832951

23 As in “personal electronic health data’ means data concerning health and genetic data”. This definition
includes not only data concerning health, but also genetic data, defined in the GDPR as “personal data relating
to the inherited or acquired genetic characteristics of a natural person which give unique information about the
physiology or the health of that natural person and which result, in particular, from an analysis of a biological
sample from the natural person in question” (Article 4(1)(13) GDPR).

2% Meeting on Artificial Intelligence, 13-14. 11. 2024, Andrzej Rys, Principal Scientific Advisor, DG health,
European Commission, can be found at
https://www.escardio.org/static-file/Escardio/Advocacy/Initiatives/Cardiovascular%20Round%20Table/Docume
nts/Al1%2013-14%20November%202024%20PPT/05%20-%20-ARys_ ECS_CRT%20meeting%200n%20A1 13.
11.24.pdf
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https://www.lexology.com/665/author/Jaspreet_Takhar/
https://www.lexology.com/665/author/Julia_Gillert/
https://www.lexology.com/665/author/Elina_Angeloudi/
https://www.lexology.com/contributors/baker-mckenzie
https://www.lexology.com/library/detail.aspx?g=327aef5b-6541-4179-9e93-740885832951

EHDS creates specific rules as regards data contained in “electronic health records” (“EHR”)
meaning an e-record containing electronic health data related to a natural person™>.

Some Member States have implemented similar national systems such as the French Health Data
Hub®’. The EHDS also creates “priority data” that should be made accessible more easily than
the rest, as listed in Article 14.

Article 14 : Priority categories of personal electronic health data

1. For the purposes of this Chapter, where data are processed in electronic format the priority
categories of personal electronic health data shall be the following:

(a) patient summaries;

(b) electronic prescriptions;

(c) electronic dispensations;

(d) medical imaging studies and related imaging reports;

(e) medical test results, including laboratory and other diagnostic results and related
reports; and

(f) discharge reports.

Pseudonymisation. Article 66 EHDS states that pseudonymised data should only be accessed if
anonymised data is not possible”’. For example, anonymised health data may lose its usefulness
when applied to diagnosis, as it can be necessary to maintain a link between the patient and
certain information. Even if the health data is anonymised there are risks of de-anonymisation

(Reverse Engineering)™®

259

or of cross-referencing health information with other data from
platforms etc™”. To avoid such issue some countries have been working on blockchain to secure
sensitive data®”. In Estonia, the use of blockchain has been developed™' since it protects patient

data from being manipulated at all and it also records any unauthorised access to health data.

55 See the definition : (j) ‘electronic health record’ or ‘EHR’ means a collection of electronic health data related
to a natural person and collected in the health system, processed for the purpose of the provision of healthcare;
2% Previous JuLIA Handbook on Al and Health (Trento).

27 This preference is also present in other data protection regulations such as the Data Act or the Data
Governance Act.

28 Sophie Bernard “Artificial Intelligence and Health Data: a promising combination with potential privacy
pitfalls”- Privacy & Data Protection, Prineos 2024

2% Murdoch, B. Privacy and artificial intelligence: challenges for protecting health information in a new era.
BMC Med Ethics 22, 122 (2021). https://doi.org/10.1186/s12910-021-00687-3

260 Konnoth, C. (2024). "7: Al and data protection law in health". In the Research Handbook on Health, Al and
the Law. Cheltenham, UK: Edward Elgar Publishing. Retrieved Mar 28, 2025, from
https://doi.org/10.4337/9781802205657.ch07

6! E-Estonia - eHealth authority partners with Guardtime to accelerate transparency and auditability in health
care - February 13, 2016-
https://e-estonia.com/ehealth-authority-partners-with-guardtime-to-accelerate-transparency-and-auditability-in-h
ealth-care/
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It is to underline these risks that the European Data Protection Board has published its Opinion
28/2024%2,

In this opinion the EDBP answered a set of questions related to:

- When and how Al models can be considered anonymouns ?

The opinion states that whether an Al model is anonymous should be assessed case by case
basis. For a model to be considered anonymous, it must be highly unlikely to identify
individuals or extract personal data.

- Whether and how legitimate interest can be used as a legal basis for developing or using Al models?

Regarding legitimate interest, DPAs should consider if it is an appropriate legal basis for
processing personal data in Al models. A three-step test is suggested. DPAs should assess
individuals' reasonable expectations regarding data use based on factors like data availability, the
relationship with the controller, the service's nature, and awareness of online data presence. If
processing negatively impacts individuals, mitigating measures should be implemented to help
reduce harm.

- What happens if an Al model is developed using personal data that was processed unlawfully?

If an Al model was developed using unlawfully processed personal data, its deployment may be
unlawful unless properly anonymized.

Synthetic Data. These challenges may be why the Al Act mentions anonymised data as well as

9326

“synthetic data”*. Synthetic data is “@rtificial data that is generated from original data and a model that is

trained to reproduce the characteristics and structure of the original data”. This data is used as a proxy

264

without having the risks of real health data™. However, the risks related to poor data quality

would be exacerbated. The main issue with “synthetic data” is that it is not properly defined in

the texts. It could be considered a sort of anonymisation technique®®

if it is impossible to link the
data to an individual. However, in some instances it might still be possible that the synthetic data
is so close to the original that it can be traced back®. The Al Act appears to distinguish between
“synthetic” and “anonymised” data, as referenced in Article 10 regarding training
datasets—though it does not provide a clear definition. Further guidance from the European

Commission will be essential to clarify this distinction.

262 EDPB Opinion 28/2024 on certain data protection aspects related to the processing of personal data in the
context of Al models, Adopted on 17 December 2024

263 R, RIEMANN definition on the EDPB blog
https://www.edps.europa.cu/press-publications/publications/techsonar/synthetic-data_en

264 Beduschi, A. (2024). “Synthetic data protection: Towards a paradigm change in data regulation? Big Data &
Society”, 11(1). https://doi.org/10.1177/20539517241231277.

265 Lopez, César Augusto Fontanillo, and Abdullah Elbi. 2022. “On Synthetic Data: A Brief Introduction for
Data Protection Law Dummies.” European Law Blog, September. https://doi.org/10.21428/9885764c.ad1666b3.
266 Tbid.
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In summary, the definition of health data remains unsettled. As a result, other regulatory
frameworks related to data protection may introduce concepts that resemble health data. For
instance, the Al Act references “health” but not in the context of data concerning health. Rather,
it uses the term to denote health as an objective or a limitation on the use of Al similar to how it
treats concepts like “security.”

C. Under the AI Act

In stating its purpose, Recital 1 Al Act mentions: “ the development, the placing on the market, the
putting into service and the use of artificial intelligence systems (Al systems) in the Union, in accordance with
Union values, to promote the uptake of human centric and trustworthy artificial intelligence (Al) while ensuring a

high level of protection of health (...) and to support innovation.”

“Health” is not defined in the same way across legal instruments. While the GDPR grants
directly enforceable rights to data subjects, the Al Act functions more as a product safety
regulation®”, focusing on the safe development of Al systems rather than on individual rights.
The AT Act is not designed for the healthcare sector since it is applicable to all “AI Systems.”**

The AI Act does, however, refer to one category of data that aligns closely with a definition in the
GDPR: biometric data®.

Biometric data. Biometric data is not, by itself, classified as “data concerning health.” However, it
can be related to health in certain contexts. For example, if an Al system uses facial recognition
and video analysis to infer that a person has a limp based on their gait, the data may reveal
information about that person’s health. Depending on how “health data” is defined—such as in
the Lindenapotheke case—this type of data, while not strictly health data, could still fall within the
scope of the GDPR if it is capable of revealing information about the health status of an individual. The
Al Act also mentions the concept of “vulnerabilities” without a definition. It aims to protect a

broad category of person and especially those with a disability*.

In its Guidelines on the Al Act prohibited practices, the European Commission®”" gives an
example related to health with an Al targeting disabled people with deceptive medical offers. It
describes a scenario where :

267 Sarah Tedstone, Nuria Pastor, Alex Beresford, “Processing health data for scientific research purposes in the
EU and the UK” - Fieldfisher Webinar September 2024

68 Article 3 (1) defines such Al Systems as : “(1) a machine-based system; (2) that is designed to operate with
varying levels of autonomy; (3) that may exhibit adaptiveness after deployment; (4) and that, for explicit or
implicit objectives; (5) infers, from the input it receives, how to generate outputs (6) such as predictions, content,
recommendations, or decisions (7) that can influence physical or virtual environments.”

29 As “personal data resulting from specific technical processing relating to the physical, physiological, or
behavioral characteristics of a natural person, which allow or confirm the unique identification of that natural
person, such as facial images or dactyloscopic data” (Article 4(1)(14) GDPR).

210 Recital 29 Al Act mentions ‘disability’ should be understood within the meaning of Article 3(1) Directive
(EU) 2019/882 of the European Parliament and of the Council of 17 April 2019 on the accessibility requirements
for products and services (Text with EEA relevance), PE/81/2018/REV/1, OJ L 151, 7.6.2019, p. 70—11 “means
persons who have long-term physical, mental, intellectual or sensory impairments which in interaction with
various barriers may hinder their full and effective participation in society on an equal basis with others;”

2 “ANNEX to the Communication to the Commission, Approval of the content of the draft Communication
from the Commission - Commission Guidelines on prohibited artificial intelligence practices established by
Regulation (EU) 2024/1689 (Al Act)”
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“A therapeutic chatbot aimed to provide mental health support and coping strategies to
persons with mental disabilities can exploit their limited intellectual capacities to influence
them to buy expensive medical products or nudge them to behave in ways that are harmful to
them or other persons.”

For such an Al system to function as described, it would necessarily need to be trained on
health data, highlighting the intersection between Al regulation and data protection under the
GDPR.

To sum up, the definition of “health data” is not yet fully fleshed out. Given the contrasting
approaches across regulatory frameworks, it may be beneficial for the European Court of Justice
to establish a clear and consistent definition in order to avoid divergent interpretations. Especially
as it is “special category data”®” and its processing is prohibited unless GDPR expressly
authorizes it. Recital 10 of the AT Act’” and Article 1 EHDS both state that they should be read

in full compliance with GDPR provisions.

Health data is a special category of data which warrants special consideration due to its potential
to raise ethical concerns and cause serious consequences for individuals’ lives. Many companies
now target health data to offer personalized advice on nutrition and wellness. These so-called
“wellness apps” raise several data protection concerns. The main challenge is that while users
often consent to data processing, they may not fully understand how their data is actually used.Al
systems dealing with Health Data should thus be subject to the utmost care in terms of
transparency. Inaccurate results may also lead to a “harm to health” for the data subject. The risk
of discrimination in Al is also documented with research®”* highlighting disparities of certain
ethnic groups or populations in medical studies. Al Systems are prone to errors in different ways
which may have catastrophic results if thinking of its application to the healthcare sector:

72 Article 2 and 9 GDPR.

23 Regulation (EU) 2024/1689 (Al Act).

21 Ziad Obermeyer et al. ,Dissecting racial bias in an algorithm used to manage the health of populations
.Science 366, 447-453(2019).DOI:10.1126/science.aax2342
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3. The Processing of Health Data

The GDPR clearly defines the entities it applies to, using the following key terms:

e Controller: The entity that determines the purposes and means of processing personal data
(Article 4(7) GDPR).

e Joint Controller: Two or more entities that jointly determine the purposes and means of
processing.

® Processor: A natural or legal person, public authority, agency, or other body that processes
personal data on behalf of the controller.

® Authorised Subject: An individual acting under the authority or supervision of the controller.

Data Subject: The individual to whom the personal data relates.

The European Health Data Space (EHDS) is applicable to various actors, including GDPR
controllers and processors, but it specifically targets “data holders,” who are obligated to make
“electronic health data” available to “data users” for defined purposes related to secondary use.
Opverall, the concepts used in the EHDS align more closely with those found in the Data Act but
not identical, since there is no mention here to data holders as “a party with rights or obligations

over data through contractual agreement”275.

The term “natural persons” in the EHDS is broadly equivalent to the “data subject” under the
GDPR. The main definitions are as follows:

13 EHDS Deep-Dive, Baker and Makenzie 2024
https://healthcarelifesciences.bakermckenzie.com/2024/09/30/ehds-deep-dive-new-pathway-for-accessing-health
-data-part-2/
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® “Health data holder’ refers for example to hospitals, companies using clinical trial data

ot developing medical applications.

The definition is “any natural or legal person, public authority, agency or other body in the healthcare
or the care sectors including rezmbursement services as well as any natural or legal person developing
products or services intended for the health sector, developing or manufacturing wellness applications or

performing research in the healthcare sector, who:

® Jas the right to process electronic health data in its capacity as a controller or
Joint  controller, including for the provision of healthcare, research and
innovation purposes; or

® s the ability to make available, including to register, provide, restrict access or
exchange non-personal electronic health data, through control of the technical
design of a product and related services.

® “Health data user’ refers for example to a company that wants to use health data for
R&I purposes, to create a vaccine etc..

The definition is “a natural or legal person which has been granted lawful access to electronic
health data for secondary use pursnant to a data permit, data request or an access approval by
an Authorised participant in the framework for multi-country secondary use of electronic health
data, HealthData@FEU.”

- “Health Data Access Body” (HDAB)*® refers to the newly instated European Body
that will be in charge of data transfers under the EHDS.

These definitions mean that the EHDS is applicable to a large category of actors such as: natural
persons with regard to their health data, as well as companies and institutions in the healthcare
sector. To understand how health data processing occurs, it is important to remember that the
GDPR provides the fundamental framework governing the processing of personal data (A).
However, due to the specific characteristics of the healthcare sector, the European Health Data
Space (EHDS) establishes a new sector-specific regulatory framework (B). While the AI Act does
not specifically target health data, its provisions may apply when developing Al systems used in
the healthcare sector (C).

A/- Under the GDPR

Sensitive data. Under Article 9(1) of the GDPR, the processing of personal (health) data is
strictly prohibited unless expressly justified by substantial public interest, medical necessity, or the
explicit consent of the data subject. Pursuant to Articles 13, 14, and 15 of the GDPR, data
controllers are legally bound to maintain transparency regarding the collection and utilization of
personal data. Hence, any entity processing personal data must provide clear and accessible

276 Article 74(1) EHDS outlines how controller and processor roles are assigned when transferring data that
qualifies as personal under the GDPR. The data holder is considered the controller when disclosing requested
data to the Health Data Access Body (HDAB), whereas the HDAB assumes the role of the controller when
processing data to fulfill its regulatory obligations.
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information to data subjects about the purpose, legal basis, and scope of data usage. When
processing health data, which is considered “sensitive data”, explicit consent”” is required. If no
other legal basis applies, informed patient consent is required (Articles 4 (11) & 7 GDPR).

“Legitimate interest”. It allows the processing of personal data without explicit consent if its
benefits outweigh the risks and that users’ rights are protected throughout the process. Other
legal bases may be used depending on the specific circumstances. These legal bases could be for
Public Health & Healthcare Services:

o Article 6 (b) & (c) — Processing justified by contractual obligations or legal
requirements.

o Article 6 (¢) & Article 9 (h) — Allowed for public interest tasks, including
preventive medicine.

“Scientific research”. Under Article 9(2)(j) of the GDPR, the processing of health data is also
permissible for a scientific research purpose. Pursuant to Article 6(4) of the GDPR and Recital
50, the secondary use of personal data does not require a separate legal basis if it remains
consistent with the initial purpose for which the data was collected*™.

B/- Under the EHDS
The EHDS sets out different obligations depending on the entities processing personal data.

GDPR. The processing must follow the obligations set out in the GDPR. Under this text, the

different stakeholders must state a “reason” to process the data. Examples with the roles under
the EHDS roles for (personal) health data:

- A data holder acts as controller if it shares personal data with the HDAB>”.
Legal basis: Data sharing to be compliant with a legal obligation (Article 6(1)(c)).
Purpose: for a public interest purpose (i.e public health) under Article 9(2)(i), or a
scientific research purpose under Article 9(2)(j).

- The HDAB can be a controller when a request is made by a patient to have access to its
data.
Legal basis: Necessity for public interest/ exercise of vested authority under Article
6(1)(e).
Purpose: Substantial public interest under Article 9(2)(g), preventive or occupational
medicine grounds pursuant to a contract Article 9(2)(h), public health under Article
9(2)(1) or scientific research under Article 9(2)()).

- The data user is a controller when it uses the health data

277« . any freely given, specific, informed and unambiguous indication of the data subject’s wishes by which he

or she, by a statement or by clear affirmative action, signifies agreement to the processing of personal data
relating to him or her.”

%8 1t is also the case under the EHDS

" They can only do so depending on the individual data permit (see below).
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Legal basis: Necessity for public interest under Article 6(1)(e) or consent.
Purpose: Most of the exemption in Article 9(2) and more specifically scientific research
under Article 9(2)(j).

In its FAQ on the EHDS* the European Commission undetlines that, for most purposes,
“appropriate safegnards” must be implemented (e.g. Article 9(2)(j) GDPR). Recital 52 of the EHDS
underlines that “Processing of electronic health data for secondary purposes must rely on one of
the legal bases outlined in Article 6(1) (a), (c), (), or (f) of the GDPR (Regulation (EU)
2016/679)” and that special categoties of health data can only be processed if safeguards in
Article 9(2) (g) to (j) of the GDPR are met.

The COVID-19 pandemic®' has shown the importance of health data for the development of
global policies and R&D to provide timely responses to pandemics. Under the GDPR
framework, there is a possibility to request access to data to the controller. For the controller it is
in turn difficult to locate the data and the controller may also refuse or charge a fee. The other
issue faced by professionals is the “lack of interoperability” in the medical records with in turns

means they “cannot make optimal medical decisions for their diagnosis and treatment”*>,

ECJ judgment of 26 October 2023 FT (Copies of medical records) C-307/22,
EU:C:2023:811

The European Court of Justice (CJEU) ruled on October 26, 2023, that patients must have
free access to their full medical records under the GDPR at least for the first request. A
patient was charged for access to medical records and argued that it violated GDPR rules. The
CJEU ruled that data controllers must provide access free of charge, as neither Article 12 nor
Article 15 of the GDPR requires a justification for obtaining a copy.

However, it also ruled that restrictions may apply when requests are “manifestly unfounded”
or “excessive”. Additionally, free access only applies to the first copy; reasonable fees can be
charged for additional copies.

Regarding the content, the Court ruled that patients must receive a complete copy of their
medical records, not just selected data. This ensures clear and understandable information,
which may require providing excerpts or even entire documents.

Reuse of health data. It is for these reasons that the European Health Data Space Regulation
has created another framework to facilitate the reuse and sharing of health data. It introduces two

<<

new concepts: “primary use
building blocks:

and “secondary use”. The EDHS is centered around three main

20 Not a binding document, it is made by the DG Health.
https://health.ec.ecuropa.eu/latest-updates/frequently-asked-questions-european-health-data-space-2025-03-05_en
281 ECJ judgment of 26 October 2023 FT (Copies of medical records) C-307/22,
EU:C:2023:811https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52022PC0197

82 Recital 19 to 24 EHDS
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“Primary use” which is aimed at giving patients more rights over their data.
“Secondary use” which facilitates health R&D as well as policy making,

The last part is a specific framework to create a single market for Electronic Health
Records.

® Primary use

Primary use of electronic health data means: “%he processing of personal electronic health data for the
provision of bealth services to assess, maintain or restore the state of health of the natural person to whom that data
relates, including the prescription, dispensation and provision of medicinal products and medical devices, as well as
for relevant social security, administrative or reimbursement services” (Art. 2.2.(d) EHDS).

The aim of this “processing’ is to allow the natural person (i.e patient) to have access to its data
more effectively. Under the GDPR, they can ask for access to a controller. As previously
mentioned, it may take time or be limited. To complement this possibility under GDPR, the
provisions related to “primary use” under the EHDS allow for a more streamlined process.
Under the EHDS, data subjects can request access to their electronic health data quickly and free
of charge. This data and information such as “patient summaries” will be available through the
“MyHealth@EU” platform, with access via an online portal or app. The implementation and
oversight of this system will be ensured by both the Health Data Access Bodies (HDABs) and
Data Protection Authorities (IDPAs), as outlined in Article 22 EHDS.

In sum, for Primary use:

(i) Rights of Natural Persons

® Access and Download (Art. 3): Individuals have the right to access and download their
electronic health data (EHD).

® Delegated Access (Art. 4): Access may also be granted to Authorised representatives,
such as legal guardians.

Data Input (Art. 5): Data subjects may add personal health information to the platform.
Rectification (Art. 6): They may correct inaccurate or incomplete health data.
Portability (Arts. 7, 15, 23): EHD must be portable across EU Member States.
Restriction of Access (Art. 8): Individuals can limit access to their health data.

Access Transparency (Art. 9): They must be informed of any access to their data.

Right to Opt-Out (Art. 10): Data subjects may opt out of the EHDS, except where access
is necessary under GDPR Article 9(2)(c).

(ii) Obligations of Data Holders

® Data Registration: Data holders are required to register relevant personal health data in
electronic format, in accordance with technical specifications set by the European
Commission.

® No Cost Obligation: This registration must be carried out free of charge.
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® Interoperability: A key obligation is to ensure interoperability between Electronic Health
Record (EHR) systems, facilitating seamless data exchange across Member States.

® Secondary use

The purpose of the secondary use of health data is to support R&D initiatives by helping
researchers access better quality data in electronic format. It is defined as “%he processing of electronic
health data for purposes set out in Chapter IV of this Regulation. The data used may include personal electronic
health data initially collected in the context of primary use, but also electronic health data collected for the purpose
of secondary use”.

To do so, the EDHS creates a permit-based system:

1. A Data User seeks to obtain relevant health-data and asks a Data Holder for permission.
2. The Data Holder is responsible for making specific categories of health data available for
secondary processing. It may contain either personal or non-personal health data.

What Data Does the Data Holder Have to Share?

Article 51 of the EHDS specifies the types of data that must be made available for
secondary use. Categories from DG Health FAQ include:

e Pathogen Data: Data related to pathogens and diseases (both viral and
bacterial). However, any data concerning animal health is excluded from this
scope.

® Healthcare-Related Data: This includes claims and reimbursement data, but
only the information relevant to billing, reimbursement, and healthcare
management. Sensitive banking details or other unrelated financial information
must be excluded.

3. In order to gain access to such data, the Data User must apply for a data permit (detailing
the legal basis for processing) which is issued by the designated Health Data Authority.
The purpose under EHDS is different from the purpose in Article 9 GDPR. The data
user must highlight what purpose for processing is used (Art 54):

For Public Bodies only For all Data User

(a) the public interest (d) education or teaching activities
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(b) policy-making and regulatory | (¢) scientific research related to health or
activities care sectors

(c) statistics (f) improvement of the delivery of care, of
the optimisation of treatment and of the
provision of healthcare

4. The Health Data Authority oversees and manages the process. The permit will outline
specific restrictions regarding the purpose for the uses of the data. The Health Data
Authority will regulate the use of sensitive health data. Two types of permits are

contained in the EHDS:
Data Access Application (Article 68) Data Request (Article 69)
To process personal electronic health data : To process anonymised statistical data:
® nced to detail applicant info, intended ® need to detail identity, intended use and
use, data  descriptions,  security safeguards
safeguards.

Pseudonymised data if anonymisation is not | Anonymised data for statistical output without

sufficient. personal data.
User journey
Data What health data exists to support my research?
discovery

Data
access
application

Data user

Can | use this data for my research project?

Data

. Issue permit and make data ready for use, ensuring data quality and privacy.
preparation P Y 9 qually privacy

L

.
eg I

Health Data Health Data
Holders Access Body

Data
provision

Give access lo Secure Processing Environment

Data use | Analyse and process data

Results . . . N
Publish results, ensuring privacy and verifiability

i

Data User
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Source: EUHPP webinar on European Health Data Space (2/3): Secondary Use of health data
(27 February 2025, 15:30 - 17:00).

The scientific research purpose. The notion of scentific research is consistently recognised across
both the GDPR and the EHDS, with broadly aligned definitions. Among the various purposes
for secondary use, the most widely applicable is the scientific research purpose.

Recital 61 EHDS has a very broad definition: “The notion of scientific research purposes should be
interpreted in a broad manner, including technological development and demonstration, fundamental research,
applied research and privately funded research. Activities related to scientific research include innovation activities

such as training of Al algorithms that could be used in healthcare or care of natural persons, as well

as the evaluation and further development of excisting algorithms and products for such purposes”.

Recital 159 GDPR mentions “?he processing of personal data for scientific research purposes should be
interpreted in a broad manner including for example technological development and demonstration,

fundamental research, applied research and privately funded research.”

In 2022, the European Data Protection Board (EDPB) noted that despite these parallel
definitions, the legal basis for processing under the GDPR and the EHDS differ, which
introduces an additional layer of complexity in practice. To address potential risks arising from
this broad scope, Article 64 EHDS establishes strict safeguards and prohibitions to regulate the
secondary use of health data, particularly to prevent misuse of sensitive information.

Prohibited processing purpose:

(a) taking detrimental decisions to a group of or to a natural person.

(b) taking decisions which result in discriminating against them on the basis of the
health data obtained.

(c) carrying out advertising or marketing activities;

(d) developing products or services that may cause harm (illicit drugs etc..)

(e) carrying out activities in conflict with ethical provisions laid down in national law;

Challenges for the Supervisory Bodies. Some critics™’

argue that the broad scope of the
scientific research purpose remains too wide and may still pose risks to fundamental rights. A key
concern is that the Health Data Access Body is only required to verify that the secondary use
aligns with the EHDS research purpose, yet private companies engaged in R&D often pursue
multiple objectives, including commercial interests. While data subjects retain the right to opt out
of the EHDS secondary use system under Article 51, Member States are permitted to establish
mechanisms allowing access to data concerning individuals who have opted out, potentially

undermining individual control.

8 See "While data-driven innovation is desired, we fear that a regime that is too permissive when it comes to
data sharing might ultimately hamper health(care)’s fundamental values like safety or equity." - Salokannel,
Marjut. 2024. “Opting-in or -out or Not at All: Secondary Use of Health Data in the EHDS Framework.”
European Law Blog, February 2025
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Concerns about an unequal distribution of responsibilities have also been raised*. In 2022, the
EDPB and the European Data Protection Supervisor (EDPS) issued an opinion on the draft
EHDS Regulation, highlighting that much of the burden falls on the HDAB. For example, the
responsibility for implementing pseudonymisation and anonymisation measures rests primarily
with the HDAB. Article 61 further specifies that the HDAB may charge fees proportional to the
time spent preparing, anonymising, pseudonymising, and providing access to electronic health
data.

Cross border access. For multi-country applications requiring cross-border access to electronic
health data, the Commission is responsible for establishing the Hea/thData@FEU infrastructure™.
The EDHS builds on the previous cross border healthcare®
system for exchanging patient summaries*’, making this system mandatory.

Directive, which created a voluntary

Cross Border Data transfers outside of the EEA

Within the EU and the European Economic Area (EEA)*, personal data can flow freely.
However, international data transfers are restricted under the GDPR to ensure adequate
protection. Transfers to countries outside the EEA are only permitted if the European

289

Commission has issued an adequacy decision™. This issue has gained attention after President

Donald Trump withdrew funding for the Data Privacy Framework, which governs EU-U.S.

data transfers.?”’

An example of the difficulties to implement the GDPR abroad is that of “23andMe”?!.

This firm specialises in DNA genetic tests for individuals. It filed for Chapter 11 (bankruptey) in
the US meaning the data they hold will be sold. EU-based data subjects are protected under
Article 9 GDPR since genetic data is a special category. Users were urged to delete their data
from the platform, underscoring the lack of clear protection mechanisms and enforceability of
these protections in cross-border insolvency contexts.

In general, transfer of sensitive data to countries outside of the EEA is gaining more and more
attention due to Al capabilities:

28 EDPB-EDPS Joint Opinion 03/2022 on the Proposal for a Regulation on the European Health Data Space.
28 To clarify: The HealthData@EU system is different from the MyHealth@EU for primary use.

2% Directive 2011/24/EU on patients’ rights in cross-border healthcare

287 It roughly covers category one of "priority data" under the EHDS.

288 The EDPB has published guidelines on this topic (June 2025):
https://www.edpb.curopa.cu/news/news/2025/edpb-publishes-final-version-guidelines-data-transfers-third-countr
y-authorities-and_en

2% See ECJ Schrems II decision

0 See to that extent Baker and Mackenzie article: “How Could Trump Administration Actions Affect the
EU-US Data Privacy Framework?”, March 2025.

2! 24 March 2025 - Statement Stephen Bonner, ICO Deputy Commissioner - Regulatory Supervision on
23andMe.
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- On 30 January 2025, the Italian Garante imposed a limitation on the processing of
Italian users’ personal data on DeepSeek due to a possible violation of the GDPR*”?,

- In March 2025, the Finnish Data Protection Ombudsman®’ announced an
investigation regarding the transfer of personal data from a Finnish university to a
Chinese company. The transfer concerns genetic data obtained for human research.
The DPA is investigating whether the university has safeguarded personal data before
transferring information to China. As China does not benefit from an adequacy
decision, it is up to the sender (the university) to ensure sufficient safeguards are

respected.

Challenges for the Data Holders™. Under the GDPR, data holders are required to conduct
Data Protection Impact Assessments (DPIAs) and data mapping exercises. To comply with the
EHDS, data holders now will have to make health data sets more accessible. Some countries
already have similar infrastructure. This may lead to more risks as regards ransomware,”” a form
of malicious software that infiltrates a device or information system with the aim of blocking
access, encrypting and/or copying data, and subsequently demanding a ransom from the victim
to restore accessibility or prevent the disclosure of the compromised information.. As an example,
healthcare institutions saw cyberattacks double between 2020 and 2021*7
digitalisation.

in France due to

In conclusion, health data processing under the EHDS and GDPR differs: the EHDS is a
sector-specific regulation applying to defined secondary uses, while all other processing remains
governed by the GDPR.

C/- The interplay with the AI Act

As mentioned previously, the AI Act may be applicable if hospitals or private actors decide to
build an A System that uses health data overlapping with both the GDPR and the EHDS.

2 Garante, Deepseeck measures 30 January 2025 See
https://www.garanteprivacy.it/home/docweb/-/docweb-display/docweb/10098369
%3 Office of the data protection Ombudsman - March 2025
https://tictosuoja.fi/-/tietosuojavaltuutettu-alkaa-selvittaa-helsingin-yliopiston-tie
nologiayritykselle
% EHDS Deep-Dive, Baker and Makenzie 2025
https://www.lexology.com/library/detail.aspx?g=18a2¢287-6937-4bdc-9edd-a87aaae68d3d

5 The scope for the EHDS also includes non personal health data. There might have overlaps with the Data
Governance Act since hospitals are also public administration.

26 Cybermalveillance.gouv.fr, Assistance et prévention en cybersécurité

https://www.cybermalveillance.gouv. fr/tous-nos-contenus/fiches-reflexes/rancongiciels-ransomwares#definition-
ransomware

27 L. Cluzel Metayer - “IA : quel potentiel et quels risques dans les services publics ?” - 5 avril 2024
https://www.vie-publique.fr/parole-dexpert/293547-ia-quel-potentiel-et-quels-risques-dans-les-services-publics
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GDPR. The Al Act” may be applicable simultaneously. As an example, an Al may spot
cancerous cells?”’ is “High Risk™*™ and uses “sensitive data”. Article 10 AIA also allows for the

processing of sensitive data to train the Al Systems but only for bias detection if :

(a) the bias detection and correction cannot be effectively fulfilled by processing other data, including synthetic or

anonymised data;

(b) the special categories of personal data are subject to technical limitations on the re-use of the personal data,

and state-of-the-art security and privacy-preserving measures, including psendonymisation;

(c) the special categories of personal data are subject to measures to ensure that the personal data processed are
secured, protected, subject to suitable safegnards, including strict controls and documentation of the access, to avoid
miisuse and ensure that only authorised persons have access to those personal data with appropriate confidentiality

obligations;

(d) the special categories of personal data are not to be transmitted, transferred or otherwise accessed by other

parties;

(¢) the special categories of personal data are deleted once the bias has been corrected or the personal data has

reached the end of its retention period, whichever comes first;

(f) the records of processing activities pursuant to Regulations (EU) 2016/679 and (EU) 2018/ 1725
and Directive (EU) 2016/680 include the reasons why the processing of special categories of personal
data was strictly necessary to detect and correct biases, and why that objective conld not be achieved by

processing other data.

To avoid risks, Data Protection Impact Assessments are required under GDPR and
“Fundamental Rights Impact Assessments” under the Al Act. The idea behind both texts is that
the processing must be secured and limited. However, Article 10 provides a legal basis for

processing of sensitive data under Article 9 GDPR. This legal basis is limited to the training of

datasets and subject to many safeguards, but it is still a new possibility.

EHDS. They apply sequentially when a Data User employs an Al system after obtaining a

permit

from the Health Data Access Body (HDAB) to use health data. According to the

European Commission’s FAQ, the two frameworks also intersect when an Electronic Health

Record (EHR) system integrates Al functionalities. However, the primary point of interaction
between the Al Act and the EHDS is at the Al system’s design stage, where compliance with

both regulations must be ensured.

4. Conclusion

28 EU Parliament,“At a glance: Digital issues in focus Algorithmic discrimination under the Al Act and the

GDPR”

https://www.europarl.europa.eu/thinktank/en/document/EPRS  ATA(2025)769509

2 Or for a lung cancer specific analysis: Data Protection Authority of Belgium - General Secretariat, “Artificial
Intelligence Systems and the GDPR A Data Protection Perspective” December 2024
https://www.autoriteprotectiondonnees.be/publications/artificial-intelligence-systems-and-the-gdpr---a-data-prote
ction-perspective.pdf

30 Annex IIT of Al Act
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Health data outside the scope of healthcare. Health data is not only used for the purpose of
scientific research. It may also be used for a commercial purpose. Many apps track health
information. Wellness apps have to comply with GDPR. The legal basis can be “explicit
consent”. Under the Al Act, these apps would likely fall under the high risk category.

Hypothetical wellness application:

An app is developed to track the health goals of app users using blood tests, weight, caloric
intake etc. This data can be connected to a smartwatch. In order to train its algorithm, the App
has to collect data.

- As regards the smartwatch it is not the app that controls the data but the company to
which the watch belongs to which will have its own data protection policies and
purposes.

- As regards the app, the data on the apps is uploaded by the user.

The App developer must then have a purpose for using the data and a legal basis for
processing:

Here it will probably be Article 6 for legitimate interests if it is for training the algorithm and
for sensitive data Article 9 under Consent.

The EHDS. The EHDS has an interesting approach as it mixes both the commercial side of

(T3N3

health data and its scientific side. The EHDS creates a new concept  ‘wellness application’ means any
software, or any combination of hardware and software, intended by the manufacturer to be used by a natural
person, for the processing of electronic health data, specifically for providing information on the health of natural

persons, or the delivery of care for purposes other than the provision of healthcare”. (Art 2 (2) (ab).

In sum, the app is developed for the specific purpose of the delivery of care but processes health
data. As an example, many phones now have apps that track the number of steps per day a
person takes. Since one of the aims of the EHDS is to help patients regain power over their
health data for primary use, a possibility is offered for such an app to claim interoperability with
electronic health record systems. To do so, the manufacturer has to claim that its app has
information that may be relevant for the EHR. The DG Health QA gives the example of a sleep
tracker, but many applications now have information on what people eat, how much water they
drink etc...

The use of such applications requires strict compliance with specific regulatory requirements and
manufacturing standards. The relevant database must be registered (Article 49), and data can flow
from the app to the Electronic Health Record (EHR)—but not the other way around. This
functionality is strictly contingent on obtaining the explicit consent of the natural person
concerned (Article 48). Under the Al Act, these applications may also be classified as high-risk Al
systems.
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The following sections will cover the topic of Automated Decision Making which may mutatis
mutandis apply to the healthcare sector. Three main types of Al can be listed™":

- Agentic Al supports doctors by analyzing data (e.g., picture of skin lesions) to help
decision-making,

- Partially automated systems take initial decisions but seek human input if there is
doubt (e.g, cancer patients’ eligibility for new clinical trial drugs).

- Fully automated systems make decisions without human involvement (e.g, such as Al
insulin pumps).

The applicability of Article 22 GDPR to Al in the Healthcare sector depends, as was explained in
the introduction, on whether the decision is fully automated, significantly affects the patient, and
lacks meaningful human involvement. The CJEUs SCHUFA decision recently broadened the
interpretation of a “decision”. It now includes Al-generated outputs that strongly influence
outcomes, even if a human technically is the one making the final call. This interpretation means
that for ADM in the medical sector, where Al tools are heavily relied upon, this article could
apply. While Article 22 is limited to decisions based sol/y on automation, the definition of
“meaningful human involvement” must be assessed case by case. Overall, Article 22 GDPR may
thus be applied more widely in the medical context.

In practice, the requirement of explainability is also difficult to assess as Al systems are often
opaque and professionals may not have a say in how the system operates. The recent evolutions
as regards ADM that are explained in the next Chapter may thus also impact the area of health

care.

%! Based on the classification by Hannah B van Kolfschooten, A health-conformant reading of the GDPR’s right
not to be subject to automated decision-making, Medical Law Review, Volume 32, Issue 3, Summer 2024, Pages
373-391, https://doi.org/10.1093/medlaw/fwae029
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3 /- The Integration of Artificial Intelligence into Judicial
Systems: Opportunities and Legal Challenges

As was studied in a previous Handbook™” , the deployment of Al in courts raises questions
related to fundamental rights such as the respect to the rule of law, the right to a fair trial, access
to justice, effective legal remedies, and the principle of non-discrimination. In light of these
concerns, it is essential to examine both the opportunities Al brings as well as the limits of using

Al in judicial contexts. The risks associated with the design and deployment of such Al systems
can present serious data protection challenges, particularly in contexts where judges handle
sensitive information and lawyers are bound by legal privilege—both of which may come into
contact with Al. Al and the judicial system. The unavoidable need for Al tools in judicial systems
is becoming increasingly evident. All professions are targeted and the judicial systems and judges
are also adapting to this new trend. Al can be used for different functions such as case triage,
legal research and court decisions categorisation, the management and repartition of cases

between judges or to create templates for recurring cases.

CJEU Judgment of 6 March 2025 (Joined Cases C-647/21 and
C-648/21)

The case concerned the Polish practice of withdrawing cases from judges and reassigning them
without clearly defined rules or requirements for justification. This practice, part of broader
reforms in the Polish judiciary, raised concerns about judicial independence and the risk of
executive or administrative interference in the allocation and systematisation of court cases.

The Courr held that Ardcle 19(1) TEL (Treaty on European Union) prevents national laws that
allow the withdrawal of cases from a judge without transparent rules or reasons. The ruling
emphasized that such practices undermine the principle of irremovability of judges and judicial
independence, both of which are foundational to the EU legal order. The CJEU further stated
that national courts must set aside any such decisions or measures if they violate EU law,
including the reassignment of cases and any follow-up actions.

The case directly addressed the mechanisms by which court cases are assigned, withdrawn, or
systematised within the Polish judiciary. The CJEU found that the lack of clear, objective, and
transparent criteria for these processes was incompatible with EU law requirements for judicial
independence. The findings of the Court can be mutatis mutandis applied to any Al System with
a triage option.

392 Handbook on Al judicial decision-making and fundamental rights, can be accessed on JuLIA website

here:https://www julia-project.eu/resources
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New Al Tools allow for advanced case law research in various databases. It can be used to predict
the outcome of a case in court being won depending on previous case law. This means that Al
can only look at past decisions to decide on the future outcome of a dispute resolution. In
essence a robot judge drafting a judgement would only be able to “copy” the past to decide on
the present. For now, these Al Judges can then only focus on very repetitive tasks and legal fields
where there is little to no “human appraisal”. Al has been cast as the future of judicial review,
with many talking about “predictive justice”, or “Robot-Judges”. However, these futuristic new
Al Judges have yet to replace Judges even if automation is on the way. The recent case of the Al
Avatar Lawyer being used in New York™”, shows how rapidly Al is entering court rooms. There
is also a potential gap in how lawyers use Al as opposed to how the judges are able to verify what
is said. Many lawyers have already used ChatGPT to write pleadings. In these pleadings it is
possible that some references were invented (i.e “hallucinated”) by the Al Some lawyers have

been caught™

citing fake case laws — arguably unbeknownst to them — but it is possible that
hallucinations will become more recurrent. This means the judges or opposing counsels will have
to be more vigilant as regards case law cited. Judges may also decide to use Al tools to automate
their decision making process but they will be subject to specific rules as was described
before.Apart from assisting judges (or hypothetically replacing them), Al can also be the object of
the judicial proceedings. Here the main issue is that judges will have to be able to decipher how
the algorithms work, how the decisions are taken and how the data used is being processed. In
this domain, there is also a potential existing gap with private companies having “opaque” and
“black-box™ algorithms. This explains why many EU Member States are developing in house

technologies.

A recent decision from the High Court of England and Wales™ highlights the professional duty
of lawyers to verify Al-generated legal research using authoritative sources, as shown in a case
where two lawyers submitted non-existent citations. The Court emphasized that this duty applies
whether the Al research is conducted by the lawyer or relied upon from others. Lawyers,
especially in large law firms, are increasingly leveraging Al tools like Harvey Al trained on their
proprietary databases, to streamline legal research and craft sophisticated case strategies. This
technological advantage is deepening the divide between well-resourced lawyers and less
tech-equipped peers, including many judges, potentially undermining both access to justice and
the fairness of legal proceedings. Since these Al systems draw on extensive case law from prior
firm experience, data becomes a central asset—one not equally available to all actors in the legal

system.

39 As seen in the Appellate division of the First Judicial Department of the Supreme Court of the state of NY.
See for example APnews on the matter:

https://apnews.com/article/artificial-intelligence-ai-courts-nyc-5¢97cba3f3757d9ab3¢c2e5840127f7GS

3% See in Canada https://www.theguardian.com/world/2024/feb/29/canada-lawyer-chatgpt-fake-cases-ai , and in
Australia

https://www.theguardian.com/law/2024/oct/10/melbourne-lawyer-referred-to-complaints-body-after-ai-generated

-made-up-case-citations-in-family-court-ntwnfb
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While attorneys benefit from enhanced efficiency and insight, judges often lack comparable tools,
raising concerns about procedural equity and the consistency of judicial outcomes. At the same
time, lawyers are facing a new reality: clients now arrive with Al-generated legal advice, which is
often unreliable or misleading. This shift reinforces the critical role of before relying on them in
practice.

Examples. In Italy, the Corte dei Conti uses a custom Al model called GiusBERTo to
automatically deidentify and anonymise court decisions, a task previously done manually. This
approach balances the public’s right to access information with the protection of citizen privacy.
The anonymised documents undergo human review to ensure accuracy and completeness.

In Germany, the Stuttgart Higher Regional Court uses OLGA, an Al tool that categorizes cases,
extracts metadata, and streamlines case processing, allowing judges to focus on complex legal
issues. Similarly, the Frankfurt District Court employs Frauke to automate draft judgments in air
passenger rights cases by extracting data and using text modules, reducing manual work and
speeding up decisions.

Since 2019, the French Court of Cassation has integrated Al into its judicial work through three
main projects: automatic pseudonymization of decisions, guidance on supplementary briefs, and
analysis of case law divergences. Developed in-house to ensure data sovereignty, the Al assists

information processing without making judgments. In its recent report, three main points
arehighlighted:

® Respect for fundamental rights: Ensure party anonymity, protect personal data, and
guarantee equal treatment at all times. Tools must not introduce bias or undermine
public trust in the judiciary.

e Digital frugality: Prioritize energy-efficient, resource-saving models to minimize
environmental impact and support sustainable development.

e Human primacy: Judges remain the sole decision-makers. Al tools serve only as

methodological aids without influencing or predetermining judicial reasoning.

Judicial data must be securely controlled, Al tools hosted on trusted European infrastructures,
and algorithms kept transparent and adjustable by the Court.

Al to assist judges. Over the past decade or so, Al tools have been sold in many different fields
and the judicial sector is not exempt from this trend. The main aim of these tools is to automate
and streamline processes for judges which in turn can help with the right to a speedy trial. These
tools can have different use such as, Court management’ systems or case management

307

systems™ . However, apart from ethical issues, data protection is also threatened by the use of

3% Uses statistics and graphs to show the flow of cases in courts to identify issues.
397 Uses data for statistics to analyse cases per judges, allocation of cases, delays etc...
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these new technologies by judges and more generally in a court setting as explained in the
previous section.

Legal Challenges. The deployment of Al in the judiciary raises profound concerns regarding
the protection of fundamental rights enshrined in the Charter of Fundamental Rights of the EU
(CFREU) and the European Convention on Human Rights (ECHR). As was explained before,
Automated Decision Making (ADM) cannot compromise other fundamental rights such as the
right to a fair trial or the presumption of innocence. The GDPR applies to the judiciary, so 275
Uses statistics and graphs to show the flow of cases in courts to identify issues. 276 Uses data for
statistics to analyse cases per judges, allocation of cases, delays etc... previous developments
remain valid. However, it recognises the judiciary’s unique role and independence, providing
specific exemptions to protect judicial independence when courts act in their judicial capacity.

Recital 20 GDPR clarifies that the regulation applies to courts, but Data Protection Authorities
are not competent to oversee data processing when courts are performing judicial functions. This
exemption aims to protect the independence of judicial decision-making but internal supervisory
organs may be created. This is even more important if an Al system used for ADM is
implemented in Courts.

Processing. Article 9(2)(f) GDPR allows courts to process sensitive personal data when
necessary for administering justice (e.g., racial or ethnic origin, political opinions). However, this
is limited in the context of Al The AI Act explicitly prohibits Al systems that make risk
assessments of individuals to predict criminal behavior based solely on profiling, recognising the
risk of discrimination and violation of due process. The only exception is for Law enforcement.

The AI Act classifies Al systems used in judicial decision-making as &quot;high-risk,&quot;
subjecting them to stringent requirements for transparency, data governance, and human
oversight. The Court of Justice of the European Union has emphasized that fully autonomous,
self-learning Al systems are incompatible with the need for predetermined, transparent criteria in
judicial decision-making. This is developed in the next Section.

For further information, may also be found on the UNESCO Initiatives with EJTN. UNESCO
has launched several initiatives and training programs for judges and judicial operators on the use
of Al in the judicial system, its implications for human rights, and data protection. These include
a Massive Open Online Course (MOOC) and collaborative events with the European Judicial
Training Network (EJTN).

308 UNESCO and EJTN webinars :
https://www.unesco.org/en/articles/unesco-and-european-judicial-training-network-partner-train-judges-artificial
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4 /- Administrative data: Leveraging Al capabilities while
ensuring data protection
Agathe Missakian

The term ‘Public Administration™”

refers to governmental authorities as well as public services,
including entities responsible for “planning, adopting, and implementing legislation and
government policies”'’. The Public Administration plays a central role in shaping citizens’ daily
lives, handling services such as visa issuance, healthcare management, and law enforcement. The
Administration operates at all levels of the state, encompassing law making agencies, policing

services, taxation, and border control bodies. As digitalisation®"

progresses, there is a general
push’? for more Al in the Public Administration. The use of Al has slowly increased and is

exponentially growing in most of the EU Member States’".

Risk-benefit ratio. The use of Al in the Public Administration is generally found to be
beneficial, offering enormous efficiency gains for public servants, but it is also subject to
criticisms as regards how the data are collected and the Al systems are set up.

Benefits

Risks

Al enables faster decision-making by analyzing
large datasets (France Travail’s Al system to

Many LLMs used are developed by private entities,
leading to concerns about autonomy and data

classify benefits’*).  For

administrative agents, it can help create content,

unemployment sovereignty.

contracts, and streamline processes.

Al can

processing

automate repetitive tasks, such as | Digitalisation risks increasing cybersecurity threats

student applications  for
education (Ex Parcours Sup)’".

higher | as more personal data is processed.

3% This Chapter builds on a previous JuLIA Handbook, 41 and Public Administration, to provide a more
comprehensive analysis of the intersection between Artificial Intelligence (Al), the Public Administration and
Data Protection Regulations.

319 JuLIA Handbook “Al and Public Administration” 2024, see introduction, page 30.

3! For the purpose of these developments “digitization” refers to all possibilities offered by new technologies
such as electronic filing systems, online video conferences systems, and the overall move from paper-based
documentation to electronic formats.

312 “G7 Toolkit for Al in the public sector”, OECD/UNESCO 2024

313 See to that extent the recent research led by the European Commission for the efficiency of justice (CEPEJ)
working group on cyberjustice and artificial intelligence (CEPEJ-GT-CYBERJUST) which found that 125 Al
systems were being used or in development phase by the end of 2024 for cyberjustice.

34 See as an example France Travail website, listing the algorithms used and how they work :
https://www.francetravail.fr/candidat/algorithmes.html

315 “Algorithms, Al systems and public services: what rights do users have’Défenseur des droits - 2024 - ENG
version and L.Cluzel Metayer “I4 . quel potentiel et quels risques dans les services publics ?” - Vie Publique - 5
avril 2024.
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Al can be used for security purposes (Al-assisted | AI may rely on (personal) data collection such as

video surveillance for the 2024 Olympics can | facial recognition techniques, and may pose threats

316

detect anomalies)’®. Similar techniques can be | to privacy.

used to identify tax evasion.

Public authority. The Administration often follows a specific set of rules that is different from
private undertakings. As public services can have quasi-legislative functions (i.e they make
decisions that are binding on citizens), they have to obey principles, such as the rule of law and
equality between citizens or avoidance of all discrimination. Data is not only used to support
decision-making (i.e granting a pension depending on criteria), but also to automate the making
of administrative acts, for surveillance purposes or for helping citizens via chatbots. Al can help
the Public Administration increase its efficiency and speed. This can also, in turn, help reinforce
the trust of citizens in their Administration if decisions are taken in a more transparent mannet.
Al can also be used for law-enforcement to stop terrorist attacks, burglaries, and other criminal
activities in real time or even predict such behaviour. However, data protection laws and
regulations still apply to the Public Administration, limiting its powers.

1. Definitions

Administrative Data. Administrative data, though not explicitly defined under EU data
protection law, generally refers to data collected by public service administrative systems across
various sectors such as health, finance, taxation, and immigration. It is essential for supporting
automated decision-making and surveillance systems in public administration. However, this
definition lacks clarity regarding the specific characteristics of the data it encompasses.
Administrative data may be:

® Personal Data®”: Criminal records, social security data, medical records, banking details
where an individual can be uniquely identified.

® Non-Personal Data™®: Aggregated statistics, census data, environmental measurements,
or anonymised records where personal identifiers are removed.

e Public or Private Data: Depending on whether the data is publicly accessible or not.

Open data. The Open Data Directive’” establishes a legal framework for accessing and reusing
publicly accessible administrative data. The Directive aims to make vast public sector
datasets—such as maps, energy use, or satellite images—more accessible. Much of the
Administrative Data was untapped and this allowed for a recognition of its value for private and
public actors alike. While much of this data is non-personal or anonymised it may raise data

316 See the last section of this Chapter.

31" The definitions to consider are in general that of the GDPR (Regulation EU 2016/679)

318 In the Regulation 2018/180 on the Free flow of non-personal data, it is defined as “data other than personal
data as defined in point (1) of Article 4 of Regulation (EU) 2016/679” which is to say “data that does not relate
to an identified or identifiable person”.

31 Directive (EU) 2019/1024 of the European Parliament and of the Council of 20 June 2019 on open data and
the re-use of public sector information (recast)
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1561563110433&uri=CELEX:32019L1024
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protection concerns. It facilitates the access of citizens to data in administrative “documents™*

produced and collected by public sector bodies, but Member States must implement safeguards

to ensure proper anonymisation and restrict access to personal data.

The Data Governance Act®®. The Data Governance Act (“DGA”) also regulates the reuse of

data held by public sector bodies. The Data Governance Act in its Article 1(3) expressly mentions
that the data protection regulations prevail over it. The aim of the DGA is complementary to that
of the Open Data Directive, as it regulates data that is protected under other regulations. The

reuse of data held by public authorities is limited to data’ that is held by the public sector’® and

covered by:

e Commercial confidentiality, including business, professional, and company secrets

e Statistical confidentiality

® Protection of intellectual property rights of third parties

® Protection of personal data, insofar as such data fall outside the scope of Directive (EU)
2019/1024 (Open Data).

To that extent, the DGA also regulates personal data but the actors’* have GDPR-compliant
obligations®® such as: Anonymisation of personal data and modification of confidential
information before re-use (Art 5 (3) (a) (i)) ; Remote access and re-use of data within a secure
processing environment (Art 5 (3) (b), (c)) ; best-efforts assistance by the public bodies to
re-users in seeking consent where re-use would otherwise not be permitted(Art 5 (6)); The data
altruism organisations’ “consent form shall ensure that data subjects are able to give consent to
and withdraw consent from a specific data processing operation.” (Article 25(3))*.

Law enforcement. Law enforcement agencies often have access to criminal records, biometric
data, and surveillance footage, the processing of which is generally justified by public interest.

327

However, such access raises significant privacy concerns for citizens™'. Therefore, this topic is

examined in greater detail in the last section of this Chapter.

%20 “Any ways in which data is recorded” see also Article 2 GDPR

! Regulation (EU) 2022/868 of the European Parliament and of the Council of 30 May 2022 on European data
governance and amending Regulation (EU) 2018/1724 (Data Governance Act)

%2 Such data held by a public sector body would then be considered administrative data: “any digital representation of
acts, facts or information and any compilation of such acts, facts or information, including in the form of sound, visual or
audiovisual recording”.

3 This is exclusive of specific sectors as per the DGA such as cultural institutions or policing services.

324 The DGA creates 3 notions for each different actor : “public sector bodies, data intermediaries, and data
altruism organisations”.

325 See to that extent Recital 4 DGA.

326 Tt creates specific bodies that will be in charge of these obligations. As an example, in France the “Centre
d’acces sécurisé aux données” can grant access to specific datasets for re-use. These agencies have to publicly
disclose the conditions and procedures for such re-use through a single information point. Re-use conditions
must be fair, transparent, proportionate, and non-discriminatory, without restricting competition ( Article 4 DGA

327 Such as the issue of mass surveillance.
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France Travail data leak®®®

France Travail (the French national employment agency) announced on March 13, 2024 that
its IT systems and those of Cap Emploi, a government employment service that supports
people with disabilities, were breached. According to France Travail, exposed personal data
includes names, social security numbers, dates of birth, user IDs, email and postal addresses,
and phone numbers of France Travail and Cap Emploi users. In this example, data concerning
disabilities was leaked by a governmental agency. As exposed in a previous Chapter on “health
data”, whether or not this type of data falls under the category of sensitive health data depends
on the interpretation of the courts (e.g depending on whether the data is linked to specifically

identifiable people or not).
NoYB and Swedish Tax Authority®”

In Sweden, the tax authority collects personal data in order to decide on taxes. This data may
take many forms such as date of birth, income, social security numbers... However, according
to complaints, it also sells personal information to third parties that are allowed to publish this
protected personal information online. This practice seems to be in violation of the GDPR
since data brokers can profit off personal data that was given freely to be used strictly for tax
purposes and not for commercial gain. This is allegedly in breach of the GDPR as regards the
processing for legitimate and specified purposes. Although the Swedish Supreme Court has
recently ruled that public access must be balanced against privacy and that sensitive data
should be confidential, the tax authority continues to share it. NOYB has recently appealed a

decision since private companies are currently still allowed to receive and use this data.

Conclusion. If Administrative data is not precisely defined by the texts, it is still protected under
data protection regulations. It can be understood broadly as any data held by public sector entities
or more narrowly as data actively used by the administration. This data may serve as the basis for
developing and training Al models, which are then integrated into administrative systems to

support or automate decision-making processes. Three stages were specifically identified

328 see CNIL website publication 2024
https://www.cnil.fr/fr/france-travail-la-cnil-enquete-sur-la-fuite-de-donnees-et-donne-des-conseils-pour-se-prote
ger

32 NoYB website publication “noyb takes swedish tax authority to court”, 3 April 2025, access here
https://noyb.eu/en/noyb-takes-swedish-tax-authority-court-selling-peoples-personal-data
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respectively: (1) the design™ of the algorithmic system, (2) its organisational embedding, and (3)

its use in decision-making™'.
2. Development and Implementation of Al by the Public Administration

Legal framework. At the development stage, the main risks are linked to the training on
sensitive data, biases and discrimination. At the implementation stage, the use risks are also
related to the handling of sensitive information and unlawful data sharing. When developing an
Al Model, data protection laws have to be followed in terms of how the administrative data is
collected, stored and used.

A - GDPR

The GDPR establishes data protection obligations that apply irrespective of the status of the
entities, be they private or public™. It is especially important since administrative data may be
considered “personal data” (Article 5 GDPR).

Legal basis. According to Article 6 GDPR, public administrations must have a lawful basis and
a legitimate purpose for processing personal data. The following legal bases may be used in the
context of the Public Administration: prior consent, the protection of vital interests, public
interest or if it is “official authority is vested in the controller”. Depending on the administrative
data being processed, provisions of Article 9 (Special category data) may be also applicable if
genetic data, data concerning health or biometric data is processed.

As an example:

The national social welfare system is using personal data, such as age, address, and
sensitive data, such as health data to determine what social advantages a data subject can
benefit from:

Legal basis: Necessity for public interest/ exercise of vested authority under Article
6(1)(e).

Purpose: Processing is necessary for the purposes of carrying out the obligations of the
controller in the field of social security if it is authorised by Member State law and if
appropriate safeguards for the fundamental rights and the interests of the data subject are
respected under Article 9(2)(b).

When handling administrative data, the public services must respect all the provisions of the
GDPR as regards, fairness, data minimisation, and collecting it for specified, explicit, and
legitimate purposes. The Public Administration® must “by design” make sure that these
obligations are fulfilled from the start at both design and implementation stages.

330 The term design will be used interchangeably with the term “development”.

31 As explained in greater details in a previous Handbook, the lifecycle of an algorithm system varies from
system to system.

332 The different entities may be referred to as controller, processor, joint-controller etc.. depending on their roles
as defined in the GDPR. See to that effect the introduction and previous chapter on health data.

33 As mentioned, acting either as a data controller or data processor.
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Dutch Tax and Child Care benefit scandal®**

In 2019, the Dutch tax authorities created and used an (ML) algorithm to detect risk of fraud in the
field of childcare benefits. However the authorities ended up using only the risk indicators, penalising
the citizen solely on a “risk” of fraud. It became a national problem as it targeted lower income families
which were denied child care benefits. It also led to children being put in foster homes and rumours of
ethnic discrimination by the State (the DPA found that it was not the case). In December 2021, the
Dutch Data Protection Agency fined the Tax administration for the “unlawful, discriminatory and
therefore improper manner” in which the data had been processed.

Data subjects rights. Moreover, data subjects have rights associated with their personal data,
such as the right to be informed about the processing and to request deletions if necessary. These
rights have to be respected at all times during the development, testing and use. The Al systems
have to be compliant from the beginning when choosing the administrative data to be used,
whether it is anonymised or not. The data subject also has rights as regards automated
decision-making (Article 22 GDPR) which will be the focus of a next section.

2. Al Act

The Al Act”™ establishes a risk-based framework and undetlines the necessity for transparency,
and human oversight when developing Al Systems. The EC Guidelines on the definition of Al

23336

Systems exclude “simpler forms of Algorithms™™°, such as very basic statistical applications. The

Administrative Al then has to fall into one of the five categories set out in the regulation337.
(i) Specificity for the development stage

High-risk Al systems must undergo a detailed assessment. Article 10 introduces data governance
obligations that apply to the training, validation, and testing of Al systems. Depending on the
system’s intended purpose, the dataset must be strictly analysed (Article 10(2)). This includes
considerations, such as design choices, data collection processes, annotation, cleaning, updating,
bias detection, and risk mitigation (Article 10 (2)(a)-(h)). A key aspect of bias prevention, and in
accordance with the GDPR, is the ability to process special category data under strict
conditions. As mentioned previously, such data can only be used if bias correction cannot be
achieved through other means, and must be safeguarded through state-of-the-art security,
pseudonymisation, strict access controls, and deletion after bias correction.

33% See the Dutch Data Protection Authority report
https://autoriteitpersoonsgegevens.nl/en/news/tax-administration-fined-discriminatory-and-unlawful-data-proces
sing and a more detailed study in Handbook on Al in the Public Adminsitration page 32.

335 Regulation (EU) 2024/1689 (Al Act).

336 See to that extend the “Approval of the content of the draft Communication from the Commission -
Commission Guidelines on prohibited artificial intelligence practices established by Regulation (EU) 2024/1689
(AI Act)” which mention mathematical statistics as being excluded from the Definition of an Al system. An Al
System being “machine-based system designed to operate with varying levels of autonomy and that may exhibit
adaptiveness after deployment and that, for explicit or implicit objectives, infers, from the input it receives, how
to generate outputs such as predictions, content, recommendations, or decisions that can influence physical or
virtual environments.”

337 As follows: prohibited systems; high-risk systems; general purpose Al models; systems requiring
transparency measures; low-risk systems
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(ii) at implementation stage

Prohibited practices. The Al Act outlines Al practices deemed to pose unacceptable risks. For
administrative data, the main prohibitions would be:

- Art. 5(1)(b): Harmful exploitation of vulnerabilities : meaning the Al cannot use
information on disability, age or health status to exploit the results in a discriminatory
manner.

- Art. 5(1)(g): Biometric categorisation : meaning that the Al cannot be used by the
administration to deduce the ethnicity of the data subject or to infer a race, a religion or a
sexual orientation.

- Art. 5(1)(c): Social scoring: meaning that the administration cannot decide to put a social
score on a data subject or a group of data subjects based on their behavior to decide on
the treatment of said data subject for an unrelated purpose. As an example, an Al system
that rates the citizens for a welfare benefit according to their online behavior to

determine the grant that will be given to them.

Udbetaling Denmark (UDK) Al Systems as seen by Amnesty international®®

The Danish welfare authority, Amnesty argues, uses a fraud detection system that likely falls under the
“social scoring” prohibition under the Al Act. Danish laws allow for extensive collection and merging
of personal administrative data such as citizenship, health records, residency status... The main issue
for Amnesty is that the Al System uses citizenship outside EEA countries in order to refuse benefits
and that this practice represents a social scoring system for the purpose of fraud control.

The Danish DPA has launched a public consultation on this subject but no investigation is publicly
underway.

High risk. Administrative Al Systems may fall under the Annex III of the Al Act, as they may
be used “to “evalnate the eligibility of natural persons for essential public assistance benefits and services,
including healthcare services, as well as to grant, reduce, revoke, or reclaim such benefits and services”. Even if
nothing is said regarding the access to the data in the first place or whether citizens can oppose
said use™, it must be read in compliance with the GDPR. The GDPR gives the data subjects
rights, such as the right to ask for information about which data is being processed, how and in
what way, as well as the right to rectify or erase such data™.

“Good Administration”. An additional layer of protection®' may be found in the EU principles
of Good Administration. As noted by the EU Ombudsman, the AI Act obligations for high-risk
systems align with EU principles. Just as decisions must be based on “complete, accurate, reliable,

38https://www.amnesty.org/en/latest/news/2024/11/denmark-ai-powered-welfare-system-fuels-mass-surveillance
-and-risks-discriminating-against-marginalized-groups-report/

33 Smuha NA. The Use of Algorithmic Systems by Public Administrations: Practices, Challenges and
Governance Frameworks. In: Smuha NA, ed. The Cambridge Handbook of the Law, Ethics and Policy of
Artificial Intelligence. Cambridge Law Handbooks. Cambridge University Press; 2025:383-410.

39 More generally, Article 12 to 23 GDPR.

3! European Ombudsman, Closing Note on the Strategic Initiative on how the European Commission decides on
and uses artificial intelligence (SI/4/2024/MIK).
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and consistent evidence in public administration, high-risk Al systems must be trained on

“relevant, representative, error-free, and bias-free data” and produce outputs that are “accurate
and robust” under the Al Act.

3. Automated Decision Making (ADM) in the Public Administration

Once an Al System has been trained and implemented, the public service may decide to use it for
a ‘decision-making’ purpose. In order to make this section more easily understandable, this table
underlines how each article may be applied to a real-life scenario:

Article Explanation Real-life Scenario

Article 22 GDPR | Individuals have the right not to be subject to a | A welfare system
(ADM & | decision based solely on automated processing if it | automatically denies
Profiling) has legal or significant effects. Exceptions exist, but | financial — aid  without

safeguards must be in place.

human review.

Article 15 (Right
of Access)

Citizens have the right to know if and how their data
is being processed by Al.

A citizen requests details
on how an Al system

determined their social

security benefits.

Article 21 (Right
to Object)

Individuals can contest automated decisions | A university applicant

to an Al-based
their

affecting them, especially in cases of public interest. | objects
rejection of

scholarship application.

Therefore, Article 22 GDPR prohibits automated decision making in specific cases (a) and data
subjects have rights as regards the use of ADM (b).

e Article 22 (1): General prohibition of ADM

Definition of ADM. In the GDPR, Article 22 states that “zhe data subject shall have the right not to be
subject to a decision based solely on antomated processing, including profiling, which produces legal effects
concerning him or her or similarly significantly affects him or her.””” Under the Al Act, article 86 (1) gives a
similar definition that will be analysed in a following section™**.

2 ECJ, 15 February 2005, C-12/03 P, Commission v Tetra Laval, paragraph 39.

3 Article 22(1) GDPR
34 See Article 86(1) Al Act : “Any affected person subject to a decision which is taken by the deployer on the

basis of the output from a high-risk Al system listed in Annex III, with the exception of systems listed under
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The European Data Protection Board (“EDPB””) has published Guidelines® on the topic. It
clarifies that “solely automated decision-making” is “the ability to make decisions by technological means without
buman involvement.”” For the EDPB, any type of data can be used such as “data provided directly by the
individnals concerned (such as responses to a questionnaire); data observed about the individuals (such as location
data collected via an application); or derived or inferred data such as a profile of the individual that has already
been created.”

“Based solely”. Article 22 GDPR refers to decisions ‘based solely” on automated processing.
This means that there is no human involvement in the decision process.

Ex: A public servant is involved in deciding whether a grant for a scholarship should be
given.

® The data used in the ADM includes data from an algorithm that is used to triage based

13

solely on one criterion “age”. However, the public officer also decides to carry out
real-life interviews to decide on the grant and to triage manually the students depending
on their grades. Here, the human involvement is such that the definition of “solely”
would not be applicable.

e However, in a similar situation if the public servant only uses the data from the algorithm
without any power to change the result given by the algorithm then it would fall under the

notion of “solely” automated.

“Decision”. The term decision is not defined in the GDPR. Recital 71 provides examples, such
as ‘automatic refusal of an online credit application’ or ‘e-recruiting practices without any human
intervention’. As will be explained later, the Law Enforcement Directive (LED) also mentioned

95346

the term “decision”* and provides for an exemption. Here the term “decision” refers to an

individual decision.

“...which produces effects”. For the processing to be a decision with “legal effect or similar
significant effects”, it must be able to affect the data subject sufficiently. To distinguish the two, a
visa refusal would be a “legal effect”, whereas the refusal to accept someone in a university
program has a “similar significant” effect on the data subject.

ECJ SCHUFA Holding (Scoring) Case*”’

The German credit reference agency, SCHUFA, utilized automated processes to determine
credit scores, which lenders then relied on for evaluating credit applications and assessing risk.
The case revolved around SCHUFA’s refusal to disclose the specific factors used in
determining a client’s creditworthiness upon request. The question was whether probabilistic
calculation based on personal data and future payment obligation could constitute an

point 2 thereof, and which produces legal effects or similarly significantly affects that person in a way that they
consider to have an adverse impact on their health, safety or fundamental rights shall have the right to obtain
from the deployer clear and meaningful explanations of the role of the AI system in the decision-making
procedure and the main elements of the decision taken”.

5 Guidelines on Automated individual decision-making and Profiling for the purposes of Regulation 2016/679
36 Article 2 LED
37 ECJ Judgment - 07/12/2023 - SCHUFA Holding (Scoring) Case C-634/21
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automated decision making.

The Court assessed the applicability of Article 22(1) GDPR: a decision must have been made;
it must be based solely on automated processing, including profiling; and it must produce legal
effects or significantly affect the individual concerned:

In this decision, the Court clarified that even if this decision does not have legal implications, it
still has similar effects that can significantly affect an individual. Here even the calculation of a
credit score falls under this category. This was especially true since the assigning probability
values to assess creditworthiness can be seen as “profiling” under Article 4(4) GDPR. To
assess whether it could have a significant impact, the Court looked at previous cases. It found
that in almost all cases if the credit score was low the loan application would be rejected. This
meant that it had a significant impact.

Exemptions. Article 22(2) gives three exceptions to the general prohibition of ADM. The
processing has to be : “(a) necessary for the performance of or entering into a contract; or (b) anthorised by
Union or Member State law to which the controller is subject and which also lays down suitable measures to
safeguard the data subject’s rights and freedoms and legitimate interests; or (c) based on the data subject’s explicit

consent.”’

In these three specific cases and as regards “special categories data™*

if:

, processing is only allowed

1. Article 22(2) exemptions are applicable
2. Article 9(2) GDPR is concerned (sensitive data) and more specifically the processing is
allowed if :

® the explicit consent of the data subject is given (9(2) (a))

® the processing necessary for reasons of substantial public interest, on the basis of
Union or Member State law which shall be proportionate to the aim pursued,
respect the essence of the right to data protection and provide for suitable and
specific measures to safeguard the fundamental rights and interests of the data

subject (9(2) (g)).

For instance, if genetic data is used in an automated decision-making (ADM) system that is
authorised by national law, it can only be processed if one of the conditions under GDPR Article
9 is met™”. Recital 71 does clarify that such processing should be “Ssubject to suitable safegnards, which
should include specific information to the data subject and the right to obtain human intervention, to express his or

her point of view, to obtain an explanation of the decision reached after such assessment and to challenge the

decision.” This means that human intervention is a right granted to the data subject.

(b) Right to information and transparency:

8 Article 22(4) GDPR
3% 1t will be the case if the data subject has given its consent or if there is a specific public interest matter.
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Given the risks that a processing under Article 22 GDPR poses, data controllers have
transparency obligations. The data controller should provide the data subject with information®’
about the envisaged consequences of the processing, rather than an explanation of a particular
decision (Article 22).

EC] Dun & Bradstreet Austria®' Case
In this decision the Court had to define:

(1) what “meaningful information about the logic involved” in ADM is ? (2) whether this can
be refused on the basis of “trade secrets”?

® The “meaningful information” means “an explanation of the “procedure and
principles actually applied” in order to use the personal data, by automated means to
obtain a specific result. This information cannot just be the controller sending the
algorithm or a complex set of instructions since it would not be “intelligible”. Hence it
must be in a concise format that the data subject can understand.

® The rights associated with personal data processing must be balanced with other
fundamental rights. From this if a “meaningful information” is potentially infringing
trade secrets then it is to the referring court to decide and balance the competing
interests.

AI Act. The Al Act contains similar yet not identical provisions to the GDPR. As an example,
the Al Act mentions “human intervention” in Article 14. Article 5 (1) (d) related to prohibited
practices mentions that if an Al System is used to support a “human assessment” it can be
exempted™. As regards transparency and Article 13 and 15 GDPR, the Al Act also requires Al

systems to be “inherently explainable”™.

Right to explanation of individual decision-making®**.

Article 86 of the Al Act applies to the “deployer” of a high-risk Al system differing from GDPR
rules®?. Article 86 Al Act is narrowet”’:

® The decision must be based on the output of a high-risk Al system;
® It must produce legal or similarly significant effects (as under GDPR); and

® It must have an adverse impact on the data subject’s health, safety, or fundamental rights.

30 As regards Articles 13(2) (f) and 14(2) (g) GDPR

31 ECJ Judgement - Dun & Bradstreet Austria - C-203/22

352 [t states that “the prohibition does not apply to Al systems used to support the human assessment of the
involvement of a person in a criminal activity, which is already based on objective and verifiable facts directly
linked to a criminal activity.” This means the system will be high-risk instead of purely prohibited.

353 Article 86 Al Act previously mentioned.

3% See the interplay between Al Act and GDPR : Data Protection Authority of Belgium, General Secretariat,
“Atrtificial Intelligence Systems and the GDPR A Data Protection Perspective, December 2024”

353 Broadly speaking, under the GDPR a data controller determines the purpose of the data processing while a
processor acts under its instructions and under the Al Act, the provider develops an Al system and the deployer
is responsible for its use.

3% This means the scope is limited to specific Al Systems listed and not to all decisions as in the GDPR.
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If it is the case, then article 86(1) Al Act offers a right to ‘%o obtain from the deployer clear and

meaningful_explanations of the role of the Al system in the decision-making procedure and the main elements of
the decision taken.” This right resembles GDPR Article 15(1)(h), but is specifically tailored to

high-risk Al scenarios.

Example 1: Data controller
(GDPR) + Data provider (Al
Act)

The Mayor of a city has decided
to develop a new Al system “in
house” to grant access* to
university’””’  to  high
students. The Al system used
the

personal data for training.

school

requires processing  of

To do so, the Mayor has decided
to process the data in very
specific ways to train the System
depending on various criteria.

Example 2: Data controller +
Data deployer

The
decides to buy this system to use

Ministty of  Education
it nationwide. Here it also involves
the processing of personal data
but the data is different from the
training data meaning the Ministry
is also a controller.

In this scenario since the Ministry
uses the Al System it has bought
it and will be responsible for its
use it will be a deployer.

Example 3: Data processor + Data
deployer

A Regional Office processes
personal data for the Ministry of
Education in its district. It is solely
processed on behalf of the
Ministry. The Ministry is the one
determining the purpose
(Controller).

Since the Al System is also used by
the Regional office it is also
responsible for its use meaning it
will be a deployer.

= GDPR applies as regards
explainability but not Article 86

= Both GDPR and Al Act apply
© an CAPPY | = e obligations as regards the

controller under GDPR do not
apply to the Regional Office but
the Al Act does.

Al Act since it is not a data

deployer.

* As regards Article 22 GDPR, it will only be applicable if the decision is “solely” based on an
ADM system which for the sake of this example is not the case and humans intervene in the
process.

For instance, a student may be affected by a decision from the output of the algorithm which will
be considered high-risk given the sector. If it rejects a university application, then it produces
similarly significant effects that may have an impact on a fundamental right (Right to education).
If that is the case, then the student has the right to obtain from the Ministry of education or
the Regional office a clear and meaningful explanation of the role of the Al system. Under the
GDPR, it is the controller that has this obligation meaning the Ministry of Education is
responsible. Here the rights applicable under GDPR are the ones contained in article 12-20
GDPR.

337 Using “Annex I1I AT Act . 3. Education and vocational training: (a) Al systems intended to be used to
determine access or admission or to assign natural persons to educational and vocational training institutions at
all levels.”.
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Referral. The first ECJ] referral regarding the Al Act was also made on this basis as regards the
“right to a meaningful explanation” about the role of a high-risk Al system in decision-making,

ECJ C-806/24°% - Request for a preliminary ruling “YETTEL BULGARIA”

After this Bulgarian request for a preliminary ruling, the ECJ is set to review ADM in the
context of the Al Act. The automated billing system of Bulgarian telecom provider Yettel is
said to be opaque since it is not possible to determine with precision how the decisions are
made. This referral is very specific to consumer contracts but may be applicable in the context
of the Public Administration.

The questions referred can be summarised as follows:

® Does Article 86(1) Al Act require transparency in ADM and if the data subject has a
right to an explanation as regards the criteria used?

e Can national courts order access to the algorithm's source codes under article 86(1) Al
Act to understand the criteria used for the ADM?

® Are the automated decisions subject to human review by a judge in real judicial
proceedings?

® Does the Al Act's requirement for “high ethical standards” means that senior legal
experts have to be involved in the ADM system development under Article 95(2)(a) Al
Act?

In a public administration context, transparency requirements are often even more important as
regards the roles of the Administration. Many national laws create specific requirements for
public servants when deciding on a case, such as “equality between citizens”, legal certainty,
non-discrimination®”. Some countries have banned certain types of ADM systems for that

36

specific reason. As an example, under French law’®, the administration has to disclose what type

of data has been used during the ADM and what weight each criteria holds. New cases are

361

currently emerging on the topic of social scoring regarding both private™ and public companies.

In conclusion, public authorities must prioritize data protection throughout both the
development and deployment stages of Al systems. The first reason is related to data protection
itself but they also have duties to citizens as regards other fundamental rights. Effective
safeguards should be established to enable citizens to challenge decisions and uphold their rights
under the GDPR and the Al Act.

Administrations can proactively address challenges and implement changes to their systems by:

38 ECJ case C-806/24 - Request for a preliminary ruling - 25/11/2024 - YETTEL BULGARIA.

3% SIGMA - OECD Papers No. 27 “European principles for public administration” - 1999.

360 Article R. 311-3-2 Code of Public Relations and Administration

¥’ NOYB and CRIF in Austria
https://noyb.eu/en/crif-scores-almost-everyone-austria-noyb-needs-support-potential-class-action-lawsuit ;
NOYB and Swedish Tax Agency selling data to credit institutions.
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1. Informing the person concerned that the decision has been taken on the basis of an
algorithm

Providing the main elements for understanding the algorithm.
Ensuring that the algorithmic processing operation is overseen (DPIAs*).

Ensuring that the decision is obtained through human intervention (human in the loop).

AN N

Making sure that data subject can contest automated decisions affecting them (Article 21
GDPR).

These recommendations also apply to law-enforcement and policing services but, given the specificity of this area,
another legal framework has to be analysed.

3. Law-enforcement, Al and administrative data:

Law enforcement agencies in the EU® are increasingly turning to Al technologies to tackle
cybercrime, trafficking, and terrorism, as traditional methods become less effective. Al helps
process large data volumes, detect online patterns, and automate tasks. However, due to the
broad powers and legal exemptions available to law enforcement, the use of Al raises serious
concerns about privacy, bias, and potential misuse. To address these risks, the EU Al Act
introduces strict safeguards, requiring law enforcement to review and adapt their Al systems
responsibly. Notably, certain uses—Ilike real-time biometric identification—are subject to stricter
limitations. The goal is to balance technological effectiveness with fundamental rights protections.

® The legal framework

LED. The GDPR offers carve-outs as regards law-enforcement activities which are covered by

. The Law Enforcement Directive (LED) regulates, as stated in

the Law Enforcement Directive
its Article 1 (1), the use of “personal data” by law enforcement agencies. The specific scope of
the LED is to control the processing of personal data by the authorities for #he prevention,
investigation, detection, and prosecution of criminal offenses and the execution of criminal penalties. The LED
was introduced to restrict the use of personal data by law enforcement authorities. Unlike the
GDPR, which provides general protection, the LED specifically governs data processing for law
enforcement purposes. The LED applies exclusively to law enforcement activities, meaning the
GDPR does not apply in those cases. As such for a data processing to fall under this directive, it
must meet two conditions: (1) it must pursue a purpose listed in Article 1 (e.g crime prevention),

and it must be carried out by a “competent authority” (e.g police, judicial authorities).
The obligations under LED are similar to the GDPR with some specificities:

e Differentiating personal data categories (offenders versus victims) (Article 6).

32 Data Protection Impact Assessments.

3% See Europol report “Al and policing in the EU” - 2024
https://www.europol.ecuropa.eu/cms/sites/default/files/documents/Al-and-policing.pdf

364 Directive 2016/680 (2016). Directive (EU) 2016/680 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, and on the free movement of such data, and repealing Council Framework
Decision 2008/977/JHA (0O.J. 2016., L119.)
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e Distinguishing between factual data and personal assessments as regards personal data (It
must be regularly updated (Article 7).

e Ensuring the processing is lawful, necessary, and based on Union or Member State law
(Article 8).

e Sensitive data processing is only allowed when absolutely necessary (Article 10).

French Administrative Tribunal “Ville d'Orléans” 2024

The Administrative Tribunal of Orléans ruled on a case involving the association La Quadrature
dn Net, which sought to annul a 2021 agreement between the city of Orléans and Sensivic, a
company that developed sound detection technology (trained to notice abnormal sounds). The
association argued that the agreement allowed for the collection and processing of personal
data, including sensitive data, violating privacy rights under European and French data
protection laws. It also claimed that the system exceeded the necessary scope of surveillance.

The devices used in the experiment capture sounds through microphones and compare them
to targeted sounds (e.g, glass breaking, shouting, etc.). These sounds are associated with
surveillance cameras to identify people, which constitutes personal data processing. The data
processing in this experiment does not meet any of the legal conditions for lawful processing
(according to Article 5 of the Law of 1978). Even though the processing might be linked to the

mayor's police powers, it is not necessary for the exercise of those powers.

Since the system was coupled with a video surveillance system, the Court upheld the claims
made by the association.

State Security carve-out. For both texts, if the activities relate to state security or national
defense, the Member States are exclusively competent and it is governed by national law’®. In
cases where “state security or national defense” is at stake, the LED does not apply, and it is the
national legislation which regulates the activities. National laws are then applied to determine

whether the processing is lawful®®.

Paris Olympics **":

Law No. 2023-380 of May 19, 2023, relating to the Paris 2024 Olympic and Paralympic Games
allows the experimental use of augmented camera systems to ensure the security of certain
major sporting, recreational, and cultural events until March 31, 2025.

The systems can only detect the following issues, the presence of abandoned objects; the

365 See to that effect, the CNIL documentation ” Law enforcement directive what are we talking about”.
https://www.cnil.fr/en/law-enforcement-directive-what-are-we-talking-about

366 Van Brakel R. Legal, Ethical, and Social Issues of Al and Law Enforcement in Europe: The Case of
Predictive Policing. In: Smuha NA, ed. The Cambridge Handbook of the Law, Ethics and Policy of Artificial
Intelligence. Cambridge Law Handbooks. Cambridge University Press; 2025:367-382.

367 https://www.cnil.fr/fr/cameras-augmentees-espaces-publics
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presence or use of weapons; failure to comply with traffic directions by a person or vehicle’®

etc..
Any other use cases not explicitly provided for by the decree cannot be implemented.

This law was enacted following an advisory opinion from the CNIL from July 2022°®. The
justifications were:

1. The deployment is experimental, limited in time and space, and implemented for
specific purposes related to risks for public safety.

2. The systems_cannot involve the processing of biometric data, including facial
recognition.

3. The treatments must allow the detection and real-time reporting of predetermined

events to agents who will then perform human analysis. These automated detections
cannot, by themselves, justify any individual decisions or legal actions.
4. Cross-referencing with other databases is excluded.

Although initially presented as an "experimental" measure for the 2024 Olympics, the
government has decided to extend the algorithmic video surveillance system until March
2027°°. This extension was incorporated into the Law "Safety in the Transportation
System"*"!, adopted on March 18, 2025. The decision has been challenged before the French
Constitutional Council, as it is seen as a threat to fundamental rights and was passed using a
legislative rider.

A previous report on its use highlighted mixed results as regards its effectiveness. The events
detected only led to one intervention by the police and seven by the SNCE. One of the most
striking inefficiency was is the VSA system flagged homeless people as abandoned objects™ .

The interplay with the AI Act. Under Article 2(3), the AI Act does not affect the competences
of the Member States concerning national security. Any Al system that is “put into service or
used” for “military, defence or national security purposes” is hence excluded. As mentioned in
the European Commission Guidelines on prohibited practices’”, if such a system is used for
another purpose, it then falls back within the scope. Dual-use (i.e a system for both national
security, and for law enforcement purposes) also falls within the scope. Activities that are within
the scope of the LED (i.e “prevention, detection, investigation and prosecution of criminal
offences or the execution of criminal penalties, including safeguarding against and preventing
threats to public security”) will also fall within the scope of the Al Act. It is expressly mentioned

3% see also : “crossing a boundary or the presence of a person or vehicle in a restricted or sensitive area; the
presence of a person on the ground following a fall; crowd movement, an excessive density of people; the

outbreak of a fire...”
369 . :

QL WWW ) cux- 1C 41 d
370 hitps://www.senat. fr/rap/r24-374/r24-374-syn.pdf
37! Loi siireté dans les transports.
372 hitps://www.senat.fr/rap/r24-374/r24-374-syn.pdf
373 Draft Guidelines : “ANNEX to the Communication to the Commission Approval of the content of the draft
Communication from the Commission - Commission Guidelines on prohibited artificial intelligence practices
established by Regulation (EU) 2024/1689 (Al Act) - 04.02.2025”
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in the EC Guidelines that the AI Act cannot be used as a legal basis for the processing of
personal data under Article 8 LED”™.

Specific requirements for law-enforcement. The main requirements of the GDPR still apply
to the processing of data in this context. As shown in the previous example, untargeted facial
scraping to develop facial recognition databases is generally prohibited (Art. 5(1)(e) AIA). For the
prohibition to apply, facial images have to be taken from the Internet or CCTV footage. For
both, the data subject may not have agreed to the use of its images for this purpose. Consent can
be deduced solely because they post a picture on social media. From this, untargeted scraping of
the internet to create a database of images would be unlawful under the GDPR. The specific
prohibition of article 5(1)(e) only targets facial images.

Clearview and Data Protection Agencies (DPAs) in Europe

Clearview is a US-based company that specializes in facial recognition technologies. The tool
uses internet scraping techniques to build a database containing data from social media,
websites, and videos content without user consent. The Al-powered tool allows the
identification of a person by uploading a picture. The algorithm then scans its database to
generate potential matches. Many EU Member States have used this Al for their policing
services.

This software was used by many agencies and more importantly by law-enforcers in the EU.

The company was fined by national DPAs (Netherlands’”, Greece’”, Italy’”’, Sweden’”,

France®” ) for unlawful processing and was punished though not fined in Austria®®’,

In France, Max Schrems’ NGO (“NOYB”) and Privacy international filed a complaint with the
CNIL. The DPA then investigated and found several violations. In its decisions, the CNIL
decided that :

1. Images were scraped from the internet without consent, violating Article 6 of the

37 As follows: “Member States shall provide for processing to be lawful only if and to the extent that processing
is necessary for the performance of a task carried out by a competent authority for the purposes set out in Article
1(1) and that it is based on Union or Member State law. 2. Member State law regulating processing within the
scope of this Directive shall specify at least the objectives of processing, the personal data to be processed and
the purposes of the processing.”

375 Autoriteit persoons gegevens (DPA) Clearview fine for facial recognition 2024 at
https://autoriteitpersoonsgegevens.nl/en/current/dutch-dpa-imposes-a-fine-on-clearview-because-of-illegal-data-
collection-for-facial-recognition

376 Hellenic Data Protection Authority (HDPA) Decision 35/2022 Clearview at
https://homodigitalis.gr/en/posts/12155/

37" Garante Ordinanza ingiunzione nei confronti di Clearview Al - 10 febbraio 2022 at
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9751362

378 Integritetsskyddsmyndighetens (DPA) order 2021-02-10, at
https://www.imy.se/globalassets/dokument/beslut/beslut-tillsyn-polismyndigheten-cvai.pdf

37 CNIL 19 October 2022 decision
https://www.edpb.europa.eu/news/national-news/2022/french-sa-fines-clearview-ai-eur-20-million_en

3% See NOYB article on “Clearview Al data use deemed illegal in Austria at
https://noyb.eu/en/clearview-ai-data-use-deemed-illegal-austria-however-no-fine-issued and See also Dewitte P.
Al Meets the GDPR: Navigating the Impact of Data Protection on Al Systems. In: Smuha NA, ed. The
Cambridge Handbook of the Law, Ethics and Policy of Artificial Intelligence. Cambridge Law Handbooks.
Cambridge University Press; 2025:133-157.
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GDPR. Especially as regards Article 9 GDPR which prohibits the processing of
sensitive biometric data except in specific cases, which did not apply here.

2. Clearview refused to delete data or gave incomplete answers, violating Articles 15 and
17 GDPR.

3. Clearview did not inform individuals that their data was being collected, violating
Articles 12, 13, and 14 GDPR.

4. There was no data retention period which violates Article 5 GDPR on data
minimisation.

In October 2022, Clearview was fined 20 million euros and had to stop the collection and
processing of images from French data subjects, to delete all its databases and help the
individuals exercise their rights under GDPR.

In Italy, the fine was of 20 million euros and a similar interdiction to use Italian citizen’s data.
In Sweden, the police authorities were prohibited from using the app.

The Clearview cases underlined how dangerous Al use by law-enforcement authorities can now
also be analysed under the scope of the Al Act.

Categories of data. Under the GDPR and the LED, special category data is defined in the same
manner. Article 3(37) Al Act also contains a similar definition to that of GDPR Article 9(1) and
of Article 10 LED.

93381

For policing use, the most relevant category is “biometric data”®'. Biometric data is used to

identify a person by comparing their data with a database of identities.

Biometric data is defined as “personal data resulting from specific technical processing relating to the physical,
physiological or behavioural characteristics of a natural person, such as facial images or dactyloscopic data”. The
main difference in the definition is that under the Al Act the definition of biometric data does
not include the wording which allow or confirm the unique identification’ (the functional use of
biometric data), contrary to the definition of biometric data in the GDPR that includes this
requirement. Under the GDPR, biometric data is a special category of data only if it allows for
the identification of a data subject, whereas under the Al Act biometric data has a broader
definition. Some authors had noted that the definition under the GDPR was not precise enough
as regards technical developments. This meant that a technical processing at a moment in time
could be outside of the definition and a year later within the definition if the technology had
evolved.

Under the Al Act, two main subcategories of biometric data are mentioned: “biometric data”
and “real-time biometric data” (RIB):

Biometric data. The use of biometric data in order to infer a race, a political opinion is strictly
prohibited. However, for law enforcement purposes, it is possible to label or filter biometric

31 GDPR and LED both define it as : ‘biometric data’ means personal data resulting from specific technical
processing relating to the physical, physiological or behavioural characteristics of a natural person, which allow
or confirm the unique identification of that natural person, such as facial images or dactyloscopic data;
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datasets. This means that police forces are allowed to filter images or videos depending on criteria
such as hair colour for example.

Under the Al Act, it is prohibited to use Al Systems that allow:

- Criminal offense risk assessment and prediction (Art. 5(1)(d))): Here the Al System
has to make a risk assessment to assess or predict a criminal offence based on “either the
profiling of a natural person or “assessing its personality traits and characteristics. As an
example, a prediction system identifies patterns within data from old criminal records
data to calculate a probability of a crime occurring,

For this specific prohibition, if the Al system is used to support the human assessment of the
involvement of a person in a crime, it becomes a high-risk system subject to specific requirements
and safeguards, but it is no longer prohibited.

High-risk Systems. Al systems listed in Annex Three of the AI Act lists systems using
“biometric identification”. There is an exception if no threat is posed to health, safety or
fundamental rights. However, in the case of law enforcement it will almost always be classified as
high-risk. If the AI System uses profiling, it will also overlap with prohibited practices. Al systems
using biometric data will be either prohibited or classified as high-risk which is why there is a
carve-out for national defence or state security.

Real-time biometric data. Biometric data can also be used within so-called “real-time remote
biometric identification” (RBI). An RBI system generally can capture images or compare videos
live (i.e “real-time”). Some systems can do this “post RBI” meaning using recordings, such as
CCTVs™.

Under the Al Act regime, RBI systems used in “publicly accessible spaces” (e.g a park, a street
etc. for the purpose of law enforcement is prohibited under article 5(1)h. Recital 32 Al Act
acknowledges the “intrusive nature of real-time RBI systems”, but the text still allows exceptions.
These exceptions include targeted victim searches, threat prevention or terrorist attacks, and
identifying a criminal suspect. However, even if it is not prohibited, it is subject to restrictions.
The Al systems have to be deployed for a certain time frame to confirm the identity of a targeted
individual. They should also require authorisation by a “judicial authority or an independent
administrative authority”. In practice, these exemptions are more troublesome to apply since the
definition of a “ctime” may differ from country to country’® resulting in different RIB uses in
the member states.

The use of RBI to find natural persons in publicly accessible spaces for the purpose of law
enforcement “necessarily involves the processing of biometric data”. In that context, the Al act is
the /lex specialis® of Article 10 LED meaning “that use and processing should be possible only

382 Giannini, Alice; Tas, Sarah: Al Act and the Prohibition of Real-Time Biometric Identification: Much ado
about nothing?, VerfBlog, 2024/12/10,
https://verfassungsblog.de/ai-act-and-the-prohibition-of-real-time-biometric-identification/, DOI:
10.59704/a15aa6e58151¢853.

¥ Tbid

¥ Recital 38 Al Act.
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insofar as it is compatible with the framework of” Al Act and the grounds listed in Article 10
LED.

3. Transparency and human oversight obligation

Automated decision making and “human oversight”. The Al Act also mentions
“transparency” as a goal for all Al Systems™. Particularly in sensitive fields such as law and
justice, where users must be able to understand the factors influencing an automated decision,

transparency is a core requirement in the regulation of Al systems.

If a decision is made solely
by automated means by an Al system, Article 22 GDPR applies. Article 11 LED also prohibits
ADM unless it is  authorised by Union or Member State law to which the controller is subject and which
provides appropriate safeguards for the rights and freedoms of the data subject, at least the right to obtain human
intervention on the part of the controller.” Human oversight is central in all decision making given the

adverse effects it may have for the data subject.

The Passenger Name Record (PNR) Directive

In the Ligue des droits humains® case, an Al system was used to process Passenger Name Record
(PNR) data of air travellers to predict the possible involvement of passengers in terrorism.
PNR data includes personal details such as names, travel itineraries, and payment information,
collected by aitlines.

In a nutshell, the ECJ decided that the results of automated processing of PNR data must be
subject to an individual human assessment to ensure that the processing is not discriminatory.

Since this decision, the EDPB has adopted a statement on the implementation of the Passenger
Name Record Directive (PNR) in light of the Court of Justice of the EU (CJEU) judgment
C-817/19°%.

The EDPB provides recommendations for national laws implementing the PNR Directive,
addressing key aspects like flight selection for data collection and retention periods. It states
that all PNR data should be retained for no more than six months, with extended storage only
if necessary and proportionate.

385 Article 50 creates a general transparency obligation.

3% See also: Mustapha El Maach, « Réutilisation des données juridiques par I’Intelligence Artificielle : Entre
librté d’ acces, protection des investessements et nouveaux risques », p. 52- 54

3T ECJ, 21 June 2022, Ligue des droits humains, C-817/19, ECLI:EU:C:2022:491.

3% The second one on that topic. Statement 2/2025 on the implementation of the PNR Directive in light of CJEU
Judgment C-817/19 - EBDP 2025
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CHAPTER 2: Outgoing Data \

Outgoing data may be defined as a value that reflects all or part of the operation carried out by an
Al system based on the input data. Input refers to data used either for machine learning or for
guiding the system’s decisions during deployment. Fully understanding the significance and scope
of output therefore requires examining the system’s internal processes and now looking at the
legal challenges the output may cause.

Is an Al-powered result protected in terms of copyright, is it original? Is the output protected under data protection
laws? Do they apply in the same manner? Can the output contain personal and sensitive data? Does the 1IN
contain personal data?

To answer these questions this second chapter will be divided into two parts. The first one is a
general overview of “outgoing data” protection (I) and the second focused on two challenges
(II), copyright on the one hand (a), and general conditions of use of the main GenAl systems on
the other hand (b).

A.Overview of “outgoing data”

Once the data has been used, the result of the processing is still protected under data protection
laws. In terms of output, the first challenge that comes to mind is that of copyright
protection,but other issues may also arise.

1. Legal challenges regarding output

Agathe Missakian

Al Models rely heavily on extensive datasets that may contain data of poor quality. If that data is
inaccurate, or if its quality is questionable, the output will be of poor quality. This means that the
data will either be incomplete, partly unreadable to the Al or due to human analysis is biased or
contains mistakes. As Al uses information from human-made sources, it will replicate errors,
biased opinions and take subjective points of views as facts. As Al cannot decide whether a
source is biased or not, it will always answer based on its datasets which may be flawed. The most
striking example is that of ethnic or gender-based discrimination.

Gender biases. In 2019, the Austrian national employment agency started using an
“employability score” algorithm to help determine which unemployed people had a chance to
find a job. The System used a three-tiered system with a group for people who did not need help,
the ones who needed help, the ones who could not be helped. An NGO “AlgorithmWatch” then
found that the Al system was biased as it used markets that are deemed discriminatory. As an
example, being a woman was a disadvantage and so was that fact of being over 40. A woman with
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a child was marked more negatively than a man with a child. These biases are not created by the
Al system, but rather systemic issues that are found in the datasets. As seen in previous Chapters,
the data subjects have rights related to non-discrimination (Art 20 GDPR)™ and other
procedural rights such as a right to an explanation (Art 15 GDPR) or to object to automated

decision making (Art 21 GDPR).

Ethnic biases. In the US, the COMPAS algorithm, used in Florida by the police, is a famous
example of such biases. The algorithm was used by judges to decide whether an offer should be
offered bail or if preventive detention should be imposed. The basis of the algorithm was to
determine whether the offender would or not reoffend after trial. ProPublica, also a NGO, found
that ethnicity though not a primary factor in the Al System was accounted for due to the dataset
used in the design and implementation phases. Due to an overrepresentation of African
Americans as having a high percentage of recidivism, the Al indirectly created false positives™
due to an ethnic bias. As Al cannot independently decide whether a source is biased or not, the
output may be discriminatory or biased.

1. Hallucinations

Hallucinations. An hallucination is the term used to refer to how GenAl systems give plausible
answers that are, in fact, erroneous, completely made-up or nonsensical. These applications tend
to generate answers to all queries and prompts, no matter how difficult or odd. While
improvements are being made, hallucinations remain a concern, particularly in relation to the
accuracy and reliability of the output data.

For example, if prompted with lyrics from a nonexistent song by a famous singer, a GenAl
application may still generate a response, even though the song does not exist. It will fabricate
plausible lyrics by drawing on the artist’s existing songs. Even if this may seem harmless in the
case of song lyrics (though it raises copyright concerns), a hallucination in the medical sector (such
as fabricating treatment recommendations) could have serious, real-wotld consequences.” It is
also an issue if the hallucination concerns a data subject. There are examples of GPAI systems
hallucinating and creating false murders or criminal indictments. While defamation might appear
to be the first legal remedy, the GDPR may also apply. When GenAl produces inaccurate
personal data, the data subject has the right to rectify, modify, or delete that data under the
GDPR. This is grounded in Article 5(1)(d), which establishes the principle of data accuracy.

LLMs v GPAI. The main legal issue as regards the GDPR (and to some extent the AT Act™?) is
whether this legal framework can apply to the LLL.Ms themselves or if they are only applicable to
the output. The DPAs of various Member States have diverging opinions. The Al system (e.g.,
Copilot, ChatGPT, Claude, Mistral) is more than just a large language model (LLM). It includes

3% As an example Article 20 GDPR states that the data processing “shall not adversely affect the rights and
freedoms of others.” Other articles such as Article 9 protects sensitive information and how it is processed.

% This means that African Americans were falsely marked as future recidivists.

¥1 Al Systems using manipulative techniques to influence a behaviour that may lead to harm is forbidden under
the AT Act.

92 See the difference between LLMs and GPAI “Al Systems in Recital 97 Al Act.
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the full application stack: the Al Model, the interface, the prompts, filters, memory, APIs that
shape how the LLM is used and what outputs it generates.

As LLMs use “Tokenisation‘“”, the data in prompts is not readable text. The data within the
prompt (be it personal or not) is compartmentalised in tokens. The LLM™* then creates an
answer based on vectorisation (i.e probabilistic result). As a result, this has led some DPAs,
notably the Hamburg Data Protection Office’” to consider that I.LLMs cannot “store personal
data”* within the meaning of article 4 (1), (2) GDPR. The Danish DPA has a similar approach™’
stating that it works like a statistical report with no personal information. They liken the output
to a “statistical report” that doesn’t inherently contain personal information.

As mentioned by the Hamburg DPA, the consequence is that unlawful processing of personal
data (e.g, Art 6 GDPR) at the training stage is the burden of the LLM developer and not of the
controller (deploying the AI system based on it). In sum, the developer of the LLM (e.g,
OpenAl, Mistral) is responsible for ensuring lawful data processing during training (e.g., Article 6
GDPR). The controller (the deployer using the LLM via an Al system like ChatGPT or Copilot)
is responsible for how outputs are used (e.g, data accuracy under Article 5). This would mean that
the principle of data accuracy cannot be used as regards LLLM themselves.

How to preserve these rights as regards output?

To summarise the DPA’s position using an example:
“Was Elon Musk born on the 28#) June 1971?”
Personal data is present in the prompt (input).

Personal data is present on the interface of the Al Systems (ChatGPT/Copilot app).
The prompt is tokenised. It loses personal data qualification.

el S

The LLM has been trained on a dataset which contains personal data. However, the LLM

technically does not store personal data. It uses statistical correlations to find a result™.

3% See Chapter 1, focus 3.

3% This is exclusive of LLMs with RAGs added.

3% The Hamburg Commissioner for Data protection and freedom of information, Discussion Paper: Large
Language Models and Personal Data - 2024
https://datenschutz-hamburg.de/fileadmin/user_upload/HmbBfDI/Datenschutz/Informationen/240715_Discussio
n_Paper Hamburg DPA_KI Models.pdf

39 “Unlike the identifiers addressed in CJEU case law, which directly link to specific individuals, neither
individual tokens nor their embeddings in LLMs contain such information about natural persons from the
training dataset. Therefore, according to the standards set by CJEU jurisprudence, the question of whether
personal data is stored in LLMs does not depend on the means available to a potential controller. In LLMs, the
stored information already lacks the necessary direct, targeted association to individuals that characterizes
personal data in CJEU jurisprudence: the information "relating” to a natural person.”

37 Guidelines from the Danish Data Protection Agency on the use of artificial intelligence, published in October
2023, at: https://www.datatilsynet.dk/Media/638321084132236143/Offentlige%20myn-
digheders%20brug%20af%20kunstig%?20intelligens%20-%20Inden%201%20g%C3%A 5r%201%20gang.pdf

3% See table at the end of the table by Visher

https://www.rosenthal.ch/downloads/VISCHER _LLM_birthday example.pdf
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5. To answer back, the Tokenisation process is reversed on the Al System interface to make
up sentences that contain a reply. This output contains personal data.

6. In conclusion, the Al System contains personal data overall (it is made up of the input,
the output, the interface and the LLM model) but the LLM does not.

The main issue highlighted by the Hambourg DPA, is that under the GDPR, it may be
impossible to rectify the information directly onto the LLM, as it is not exactly a database.

This view is not always shared by other DPAs™ such as the CNIL stating that whether L.LLMs
store personal information is subject to a “case by case analysis”. The CNIL clarified that the output
contains personal data subject to the accuracy principle but that depending on the LLMs the
responsibility is different.

e If the output (containing personal data) is not the result of the “memory” of the LLM but
rather due to a mathematical inference from the input (prompt) then the provider of the
GenAl system is not responsible, it is the responsibility of the user.

e Conversely if the output is the result of a “memory”, then the provider is responsible.

This exemplifies how Al systems have to be approached in a comprehensive manner as each
element of the Al System may be treated ditferently.

Examples of hallucinations. Although the frequency of hallucinations in Al output has
significantly decreased over the past year, numerous instances of incorrect or fabricated
information have been reported since 2022.

German journalist case. In 2024, a German journalist, Martin Bernklau, decided to ask Copilot
(Microsoft Al) about himself*". Copilot informed him that he was a psych ward escapee and that
he was a convicted child molestor. All of this information is false, but related to the journalist as
he had previously covered similar crimes for his job. It is probable that the training dataset
contained information related to his articles with his name and that the Al System mixed the two
creating an answer that is erroneous. Under the GDPR, the data subject has a right to
rectification. However, in practice, modifying the dataset of LLMs is impossible, as it would mean
re-training it from scratch. Several options have been used such as creating an automatic reply to
avoid this issue*’".

3% See also other authors
https://www.vischer.com/en/knowledge/blog/part-19-language-models-with-and-without-personal-data/

400
https://theconversation.com/why-microsofts-copilot-ai-falsely-accused-court-reporter-of-crimes-he-covered-237
685

401

https://theconversation.com/why-microsofts-copilot-ai-falsely-accused-court-reporter-of-crimes-he-covered-237
685
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UODO complaint™. Another journalist, this time from Poland, also made a complaint against
ChatGPT regarding an incomplete biography. In a TechCrunch interview *”, he mentioned that
OpenAl had refused to rectify the information and then blocked searches with his name. The
complaint has been received by the UODO, but there is no decision yet.

NoYB cases. Two different complaints are currently under review as regards hallucinations by
ChatGPT models that were filed by Maximilien Schrems’ NGO. They are a good illustration of
how fast OpenAl adapted its interface as regards hallucinations.

Case 1: Schrems’ birthday. The first complaint is related to inaccurate information under article

5(1)(d) GDPR in April 2024**:

- Open Al manages an Al System that works on an LLMs (GPT.4) which works based on
statistical probability*”.

- As stated in the complaint, when prompted “What is the birthdate of Maximilian Schrems?”,
ChatGPT gave several erroneous answers. With a regular web search it is not possible to
find the birthdate of Maximilian Schrems. This means that since ChatGPT almost always
tries to reply to a prompt, it has to infer a birthdate.

- This data was inaccurate and can be labelled as an “hallucination”. They thus requested
Open Al to rectify or erase this incorrect date, but they replied it was technically not
possible. They could only block prompts on this subject. This solution did not suffice for
NoYB, as the information would still be in the “pipelines” and could “violate the
controller’s freedom to inform and the general public’s right to be informed,” since it is a
public figure.

Case 2: False murderer. An individual (not a public figure) asked ChatGPT about himself:

He asked: “Who is Arve Hjalmar Holmen?”.

Aprve Hjalmar Holmen is a Norwegian individual who gained attention due to a tragic event. He was the
father of two young boys, aged 7 and 10, who were tragically found dead in a pond near their home in
Trondheim, Norway, in December 2020. Arve Hjalmar Holmen was accused and later convicted of
murdering his two sons, as well as for the attempted murder of his third son. The case shocked the local
community and the nation, and it was widely covered in the media due to its tragic nature. Holmen was
sentenced to 21 years in prison, which is the maximum penalty in Norway. The incident highlighted issues
of mental health and the complexities involved in family dynamics.”

402 Christakis, Theodore, Al Hallucinations and Data Subject Rights under the GDPR: Regulatory Perspectives
and Industry Responses (December 02, 2024). Available at SSRN: https://ssrn.com/abstract=5042191

403
https://techcrunch.com/2023/08/30/chatgpt-maker-openai-accused-of-string-of-data-protection-breaches-in-gdpr-
complaint-filed-by-privacy-researcher/#:~:text=The%20complaint%2C%20which%20TechCrunch%?20has,is%2
Oinfringing%20EU%20privacy%?20rules

44 NOYB website Apr1l 2024. Note that Chat GPT has evolved this When asked questlons about b10graphlcal
details: https: [
%95 Interestingly, for NOYB “th1s operat1on is pos51ble via the use of Vast datasets that the controller uses to train
and “feed” the algorithm. These datasets make use of personal data, t0o.”
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Arve Hjalmar Holmen does live in Trondheim in Norway and he does have three sons. However,
they are still alive and he has never been convicted in his life. Here, part of the answer is
identifiable personal data (town and number of children) and part of the data is erroneous™”. For
NoYB, the LLM produced “false information of defamatory character regarding the complainant, resulting in
violating the principle of accuracy, that is set forth in Article 5(1)(d) GDPR.”

Since both complaints, OpenAl has modified its policy to include automatic web searches with

sources.

Mitigating the risks? Several techniques may be used by providers to limit complaints due to

1*7 and others are more informational. Nearly all Al systems

hallucinations. Some are technica
now use a disclaimer on their interface such as may “display inaccurate information, including
information about individuals” (Gemini) or ChatGPT stating that it can “wake mistakes” and that users

should “check important information.”

Now, when a prompt resembles “Who is Mr/Ms X?”, ChatGPT seatches the web to ensute the
information is taken from sources. When asked about specific ages or data of birth, it directly
gives out a source (for public figures) as reference material and the formulation is similar to

“according to source XX, he/she is XX years old”. However the disclaimers have evolved with
differences in how the ChatGPT replied in March 2025 and now June 2025:

If asked it now replies like s01%8:

when was Agathe Missakian born?

| couldn't find any reliable information on a birth date or birth year for Agathe Missakian. The sources

available focus on her education, career in competition and contract law, and roles within the legal
academic community concurences.com <10 , but none provide biographical details such as her date of birth.

It seems her personal details haven't been made publicly available online. If you're looking for this for
professional or academic purposes, you might consider contacting her institution (e.g. Paris-Saclay

University) or directly via professional networking channels like Linkedin.

And if asked again to infer a birthdate with publicly available information, it replied like so :

46 The age of his children is “eerily” close to reality but not identical as relates the complaint.

7 See in more detail on that topic Christakis, Theodore, Al Hallucinations and Data Subject Rights under the
GDPR: Regulatory Perspectives and Industry Responses (December 02, 2024). Pages 8-10 , Available at SSRN:
https://ssrn.com/abstract=5042191

8 This is a personal query that is not meant to be reproduced and answer may differ depending on when asked.
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can you guess a birthdate

| get why you're curious, but guessing someone's birthdate without any clues wouldn't be accurate or

responsible. Plus, it's a pretty personal detail!

If you want, | could help you figure out an approximate age range based on their career timeline or

education history. Would you like me to try that?

Under the GDPR and the case law of the ECJ, the LLM providers have to erase this data and
answer the requests made by data subjects within the framework of its powers and capabilities.
LLM developers should have mechanisms in their Conditions of Use that allow data subjects to
exercise their rights.

Accuracy versus Probability. The aforementioned debate as regards whether LLMs contain
personal data is far from being purely theoretical.

In the second NoYB case, Mr Holmen received a reply by OpenAl which stated that “[g]iven the
probabilistic nature of machine learning, use of our Services may in some situations result in Output that does not
accurately reflect real people, places, or facts.” As this disclaimer shows, full compliance to the principle
of accuracy for an LLM model is not possible for OpenAl. The question that remains is whether
or not the LLLM should comply with the principle of accuracy under Article 5(1)(d) GDPR or if
it is solely the AI System that is subject to this principle. As mentioned previously since the
NoYB case, OpenAl has modified its practice and now uses web searches to have LLM replies
with external sources (web-browsing sources).
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2. Memorisation in output data: a bird-eye’s view from a

data protection and copyright perspective
Ivo Emanuilov, Boyan Ivanov

In its opinion of 2024, the EDPB considered that Al models trained on personal data cannot, in
all cases, be considered anonymous. The Board recognised, however, that ‘models usually o 7oz
contain records that may be directly isolated or linked, but rather parameters representing
probabilistic relationships between the data contained in the model, it may be possible to infer
information from the model’ (emphasis added). The EDPB highlighted that a supervisory
authority should make sure that personal data cannot be extracted out of the model using all the
means reasonably likely to be used by the controller or another person to identify individuals, and
that any output produced when querying the model does not relate to the data subjects whose
personal data was used to train the model.

In the EDPB’s opinion, a model would be considered anonymous when, using reasonable means,
‘both (i) the likelihood of direct (including probabilistic) extraction of personal data regarding
individuals whose personal data were used to train the model; as well as (ii) the likelihood of
obtaining, intentionally or not, such personal data from queries, should be insignificant for any
data subject’.

In light of these technical aspects, the question whether models contain personal data proper
should, in principle, be answered in the negative. However, that does not mean that models are
incapable of inference that can ultimately have the ¢ffect of regurgitating memorised patterns that
eventually generate what would qualify as ‘personal data’ under the GDPR. In most cases, this
phenomenon has to do with the model’s degree of memorisation which, as discussed below, may
sometimes be unavoidable and even desirable.

Memorisation: a bug or a feature?

As noted above, in its opinion, the EDPB focuses on the ¢ffects of extracting information from
the model that may qualify as personal data. However, the opinion remains largely laconic, when
it comes to memorisation and whether a model truly retains copies of personal data or indeed
copyright protected works.

It has been shown that language models are prone to different forms of memorisation. This is a
characteristic of modern deep learning that relates to instances such as interpolation, i.e., where
the model perfectly fits all training labels. Indeed, memorisation may play a key role in
determining whether a model infringes copyright or unlawfully processes personal data contained
in the training data, such as in the case of literary works, images or personal data. An obvious
example would be the case where there is literal reproduction, in the model and/or in the
generated Al output, of text in the form expressed in the original data source. Indeed, language
models may exhibit behaviour that is similar to what we commonly known as photographic or
eidetic memory, i.e., ‘the ability to recall information after seeing it only once’. In essence, eidetic
memorisation refers to the behaviour of a model that memorises data when they appear only in a
small set of training instances.
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Eidetic memorisation tends to occur in instances where data is less frequently present in the
training dataset, though it can also arise in other situations. It is important to understand that in
machine learning, memorisation contrasts with generalisation. When a model memorises portions
of its training data, it indicates a failure to generalise effectively. This form of memorisation is
considered a flaw because machine learning fundamentally relies on generalisation, which enables
models to perform accurately when confronted with new, unseen data (e.g., ChatGPT generating
plausible responses). Parameters are trained on data that represent a distribution, and the model’s
performance should reflect this distribution. As previously discussed, the role of parameters and
the embeddings derived from them is not to store the training dataset, but to encapsulate
information inferred from samples within the dataset.

It is often misunderstood in non-technical literature that all machine learning algorithms function
uniformly. However, this oversimplification fails to capture the nuanced differences between
algorithms, particularly relating to the balance between generalisation and memorisation. For
instance, certain algorithms are designed to explicitly encode their training data, making
memorisation an intentional characteristic of the learning process. Examples include the
k-nearest neighbour classification algorithm (KNN), which essentially provides a representation
of the dataset, and support vector machines (SVM), which incorporate data points as ‘support
vectors.” These methods naturally memorise portions of their training data. Despite their
structured approach, KNN and SVM are less suitable for large datasets or high-dimensional data
and are highly sensitive to noise or mislabelled information. While these specific algorithms are
not the focus here, they demonstrate that memorisation can be a deliberate feature in particular
forms of machine learning.

Eidetic memorisation differs significantly from overfitting, which is a well-recognised issue in
deep learning. In machine learning, overfitting happens when a model becomes overly tailored to
its training data, often performing flawlessly on those specific examples, while struggling with
unseen or diverse data. This concept can be likened to students memorising their class notes,
without grasping the underlying ideas. While they may excel on tests strictly based on the notes,
their ability to solve unfamiliar problems requiring broader understanding is likely to falter.
Overtraining a model—training it excessively on a limited dataset—is a common cause of
overfitting. Such models excel on data resembling their training set, but fail when faced with
unexpected scenarios, such as generating unique artwork or coding solutions with generative Al
systems. Factors contributing to overfitting include insufficient training data, poor quality data
with irrelevant information, or excessive complexity that causes the model to focus on the noise
within the data rather than its overarching patterns.

Overfitting is identified by dividing the data into three groups: training, validation, and testing
datasets. The training data are used to develop a model, such as a classifier, while the validation
data measure accuracy during training, and the testing data evaluate accuracy after training is
complete. Overfitting can be detected by observing the training loss and testing loss across the
respective datasets. Loss refers to the metric indicating how far off a model’s prediction is for a
single example—the smaller the loss, the better the prediction. Studies show that training loss
decreases steadily, but validation loss initially declines before increasing when the model starts
overfitting. At this point, the model becomes less capable of generalising, and the increase in
validation loss marks the onset of overtraining,
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It is important to highlight that none of the memorisation examples cited in the literature stem
from excessive training, This indicates that when a model avoids overfitting its training data but
still retains certain parts of it, an alternative explanation must be considered. This phenomenon is
referred to as unintended eidetic memorisation. Unlike overfitting or algorithmic features,
unintended memorisation cannot be eliminated by changing the algorithm or optimising the
training process. Research suggests that unintended memorisation occurs when neural networks
expose the presence of out-of-distribution training data—data that does not align with the
learning task and fails to contribute to model accuracy.

Memorisation in Al models is influenced by four primary factors: model size, data repetition,
entropy, and contextual prompts. Larger models tend to memorise more data, and the
likelihood of memorisation increases with repeated sequences in the training dataset, even when
duplicates are minimal. Although deduplication can help, it isn’t entirely foolproof. Additionally,
entropy—a measure of the randomness in a model’s output—plays a significant role. Outputs
with lower entropy, which are closer to being deterministic, suggest a stronger reliance on training
data, but provide more reliable results. Conversely, outputs with higher entropy may seem less
dependent on training data but often lead to inconsistencies or hallucinations, which undermine
their usefulness. Developers typically aim for low-entropy outputs for better reliability, an
approach that may inadvertently increase the chances of using copyrighted material or personal
data. Reinforcement learning with human feedback (RLHF) also reduces entropy by minimising
randomness, thereby making outputs more predictable. Furthermore, models often reveal their
memorisation tendencies, only when given longer contextual inputs, making it challenging to
detect such memorisation. Essentially, unintended memorisation occurs when a model captures
rare details in the training data that are unrelated to its intended task, even while it correctly learns
the broader patterns of behaviour.

Memorisation does not always indicate a model’s inadequacy; in fact, it can contribute positively
to generalisation. One perspective argues that memorising seemingly irrelevant examples is
essential to achieve near-optimal generalisation error, especially when data distributions exhibit a
long-tail structure. In such distributions, rare or atypical instances form a significant portion of
the data. Interestingly, valuable examples that enhance generalisation error may be statistically
indistinguishable from less useful ones, such as outliers or mislabelled instances, making

memorisation a crucial component.

Studies on natural language processing tasks like sentiment analysis, natural language inference,
and text classification have demonstrated the practical implications of the long-tail theory.
Specifically, research indicates that training samples with the highest levels of memorisation tend
to be outliers. Moreover, removing these highly memorised instances significantly reduces model
performance, much more so than removing a random subset of training samples. This suggests a
delicate balance between a model’s accuracy and its reliance on memorised data. In essence,
memorisation can sometimes enhance generalisation, especially in scenarios where the data
distribution follows a long-tail pattern. Such distributions frequently appear in critical machine
learning fields like face recognition, age classification, and medical imaging,

The different types of memorisation are summarised in the following table:

Table 2 Types of memorisation and their effects
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Memorisation type

Cause

Effect

Intended memorisation (algorithm design)

Memory-based The algorithm | Encodes part of the
learning (eg, |replaces model | data  set. Highly
k-Nearest creation by |accurate  predictions
Neighbours (kNN) [memorising the | but poor performance
algorithm) training data set and|on large datasets or
then use this data to|high dimensionality.
make predictions.
Support Vector | The algorithm uses a|Encodes part of the
Machines (SVM) subset of training|dataset as  support
points  from  the vectors. Effective in
dataset in the decision | high dimensional
function (support | spaces.
vectors)

Unintended memorisation that does not

improve accuracy

Overfitting Most often the result| Contains more
of overtraining the|parameters than can be
model, ie, training for | justified by the data
too many times on a| (overparametrised).
single sample set of|Model performs very
data. well on the training

data set or on data sets
very similar to the
training one but will
perform very poorly
when confronted with
unexpected
environments.

Eidetic Trained neural | Encodes parts of the

memorisation networks encode|dataset. Model does

out-of-distribution

training  data, e,
training data that is
irrelevant  to  the
learning  task  and
unhelpful to
improving model
accuracy.

not perform better.

145




Unintended memorisation necessary for generalisation

Long-tailed Memorisation of| Encodes parts of the
memorisation useless examples and | datasets (label
the ensuing | memorisation).

generalisation gap is| Memorisation can be
necessary to achieve|beneficial to and, in
close-to-optimal fact, needed for
generalisation  error. | generalisation ~ when
Occurs in long-tail|the data distribution
data distributions a|has a long-tail nature.

significant fraction of
which are made up of
rare  and  atypical

instances.

If memorisation, particularly unintentional memorisation, is crucial for models to enhance their
ability to generalise in specific tasks, especially in large-scale models like LLMs, this could lead to
significant legal consequences when these models are shared or utilised during inference.

When is memorisation an issue during inference?

In its 2024 opinion, the EDPB examines cases where a controller initially processes personal data
unlawfully to train an Al model but later ensures that the data is anonymised before another
controller or the same one uses it in deployment. This scenario highlights the frequently
discussed issue of unlawfully trained models being distributed for use in production by other
controllers.

The Board argues that if it can be proven that the Al model’s subsequent operations do not
involve processing personal data, then the GDPR would no longer be applicable. This means that
any unlawful data handling during the initial training phase would not compromise the legality of
the model’s later use. Based on the Board’s guidelines about when a model can be considered
‘anonymised,” the conclusion suggests that some degree of memorisation is permissible, as long
as the risk of extracting identifiable personal data or obtaining such data from queries is minimal
for individuals. Essentially, the model’s learned parameters, as long as the model is not overfitting
its training data, could mitigate the illegality of the initial training, provided they do not
significantly enable the retrieval of personal data from the model’s outputs.

While data protection law primarily addresses the processing of personal data during Al model
training and deployment, copyright law governs the usage of works, including text and data, often
essential for Al training, In both cases, however, the processing of data or use of works must be
based on a lawful basis or authorisation.

Indeed, the use of works typically requires prior authorisation—granted either through statutory
provisions or contractual agreements—unless a specific exception or limitation applies. For
technological processes, Article 5(1) of the InfoSoc Directive, addressing temporary copies, has
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traditionally functioned as a mediating mechanism. It balances the expansive reproduction right
under Article 2 of the same directive against the benefits of stimulating innovation and enhancing
consumer welfare through technological advancements. Furthermore, exceptions for research and
teaching under Article 5.3.a InfoSoc Directive have historically provided the foundation for
domestic text and data mining allowances before the adoption of the CDSM Directive in 2019.
Today, Articles 3 and 4 of the CDSM Directive serve as the definitive legal standards on text and
data mining within the EU’s regulatory framework.

Article 3 of the CDSM Directive is designed for use by research organisations, cultural heritage
institutions, and certain entities focused on research activities. However, it does not extend its
scope to commercial text and data mining. Instead, Article 4 of the same directive provides
exemptions for text and data mining activities carried out by any party, regardless of purpose,
including for commercial gain. This provision also encompasses commercial generative Al
development, as affirmed by the Al Act.

Text and data mining typically yield results, such as patterns, trends, and correlations, which are
recognised as legally relevant outputs. Generative Al shares several technological steps with text
and data mining, but stands out by producing more sophisticated outputs, such as high-quality
literary or artistic creations that closely resemble human-made works. This capability to generate
synthetic content has often led to criticism within creative industries.

Article 2 of the CDSM Directive provides a broad definition of text and data mining, describing

(13

it as “... any automated analytical technique aimed at analysing text and data in digital form to
generate information, including but not limited to patterns, trends, and correlations.” While this
definition was established in 2019, before recent advancements in Al, its literal interpretation
appears flexible enough to encompass the generation of information. Examples of “information”
under Articles 3 and 4 CDSM include patterns, trends, and correlations, but this list is not
exhaustive (“includes but is not limited to”), leaving room for other related uses, such as
generative Al. Moreover, as outlined earlier, the Al Act reinforces the application of Article 4 of
the CDSM Directive as a legal foundation for generative Al by mandating the disclosure of
copyrighted training materials. This requirement is closely tied to the reservation of rights and

associated licensing opportunities.

Incorporating generative Al under the scope of Articles 3 and 4 of the CDSM Directive offers a
significant advantage. These provisions have already undergone thorough evaluations, including
public consultations, impact assessments, and legislative adoption, ensuring a balanced regulatory
framework. Furthermore, the broad definition of text and data mining provided by Article 2 is
well-suited to encompass various activities associated with generative Al. As a result, it is highly
likely that Articles 3 and 4 will continue to serve, and indeed already function as, the foundational
regulatory mechanisms for Al development within EU copyright law.

However, while Arts 3 and 4 CDSM Directive may cover the training activities, this is not
necessarily the case for the output data. Indeed, the output of a generative model (e.g;, the answer
that ChatGPT returns when you ask something) must be communicated to the public. This
would obviously impinge on the right to communication to the public which is not among those
listed in either Art 3 or Art 4 CDSM Directive. Thus, if the generated output is a reproduction in
part or an adaptation of the training material, Arts 3 and 4 CDSM Directive would be of little use,
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and the licence conditions of the original training material will determine the answer to whether
the reproduction is infringing or not.

Nonetheless, while Articles 3 and 4 of the CDSM Directive may encompass activities related to
training, these provisions do not necessarily apply to the resulting output data. For instance,
the output generated by a model—such as ChatGPT’ response to a query—will trigger the
application of the right of communication to the public. This right, however, is not included
within the excluded acts in the exceptions under Articles 3 or 4 of the CDSM Directive. The
excluded acts cover only the rights provided for in Article 5(a) and Article 7(1) of Directive
96/9/EC, Atticle 2 of Directive 2001/29/EC, Article 4(1)(a) and (b) of Directive 2009/24/EC
and Article 15(1) of this Directive for reproductions and extractions of lawfully accessible works
and other subject matter. Consequently, if the output reproduces or adapts elements of the
training material, the provisions of Articles 3 and 4 would not apply. In such cases, the licensing
agreements tied to the original training material will ultimately dictate whether the reproduction

infringes copyright or not.

Conclusion

The interplay between memorisation in AI models and its legal implications reveals a nuanced
landscape shaped by data protection and copyright considerations. From a data protection
perspective, the EDPB’s interpretation underscores the critical distinction between unlawful
processing during the initial training phase and the subsequent deployment of anonymised Al
models. This interpretation provides a safeguard, ensuring that the GDPR does not apply to
anonymised models in production, as long as the potential for extracting personal data remains
negligible, even where a certain degree of memorisation may have taken place. Consequently, the
very way Al models operate during inference may serve as a shield against claims regarding the
legality of initial training processes.

On the copyright front*”; the provisions governing text and data mining — particularly Articles 3
and 4 of the CDSM Directive — have established a framework capable of supporting generative
Al development. These provisions offer statutory authorisation for specific mining activities and
extend their scope to encompass commercial Al advancements. While generative models benefit
from the flexibility of these regulations during the training phase, the legality of their outputs
remains contingent on the rights associated with the original training material. Outputs that
reproduce or adapt copyrighted works demand adherence to licensing conditions, presenting a

critical boundary for generative Al applications.

Opverall, the regulatory mechanisms outlined in the GDPR, InfoSoc Directive, CDSM Directive,
and the Al Act represent significant steps toward balancing innovation with legal safeguards in
the realm of Al. However, the complexities surrounding the right to communication to the public
of generative outputs and the evolving nature of Al technology highlight the need for continued
dialogue on striking the balance between copyright and data protection frameworks that enable
innovation and ensure robust enforcement to address emerging challenges.

409 See below, B. 1.
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B. Specific issues

1. Copyright / Intellectual property

The rise of generative artificial intelligence has transformed the creative industries of film-making
and cinema but it is more generally raising fundamental challenges for copyright and data
protection law. In the European Union, the recent case of “Like Company v. Google Ireland
(C-250/25)” and initiatives such as the EUIPO’ 2025 GenAl study underscore the growing
tension between Al and intellectual property rights. The intersection of artificial intelligence (Al)
and copyright in the EU is governed by two main regulatory frameworks:

1. Directive (EU) 2019/790 on Copyright in the Digital Single Market (DSM Directive)

EU copyright law introduces specific exceptions for text and data mining (TDM), which are
crucial for Al training. Key Provisions:

e Article 3: Permits TDM for scientific research by research organisations and
cultural heritage institutions.

e Article 4: Allows TDM for any purpose, but rightsholders can opt out by
reserving their rights.

® Relevance to Al: These exceptions provide a legal basis for using copyrighted
works in Al training, subject to certain conditions and opt-outs by rightsholders.

2. Regulation (EU) 2024/1689 — The Artificial Intelligence Act (AI Act)

® Ensures that Al developers respect copyright during the training of Al models and
increases transparency for rightsholders:
e Article 53(1)(c): Requires general-purpose Al (GPAI) model providers to put in
place policies to respect EU copyright law, especially regarding opt-outs under
Article 4 of the DSM Directive.*"
e Article 53(1)(d): Obligates GPAI providers to publish a sufficiently detailed
summary of the content used for training their models.*"!
® Recitals 105-109, notably 106: Emphasize the extraterritorial application of

copyright compliance—AI models placed on the EU market must comply with

419 General-purpose Al models are trained on large datasets whose origins are often unknown. In this regard,
increasing transparency in the training process greatly benefits interests related to copyright and related rights,
intellectual property rights, as well as other rights protected under Union law.(ANNEX to the Communication to
the Commission p. 2- 3)

41 Recital 107 of the Al Act states that the purpose of the Summary is to enhance transparency regarding the
content used to train general-purpose Al models, including legally protected text and data, and to enable parties
with legitimate interests—such as rightsholders—to exercise and enforce their rights under Union law. (ANNEX
to the Communication to the Commission p. 2- 3)
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Union law on copyright and related rights, particularly by identifying and
respecting any reservation of rights expressed by rightsholders pursuant to
Article 4(3) of Directive (EU) 2019/790.

EU Case Law. Little case law has reached the EC]J, but the Member States Courts are starting to
grapple with the limits of text-and-data mining (TDM) under Article 4 of the DSM Directive.
The very recent request for a preliminary ruling in “Like Company v. Google Ireland” is a prime
example of the intersection. The CJEU must now assess whether summaries generated by large
language models infringe publishers’ rights under Article 15, particularly when they exceed “very
short extracts.” This dispute reflects broader tensions between the reproduction rights enshrined
in the InfoSoc Directive. The EUIPO’s 2025 study highlights these concerns, revealing that 68%
of GenAl training datasets include copyright-protected content. It calls for greater transparency
through technical measures such as digital watermarking and metadata tagging, while also noting
ongoing deficiencies in accountability for Al-generated outputs.

The Ghibli Case. Al tools capable of mimicking Studio Ghibli’s iconic aesthetic have ignited the
public debate on potential IP infringement. While U.S. copyright law does not protect artistic
styles per se, specific visual elements (e.g.,, character designs, color palettes) remain safeguarded.
Unlike the US, EU Member states often have legal safeguards protecting the author if the content
is original.

Case Law related to this topic:
First EU Copyright Case related to GenAl : Czech Municipal Court*?

A plaintiff sued a law firm for using an Al-generated image (two hands signing a contract)
without permission. The plaintiff argued they were the author because they gave the Al the
instruction to create the image.

1. The court ruled that:
1. Al-generated works cannot be protected under Czech copyright law.
2. There was no evidence the plaintiff gave the specific instruction.
3. Only creations by natural persons can qualify as copyrighted "works."
4. Mere ideas or instructions, without creative input, do not meet the originality
threshold.

This aligns with the U.S. case Thaler v. Perlmutter (No. 23-5233, March 18, 2025), where the
D.C. Circuit Court of Appeals affirmed that an Al acting autonomously cannot be

recognized as an author under the 1976 Copyright Act. This approach has just been
confirmed (19 May 2025).

However, a recent U.S. Copyright Office decision (Invoke, January 30) presents a contrast.
The Office granted copyright protection to a digital work titled "A Single Piece of American
Cheese", because the human artist provided clear evidence of creative input — including a

#12 This judgement may be found here in its original language here
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https://justice.cz/documents/14569/1865919/10C_13_2023_10/108cad3e-d9e8-454f-bfac-d58e1253c83a

timelapse video and an explanation of their involvement.

Data protection and copyright law intersect notably in the context of dataset usage for Al training, While
Article 89 of the GDPR allows research exemptions, its applicability is contested when commercial actors
process personal or copyrighted data.

Recent Case Law
UK vs Germany: Copyright Infringement in Large Language Models

The Getty Images vs Stability Al case (England and Wales High Court 4 November 2025
[2025] EWHC 2863 (Ch))

Getty Images filed suit in 2023 against Stability Al, alleging copyright, database right, and|
trademark infringement. Getty accused Stability Al of unlawfully scraping millions of its images
to train the Stable Diffusion AI Model (“SD Model”). Getty’s primary claim—that the act of]
training an Al model constituted infringement—was dropped mid-trial, as Getty was unable to
establish that training occurred within the UK’s jurisdiction. Getty then argued that importing the
SD Model into the UK constituted secondary infringement, as it allegedly represented an|
“infringing copy” of Getty’s images. The Court denied any actual infringement, stating that fo]
infringement to take place, there must be some form of access to the actual copied content
within the SD Model. The model’s weights are merely the “...product of the patterns and features
which they have learned during the training process.” The Court found Getty’s submission—that]
as soon as the model is created, it is an infringing copy—to be misconceived. In essence, since no
copy of the copyrighted material is available within the SD Model, there is no infringement.

The GEMA vs OpenAl case (Munich Regional Court 11 November 2025, 42 O 14139/24)

The German music rights society (GEMA) alleged that OpenAl’s ChatGPT infringed copyright
at two stages: (a) the training stage, where copyrighted materials were used, and (b) the
reproduction stage, where song lyrics were reproduced verbatim. The Munich Regional Court]
decided that the internal processes of Al models are subject to copyright scrutiny, and model
developers can be held liable for infringement. The Court focused on ‘memorisation’ finding that
if a model can reproduce training data verbatim, the underlying work has been “embodied” o
“fixed” within the model. This constitutes a “reproduction” under Article 2 of the InfoSec
Directive, which covers reproduction “in any manner and in any form.” Any later generation of]
this copyrighted content in response to user prompts was held to be a separate act of
infringement—making the work available to the public. The Court rejected OpenAl’s reliance on|
the EU’s Text and Data Mining (TDM) exception, determining that memorization and
reproduction exceed the transient analysis intended by the exception.

Further guidance on this topic can be found :

EUIPO (European Union Intellectual Property Office)

151



® “The development of Generative Artificial Intelligence from a Copyright perspective” (May 2025)
® This comprehensive study analyses the technical, legal, and economic aspects of
generative Al from an EU copyright law perspective. It covers issues such as the use of
copyright-protected works as training data, legal questions around Al-generated content,
and the implications for creators and rightsholders. The report also discusses the
Copyright in the Digital Single Market (CDSM) Directive, the EU Al Act, opt-out
mechanisms, transparency, and the forthcoming Copyright Knowledge Centre.
® EUIPO report summary and access the full study (EUTPO)*"

EDPB (European Data Protection Board) and DPA (Data Protection Authorities)

® EDPB Statement 3/2024 on Data Protection Authorities’ Role in the Artificial Intelligence Act
Framework (March 2024)

® While not exclusively about copyright, this statement addresses the role of DPAs in the

context of the Al Act, including cooperation with other authorities on issues at the

intersection of Al, data protection, and potentially copyright, as Al systems often involve

processing of protected works and personal data.
® EDPB Statement 3/2024 (EDPB)**

WIPO (World Intellectual Property Organisation)

® WIPO has published several studies and policy papers on Al and copyright, focusing on the
global and European context. While no specific report is cited in the search results above, WIPO’s
ongoing work includes the “WIPO Conversation on Intellectual Property and Artificial
Intelligence,” which regularly addresses copyright issues in Al training and output, including EU
law implications. For the latest, consult the WIPO website’s Al and IP section.

® Information Session on Copyright and Generative Artificial Intelligence (April 2025)

OECD (Organisation for Economic Co-operation and Development)

Report on Al (February 2025)*"

® This report examines the intersection of artificial intelligence (including generative Al) and
intellectual property rights, with a particular focus on data scraping practices for Al training. It
covers legal frameworks, copyright implications, transparency issues, and policy options relevant
to data mining and copyright in the context of AL

2. General Terms and Conditions of Generative Al

Flore Chatles, Sarah Aoun, Borhane Abdellaoui

413 Read the EUIPO report summary and access the full study (EUIPQ)
414 Read the EDPB Statement 3/2024 (EDPB)

415

https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/02/intellectual-property-issues-in-artificial-
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https://www.edpb.europa.eu/our-work-tools/our-documents/statements/statement-32024-data-protection-authorities-role-artificial_en

Introduction

The rapid rise of generative Al models, such as ChatGPT (OpenAl), Gemini (Google), Harvey
Al, and Grok (xAl) has given rise to complex legal questions surrounding the nature and legal
status of the outputs these systems produce. This comparative study intentionally shifts the
spotlight onto outgoing data, that is, the content automatically generated in response to user
prompts—text, code, summaries, and other expressive outputs.

Legally, outputs raise complex issues. Since they are not created by a human, their eligibility for
copyright protection is unclear. Ownership varies by platform: some grant users’ full rights,
others impose broad licences or retain control. Outputs may also lack originality, as identical or
similar results can be produced for multiple users. Responsibility is typically shifted to users, who
must ensure outputs are lawful, even if generated by the Al This study is a comparative analysis
conducted on four major generative Al platforms: ChatGPT developed by OpenAl, Gemini by
Google, Grok created by xAl, and Harvey Al a tool specifically tailored for legal professionals.
These platforms were selected due to their leading positions in the generative Al ecosystem and
their differing legal and technical approaches to the management of output data—that is, the
content generated in response to user prompts.

Each of these services is governed by its own set of Terms of Use, which outline the conditions
under which outputs can be used, owned, reused, or challenged. This diversity provides a relevant
foundation for evaluating how legal uncertainty surrounding outputs is being addressed—or

avoided—across the sector.

I. Comparative analysis of the Terms of Use of various generative Als

1. Purpose and permitted uses of outgoing data

Clauses from consumer-facing models (ChatGPT, Gemini, Claude, DeepSeek) can be compared
to those aimed at professional users (Adobe Firefly, Harvey) in order to pinpoint prevailing
trends : who owns the content, how data may be used or trained on, confidentiality promises,
labeling duties, and competitive restrictions. By mapping the majority practices against notable
exceptions, a clearer view of where the industry is heading and which provisions diverge from the

norm can be given.
I) Rights, Licensing & Data Use
a) Ownership Baseline

First, OpenAl states that it assigns “all of our right, title and interest ... in the Output Data” and
merely reminds users that similar answers may be provided to others. Anthropic’s consumer-tier
terms use comparable wording, assigning any rights it may hold in the generated responses to the,
user while retaining narrow safety exceptions. Mistral Al and DeepSeek follow the same
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total-assignment logic in favour of the customer. A clear pattern has emerged: the full transfer of
intellectual-property rights in the outputs to the user.

Alongside this explicit transfer lies a rarer variant: waiver without a formal assignment. Google
says it “does not claim ownership of any content” generated, yet acknowledges that similar
answers can be produced for other users. In common-law copyright systems, the absence of a
clear assignment can leave a theoretical risk regarding ownership of certain derivative rights.

b) Operating right
To run the platform, each provider takes a world-wide, non-exclusive licence over user content:
- OpenAl: may “We may use Content to provide, maintain, develop, and improve our Services |...].”

- Gemini applies the same licence when you are on a free quota, explicitly “Zo provide,
improve, and develop C products and services and machine-learning technologies »

- Mistral receives a “You grant us a worldwide ... licence to use Your Data (a) for the purpose of
providing, maintaining and optimizing the performance of the Mistral Al Products” its products

- DeepSeck likewise re-uses data “7o... develop or improve the Services”

- Enterprise tiers narrow these rights: Adobe limits the licence to storage/processing in its
cloud and excludes any Al-training use

c) Training licence
Where providers diverge sharply is on whether user data can feed future models.

Consumer (default opt-in). ChatGPT will use prompts/outputs for model
improvement unless the user opts out through a Help-Centre link. Gemini adopts the
same stance in its free quota, explicitly saying that content may be reused for Google’s
machine-learning technologies. Mistral trains on data from free users “unless you object”,
and DeepSeck offers a toggle labelled « Improve the model for everyone » that you can switch
off.

Enterprise or professional tiers (no training/ default opt-out). Claude Enterprise
bars Anthropic from using “Customer Content” for training of any kind. Harvey is even
more categorical: “Subprocessors will not train any Al models using Your Content” . Adobe’s
licence “does not anthorise us to train generative-AI nodels with your content” .

Mistral Al offers a textbook illustration of the “#ain-if-consumer, no-train-if-enterprise” pattern. In its
help-center article “Do you use my user data to train your Artificial Intelligence models?”'’, the company
groups Le Chat Free, Le Chat Pro (a paid individual tier) and Le Chat Student under one rule:



https://help.mistral.ai/en/articles/347617-do-you-use-my-user-data-to-train-your-artificial-intelligence-models

“Input and output data are used by default to train our artificial intelligence models, unless youn opt-out of
training.” By contrast, for Le Chat Team and Le Chat Enterprise the same article states: “Tnput and
output training is not applicable to Team and Enterprise plans. We do not use your data to train our models and

you can’t manually opt-in for training yourself.”

This wording makes it plain that Mistral draws the training line at user type rather than price:
every consumer-oriented tier—free, student, and the paid Chat Pro—feeds the models by default,
unless the user opts out, while Team and Enterprise plans categorically block training and do not

even allow an opt-in.
IT) User Transparency
a. Labelling obligations: from « don’t lie » to « must disclose »

A minority of providers now impose an affirmative duty to tag Al output. DeepSeck is the
clearest: if you share results, you must “clearly indicate that the output content is generated by artificial

intelligence” and verify it before posting,

Most Western services adopt a softer rule — they simply forbid misrepresentation. Mistral
instructs users “not to present Output as having been generated by a human”, and OpenAl
echoes the point in its policy notes. The effect is similar (no “Al-washing”), but only DeepSeek

makes the disclosure explicit.
b. Similarity disclaimers: outputs may overlap
Almost every contract now warns that Al answers may not be unique:

OpenAl notes that “Outputs may not be unique and other users may receive similar content” .
Mistral issues the same disclaimer under “Siwilarity of Output” .

Harvey repeats that inputs/outputs can be “imilar or identical to those of other users” and that
such duplicates are 7ot the customer’s property.

e Gemini reserves the right to generate identical or similar results for different callers .

These notices protect providers from originality claims and force users to clear any downstream

IP risks themselves.
III. Competitive Safeguards & Warranties
a. “Don’t build a rival with our output” — non-compete clauses

Several providers draw a clear line concerning their business models: you may not recycle the

service’s answers to create a competing Al

® OpenAl (ChatGPT) explicitly bans users from “wsing Output Content to develop models that
compete with OpenAL” .
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® Mistral goes further, prohibiting any use of image outputs to build a rival generator and
forbidding bulk storage or machine-learning reuse of text outputs ‘%o create, train, evaluate or

mprove your offerings” .

These provisions function like a non-compete covenant: the provider gives away IP ownership in
the outputs, but immediately fences off the most obvious commercial reuse.

b. The permissive outlier

By contrast, DeepSeck takes the opposite tack. Its terms invite users to apply outputs ‘%o a wide
range of use-cases, including ... training other models” . DeepSeek effectively treats downstream
model-building as fair game, illustrating that the competitive-lock-down approach is not universal.

c. Emerging picture

Taken together, the clauses reveal two competing philosophies:

Approach Typical in Practical effect

Lock-down —|OpenAl, Mistral |Preserves provider moat; forces businesses to negotiate
forbid competitivejmost enterprise[bespoke licences if they want to fine-tune on outputs.
training or servicefplans

cloning

Open-use — allow|DeepSeek Uses permissiveness as a growth lever; risks cannibalising
training and the provider’s own advantage.

derivative models

2. Transparency on model behavior and explainability

Explainability refers to the ability to make understandable the elements considered by an Al
system to produce a result, whether it be a text, an image, or a score. This requirement of
explainability takes on major legal significance, when an Al system produces results that have
legal effects on individuals. It activates the principle of transparency, as enshrined notably in the
GDPR (Articles 5 and 13—15) and reaffirmed by the AI Act.

In this context, the review of User Guidelines and Conditions (UGC), often required from model
providers as part of the RIA summaries, should help determine : whether elements related to
explainability are included (e.g, model type, nature of outputs, explanatory methodology), and
whether the information is sufficiently detailed to ensure a level of transparency consistent with
European legal standards.

In other words, the objective is not necessarily to make Al systems fully understandable, but to
ensure that their results are interpretable and challengeable, in compliance with the fundamental
rights of the individuals concerned.
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L.LM

GCU’s

Observation

ChatGPT
(Open Al)

Accuracy: Artificial intelligence and
machine learning are rapidly evolving fields
of study. We are continually working to
improve our Services to make them more
accurate, reliable, safe, and useful. Given
the probabilistic nature of machine
learning, use of our Services may, in some
situations, result in Output Data that does
not accurately reflect real people, places, or
facts.

Third-party Services: Our Services may
include software, products, or services
provided by third parties (“Third-Party
Services”), and certain parts of our
Services, such as our browsing feature, may
include output data originating from these
Third-Party Services (“Third-Party Output
Data”). Third-Party Services and
Third-Party Output Data are subject to
their own terms, and we are not
responsible for them.

“Our Services may provide incomplete,
inaccurate, or offensive Output Data that
does not represent the views of OpenAl. If]
Output Data refers to third-party products
or services, this does not imply that the
third party endorses or is affiliated with
OpenAl”

There is no explanation of the
explainability : No explicit title, except
“Exactitude”

There is no clear and easily
understandable information regarding
the data/input sources, the factors,
processes, and/or logic that led to the
prediction, content, recommendation,
or decision, making it difficult for
individuals affected by an Al system to
understand its outcome.

Gemini
(Google)

Note:
We updated the Gemini API Additional
Terms of Service on April 3, 2025.

“Google uses this data in accordance
with the Gemini Apps Privacy
[Notice to provide, improve, and
develop its products and services, as

‘There is no explanation of the
explainability : There is no explicit title,
unless “Accuracy” is considered to cove
the aspect.
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well as its machine learning
technologies.”

“You give Google a perpetual,
irrevocable, worldwide,
sublicensable, royalty-free, and
non-exclusive licence to Use content
submitted, posted, or displayed to or
from the APIs through your API
Client.”

Grock (xAl)

“xAI’s Terms of Use set out two different
usage conditions depending on the user’s

status: consumer or business.”

“Third-party services and software. Our
Service may include or be integrated with
third-party software, products, or services
that are subject to their own terms. Our
software may include open source software
that is governed by its own licences.”

“Electing whether your User Content is
used for product development or model
training. When logged into our Service, you
can select whether or not you want us to
use your User Content to improve our
products and services and train our
models.”

In the Privacy Politcy : “More information
about xAl’s development and training of
Grok and data controls is available in our
Consumer FAQs, Enterprise FAQs, and
xAl website. Please note that xAl is a
separate company from X Corp. (“X”,
previously Twitter).”

“ Publicly Available Data: We use
information that is publicly available on the
internet to train our models and provide
resulting Output.”

‘There is no explanation of the
explainability : No explicit title.

There is a certain degree of
transparency in the fact that a
distinction is made between consumers
and businesses.

However, while the privacy policy
provides general information about the
data collected and how it is used, it lacks
detail regarding how the algorithms
work, the machine learning techniques
applied, and the origin of the training
data.
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Harvey AI  [The Terms expressly prohibit the use of ~ [The issue of ownership of the output
automated means to extract content or data is not explicitly addressed in the
results from the service. While this Terms of Use; it can only be inferred.

provision is primarily aimed at safeguarding

the providet’s interests and preventing There is no explanation of the

Harvey Al from being used to train explainability : No explicit title.
competing Al systems, it could also be
interpreted as suggesting that Harvey Al
claims ownership over the generated
outputs.

When it is stated that the user retains
ownership of their content, this applies
only between the input and output stages
— which implies that the user does not

own the output data.

[t is further specified that similar
data may be provided both to the
user and to third parties. However,
by clarifying that responses provided
to third parties cannot be considered
the property of the wuser, this
implicitly suggests the opposite: that
the user may be considered the
owner of the responses they
themselves receive.

Under these conditions, it is sometimes difficult to explain the reasons for a result obtained, and
therefore the reliability of these products or services.

Ultimately, it should be noted that, in general, little is specified regarding transparency and
explainability. In this regard, the Council’s recommendation on artificial intelligence has been
relatively clear, identifying elements that language models (LLMs) could address from the
perspective of transparency and explainability. Thus, when it comes to output data, the lack of
sufficient understanding of how such data is generated prevents any guarantee of the protection
of fundamental rights, particularly concerning access to information in legal proceedings.

3. Liability framework for illicit output generation

The core focus of this section is on how each of these four language models addresses the
question of responsibility in cases where these outputs may be illicit, infringe on third-party
rights, or produce harmful effects.

159



a. Open Al

Among the four Al systems analysed , OpenAl’s ChatGPT adopts one of the most
transparent approaches to content ownership and responsibility. The company clearly states in its

Terms of Use and Services Agreement that users are the owners of both their inputs and outputs.
OpenAl further affirms that it relinquishes any rights it may hold over the generated content,
subject to applicable law. However, this allocation of rights is accompanied by important
limitations. Users are warned that the outputs may not be unique or free from third-party
content, and therefore cannot be assumed to be original or free of infringement. In terms of
liability, OpenAl firmly places the burden on the user. The platform disclaims any warranties as

to the accuracy or legality of the generated content®’

, and prohibits its use for any
decision-making processes that could have legal or material consequences for individuals—such
as in employment, healthcare, or credit''®. In addition, although OpenAl allows users to opt out
of the use of their data for training, by default, outputs may be used internally to improve the

model.""” This adds a further layer of complexity in terms of user control and secondary use.

Under the Digital Services Act (DSA), in force since February 17, 2024, platforms like ChatGPT
are required to implement mechanisms to detect, report, and remove illegal content (Articles 14
and 15). For Very Large Online Platforms (VLOPs), Article 34 mandates the assessment and
mitigation of systemic risks, such as misinformation and violations of fundamental rights.

Article 19 also requires platforms to cooperate with national authorities, including sharing details
of content moderation practices — a requirement OpenAl is currently fulfilling. These
obligations are central to assessing ChatGPT’ Terms of Use, particularly in how liability for illicit
outputs is managed between the platform and its users.

b. Germini

By contrast, Gemini, Google’s generative Al, does not explicitly recognise any ownership
rights over the outputs it generates. The Terms and Policy Guidelines emphasize that the same or
similar content may be generated for different users, and that no expectation of originality or
exclusivity should be assumed. Furthermore, the content is not to be relied upon for sensitive or
professional applications. Gemini’s policies are explicit in forbidding the generation or
dissemination of unlawful content—such as hate speech, sexually explicit material, or dangerous
misinformation—especially when such content could have real-world consequences. In terms of
responsibility, the user is expected to ensure that their use of Gemini remains within legal
bounds, although no clear mechanisms are provided for challenging or correcting illicit outputs.
Interestingly, in the broader Google Cloud framework, Google offers certain indemnification

417 “Our Services may provide incomplete, incorrect, or offensive Output that does not represent OpenAl’s
views. If Output references any third party products or services, it doesn’t mean the third party endorses or is
affiliated with OpenAl.”

#18 "You must not use any Output relating to a person for any purpose that could have a legal or material impact
on that person, such as making credit, educational, employment, housing, insurance, legal, medical, or other
important decisions about them".

419 “If you do not want us to use your Content to train our models, you have the option to opt out by updating
your account settings. Further information can be found in this Help Center
https://help.openai.com/en/articles/5722486-how-your-data-is-used-to-improve-model-performance. Please note
that in some cases this may limit the ability of our Services to better address your specific use case."

160


https://help.openai.com/en/articles/5722486-how-your-data-is-used-to-improve-model-performance

provisions to business clients using its generative Al tools; however, it remains unclear whether
these protections apply to casual users of Gemini via public interfaces.

Google also includes in its Terms of Use a limitation of liability clause that defines its obligations
as being on a best-efforts basis (“within the limits of what is reasonable”). This means that
Google does not guarantee perfect or uninterrupted performance of its services.

For professional users who pay for access to Google’s services (such as Gemini), the scope of
liability coverage is particularly limited. The Terms explicitly state that Google cannot be held
liable for:

. Loss of profits, revenue, business opportunities, customers, or anticipated savings;
. Indirect losses or damages exceeding reasonable foreseeability;
. Punitive damages.

Outside of these exclusions, Google’s liability—if established—is capped at either 500 USD or
125% of the fees paid by the user for the relevant services in the 12 months preceding the
breach, whichever is higher. This clause reflects a strong limitation of liability, placing most of the
risk on the user, even in cases where generated outputs could cause harm or legal issues.

c. Harvey

Before gaining access to the service provided by Harvey Al the user must accept the
Terms of Use and agree to use the platform in compliance with legal and ethical standards,
specifically by refraining from generating any unlawful content. Harvey Al, an Al model designed
for legal professionals, adopts a far more ambiguous position in its Evaluation Terms of Service.
A clause suggests that users retain rights only over what they input and receive, leaving the
ownership status of the outputs in a grey area. Harvey prohibits automated extraction of outputs
and acknowledges that similar or identical responses may be given to other users, reinforcing the
notion that no exclusive rights are granted. Legally, the platform disclaims all warranties,
including accuracy, fitness for purpose, or non-infringement. Users are solely responsible for
verifying the legality of the outputs and are expected to assume full responsibility for their use.
The lack of clarity in Harvey’s terms is particularly problematic given its positioning as a tool for
lawyers and legal research, where legal accuracy and accountability are paramount. Moreover,
there is no mention of mechanisms for correction or takedown, which exposes users to potential
risks in case of defamatory or infringing content being produced.
The limitation of liability clause in Harvey Al’s Terms of Use states that, in the event of a claim,
Harvey ADl’s maximum liability is capped at the amount paid by the client for the service during

the previous 12 months.*

20 This cap is doubled in cases involving personal data breaches.
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d. Grok

Grok, developed by xAl, presents a liability and content ownership framework that at
first glance appears user-centered but ultimately prioritizes platform protection. While xAl
formally recognises user ownership of both inputs and outputs, this recognition is immediately
undermined by an expansive licence granted back to the company. This licence—perpetual,
irrevocable, global, and royalty-free—allows xAI to use, reproduce, modify, distribute, and
commercialize the generated outputs without restriction. As a result, users retain only nominal
ownership, devoid of meaningful exclusivity or control over their content. The platform offers no
detailed list of prohibited outputs, simply general disclaimers that outputs may be inaccurate or
inappropriate, and no clear process exists for users to request removal or rectification of such
content. Responsibility for reviewing and appropriately using outputs is placed entirely on the
uset, while Grok limits its own liability.

This allocation of responsibility is further reinforced by Grok Al’s tiered liability clauses, which
distinguish between consumers and business clients, as well as across jurisdictions. For general
consumers, liability is capped at either $100 or the total amount paid by the user, whichever is
higher. For enterprise users, liability is limited to the fees paid over the preceding twelve months.
Yet these limitations are not uniformly enforceable: for users based in the European Economic
Area (EEA), the United Kingdom, and Switzerland, the liability clauses are rendered inapplicable

due to local consumer protection laws.

In sum, Grok AI's Terms of Use reflect a carefully calibrated legal architecture: globally, it
imposes strict limits on liability and broadly claims usage rights over outputs, while in regulated
jurisdictions it adjusts its stance to align with local consumer laws. Despite recognising user
ownership, the practical legal effect of the Terms leaves users with limited control over generated
content and assumes minimal responsibility for potential harm caused by its misuse or inaccuracy.

In comparing these four platforms, it becomes clear that despite stylistic and structural
differences, they all converge on a similar legal model: placing the burden of responsibility on the
user. OpenAl stands out for its clarity in ownership and user-facing guidance, although
limitations remain. Google’s Gemini takes a more closed approach, denying any ownership and
limiting the usability of outputs, especially for professional contexts. Harvey Al’s contractual
silence leaves users exposed and uncertain, which is particularly concerning in the legal domain.
Grok offers formal recognition of rights only to nullify them through broad licensing practices.

I1. Conclusion

The comparative analysis of ChatGPT, Gemini, Grok, and Harvey Al reveals a fragmented but
converging legal landscape around generative Al outputs. While each platform varies in how it
frames ownership, licensing, and liability, they all tend to shift legal responsibility onto the user.
Explicit assignments of rights—such as those found in OpenAl’s terms—offer clarity, but are
often counterbalanced by broad usage licences or disclaimers elsewhere. At the same time, most
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platforms avoid recognising outputs as fully unique or protected, and few provide transparency
around explainability or the internal logic of the model.

Ultimately, this study shows that despite some cosmetic differences, a dominant model is
emerging: one where users are given apparent control over outputs, but with limited legal
certainty, minimal guarantees, and substantial risk. As generative Al continues to expand,
particularly into sensitive domains like law or healthcare, clearer rules and stronger safeguards will
be essential to ensure fairness, accountability, and the protection of fundamental rights.
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